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SELECTING PROXIES FROM AMONG AUTODISCOVERED
PROXIES

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] The present disclosure may be related to the following commonly assigned

applications/patents:

[0002] U.S. Patent Application No. 10/285,315, filed October 30, 2002 and entitled
“Transaction Accelerator for Client-Server Communication Systems”, now U.S. Patent

7,120,666 B2 issued October 10, 2006 (hereinafter “McCanne I”);

[0003] U.S. Patent Application No. 10/640,405, filed August 12, 2003 and entitled
“Transparent Client-Server Transaction Accelerator”, now U.S. Publication No.

2004/0215746 published October 28, 2004 (hereinafter “McCanne II1”);

[0004] U.S. Patent Application No. 10/640,562, filed August 12, 2003 and entitled
“Cooperative Proxy Auto-Discovery and Connection Interception”, now U.S. Publication No.

2004/0243703 published December 2, 2004 (hereinafter “McCanne IV”);

[0005] U.S. Patent Application No. 10/640,459, filed August 12, 2003 and entitled
“Content Delivery for Client-Server Protocols with User Affinities using Connection End-
Point Proxies” now U.S. Publication No. 2005/0125553 published June 9, 2005 (hereinafter
“McCanne V”);

[0006] U.S. Patent Application No. 11/377,906, filed March 15, 2006 and entitled
“Connection Forwarding” now U.S. Publication No. 2006/0248194 published November 2,
2006 (hereinafter “Ly”); and

[0007] U.S. Patent Application No. 11/683,325, filed March 7, 2007 and entitled “Address

Manipulation for Network Transparency and Troubleshooting” (hereinafter “Landrum”).

The respective disclosures of these applications/patents are incorporated herein by reference

in their entirety for all purposes.

FIELD OF THE INVENTION

[0008] The present invention relates to the field of communication networks, and

specifically to supporting improvements delivered via network proxies.



10

15

20

25

30

WO 2007/149687 PCT/US2007/070005

BACKGROUND OF THE INVENTION

[0009] A network is typically used for data transport among devices at network nodes

distributed over the network. Some networks are considered “local area networks” (LANSs),
others are considered “wide area networks” (WANSs), although not all networks are so
categorized and others might have both LAN and WAN characteristics. Often, a LAN
comprises nodes that are all controlled by a single organization and connected over dedicated,
relatively reliable and physically short connections. An example might be a network in an
office building for one company or division. By contrast, often a WAN comprises nodes that
might include nodes over which many different organization’s data flow, and might involve
physically long connections. In one example, a LAN might be coupled to a global
internetwork of networks referred to as the “Internet” such that traffic from one node on the

LAN passes through the Internet to a remote LAN and then to a node on that remote LAN.

[0010] Data transport is often organized into “transactions”, wherein a device at one
network node initiates a request for data from another device at another network node and the
first device receives the data in a response from the other device. By convention, the initiator
of a transaction is referred to herein as the “client” and the responder to the request from the
client is referred to herein as the “server”. As used herein, “client” generally refers to a
computer, computing device, peripheral, electronics, or the like, that makes a request for data
or an action, while “server” generally refers to a computer, computing device, peripheral,
electronics, or the like, that operates in response to requests for data or action made by one or
more clients. Depending upon the context, a computer or other device may function as both a

client and/or a server.

[0011] As explained above, a transaction over a network involves bidirectional
communication between two computing entities, where one entity is the client and initiates a
transaction by opening a network channel to another entity (the server). Typically, the client
sends a request or set of requests via a set of networking protocols over that network channel,
and the request or requests are processed by the server, returning responses. Many protocols
are “connection-based”, whereby the two cooperating entities (sometimes known as “hosts™)
negotiate a communication session to begin the information exchange. In setting up a
communication session, the client and the server might each maintain state information for
the session, which may include information about the capabilities of each other. At some
level, the session forms what is logically (or physically, in some cases) considered a

“connection” between the client and server. Once the connection is established,
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communication between the client and server can proceed using state from the session
establishment and other information and send messages between the client and the server,
wherein a message is a data set comprising a plurality of bits in a sequence, possibly
packaged as one or more packets according to an underlying network protocol. Typically,
once the client and the server agree that the session is over, each side disposes of the state

information for that transaction, other than possibly saving log information.

[0012] A client makes requests to a server, which typically delivers a response to each
request back to the client. McCanne I and McCanne IIT describe how a network proxy
communicating with one or more peer network proxies can offer valuable forms of
transaction acceleration and traffic reduction. In such cases, for example, a client’s request
can be intercepted by a client-side network proxy and delivered to the server by a server-side
network proxy. The request may be transformed or processed by the two proxies so that it
(and possibly future requests) is more effectively transported across the intervening network

than would be true without the use of the cooperating network proxies.

[0013] A message from a client to a server or vice-versa traverses one or more network
“paths” connecting the client and server. A basic path would be a physical cable connecting
the two hosts. More typically, a path involves a number of physical communication links and
a number of intermediate devices (e.g., routers) that are able to transmit a packet along a
correct path to the server, and transmit the response packets from the server back to the client.
These intermediate devices typically do not modify the contents of a data packet; they simply
pass the packet on in a correct direction. However, it is possible that a device that is in the
network path between a client and a server could modify a data packet along the way. To
avoid violating the semantics of the networking protocols, any such modifications should not

alter how the packet is eventually processed by the destination host.

[0014] A network proxy is a transport-level or application-level entity that functions as a
performance-enhancing intermediary between the client and the server. In this case, a proxy
is the terminus for the client connection and initiates another connection to the server on
behalf of the client. Alternatively, the proxy connects to one or more other proxies that in
turn connect to the server. Each proxy may forward, modify, or otherwise transform the
transactions as they flow from the client to the server and vice versa. Examples of proxies

include (1) Web proxies that enhance performance through caching or enhance security by
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controlling access to servers, (2) mail relays that forward mail from a client to another mail

server, (3) DNS relays that cache DNS name resolutions, and so forth.

[0015] One problem that must be overcome when deploying proxies is that of directing
client requests to the proxy instead of to the destination server. One mechanism for
accomplishing this is to configure each client host or process with the network address
information of the proxy. This requires that the client application have an explicit proxy
capability, whereby the client can be configured to direct requests to the proxy instead of to
the server. In addition, this type of deployment requires that all clients must be explicitly

configured and that can be an administrative burden on a network administrator.

[0016] One way around the problems of explicit proxy configuration is to deploy a
“transparent proxy”. The presence of the transparent proxy is not made explicitly known to
the client process, so all client requests proceed along the network path towards the server as
they would have if there were no transparent proxy. Some benefits of a transparent proxy
require that a proxy pair exist in the network path. For example, if a proxy is used to
transform data in some way, a second proxy preferably untransforms the data. For actions
that require a proxy pair, preferably both proxies in the proxy pair do not perform a
transformation unless they can be assured of the existence and operation of the other proxy in
the proxy pair. Where each proxy must be explicitly configured with indications of the pairs
to which it belongs and to the identity of the other members of those pairs, the administrative
burden on a network administrator might well make some operations infeasible if they
require proxy pairs. Even where a proxy is interposed in a network and gets all of the traffic
from a client or server, it still must discover the other member for each proxy pair the proxy

needs, if the proxy is to perform actions that require proxy pairs.

[0017] As used herein, “proxy pairing” is a process of associating two proxies. The two
proxies are members of a proxy pair and each member of a proxy pair is aware of the other
member of the proxy pair and knows its address (or other identifier). A given proxy can be a
member of more than one proxy pair. Where a given proxy is a member of a plurality of
proxy pairs, the other members of those proxy pairs can be distinct or can be duplicative, i.c.,
there might be more than one proxy pair that has the same two members. In some cases, a
proxy pair might be generalized to a “proxy grouping” of more than two proxies for purposes

equivalent to what a proxy pair might do.
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[0018] Generally, a proxy pair exists in relation to one or more transactions. Thus, proxy A
and proxy B might be paired for some transactions and not others. Often, two proxies are
paired for all transactions between pairs of particular clients and particular servers. In most
instances, a proxy pair comprises a client-side proxy (“CP”) and a server-side proxy (“SP”)

and each member of the proxy pair is aware of which side (client or server) they are on.

[0019] The proxies in a proxy pair can become aware of the pair and the other member
(and which side they are on) using techniques described in McCanne IV or other methods.
Once the proxies in a proxy pair are aware of the pairing and the other member, the pair can
intercept network transactions. With the pairing, the optimizations need not conform to the

end-to-end network protocol, as each proxy can undo nonconforming operations of the other
proxy.

[0020] However, where network traffic between client and server can pass through an
arbitrary number of potential cooperating proxies, it is useful to be able to pick two specific
proxies of those, such as two proxies that match some criteria. One useful choice is the two
proxies that are “outermost”, i.e., closest to the client and closest to the server. Another
useful choice is the two proxies that are on either side of the worst (slowest performing)

connection or network.

[0021] Forms of proxy discovery described in McCanne IV include single instance probing
and proxy chain probing. With single instance probing, a single client-side proxy (CP)
probes for a single instance of a server-side proxy (SP). With proxy chain probing, a single

client-side proxy establishes a proxy chain of multiple middle proxies (MPs) and a final SP.

[0022] Improvements for proxy pairing are desirable. For example, where some pairings
are better than others, they should be selected for. Also, where marked probe packets are
used by proxies to discover each other, those can be rejected by some servers and that should
be dealt with so that client/server connections do not fail. A related multiple-proxy problem
is where traffic does not have a consistent path through proxies, but instead some traffic
passes through one proxy initially and some traffic passes through one or more others. Ly
describes this problem as asymmetric routing. Ly provides some solutions for dealing with

asymmetric routing.

[0023] It is therefore desirable for a system and method to facilitate the discovery and
selection of optimal sets of cooperating proxies in the presence of multiple candidate proxies

or despite confounding network issues, possibly allowing for connections to be established
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even when probe packets are rejected, even in the presence of multiple intermediate proxies,
and possibly also automatically detecting asymmetric routing conditions and configuring

proxies for connection forwarding as necessary.

BRIEF SUMMARY OF THE INVENTION

[0024] In embodiments of a network and or devices operating on a network, proxies are
programmed to probe to determine the existence of other proxies and where different pairs of
proxies are possible, the proxies are programmed to determine which proxies should form a

proxy pair.

[0025] In other aspects, marked probe packets are used by proxies to discover each other
and probing is done such a connection can be eventually formed even if some probe packets

fail.

[0026] In another aspect, asymmetric routing is detected and proxies are configured for

connection forwarding as necessary.

[0027] The following detailed description together with the accompanying drawings will

provide a better understanding of the nature and advantages of the present invention.

BRIEF DESCRIPTION OF THE DRAWINGS

[0028] Fig. 1 is a swim diagram illustrating probe request message processing according to

an embodiment of the invention.

[0029] Fig. 2 is a swim diagram illustrating probe request message processing with one

intermediate proxy according to an embodiment of the invention.

[0030] Fig. 3 is a swim diagram illustrating probe request events wherein probe requests

might be dropped.

[0031] Fig. 4 is a swim diagram illustrating other aspects of probe request message

processing.

[0032] Fig. 5 is a swim diagram illustrating other aspects of probe request message

processing.

[0033] Fig. 6 is a swim diagram illustrating other aspects of probe request message

processing.
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[0034] Fig. 7 is a swim diagram illustrating other aspects of probe request message

processing.

[0035] Fig. 8A is block diagram of a network topography wherein packets take one path in

one direction and another path in the other direction.

[0036] Fig. 8B is a swim diagram illustrating an example packet flow for the network of
Fig. 8A.

[0037] Fig. 9A is block diagram of a network topography wherein asymmetry allows some

packets to bypass proxies.

[0038] Fig. 9B is a swim diagram illustrating an example packet flow for the network of
Fig. 9A.

[0039] Fig. 9C is a swim diagram for another example of message flow for the network of

Fig. 9A.

[0040] Fig. 10A is a block diagram for another example network with a different type of
asymmetry, with asymmetry at the server end of a WAN.

[0041] Fig. 10B is a swim diagram illustrating an example packet flow for the network

topology of Fig. 10A.

[0042] Fig. 11A is a block diagram for another example network with a different type of
asymmetry, with asymmetry at the client end of a WAN.

[0043] Fig. 11B is a swim diagram illustrating an example packet flow for the network

topology of Fig. 11A.
[0044] Fig. 11C is another swim diagram for message flow for the network of Fig. 11A.

[0045] Fig. 12A is a block diagram for another example network with a different type of
asymmetry, with asymmetry at the server end of a WAN with a proxy chain.

[0046] Fig. 12B is a swim diagram illustrating an example packet flow for the network

topology of Fig. 12A.

[0047] Fig. 13A 1s a block diagram illustrating an example network with asymmetry due to

packet balancing.
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[0048] Fig. 13B is a block diagram illustrating another example network with asymmetry

due to packet balancing.

[0049] Fig. 14A is a block diagram illustrating yet another example network with

asymmetry due to packet balancing.

[0050] Fig. 14B is a swim diagram illustrating an example packet flow for the network

topology of Fig. 14A.

[0051] Fig. 14C is a swim diagram illustrating another example packet flow for the
network topology of Fig. 14A, wherein a local firewall filters out invalid SYN/ACK packets

with non-matching ACK numbers.

[0052] Fig. 15A is a block diagram of an example network topology with server-side
asymmetry.

[0053] Fig. 15B is a swim diagram illustrating an example packet flow for the network

topology of Fig. 15A.

[0054] Fig. 16A is a block diagram of an example network topology with client-side
asymmetry.

[0055] Fig. 16B is a swim diagram illustrating an example packet flow for the network

topology of Fig. 16A.

[0056] Fig. 17 is a block diagram of an example network topology with server-side

asymmetry and a chain of proxies.

[0057] An Appendix A comprising a source code listing is included as part of this

disclosure.

DETAILED DESCRIPTION OF THE INVENTION

[0058] Animproved proxying system is described herein, wherein proxies are selected to
improve communications and to allow for features between proxy pair that would be
impossible or difficult to implement for some proxy pairings and the selection is done to

reduce or eliminate the selection of such problematic proxy pairings.

[0059] Some benefits of a transparent proxy require that a proxy pair exist in the network
path. For example, if a proxy is used to transform data in some way, a second proxy

preferably untransforms the data. For example, where traffic between a client and a server is
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to be compressed or encrypted for transport over a portion of the network path between the
client and the server, a proxy on one side of that portion would compress or encrypt data
before it flows over that portion and a proxy on the other side of that portion would
uncompress or decrypt the data and send it along the network path, thereby providing for

transparent transformation of data flowing between the client and the server.

[0060] The proxies in a proxy pair can become aware of the pair and the other member
(and which side they are on) by being explicitly configured as a proxy in a proxy pair, the
proxies can become aware based on information provided by a client or a server (which
typically requires an appropriately configured client or server), or the proxies can
automatically discover possible proxy pairs using techniques described herein. Naturally, if
proxies can discover proxy pairs of which they are members without any assistance from a
client, a server or a network configurator, in a way that such discovery can have been
transparent to clients and servers, operation and maintenance of a proxy pairing system is

greatly simplified.

[0061] Connection interception can be done by a number of different devices, which might
involve hardware, software, or both. Interception can be done with a computer, computing
device, peripheral, electronics, or the like, and/or using an application being executed or
controlled by such element. The interception mechanism can be integrated into a network
device such as a router or a bridge, such that some of the traffic that flows through the device
is altered by the interception mechanism. The interception mechanism may alternatively be
integrated into the client and/or the server itself. Thus, when describing herein a client-side
proxy and/or server-side proxy, those terms need not necessarily refer to separate physical
hosts or computing entities, but may be logical entities that are part of the client, the server,
and/or any other routers, devices or hosts along the network path between the client and

SCrver.

[0062] The general term “proxy device” is used to refer to a proxy that could be a
client-side proxy, a server-side proxy, or both (client-side proxy for some pairs/transactions,
server-side proxy for other pairs/transactions). The functionality described herein as the CP
and the functionality described herein as the SP can exist in one proxy device, such that the
proxy device functions as both an SP and a CP, simultaneously, for different client-server

connections.
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[0063] It should be understood that while clients, servers and proxy devices are shown
herein in various places as stand-alone boxes, clients, servers and proxies can be
implemented as discrete hardware elements, software elements running on a programmable
computing element (desktop computer, handheld device, router, switch, embedded logic
device, etc.), firmware, or some combination, running as distinct elements or integrated with
other elements. For example, a router might include software to implement a proxy device
(“PD”) that might be a CP or an SP for some transactions, with that CP or SP functionality

entirely implemented as part of the router.

Basic Implementation

[0064] Fig. 1 is a swim diagram illustrating probe request message processing according to
an embodiment of the invention. The swim diagrams presented herein illustrate messages,
packets, transactions, etc. effected by data passing between nodes of a network and being
acted upon by devices, circuits, software, etc. at those nodes. For example, Fig. 1 illustrates
an example of traffic among a client, a server and two proxies. Some of the figures show
corresponding hardware block diagrams, but where omitted, it should be understood that the
vertical lines of a swim diagram correspond to recipients and/or senders of data that
corresponds to the data flow arrows that proceed in a generally horizontal direction and it
should be understood that data flows are not abstract concepts, but represent data flowing
from one electronic device or portion thereof to another electronic device or portion thereof.
Unless otherwise indicated, it should be understood that time flows from top to bottom, such
that an action represented by a horizontal arrow higher in a figure occurs before an action
represented by a horizontal arrow lower in the figure and that sometimes a chain of actions
that happen one after another with a chain of devices is shown by more than one horizontal

line segment at the same relative vertical position.

[0065] Also, unless otherwise indicated, data flowing to a device represented by a vertical
line in a swim diagram can be in the form of bits or symbols presented through a channel
using lower level hardware circuits adapted for such purpose. For example, the initiating
SYN packet illustrated in Fig. 1 as flowing from client C to proxy SH1, might involve
packaging data into a TCP packet, encoded by a MAC layer and processed through a PHY
layer interface, and while those details are omitted, they are know to one of ordinary skill in
the art of network communication, so they are not repeated here so that the present disclosure

1s clear and does not obscure the essential teachings of this disclosure.

10
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[0066] In the process represented by Fig. 1, proxies process and/or generate probe request
messages. Proxies can be programmed to respond to probe request messages under some
conditions. For example, perhaps a proxy that receives a probe request is programmed to not
respond with a probe response immediately, but instead will continue probing towards the
server to check if it is the proxy closest to the server and whether it should intercept the
connection. One way to intercept a connection is to form a connection with one
communicant (client, server, other proxy), such as a TCP connection, and form another
connection with another communicant. For example, a proxy might have one connection
with a client and another connection with a server and operate such that the client and/or

server believe that it has a connection directly (or operates such that it does not matter).

[0067] One aspect of a connection such as a TCP connection is that packets include
sequence numbers and each communicant might expect sequential use of those sequence
numbers and packet consistency wherein a packet with a particular sequence number comes
out of one end of a connection for each time a packet goes into the connection and has that
same sequence number. Where a proxy is in the middle of a connection that spans through
the proxy, this is kept consistent, but where the data flows into a proxy over one connection
that terminates at the proxy and out over another connection that terminates at the proxy,
those consistencies are not needed through the whole path from, say, a client to a server,

because there are separate connections.

[0068] Referring again to Fig. 1, a client begins by sending a SYN message to a server and
that SYN message first passes through a proxy SH1. Proxy SH1 might be a Steelhead™
transaction accelerator made by Riverbed Technology, Inc., but might also be a different
proxy. In this example, proxy SH1 is programmed to attach a probe request to the SYN with

its IP address in it.

[0069] When SH2 receives the probe request sent by SH1, SH2 is programmed to check the
probe request to determine whether it originated with SH2 or elsewhere. SH2 creates its own
TCP connection to the server with a different sequence number. SH2 attaches the same probe
as SH1 to the SYN. SH2 receives a SYN/ACK (acknowledgment of the SYN, or sync,
request) message from the server. SH2 completes its connection to the server with an ACK
message. SH2 sends a probe response with its service IP address and port and modifies the

ACK number. SH1 receives the probe response from SH2 and connects to SH2’s service IP

11
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address and port. SH1 completes its connection to the client with a SYN/ACK. Client

completes its connection to the server with an ACK.

[0070] In the embodiment shown in Fig. 1, creating a new TCP connection on SH2 with a
different sequence number avoids problems with asymmetric routing. SH2 can also update

its neighbors if connection forwarding (as described in Ly) is configured.

[0071] The proxies can discover of the last proxy in a serial cascade of proxies without
having to configure peering rules. If a proxy can determine whether it is the last proxy, it can
automatically pair up as an “outermost” proxy, i.e., the proxy closest to the client or the proxy
closest to the server. In this embodiment, the probe response will be created by the last proxy
that receives the SYN/ACK from the server. Other intermediate proxies can detect that they
are not the closest proxy and, if they have state for that connection, they can delete it and let

the probe response go through.

[0072] Fig. 2 is a swim diagram illustrating probe request message processing with one
intermediate proxy according to an embodiment of the invention. As shown there, a path so
configured would have SH1 and SH3 representing the outermost proxies and SH2
representing an intermediate proxy. There, the first proxy SH1 will intercept the connection
with the last proxy SH3. When the client sends a SYN to server and SH1 attaches a probe
request to the SYN with SH1’s IP address in it, SH2 will receive the probe request and check
if the request was not sent by SH2. SH2 creates its own TCP connection to the server with a
different sequence number. SH2 attaches the same probe as SH1 to the SYN. SH3 receives
the probe request and checks if it was not sent by SH3. SH3 creates its own TCP connection
to the server with a different sequence number. SH3 attaches the same probe as SH1 to the
SYN. SH3 receives a SYN/ACK from the server. SH3 completes its connection to the server
with an ACK. SH3 sends a probe response with its service IP address and port and modifies
the ACK number. SH2 releases state for that connection and pass-through the probe response
from SH3. SHI1 receives the probe response from SH3 and connects to SH3 service IP
address and port. SH1 completes its connection to the client with a SYN/ACK. Client

completes its connection to the server with an ACK.

[0073] In the example of Fig. 2, peering rules are not needed to pass through probe
requests. The user will still be able to configure a pass-through peering rule for a serial
cluster or in case the user wants to configure pass-through traffic on the server side, but these

peering rules may be overridden on the client side proxy by a fixed target rule.
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[0074] Peering rules can still be used if users want to have an intermediate proxy intercept
connections to have clear data going on in a certain portion of their network. Peering rules
would exist for serial clustering, otherwise proxies in the same cluster could end up

intercepting connections between themselves when there is no proxy on the server side.

[0075] Where multiple connections exist between a client and a server, an inner connection
is an established connection for communication between a client-side proxy (CP) and a
server-side proxy (SP) in support of their optimization or acceleration of a particular
client/server (outer) connection. Because it carries optimized traffic, an inner connection is
not a good candidate for interception and processing by other, intermediate proxies. In those
cases, it would be desirable to indicate to intermediate proxies that all of the processing is
happening elsewhere and the intermediate proxies should not intercept an inner connection.
This indication might occur by one of the CP and/or SP marking the SYN packet of that
connection, such as by adding a TCP option to the SYN packet.

[0076] The TCP option might use the same value as the discovery probe but with a
different type. The TCP option might be the same as the transparency mode TCP option, as
described in Landrum. The specific case of the inner connection being passed through uses

special or reserved values that distinguish it from other transparent connections.

[0077] If the server or a network device drops the probe request, the client might retransmit
the SYN packet a few times before timing out. With retransmitted SYN packets, if a proxy’s
attachment of a probe request causes the packet to be rejected further down the line, the
proxy might be programmed to avoid adding the probe request to the retransmitted SYN
packet, so that the retransmitted SYN survives and the connection is passed through. For
example, network communications in the Windows XP™ SP2 operating system are such that
a SYN is retransmitted twice, so if two SYNss fail, a proxy can skip adding the probe request
when it receives the third SYN packet and that one should go through.

[0078] Fig. 3 is a swim diagram illustrating this situation. As illustrated there, the client
sends a SYN and SH1 adds a probe request (indicated by “SYN+” or “SYN MESSAGE+" in
the figures) and forwards the packet. If the first SYN fails, SH1 can try again, but if that also
fails, SH1 should pass through the unmarked SYN message. The number of failed SYN
packets before a proxy defers is programmable. In this case it is two, but it might be one, or

more than two.
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[0079] The approach shown in Fig. 3 works well if there is only one proxy on the path to
the server. However, if there are two proxies and the probe survives all the way to the server
and the server drops it, all the connections to that server will be passed through even though

the proxies could optimize them.

[0080] To avoid this problem, the SP should stop probing before the client stops
retransmitting SYN packets, but there are other steps the SP can take. After the first SYN
retransmit, the SP can send a pure (unmarked, unmodified) SYN to the server to see if the
server sends back a SYN/ACK. That pure SYN has to be transmitted as soon as the first
SYN retransmit is received so it will be generated on reception of the SYN retransmit instead
of waiting for the local IP stack to generate it. Fig. 4 is a swim diagram illustrating how this

would work.

[0081] If there are more than two proxies and the SYN+ sent by the last proxy gets lost or
dropped, the next SYN received by the last proxy may not have the probe, so the last proxy
might think that the proxies before it stopped probing or failed. In such a case, the last proxy
will close its connection to the server and pass through the SYN. To avoid this case and still
intercept between the first and last proxies, a proxy can indicate to the previous proxy that it
is not the last one so that that previous proxy still adds a probe for the second SYN. A
special SYN/ACK can be used that is different from a probe response but has the same
client/server IP addresses and ports and the same TCP option as the probes. It will also use a
proxy-generated seqnum since the proxy has not received a packet from the server yet. If the
probe is lost before reaching the last proxy then the connection will not get intercepted by the

first and last proxy.

[0082] If the server does not accept the connection, the server would send back a reset
instead of a SYN/ACK and the proxies would just pass it through to the client, which would
then know that the connection was refused. No inner connection would be established. Fig.

5 illustrates an example operation of this situation.

[0083] In other situations, if the server is unreachable, no packet would come back and the
client would normally retransmit the SYN and then timeout. Like in the dropped TCP option
case, the proxy will stop adding the probe after 2 retransmits. Fig. 6 illustrates an example

operation of this situation.

[0084] In some situations, if a virus is creating these invalid connections, there may be a

resource consumption problem. To avoid that problem, the number of probes allowed to be
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ongoing for a single client on the first proxy might be limited, with SYN packets being
passed through if that limit is exceeded.

[0085] If the inner connection fails after the server-side proxy has connected to the server
and the auto-discovery succeeded, the system needs to tear down that server-side connection
and let the connection pass through. The server-side proxy also needs to resend the original
SYN to establish the connection. During the time the client-side proxy is trying to connect to
the server-side proxy, an embodiment drops any SYN retransmitted from the client. Fig. 7

illustrates an example operation of this.

[0086] In the example of Fig. 7, it is represented that a client sends a SYN to the server.
SH1 attaches a probe request to the SYN with its IP address in it. SH2 receives the probe
request and checks that it was not sent by SH2 itself. SH2 creates its own TCP connection to
the server with a different sequence number. SH2 attaches the same probe as SH1 to the
SYN. SH2 receives a SYN/ACK from the server. SH2 completes its connection to the server
with an ACK. SH2 sends a probe response with its service IP address and port and modifies
the ACK number. SH1 receives the probe response from SH2 and connects to SH2 service

IP address and port. If the connection from SH1 to SH2 fails, SH1 sends an RST (reset)
packet for the original connection. SH2 closes its connection with the server by resetting it.

SHI resends the original SYN sent by the client. All following packets are passed through

[0087] Another embodiment is a variation of previously discussed embodiments for
discovering proxies, still just using SYN packets but without causing any unnecessary
connections on the server. In this variation of an embodiment, messages travel from client to
SH1, SH2, SH3, and then to the server. When a packet reaches SH1, it adds probe header as
discussed above. The SYN with a probe header then reaches SH2. SH2 generates a new
SYN packet, but doesn’t actually create a socket. Instead, the new SYN is templated on what
would happen if SH2 actually tried to connect to the server. SH2 adds a different probe
header (PROBE_CONTINUE) to this, but keeps the SH1 return information in it, and sends it

on.

[0088] If SH3 does not exist, then the server responds with SYN/ACK to SH2’s SYN. SH2
then has to ensure that it can create an actual socket, using this SYN/ACK. SH2 then
communicates back the SH1 to tell it who its partner is. If SH3 does exist — it sees SH2’s
SYN with the PROBE_CONTINUE and generates its own PROBE_CONTINUE SYN
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packet, and sends it on to any other intermediate proxies, which perform similar actions, or

the server, which responds as described above.

[0089] In general in this embodiment, each proxy after the first one generates its own SYN
packet that it will use to probe the server; only the probe command is different. If the server
responds, then the half-open TCP connection actually has the right TCP options, timestamps,
etc. to match the proxy it will be talking to.

[0090] The following discussion of connection forwarding is relevant regardless of which
autodiscovery technique is in use, as long as the technique can support a cascade of proxies.
Connection forwarding as described in Ly takes care of server side asymmetric routing when
there is a proxy on each route, and that continues to work. However, the connection
forwarding request must be sent to the neighbor proxy/proxies before the proxy forwards the
probe request to the server. Similar processing must be done by all intermediate proxies as
well. Thus, when the probe response is received by an intermediate proxy, it needs to tell its

neighbors to release state too.

[0091] For example, consider the example network shown in Fig. 8A, where the packets go
through SH2A and SH3A in the forward direction and through SH3B and SH2B in the
reverse direction. An example packet flow for the network of Fig. 8A is shown in Fig. 8B.

Similar packet flows may be used for asymmetric routing with client-side proxies.

[0092] If there is asymmetric routing and one side of the path does not have a proxy, an
embodiment of the system of proxies should detect the problem during connection setup so as
to avoid intercepting the connection. As described in McCanne IV, the inner connection was
established before the outer connections so even if there were asymmetric routing, the proxies
would have established an inner connection before the connection would break. The outer
connections between proxies and clients and/or servers can be established before the inner
connection between proxies so that detection can be done before the inner connection is

created.

[0093] If packets for an intercepted connection do not go through the proxy that is
optimizing the connection, the connection will break because the original TCP connection
has been terminated at the CP and a different connection created between the SP and the
server. So the client and server do not actually expect packets coming from each other. This

problem could happen either because the user did not cover all the network paths with
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proxies or because the user used connection forwarding but one of the proxies in the neighbor

group failed.

[0094] In the absence of asymmetry detection, if a connection is asymmetrically routed, it
will fail each time because the proxies will try to intercept it every time. Detecting
asymmetrically routed connections during connection establishment lets them pass through
without optimizing them. Even in an environment that allows asymmetric routing, not all
connections are asymmetrically routed. Where asymmetric routing is detected on a
connection-by-connection basis, the proxies can intercept connections that are not

asymmetrically routed in an asymmetrically routed network.

[0095] One way to not break an asymmetric connection is by trying to recreate the exact
same connection between the SP and the server as between the client and the CP. In
particular, that connection would use the same TCP sequence number on both sides. A
problem with this scheme is that the data exchange is not always the same on both sides
because of optimization done, such as read-ahead at the server. If packets somehow are
received directly by the other side without going through a proxy, the other side might accept
them at the wrong offset and in the worst case, write some data at the wrong place. This is
similar to the problems that can occur with the prior art on network transparency, as

described in Landrum.

[0096] To avoid this problem, an embodiment does not depend on sequence numbers.
When a connection is asymmetrically routed and packets reach the other side without going
through the local proxy, the end hosts do not expect those packets. If that happens in the
middle of a connection, the end hosts usually just drop the packets or sends back an ACK
with what they are expecting and the connection stalls until it times out or gets closed
somehow. Also the application or the user will reopen the connection and at that time the
connection should have its asymmetry from the beginning. In general, routing rarely changes
in the middle of a connection and it is the result of a failure somewhere in the network,

except in networks with packet load balancing.

[0097] Typically, when a connection is intercepted, the SYN packet sent by the SP to the
server does not have the same sequence number as the SYN sent by the client so if the client
receives the SYN/ACK sent back by the server, the client is not supposed to accept it.
Traditionally, TCP implementations sent a RST in response to the invalid SYN/ACK packet
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(the “RST case”). However, with the widespread deployment of client-side firewalls, there is

no guarantee that the client will ever send out a RST.

[0098] For this reason the system of proxies needs to handle both cases. In the no-RST
case, the proxies may detect asymmetric routing by detecting a retransmitted SYN or a series
of retransmitted messages. In some implementations, embodiments need to be aggressive in
detecting asymmetric routing. For example, some TCP/IP message stacks, such as Windows
XP SP2, only retransmits a SYN packet twice before giving up. Thus, the first SYN
retransmitted may be considered an indication of asymmetric routing. This could easily be
generalized to use other retransmitted messages when less aggressive detection setting are

required.

[0099] Once the system detects asymmetric routing, an embodiment notifies all the proxies
that were traversed by the initial SYN so that these proxies can create the proper state and not
intercept this connection in the future. Also, before the un-intercepted connection is

established between the client and the server, we need to properly reset the “fake” connection

between the SP and the server.

[0100] Inthe RST case, upon receiving an RST with an ACK number it does not expect,
the first proxy marks the 5-tuple as non-interceptible and retransmits the original SYN
packet, this time without the probe. In the no-RST case, the first proxy to see the
retransmitted SYN marks the 5-tuple as not interceptible, and forwards the SYN (without
attaching a probe). This probe-less SYN is seen and forwarded by all the proxies along the
way and used to put the 5-tuple into the non-interceptible state. The last proxy first tears

down the “fake” connection before forwarding the SYN.

[0101] Embodiments of this asymmetric routing system depend on proxies knowing
whether they are the last or outermost proxy in a sequence. This knowledge can be

determined during a stage of auto-discovery, as described above.

[0102] Fig. 9A illustrates an example network where the asymmetry makes the SYN/ACK
not go through any of the proxies. Fig. 9B illustrates an example packet flow for this
example network upon receiving an RST message. In this example, the last proxy may delay
for a small amount of time (perhaps 100 ms or so) between the sending of RST(seq2) and
SYN(seql). This behavior will not necessarily be triggered by the first retransmitted SYN; it

should be a configurable parameter. Additionally, since Windows XP and other network
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stacks may only retransmit a SYN twice, SH1 may use the third SYN to trigger the pass-

through due to asymmetric routing.

[0103] Similarly, Fig. 9C illustrates an example packet flow for this example network when
an RST message is not received. In this example of Fig. 9C, SH1 both sends and receives the
retransmitted SYN(seq1), indicating that SH1 updates internal state upon receiving this

retransmitted SYN packet.

[0104] Fig. 10A another example network with a different type of asymmetry. Fig. 10B
illustrates an example packet flow for this example network. If the asymmetry is only on the
server side and the client-side proxy actually sees the SYN/ACK from the server, it will
generate a SYN itself to signal the server-side proxy of the asymmetry. The reason for
generating the SYN instead of forwarding the SYN/ACK to the client and waiting for it to
send a RST or retransmit the SYN is that the client TCP stack might not generate a RST and
it would delay the connection but since we see that the SYN/ACK is acknowledging a
different sequence number and that it is not a probe response, we know that another proxy

intercepted our probe request and that it did not receive the SYN/ACK from the server.

[0105] Fig. 11A another example network with a different type of asymmetry. Fig. 11B
illustrates an example packet flow for this example network upon receiving an RST message.
Similarly, Fig. 11C illustrates an example packet flow for this example network when an RST
message is not received. In this example, the problem in this case is that the probe response
sent by the SP does not go through the CP. Functionally, these scenarios do not require any
different logic than that already used to handle the “complete” asymmetry case discussed

above.

[0106] Fig. 12A another example network with a different type of asymmetry. Fig. 12B
illustrates an example packet flow for this example network. The difference between this
case and the server-side asymmetry case is that SH2 is the proxy that detects the asymmetry
and it must notify proxies on both sides. In this embodiment, the SYN/ACK with the invalid
sequence number is allowed to propagate all the way back to the message to the client-side

proxy before we send the probe-less SYN to the server.

[0107] The following pseudo-code describes the asymmetric routing detection behavior
described above. In various embodiments, this pseudo-code may be implemented as a single

code block or optimized by merging portions of it into existing code in multiple places
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associated with the intercepting packets. In further embodiments, the proxies maintain a list

of connections that are not interceptible as part of the asymmetric routing discovery state.

[0108] In further embodiments, the handling of the no-RST case will also fix the problem
when the server or an intermediate network device drops the probe request. Additionally, the
proxy could cache the fact that a connection is asymmetrically routed so that the next time it
sees it again, it directly passes it through but the routing might depend on the IP addresses,
the TCP ports and the QOS value.

[0109] However, caching based on all those parameters might make it inefficient since the
proxy will rarely see the same connection twice. A further embodiment may not do caching
for asymmetrically routed connection but instead rely only on detection and retransmission of
the SYN packet to let the connection pass through. To avoid delaying the connection setup,
in such an embodiment the proxy may then retransmit the SYN packet itself instead of

waiting for the client to do it.

[0110] The above embodiments describe mechanisms for detecting asymmetric routing on
the fly in the case where there is no packet load balancing. Further embodiments may detect
asymmetric routing in the case where there is packet load balancing. In the presence of
packet load balancing the connection setup might succeed but packets after the setup might
not go through one or both of the proxies. The proxy that terminates the load balanced end of
the TCP connection is referred to as the local proxy or LSH, and the other proxy is referred to

as the remote proxy or RSH.

[0111] Fig. 13A illustrates an example network with asymmetry due to packet balancing.
In this example, the LSH is bypassed due to load balancing. In the case of just LSH being
bypassed, RSH will receive this packet on the WAN interface and recognize that there must
be an unexpected problem with routing between the client and the server. This can be either
due to load balancing or a permanent route table change somewhere along the line. In either

case, RSH will notify LSH of this event through the internal TCP connection.

[0112] It becomes harder to detect load balancing if both proxies are bypassed. Fig. 13B
llustrates an example network with asymmetry due to packet balancing that bypasses both
LSH and RSH. If data is flowing from A to B, LSH will get a clue that something is wrong
by detecting excessive packet loss from A. Once a certain user-configurable packet loss

threshold is reached, it will be interpreted as an indication of A being load balanced.
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[0113] If data is only being sent from B to A, LSH will not be able to detect packet loss.
However, RSH will see an excessive amount of retransmits from B since ACKs from A do
not reach B reliably (with the correct acknowledgement number). In this case, RSH will also
notify LSH of this event through the internal TCP connection. We could also look for
duplicate ACKs sent by B since that’s what the TCP RFC requires a TCP implementation to
do upon receiving an out-of-window TCP segment. However, we cannot rely on this method
since a client-side software firewall will filter the “invalid” incoming TCP segment in the

first place.

[0114] Once LSH determines that there is a problem, either through detecting packet loss,
or through receiving a notification from RSH, it caches A’s IP address and does not optimize

any of its future connections. This cache will have a user-configurable timeout period.

[0115] The previous discussions describe embodiments that detect asymmetric routing in
the presence of asymmetric routing with or without packet load balancing. The following
embodiment includes an asymmetric routing detection mechanism that is less dynamic than

the two previous mechanisms but is simpler.

[0116] This embodiment detects asymmetric routing (AR) during connection establishment
while we are doing auto-discovery. Once AR is detected, the pair of IP addresses, defined by
the client and server addresses of this connection, is cached on the proxy in the AR cache.
Further connections between those hosts are not optimized until that particular AR cache

entry times out.

[0117] Embodiments of the AR detection mechanism are triggered by different kinds of

network events that are indicative of AR. These events are listed below:

[0118] CP receiving an RST packet from the client with an invalid SYN number while the
connection is in the SYN_SENT state

[0119] CP receiving a SYN/ACK packet from the server with an invalid ACK number
while the connection is in the SYN SENT state

[0120] CP receiving an unusually high number of SYN retransmits from the client

[0121] The following illustrates different example asymmetric routing scenarios and

illustrates where these network events fit in.
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Complete Asymmetry

[0122] In the “complete asymmetry” case, the packets sent from client (C) to server (S) go
through both proxies (SH1 and SH2), but packets sent from S to C do not go through either.
Fig. 14A illustrates an example network with complete asymmetry. Fig. 14B illustrates an
example packet flow for this example network. In this example, SH1 detects asymmetric
routing by receiving the RST packet with a bogus sequence number. Future connections

between client and server will not be optimized.

[0123] Fig. 14C illustrates another example packet flow for this example network. In this
example, the client’s local firewall filters out the invalid SYN/ACK with a non-matching
ACK number. After a preconfigured number of SYN retransmits

(max_syns_before passthrough, here set to 2), SH1 assumes asymmetric routing and stops
trying to optimize any future connections between client and server. Note that this condition
can be caused by the server being down or by a firewall filtering out our probe packets. Also
of interest is the fact that networking processes in the Microsoft Windows XP™ SP2
operating system and possibly others does not filter out the invalid SYN/ACK with its

firewall turned on and does send out a RST.

Server-Side Asymmetry

[0124] In this case, packets traveling from C to S traverse SH1 and SH2, but packets
traveling from S to C only traverse SH1. Fig. 15A illustrates an example network with
server-side asymmetry. Fig. 15B illustrates an example packet flow for this example
network. In this example, SH1 receives an invalid SYN/ACK from S and thereby detects
asymmetric routing.

Client-Side Asymmetry

[0125] In this case, packets traveling from C to S traverse SH1 and SH2, but on the way
back they only traverse SH2. Fig. 16A illustrates an example network with client-side
asymmetry. Fig. 16B illustrates an example packet flow for this example network.

[0126] In this example, if the proxies are configured with auto-discovery as described in
McCanne IV, SH2 will try to respond to SH1 with a SYN/ACK+ to SH1’s SYN+. The client
will receive this packet and respond with an ACK since the SYN/ACK+ acknowledges the
sequence number in the SYN+. SH1 will see this ACK and will realize there is asymmetric

routing because it never saw a SYN/ACK. In embodiments of auto-discovery as described in
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this application, AR is detected at “no extra cost” since the SYN/ACK+ has a different

sequence number from the original SYN+.

[0127] In another example of client-side asymmetry, embodiments of auto-discovery may
include cascading proxies, as shown in Fig. 17. In this example, packets from C to S traverse
SH1, SH2, and SH3, but on the way back they only traverse SH2 and SH1. The simple

mechanism cannot detect AR in this case.

[0128] SYN retransmits can happen for a number of reasons other than asymmetric routing.
For instance, if a server is temporarily down or if probes are being filtered and there is no SP,
the CP will see SYN retransmits. For this reason, we handle SYN retransmits in a special
way. When an asymmetric routing cache entry (arentry) is added due to SYN retransmits,
it’s given a very short timeout (artab_short_timeout). This arentry quickly times out unless

one of the following conditions is met:
[0129] A SYN/ACK is received from the server after we stop sending probes out; or

[0130] An ACK is received for this connection from the client without the CP seeing the
SYN/ACK from the server.

[0131] The first case is an indication of the probes being filtered and the second case is
indication of either client-side or complete asymmetry. In both cases, the arentry’s timeout is

reset to artab_timeout.

[0132] The case where not all proxies see packets sent from client to server is trivial to
handle gracefully: if a proxy does not see a SYN or a SYN+, it won’t try to intercept the
connection to begin with, and the connection will not be broken. The proxy can recognize
this condition and mark the connection as one that is passed through because of asymmetry.
If the proxy ever sees packets associated with this connection from client to server, it will re-

mark the connection as passed-through because it was pre-existing.

[0133] The previous discussion outlined a simple means of detecting asymmetric routing.
The next section explains how more sophisticated proxy groupings can be used instead of
simply finding the outermost pair. Current proxies are organized in terms of one logical
proxy on each side of the WAN. That is, even when there are multiple proxies available (for
redundant hardware or multiple routes) the autodiscovery sends the traffic through a single

proxy on each side.
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[0134] Networks may include nested or layered proxies, where the traffic intrinsically
passes through two or more proxies on the same side of the WAN. In particular,
embodiments take advantage of data stores that are already known at any local proxy to
automatically set up such a group of local peers. However, that requires distinguishing the
proxies on the local side of the WAN from proxies in the WAN or on the other side of the
WAN.

[0135] This can be done using cooperative caching, such as the cache protocol described in
RFC 2186. Grouping of multiple local segment stores is described in McCanne I and
detection of middle proxies is described in McCanne IV. Using these techniques,
embodiments may look for a TCP option’s presence or absence to determine the set of middle
proxies, as described in the auto-discovery filing. The middle proxies then constitute a new
group with a new job: figuring out their relationship to each other and to the identified

client/server proxies.

[0136] For any given set of middle proxies interacting with a particular client proxy and
particular server proxy, it is possible to compute the location of the WAN boundary once and
then reuse it many times. So in contrast to the determination of the counterpart in the

client/server proxy pair, this selection can use a fairly expensive computation.

[0137] In further embodiments, the middle proxies can use a technique such as chirp-probe
trains (see e.g., pathChirp or STAB) to determine where bandwidth is plentiful and where it is
scarce. These measurements can then be mapped onto models of networks -- in particular,
one model of interest is where there is a single sharp decrease in bandwidth somewhere along
the path, corresponding to the WAN. For measurements that do not map onto well-

understood models, the middle proxies can choose to do nothing (as they would now).

[0138] Further embodiments can be envisioned to one of ordinary skill in the art after
reading this disclosure. In other embodiments, combinations or sub-combinations of the
above disclosed invention can be advantageously made. The example arrangements of
components are shown for purposes of illustration and it should be understood that
combinations, additions, re-arrangements, and the like are contemplated in alternative
embodiments of the present invention. Thus, while the invention has been described with
respect to exemplary embodiments, one skilled in the art will recognize that numerous

modifications are possible.
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[0139] For example, the processes described herein may be implemented using hardware
components, software components, and/or any combination thereof. The specification and
drawings are, accordingly, to be regarded in an illustrative rather than a restrictive sense. It
will, however, be evident that various modifications and changes may be made thereunto
without departing from the broader spirit and scope of the invention as set forth in the claims
and that the invention is intended to cover all modifications and equivalents within the scope

of the following claims.
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/*

Appendix A.

* asymmetric_detection_test -- returns true if reception of pkt signals
* detection of an asymmetric route, false otherwise.

*/

bool asymmetric_detection_test (pkt)

conn = conntrack_find (pkt)

if
{
}

if

if

if

(tconn || // first time we’'re seeing the probe
conn->state != “probing”) // done w/auto-discovery

return false;

(conn->is_interceptible == false)
return true;

(pkt->tcp_flags & RST &&
pkt->direction == client to server)

if (not the client-side proxy) ({
//
// if seq #'s don’'t match, must be due to load balancing.
// will handle as in the generic asymmetry case.
// omitting for claraity.

//

}

if (pkt->tcp_ack == conn->next_seq)
//
// client is legitimately trying to reset a connection
// before it gets established... not asymmetric routing
!/

return false;

}
//

// the “RST” case for both the “complete” asymmetry case and
// the client-side asymmetry case

/7

conn->is_interceptible = false;
retransmit the original SYN packet without the probe
return true;

(pkt->tcp_flags == SYN) {
if (client-side proxy) {
if (conn->num_probes < MAX_PROBES)
conn->num_probes++;
return false;

}
//

// assume asymmetric routing

/!

conn->is_interceptible = false;
retransmit the original SYN packet without the probe
return true;
} else {
conn->is_interceptible = false;

if (server-side proxy) { // e.g., the “last” proxy
send RST with seg=conn->tcp_seq
delay 100ms

}

forward the SYN packet w/o the probe
return true;
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}

if (pkt->tep_flags == SYN|ACK &&
pkt->direction == server to client &&
pkt does not have a probe)

if (client-side proxy) {

/!

// server-side asymmetry case (also generic asymmetry)

//

conn->is_interceptible = false;
retransmit the original SYN packet without the probe
return true;

if (neither client-side nor server-side proxy) {

/!

// generic asymmetry case

//

conn->is_interceptible = false;
forward the pkt to its destination. // the client-side proxy will
// eventually receive it

return true;

}

return false;

}

// END OF SOURCE CODE LISTING
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WHAT IS CLAIMED IS:

1. A method of selecting a pair of proxies on a network among a plurality of
more than two proxies, comprising:

receiving, at a first proxy, a request to initiate a connection;

modifying the request to initiate a connection to include a probe message;

sending the modified request into the network;

receiving, at a second proxy, the modified request; and

determining, at the second proxy, whether or not to respond to the first proxy with a
probe response message indicating an invitation to pair with the first proxy, wherein
the determination is made based on configuration information available at the

second proxy.

2. The method of claim 1, wherein the determination is whether the second

proxy has determined that it is closer to a server than any other proxy.

3. The method of claim 1, wherein the determination is based on data the

second proxy has about where network limitations are located.

4. The method of claim 1, wherein the determination is based on a
determination of which proxies are positioned on which sides of network bottlenecks,
wherein a network bottleneck could be a region of greater latency than other regions or lower

bandwidth than other regions.

5. The method of claim 1, wherein the determination is based on the second

proxy’s observation of characteristics of established connections.

6. The method of claim 1, wherein the determination is based on computed

network models.

7. The method of claim 1, wherein the determination comprises:
determining intermediate proxies, intermediate proxies being proxies that are not closest
to a client or a server for a transaction;
determining whether one or more of the intermediate proxies can be treated as a local

peer;
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determining bandwidth bottlenecks along a path from a client, a client-side proxy, the
intermediate proxies, a server-side proxy and a server; and
determining whether any of the one or more of the intermediate proxies should be treated

as a local peer based on the determination of bandwidth bottlenecks along the path.

8. A method of detecting proxies on a network comprising:

receiving, at a first proxy, a request to initiate a connection;

modifying the request to initiate a connection to include a probe message;

sending the modified request into the network;

receiving, at a second proxy, the modified request; and

if the modified request is dropped before it is acknowledged, detecting that event at the
second proxy and changing a second proxy state to defer probing; and

if the second proxy state is to defer probing and a retransmitted request to initiate a
connection is received by the second proxy, sending the retransmitted request into

the network without including a probe message.

9. In a network wherein a plurality of proxies are operating in paths between

at least one client and at least one server wherein multiple network paths are possible
between a client and a server, a method of detecting asymmetric routing wherein packets
from the client to the server take one network path and packets from the server to the client

take a different network path, the method comprising:

receiving, at a first proxy, a request to initiate a connection;

modifying the request to initiate a connection to include a probe message;
sending the modified request into the network;

receiving, at a second proxy, the modified request;

determining, at the second proxy, an asymmetric path; and

modifying a second proxy state to a state wherein the second proxy defers from

establishing a proxy pair for the connection being requested.

10. The method of claim 9, further comprising caching, at each of the first and

second proxies, a pair of addresses, comprising an address of the client for the connection and

an address of the server for the connection.
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11. The method of claim 9, wherein determining comprises detecting whether
a client-side proxy receives a reset message from the client with an invalid header relative to

packet headers that are expected from a symmetrical path.

12. The method of claim 9, wherein determining comprises detecting whether
a server-side proxy receives an acknowledgement message from the server with an invalid

header relative to packet headers that are expected from a symmetrical path.
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