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FIG. 1

an update definition, a private encryption key and a public signature key
to a target device. A software update package is prepared on portable
media that includes an executable update program, a checksum for the
program that is encrypted with a symmetrical key, an encrypted symmet-
rical key that is encrypted with a public encryption key and a digital sig-
nature prepared with a private signature key. The update process authen-
ticates the digital signature, decrypts the symmetrical key using the
private encryption key, and decrypts the checksum using the symmetrical
key. A new checksum is generated for the executable update program
and compared to the decrypted checksum. If inconsistencies are detected
during the update process, the process is terminated. Otherwise, the sott-
ware update can be installed with a relatively high degree of assurance
against corruption, viruses and third party interference.
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