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(57) Abstract: A communications system is provided where a number of interconnected communications networks 3-1-3-4 are
each associated with a control computer 5-1-5-4 arranged to set tariff data 15 for the utilisation of the associated communications
network. Each of the control computers 5-1-5-4 includes a routing agent 10 which is arranged to set the tariff data 15 using a Q table
based learning strategy where the frequency with which different levels of tariff are adopted when an associated communications
& network is in a particular state are set based on a calculated immediate reward for a particular tariff level and state and a factor
& corresponding to a logistic fictitious play payoff. Setting the tariff data in this way enables the routing agent to undertake Q table

based learning without any information as to the rewards other agents achieved through their actions.
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AUTONOMOUS SYSTEMS FOR ROUTING DATA

VIA A COMMUNICATIONS NETWORK

The present application relates to autonomous systems. More specifically the embodiments
of the present invention concern autonomous systems for controlling the routing of data via

communications networks.

The internet is an interconnected network of communication netwo;ks where each of the
communication networks are autonomously édministrated by different organisations such as
universities, businesses and internet service providers. The number of different autonomous
organisations involved in providing the internet has grown rapidly from around 900 in 1995 to

more than 10,000 in 2002.

Routing within a single autonomous computer network forming part of the internet is
governed by intra-domain protocols such as OSPF, RIP and 1S-IS. In contrast routing
between different computer networks forming part of the internet where the different
computer networks are controlled by different organisations is governed by the Border
Gateway Protocol (BGP). This Border Gateway Protocol enables individual organisations to
exchange routing information and enforce different routing policies, where the routing
policies govern access and transit routing preferences, identify best routes and decide

whether information is shared with other organisations providing communication networks.

Problems arise when the controllers of individual networks set routing policies which lead to
unstable routing advertisements which inconsistently notify reachability to certain prefixes.
This may be caused by routes going up or down, failures, congestion, routing policies

changing or BGP router misconfiguration. The complexity of BGP policy-based routing has



WO 2007/113521 PCT/GB2007/001180

also resulted in organisations controlling specific networks having little insight how their

decisions affect other parties and themselves;

Further challenges to the internet infrastructure are posed by the emergence of user-directed
routing. Most of today’s user-directed routings are overlay networks and P2P networks.
Some of these have been shown to improve reliability and performance. However, it is
believed that if the internet remains unchanged the growth of user-directed routing will lead

to increased cost and poorer performance and so aggravate current difficulties.

One way of addressing the current problems would be to provide additional support for
source-based routing so that users could choose preferred routes according to advertised
costs and performance metrics for different networks controlied by different organisations.
Although such routing decisions could be performed by end users, typically the source
routing decisions would be delegated to Internet service providers. If such an approach were
to be practical, a means would therefore need to be provided to enable end users to
delegate to internet service providers or overlay networks how data is to be routed via the ‘

internet. -

However, such a solution would render internet rduting much more dynamic and if variatign
of individual networks routing policies became too frequent this could worsen the currefnt
instability and make traffic loads highly unpredictable. A means for enabling the dynamic
variation of routing policies and the advertisement of associated costs is therefore required

which enables individual organisations to set the costs in such as way which reduces this

instability.

In C. Papadimitriou, “Algorithms, Games, and the Internet” STOC’01: Proceedings of the
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33 Annual ACM Symposium on the Theory of Computing. New York, New York, USA: ACM
Press, 2001, pp 749-753, a game theoretic model for the internet was proposed where
autonomous systems for the different communication networks in the internet acted in

accordance with a framework of cooperative game theory.

In such a system, the manner in which different autonomous agents decide upon their
strategies may be undertaken in a number of different ways. One traditional learning
algorithm is the minimax-Q algorithm disclosed in M. Littman, “Markov Games as a
Framework for Multi-Agent Reinforcement Learning” in 11" International Conference on
Machine Learning, 1994, pp 157-163. However, the minimax-Q and a similar algorithm
Nash-Q disclosed in J. Hu and M. Wellman, “Multi-Agent Reinforcement Learning:
Theoretical Framework and Algorithm” in Proceedings of 15™ International Conference on
Machine Learning, 1998, pp 242-250 are reliant upon assuming that players are able to

observe the rewards derived by other players from taking certain actions.

An alternative system in which autonomous learning agents are able to determine strategies
based on an expected reward for future actions but which is not dependent upon

autonomous agents knowing the rewards derived by other players is therefore desirable.

In accordance with one aspect of the present invention there is provided a routing agent for
setting tariff data for communications via a communications network comprising: a
monitc;ring module operable to monitor tariff data set by other routing agents and a current
state of a comrﬁunications network associated with the routing agent; a selection module
operable to set tariff data for a communications network on the basis of strategy dafa; and a
learning module operable to update strategy data utilised by the selection module to set tariff

data for the communications network using Q-value data stored in a Q-value table wherein
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the data within the Q-value table are updated using a calculated immediate reward and a

factor corresponding to a calculated logistic fictitious play payoff for stored strategy data.

Further aspects and embodiments of the present will become apparent with reference to the
accompanying drawings in which:
Figure 1 is a schematic block diagram of a communications network including routing
agents for setting tariff data in accordance with an embodiment of the present invention;
Figure 2 is a schematic block diagram of the functional modules and stored data of a
routing agent of Figure 1;- |
Figure 3 is a schematic block diagram of a strategy table of a routing agent of Figure
Figure 4 is‘a schematic block diagram of a belief te\‘ble of a routing agent of Figure 1;
Figure 5 is a schematic block diagram of a Q-value table of a routing agent of Figuré
1; and |
Figure 6 is a flow diagram of the processing undertaken by a routing agent of Figure

1 to set tariff data for an associated communications network.

Figure 1' is a schematic block diagram of a computer network for sending messages
betwee’n a sender computer 1 and a receiver computer 2..As is shown in Figure 1 a sender
computer 1 is connected to a receiver computer 2 via a series of interconnected
communications networks 3-1 ... 3-4. In the simplified example of Figure 1 four individual
communications networks 3-1 ... 3-4 are shown. In practice many more inter connected

communications networks 3-1; ...; 3-4 would be provided.

As is shown in Figure 1 each of the communications networks 3-1 ... 3-4 is itself connected

to a control computer 5-1; ...; 5-4 where each of the control computers 5-1; ...; 5-4 has stored
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therein a routing agent 10 for setting tariff data 15 relating to its associated communications

hetwork 3-1; ...; 3-4.

When the sender computer 1 wishes to dispatch a message to the receiver computer 2, a
route for the message via the communications networks 3-1-3-4 must be determined. In this
embodiment the selection of a route is made by the sender computer 1 on the basis of the
tariff data 15 advertised by the control computers 5-1-5-3. The sum of the tariff data for each
possible route between the sender computer 1 and receiver computer 2 is determined and
the route associated with the lowest cost is then selected. The message is then dispatched
to one of the communications networks  3-1;3-3 connected to the sender computer 1.
Routers (not shown) with the sélected communication network then forward the message on
the basis of the selected route to one of the communications network 3-2;3-4 connected to
the receiver computer 2. The communications network 3-2;3-4 connected to the receiver
computer 2 receiving the message then’forwards the message to the receiver computer 2

itself.

By varying the tariff data 15 for a particular network the control computer 5-1; ... 5-4
associated with a barticular communications network 3-1; ... 3-4 can control the flow of data
through the associated communications network 3-1; ...; 3-4. Thus for example at petiods of
peak demand, tariff data 15 can be increased to dissuade users forwarding communications
via that network. Conversely if a communications network is being under-utilised tariff data
15 can be reduced to encourage other users to forward their messages via the associated

communications network.

- So as to provide a system which enables efficient use of network resources, the routing

agents 10 of the control computer 5-1; ... 5-4 associated with a communications network 3-1;

v
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...; 3-4 in this embodiment are such to set the tariff data 15 solely on the basis of: a
monitored state of an associated communications network; the tariff data 15 received from
the other control computers 5-1; ...; 5-4 and a determination of the expected payoff resulting
from selecting particular strategies for setting tariff data 15. By setting tariffs in this manner,
efficient use of the system can be achieved without the individual control computers 5-1; ...;

5-4 having to make additional information available to other paris of the system.

Structure of the Routing Agents for Setting Tariff Data
Before describing in detail the functioning of the routing agents 10 to achieve efficient setting

of tariff data 15, the structure of an exemplary routing agent 10 will first be described.

Figure 2 is a schematic block diagram of the functional modules of a routing agent 10 in
accordance with an embodiment of the present invention. The functional modules shown in
Figure 2 are presented for the purpose of understanding and in other embodiments different

functions may be performed by different or combinations of different functional modules.

In this embodiment each routing agent 10 stored within the memory of a control computer 5-
1; ...; -4 comprises: a learning module 20 for determining a strategy for setting tariff data 15
based on observed states of an associated communications network 3-1; ...; 3-4 and the
tariff data 15 set by other control computers 5-1; 5-4; a selection module for setting tariff data
15 based on the strategy determined by the learning module 20; and a monitoring module 24
for monitoring the sta;ce (e.g. network utilisation) of the communications network 3-1; ...; 3-4
associated with the control computer 5-1; ... 5-4 within whose memory the routing agent 10

is stored.

in addition to the learning module 20, the selection module 22 and the monitoring module
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24, a series of data tables 30-42 is also provided as part of the routing agent 10 which
enables the learning module 20 if the routing agent 10 to determine an appropriate strategy

' for setting tariff data 15.

In this embodiment these data tables comprise: a strategy table 30 for storing data indicative
of calculated statistic probabilities for selecting different tariffs when different networ’k states
are observed; and a utility table 32; a value'déta table 34; an expected rewards table 36; a
belief table 38; a history table 40; and a Q value table 42 all utilised to update the strategy

table 30 on the basis of observed tariff data 15 generated by other routing agents.
The structure and content of each of these tables will now be described in greater detail.

Strategy Table

Figure 3 is a schematic illustration of an example of a strategy table 30 stored as part of a
routing agent 10. The strategy table 30 comprises a 2 dimensional n x m table where n is the
number of states that the monitoring module 24 can determine that an associated
’ communications network 3-1; 3-4 may be in and where m is the number of different values
that the routing agent 10 can set as tariff- data 15 for the associa’;ed communications

network.

In the example shown in Figure 3 the number of states a communications network can adopt

is assumed to be three and the number of possible tariffs is also assumed to be three.

Stored within the strategy table for each state and for each action is an item of probability
data being a calculated strategic probability with which a routing agent 10 will adopt a

particular tariff 15 when the state of its associated network is in the state identified.
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Thus in the exemplary illustration of Figure 3 where three actions are shown in the case of

the network being in state 1, the routing agent will set a tariff at a first level (action 1) with a
probability a; , a second level (action 2) with a probability b; and a third level (action 3)

with a probability ¢, where a; + by + ¢y = 1. Similarly when the detected state is state 2 the
probabilities with which actions 1, 2 and 3 would be a,, b, and ¢, respectively, where a, + b,

+ Cp = 1 and so on.

Utility Table

In this embodimént similarly to the strategy table 30, the utility table 32 is also a 2
dimensional n x m table where n is the number of states that the monitoring module 24 can
determine an associated communications network 3-1; 3-4 to be in and where m is the
number of different values that the routing agent can set as tariff data for the associated
communications network. In this embodiment as will be described in detail later, the utility
table 32 is an intermediate table which enables the value data 34 for a current state to be

calculated.

Value Data

In this embodiment the value data 34 is calculated for each observance of the tariffs 15 by
the routing agent 10 and again as with the utility table 32 and strategy table 30 the value
data table 34 in this embodiment is a 2 dimensional n x m matrix where n is the number of
states that the monitoring modules 24 can determine and associated communications
network to be in and where m is the number of different values that the routing agent 10 can

set as tariff data 15 for an associated communications network.
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Expected Rewards Table

As with the strategy, utility and value data tables 30-34, the expected rewards table is a
further 2 dimensional n x m data table Where n is the number of states that the monitoring
module 24 can determine an associated communications network 3-1; ...; 3-4 to be in and m
is the number of different levels of tariff 15 that the routing agent 10 can set as tariff data. In
this embodiment the expected rewards table 36 comprises data representative of the

expected Q-values of different sirategies as will be explained later.

Belief Table
Figure 4 is a'schematic illustration of an example of a belief table 38 in accordance with this

embodiment of the present invention.

In contrast to the two dimensional n x m strategy table 30, utility table 32, value data 34 and
expected rewards table 36, the belief table 38 comprises a three dimensional n x m x | matrix
where n is the number of states of the monitoring module 24 can determine that an
associated communications network 3-1; ...; 3-4 may be in, where m is the number of
different values that a routing agerﬁ 10 can set as tariff data 15 and where | is the number of

routing networks 3-1-3-4 whose tariff data is advertised by the communications networks.

As will be explained, for each of the other routing agents 10, and for each combination of an
observed state and an observed action undertaken by a particular routing agent 10, the
routing agent 10 stores probability data identifying the frequency with which other ‘agents 10
under;takes particular actions. Thus in this way the belief state tablé 38 stores data which the

routing agent 10 is able to utilise to calculate of an appropriate strategy table 30.

History Table
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The history table 40 in this embodiment is the further three dimensional data matrix of the
samé size as the belief table 38. In this embodiment the history table 40 stores data
identifying the number of times different routing agents 10 set tariff data 15 at particular
levels when the observed state of an associated communication network 3-1; ...; 3-4 as

observed by the monitoring module 24 is a particular value.

Q Value Table

The final data table stored as part of the routing agent 10 is a Q value table 42.

Figure 5 is a schematic illustration of data stored within the Q value table 42. In this
embodiment the Q value table 42 stores a data table similar to the strategy table 30 or utility
table 32 for each of the possible combinations of actions which may be undertaken by all of

the other agents.

As is shown in Figure 5 the size of the Q value table 42 is an n x m x r matrix where'n is the
number of states that the'monitoring module 24 may observe in associated communication
network 3-1; ...; 3-4 to be in; m is the number of possible levels of tariff data 15 that the
‘selection module 22 can set and r is the number of possible actions which the routing agents
10 of the other networks may undertake raised to the power of the number of other
communications network 3-4 in the system. In this way, the Q value table 42 stores ann xm
matrix of data for each possible combination of actions undertaken by the other routing

agents,

Thus for example where the actions of three routing agents 10 can be observed and where
each routing agent 10 can set one of three states and set three levels of tariff the Q table 42

would have dimensions of 3 x 3 x 3° = 3 x 3 x 27. In such a 3 x 3 x 27 matrix, each of the 27
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3 x 3 matrices of the Q value table would be associated with a different combination of
actions undertaken by the observed other routing agents 10 of the system. Thus for example
a first 3 x 3 matrix would be associated with all 3 other routing agents 10 setting tariff data 15
at a first level. Successive 3 x 3 matrices would be associated with other combinations of
observed tariff levels until the final 3 x 3 matrix would be associated with each of the other -

observed agents setting tariff data at the third level.

The Processing Undertaken by Routing Agent
The processing undertaken by a routing agent 10 to set tariif data 15 will now be described
in detail with reference to Figure 6 which is a flow diagram of the processing performed by

the routing agent 10.

When a routing agent 10 is initially invoked, the first action undertaken by the routing agent
10 is the initialisation of the strategy 30, utility 32, expected rewards 36, belief 38, history 40,

and Q-value 42 tables stored within the memory of the conirol computer 5-1; ...; 5-4.

In this embodiment the initialisation (S1) involves setting an initial learning rate factor A equal
to a positive value between 0 and 1, which for example might in one embodiment involve
setting the initial learning rate factor equal to 0.5. The immediately previous actions
undertaken by the routing agents 10 are then set to some arbitrary; set of values, say for
example assuming all agents were undertaking action 1 and the previous state is also set to

some arbitrary value say for example state 1.

Next the initial content of the strategy table 30 is set with all the entries in the strategy table
being made equal where the sum of the entries associates with the same state being equal

fo 1.
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Thus in the case of the system as shown in Figure 3 where the routing module 10 is able to
select one of three levels of tariff data, all entries in the strategy table 30 would be made
equal to a third so that the selection module 22 would initially set tariff data 15 at the three

different levels with equal frequency.
All the entries in the Q value table 42 and the utility table 32 are then set to one.

After that the content of the history table 40 is initialised by setting all entries in the history

table 40 equal to an arbitrary value say for example 50.

The belief table 38 is then initialised by causing all the entries in the belief table 38 to be set
to an equal ’value. However, in contrast to the history table 40 the entties in the belief table
are set at a level so that thé sum of entries associated with the same agent for the same
state equals one. In this embodiment, this is achieved by copying entries from the history
table 40 and normalising the entries by dividing each entry by the sum of entries from the

history table 40 associated with the same state and the same agent.

Finally the entries in the expected rewards table 36 are initialised using the following

equation:

Reward (s,a)= Q(s,a,l)[l:[ Belief(s,a,i)}

li
where Q(s,a,l) indicate entries in the Q table 42 and Belief (s,a,i) indicates entries in the
belief table 38, s indicates a state, a indicates an action which can be undertaken by the
current routing agent 10 and | and i range over the third dimension of the Q and Belief tables

respectively so that each entry in the reward table is the sum of Q value table entries
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associated with the same agents, actions and states scaled by the assumed frequencies
product with which those agents adopt those actions when the monitored communication

systems 3-1; ...; 3-4 is in the identified state as identified by data in the belief table 38.

After the data within the strategy table 30, utility table 32, expected rewards table 36, belief
table 38, history table 40 and O, value table 42 have all been initialised, the learning module
24 then determines (s2) the immediate reward obtained which resulted from the previously
taken action havihg been undertaken which resulted in the previously observed state of the

observed system being in a particular state.

The learning module then (S3) calculates value data 34 for the previously observed state of
the observed system and the immediately previous action undertaken by the routing agent
10. So that this value data 34 reflects expected rewards for future actions undertaken by the
routing agent 10, in accordance with the present invention, the calculation of the value déta
34 is set utilising the following formula which causes the value data to correspond to an

expected logistic fictitious payoff for the current state:

acA acA

Value Data s, a)= Z utility (s, a)strategy (s,a)— aii Z strategy (s, a)in (strategy (s.a))}

where utility (s,a) is the utility associated with different states and actions as identified by
entries in the utility table 32 and strategy (s,a) is the probability of the routing agent 10
setting particular tariffs when the monitored communications network is 3-1; ...; 3-4 is in a

particular state as identified by entries in the strategy table 30.

As can been seen from the equation above, since the calculated value data is based solely

upon the data within the utility table 32 and data within the strategy table 30, the expected
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logistic fictitious play payoff may be calculated in the absence of any information relating to
the internal rewards achieved by the routing agents 10 of the other control computers.
Hence setting value data based in this way provides a means by which Q type learning can
be achieved solely on the 6bserved actions of other routing agents 10 and the monitored

state of a communications network 3-1; ...; 3-4.

After value data has been stored in the value data table 34, the learing module 20 then
(S4) proceeds to utilise the calculated value data 34 and immediate reward to update entries

in the Q value table 42.

This is achieved by updating the Q value entries associated with the detected combination of
tariff data 15 previously set by the other routing agents using the following equation:

0 (s,a,i)=0 (s,a,i)+ A [immediate  reward (s,a)+7 value (s,a)]
with immediate reward (s,a) being a calculated immediate reward for taking the previo.usly
selected action a and when the previously detected state of the communications network is
in state s, A being the current learning rate variable, value (s,a) being the data in the value

data table 34 and 1 being a preset discount factor.

After the Q table 42 has been updated, the learning module 20 then proceeds to update (S5)

the expected rewards table 36 using the following equation:

Reward (s,a):Z Q(s,a,l)[l_il Belief (s,a,i)}

with Q(s,a,l) and Belief (s,a,i) being entries in the Q and Belief tables and where |

corresponds to the immediately previously observed actions undertaken by the other agents.
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The utility table 32 is then (S6) updated using the updated reward table 36, the strategy table

30 and the history table 40.

In this embodiment this is achieved using the following equation:

Reward (s,a)—utility( s,a)

tl , = tl » +
utility(s,a) uztl‘y(s a) Strategy(S,a)hiStO”y(S’a’r)

with Reward (s,a), utility (s,a), Strategy (s,a) and history (s,a,r) being entries in the reward
36, utility 32, strategy 30 and history 40 tables respectively, and r identifying the current

agent.

The content of the strategy table 30 is then (s7) updated using the following equation:

exp(l utility(s, a))
o

Strategy (s,a)= 7
Zexp(—utility(s,b))
5 o
where strategy (s,a)and utility (s,a) are entries in the strategy and utility table for the
previously observed state and action, where b ranges across all actions that might be
undertaken by the routing agent 10 and where a is a fixed fictitious play factor for the

system.

The monitoring module 24 then (s8) acquires data directly from the communications network
3-1; ...; 3-4 associated with the control computer 5-1; ...; 5-4 to determine a current state for

the network 3-1; ...; 3-4.

In this embodiment where the routing agents 10 are controlling tariff data 15 for
communication networks, the state data acquired by the monitoring module 24 will be data

indicative of the extent of utilisation of routes within the associated communications network
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3-1; ...; 3-4. Typical state data could be an average utilisation of the links within the

communication network 3-1; ...; 3-4 such as can be calculated using the following equation:

Z traffic

~ linkspeed |
Average network utilization = links' VRSP

number of links

where traffic is measure volume of data carried by a link in the communications network 3-1;
...; 3-4 being monitored by a particular routing agent 10; link speed is the speed at which
data is transmitted via an identified link; and the number of links is thé number of links in the

monitored communications network 3-1; ...; 3-4.

After an appropriate utilization measure has been calculated, the monitoring module 24 then
coverts the calculated measure into an indication of a current state for the communications

network 3.

Thus for example in a simple system the communications network 3-1; ...; 3-4 might be
considered to be’in one of three states indicating high, medium or low utilization of the links
within a particular network 3-1; ...; 3-4. In other more cbmplicated embodiments, the
granularity of state measured by the monitoring module 24 may be significantly greater and
could depend upon many more variables other than an average utilization of network

resources.

Having determined the current state of the communications system 3-1; ...; 3-4 the
monitoring module 24 is monitoring, the selection module 22 then (S9) proceeds to select a
tariff 15 to be set for utilising the communications network associated with the routing agent

10.
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In this embodiment, this is achieved by the selection module 22 generating a random
number between zero and one. The generated value is then compared with the data entry in
the strategy table 30 associated with the current determined state of the communications
network 3-1; ...; 3-4 and the first action which might be undertaken by the selection module
27. If this value is greater than the data entry associated with a first action then this value is
subtracted from the calculated value and the result is compared with the following data entry
in the table associated with the current state of the communications network and the next
action. When it is determined that the calculated value is less than the selected data entry
from the téble’, the selection module 22 then performs the action associated with that data

entry.

Thus for example assuming that the current determined state was state 1 in the case of the
strategy table of Figure 3, initially the generated number would be compared with the eniry
corresponding to a; in Figure 3. If the value was greater than a;, difference between the

generated number would compare with b, from the strategy table 30 and so on.

In this way by generating a random number and comparing it with the values in the strategy
table 30, the selection module 22 is caused select one of the actions as an appropriate
action to undertake. The selection module 22 then proceeds to set the tariff data 15 on the
basis of the selected action. By having t’he selection module 22 set tariff data 15 in this way,
the values appearing in the strategy table 30 are such identify the frequency with which the
selection module 22 sets the different tariff when particular states are observed by the
monitoring module 24, thereby determining the strategy by which the routing module 10 sets

its tariffs.

After the selection module 22 has set a current tariff data 15 based on the selected action
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from the strategy table 30, the monitoring module 24 then (S10) acquires the tariff data 15
set by the other control computers and the learning module 20 then (s11) proceeds to

update the history table 40.
That is to say the content of the history table 40 is updated using the following\ equation:

History (s,a,i) = History (s,a,i) + 1, if current state = s and level of tariff set by routing agent i
corresponds to action a, and

History (s,a,i) = History (s,a,i) otherwise.

Next the updated history table 40 is (s12) utilised to update the Belief table 38 using the

following equation:

Belief (s,a, i)=__—HiStOZg ()S’ a.i)
s

where k(s) is the sum of the data entries in the history table associdted with the same state

and the same agent.

Thus in this way, whereas the kdata within the history table 40 identifies the numbers of times
different routing agents undertake particular actions (setting particular tariffs) when a
‘ communications network is determined to be in a particular state, the belief table 38 stores
corresponding data in the form of data identifying the probabilities with which an agent will

adopt a particular tariff when the communications network 3-1; ...; 3-4isina particular state.

Finally the learning rate A is reduced (S13) and the routing agent 10 then proceeds to
observe the reward obtained by the routing agent’s choice of action and determine an

updated state value (s2-s3) before updating the Q, reward and utility and strategy tables in
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the manner just described (S4-S7) prior to acquiring new state data and selecting a new
action (s8-s9) and updating the remaining tables after acquiring updated tariff data 15 from

the other routing agents 10 (s10-13) for use in the next successive time period.

By calculating the state value in the manner described a Q table 42 can be maintained which
enables the expected future impact of the current strategies to be utilised when determining
new strategies for the routing agents but which is not dependent upon knowing the actual

reward achieved by other routing agents 10 in the system.

The performance of the above logistic fictitious play Q-learning algorithm compared with
another conventional learning algorithm which is similarly not dependent upon knowing the
actual reward achieved by other routing agents 10 has been evaluated in simulations. In the
simulations, a system was simulated for 1200 learning iterations during which four networks
connected to form a topology identical to Fig. 1 of the present embodiment were learning,
both where all networks were learning according‘to a conventional learning algorithm and . .
the case where all networks were learning according to a conventional learning algorithm
except for one network that Was learning according to the above described logistic fictitious

play Q-learning algorithm.

It has been found that the above described logistic fictitious play Q-learning algorithm
enabled a network to obtain better rewards in terms of average reward values over time
compared with conventionél learning algorithms. Analogous results were obtained when
analyzing scenarios in which any one of the routing agents 5-1;-;5-4 was selected to
undertake learning according to the above logistic fictitious play Q-learning algorithm.
Consistently, routing agents 10 were found to perform worse on average when opposing

agents were is using a logistic fictitious play based Q-learning algorithm.
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Modifications and Alternative Embodiments

Although in the above embodiment a routing scheme has been described in which the action
undertaken by a routing agent 10 is based on the calculation of a random number in a
specific way, it will be appreciated Athat any suitable system for selecting actions where

frequency is identified in the strategy table 30 could be utilised.

Similarly although in the above described embodiment the determination of a least cost
" routing path is described as being undertaken by a sender computer 1, it will be appreciated
that the selection of a routing path based on tariff data 15 could be undertaken in other
ways. Thus for example the calculation of a path could be delegated to an initial router within
one of the communications networks 3-1-3-4. The manner in which a route is selected based
on tariff data 15 could also differ from that described in detail in the embodiment. Thus for
example other factors such as route length, and the ease of calculation of a route could be

used in the algorithm to determine a selected path.

Although in the above described embodiment, a set of routing agents for selecting tariff data
for communication networks has been describ'ed, it will be appreciated that the novel
automated learning technique described in. this application could be applied in other
contexts. More specifically the calculation of a Q learning table based on an assumed
logistic fictitious payoff could be utilised in any situation in which autonomous agents are
required to dynamically adapt an action decision plan by learning their actions quality
through trial and error. As previously noted, in the above description, the calculation of a
strategy identifying frequencies with which different actions may be undertaken when a
specific state of a system is identified can be achieved solely through monitoring a state of

the system and observing the actions undertaken by other agents.
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Thus for example the above described learning algorithm could be utilised where the actions
undertaken by agents correspond to actions other than setting tariffs for a communication

network.

One application could be the use of the described system for any form of automated trading
in which players are able to observe other’s actions but not other's rewards. Suitable
applications could include automated trading agents for any type of trading e.g. financial
instruments, stocks and shares or physical goods wherever an-automated system is able to

observe other’s actions but not their rewards.

Although the embodiments ‘of the invention described with reference to the drawings
comprise computer apparatus and processes performed in computer apparatus, the
invention also extends to computer programs, particularly computer programs on or in a
carrier, adapted for putting the invention into practice. The program may be in the form of
source or object code or in any other form suitable for use in the implementation of the
processes according to the invention. The carrier can be any entity or device capable of

carrying the program.

For example, the carrier may comprise a storage medium, such as a ROM, for example a
CD ROM or a semiconductor ROM, or a magnetic recording medium, for example a floppy
disc or hard disk. Further, the carrier may be a transmissible carrier such as an electrical or
optical signal which may be conveyed via electrical or optical cable or by radio or other

means.

When a program is embodied in a signal which may be conveyed directly by a cable or other
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device or means, the carrier may be constituted by such cable or other device or means.

Alternatively, the carrier may be an integrated circuit in which the program is embedded, the
integrated circuit being adapted for performing, or for use in the performance of, the relevant

processes.
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CLAIMS:

1. A machine learning agent for determining a strategy for frequencies with which a set
of specified actions should be undertaken based upon the observance of the actions
undertaken by other agents, the rrllachine learning agent comprising:

a monitoring module operable to monitor the frequency which other agents undertake
specified actions'when the current state of an associated system is in a specified state; |

a data store operable to store strategy data defining for an agent a set of frequencies
with which the agent should undertake specified actions dependent upon a monitored state
of an associated system;

a Q-value table operable to store Q-value data in association with actions which
could be undertaken by the agent and states observed by said monitoring module for all
combir;ations of actiqns} which can be undertaken by o’éher agents for which séid monitoring
module is configured to pbserve; and

an update modulé operable t(; update strategy data stored in said data store using
said Q-value data stored in said Q-value table wherein the data within the Q-valug table are
updated using a calculated immediate reward for an observed state of an associated system

as observed by said monitoring module together with a factor corresponding to a calculated

logistic fictitious play payoff based on the strategy data stored in said data store.

2. A machine learning agent in accordance with claim 1 wherein the update module is

configured to calculate a fictitious play payoff utilising the following equation:

Value Data (s,a)= Z utility (s, a)strategy (s,a)- 0([ Z strategy (s,a)ln (strategy (s.a))}

ac A acA
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wherein utility(s,a) is a calculated utility value obtained by an agent taking action a when the
observed system is in state s and strategy (s,a) is the strategy data stored in the data store

associated with state s and action a.

3. A machine learning agent in accordance with claim 2, further comprising:

a utility value table operable to store utility data associated with actions that can be
undertaken by an agent and states of an observed sy‘/stem; and

a reward table operable to store an expected reward data associated with actions
that can be undertaken by an agent and states of an observed system,

wherein said monitoring module is operable to detect the actions undertaken by
other agents and a current state of an associated system and said update module is
operable o update entries in said utility table when said monitoring module detects the
actions undertaken by other agents and a current ‘state‘o‘f an associated system utilising the
following equation:

utility (s, @) =utility(s, a)+ 44 (s,a)utility (s, 2)

strategy (s, a)history (s, a, r)

wherein utility (s,a), reward (s,a) and strategy (s,a) are is a utility value in ééid utility table,
reward data in said reward table and probability data in said data store assqciated with staté
s and action a respectively and history(s,a,r) is the number of times an agent r has been

observed to take action a when the observed state of the associated system is in state s.

4. A machine learning agent in accordance with claim 3, further comprising:

a belief table operable to store for each agent which said monitoring module is
configured to observe, belief data indicative of an observed probability of a particular agent
undertaking a particular action when the observed state of the system is in a particular state

and said learning agent is suggested to undertake a particular action; and
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" wherein when said monitoring module detects the actions undertaken by other
agents and a current state of an associated system said update module is operable to

update entries in the rewards table utilising the following equation:

Reward (s,a)=3 Q(s,a,l)[l;[ Belief (s,a,i)}

1
wherein Q(s,a,l) is the entry in the Q table associated with the current observed state of the
associated system, the current suggested action to be undertaken by the agent and the
current observed actions of other agents and Belief (s,a,i) corresponds to the entry in the
Belief table indicative of the expected probability of agent i undertaking the current detected
action for agent i when the associated system is in the current detected state and the

learning agent undertakes action a.

5. A machine learning agent in accordance with any preceding claim, further comprising:
a selection module responsive to the detection of the state of an associated system
by said monitoring module to cause said machine learning agent to undertake actions with a

frequency corresponding to the strategy data stored in said data store.

6. A machine learning agent in accordance with claim 5 wherein said monitoring module
is operable to observe the extent of utilization of an associated communications network and
wherein said selection module is responsive to the detection of the extent of utilization of an
associated communications ﬁetwork by said monitoring module to cause said machine
learning agent to set tariff data for utilizing said associated communications network at

different levels with a frequency corresponding to the strategy data stored in said data store.

7. A communications system comptising:

a plurality of communications networks; and
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a plurality of a machine learning agents in accordance with claim 6 wherein each of
said machine learning agents is operable to monitor the utilization of and set tariff data for a

respective one of said communications networks.

8. A communications system in accordance with claim 7, further comprising:
at least one router operable to receive tariff data set by said machine learning agents
and to select a route for routing data via said communications system on the basis of said

obtained tariff data.

9. A method of machine learning for determining a strategy for the frequencies with
which a set of specified actions should be undertaken based upon the observance of the
actions undertaken by other agents, the machine learning method comprising:

monitoring the frequency which other agents undertake specified actions when the
current state of an associated system is in a specified state;

storing strategy data defining a set of frequencies with which a machine learning
agent should undertake specified actions dependent upon a monitored state of an
associated system;

storing a Q-value table associating Q-value data with actions which could be
undertaken by an agent and observed states of an associated system for all combinations of
actions which can be undertaken by other ageﬁts whose states can be observed by the
machine learning agent; and

updating sirategy data stored in said data store using said Q-value data stored in
said Q-value table wherein the data within the Q-value table are updated using a calculated
immediate reward for an observed state of an associated system together with a factor
corresponding to a calculated logistic fictitious play payoff based on the strategy data stored

in said data store.
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10. A method of machine learning in accordance with claim 9 wherein the calculation of a

fictitious play payoff comprises a state value calculated utilising the following equation:

Value Data (s,a)= Z utility (s,a)strategy(s,a)—o z strategy (s,a)In(strategy (s.a))}
acA acA .

wherein utility(s,a) is a calculated utility value obtained by the agent taking action a when the
observed system is in state s and strategy (s,a) is the strategy data stored in the data store

associated with state s and action a.

11. A method of machine learning in accordance with claim 10, further comprising:

storing a utility value table associating utility values with actions that can be
undertaken by an agent and states of an observed system;

storing a reward table associating an expected reward with actions that can be
undertaken by an agent and states of an observed system, and

wherein updating entries in said utility table utilising the following equation:

reward (s,a)~utility (s, a)

t'l' R = t.l. s +
utility (s, a)=utility(s, a) strategy (s, a)history (s, a,r)

wherein utility (s,a), reward (s,a) and strategy (s,a) are is a utility value in said utility table,
an expected reward in said reward table and probability data in said data store associated
with state s and action a respectively and history(s,a,r) is the number of times agent r has
been observed to take action a when the observed state of the associated system is in state

S.

12. A method of machine learning agent in accordance with claim 11, further comprising:
storing a belief table associating for each other agent which said machine learning

agent is configured to observe, belief data indicative of an observed probability of a
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particular agent undertaking a particular action when the observed state of the system is in a
particular state said learning agent is suggested to undertake a particular action; and
wherein updating entries in the rewards table comprises updating entries utilising the

following equation:

Reward(s,a)=z Q(s,a,l){H Belief (s,a,i)}
I i

wherein Q(s,a,l) is the entry in the Q table associated with the current observed state of the

associated system, the current suggested action to be undertaken by the agent and the

current observed actions of other agents and Belief (s,a,i) corresponds to the entry in the

Belief table indicative of the expected probability of agent i undertaking the current detected

action for agent i when the associated system is in the current detected state and the

learning agent undertakes action a.

13. A method of machine learning in accordance with any of claims 9 -12, further comprising:
responding to the detection of the state of an associated system by undertaking the

action with a frequency corresponding to the strategy data stored in said data store.

14. A method of machine learning in accordance with claim 13 wherein said monitoring
includes observing the extent of utiliéation of an associated communications network and
wherein responding to the detection of the state of ar\l associated system comprises setting
tariff data for utilizing said associated communications network at different levels with a

frequency corresponding to the strategy data stored in said data store.

15. A storage medium storing computer interpretable instructions to cause a programmable
computer to become configured as a machine learning agent in accordance with any of

claims 1-6.
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1

16. A storage medium in accordance with claim 15 comprising a computer disk.
17. A disk in accordance with claim 16 comprising a magnetic, magneto-optic or optical disk.

18. A storage medium in accordance with claim 15 comprising an electrical signal within a

communications network.

19. A machine learning agent for determining a strategy for the frequencies with which a set
of specified actions should be undertaken based upon the observance of the actions
undertaken by other‘agents utilising a Q table updated on the basis of a calculated logistic
fictitious payoff for an action substantially as disclosed herein with reference to the

accompanying drawings.

20. A machine learning method for determining a strategy for the frequencies with which
a set of specified actions should be undertaken based upon the observance of the actions
undertaken by other agents utilising a Q table updated on the basis of a calculated logistic
fictitious payoff for an action substahtially as disclosed herein with reference to the

accompanying drawings.
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