20127161919 AT |1 000 00 OO0 00

<

W

(43) International Publication Date

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

(10) International Publication Number

WO 2012/161919 A1l

29 November 2012 (29.11.2012) WIPO | PCT
(51) International Patent Classification: (81) Designated States (uniess otherwise indicated, for every
HO04L 12/56 (2006.01) HO04W 40/02 (2009.01) kind of national protection available): AE, AG, AL, AM,
21) Int tional Application Number: AO, AT, AU, AZ, BA, BB, BG, BH, BR, BW, BY, BZ,
(21) International Application Number: CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM, DO,
PCT/US2012/035281 DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,
(22) International Filing Date: HR, HU, ID, IL, IN, IS, JP, KE, KG, KM, KN, KP, KR,
26 April 2012 (26.04.2012) KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME,
) MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
(25) Filing Language: English OM, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SC, SD,
(26) Publication Language: English SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN, TR,
TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.
(30) Priority Data: . L
13/114.013 23 May 2011 (23.05.2011) ys (84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
(71) Applicant (for all designated States except US). THE GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, SZ, TZ,
BOEING COMPANY [US/US]; 100 North Riverside UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
Plaza, Chicago, Illinois 60606-2016 (US). TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV
(72) Inventors; and e e ’ ’ P e S
(75) Inventors/Applicants (for US ornly): GUTT, Gregory M. MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
’ . . TR), OAPI (BF, BJ, CF, CG, CL, CM, GA, GN, GQ, GW,
[US/US]; 42758 Conquest Circle, Ashburn, Washington ML, MR, NE, SN, TD, TG)
98115 (US). AYYAGARI Arun [US/US]; 4912 NE 88th ’ S )
Street, Seattle, Washington 98124 (US). WHELAN, Dav- Published:
19(1261?7 [(IIJJSS/)U %A%KENEZHE’I%E‘SEWE?TUCS?SE;Clalliorgi —  with international search report (Art. 21(3))
ley Avenue, Santa Clara, California 95051 (US).
(74) Agent: FIELDS, Kevin G.; 100 North Riverside Plaza,

Chicago, [llinois 60606-2016 (US).

(54) Title: GEOLOCATING NETWORK NODES IN ATTENUATED ENVIRONMENTS FOR CYBER AND NETWORK SE-
CURITY APPLICATIONS

(57) Abstract: A system and method for veritying and/or geolocating network nodes in attenuated environments for cyber and net-
work security applications are disclosed. The system involves an origination network node, a destination network node, and at least
one router network node. The origination network node is configured for transmitting a data packet to the destination network node
through at least one router network node. The data packet contains a security signature portion, a routing data portion, and a payload
data portion. The security signature portion comprises a listing of at least one network node that the data packet travelled through
from the origination network node to the destination network node. In addition, the security signature portion comprises geolocation
information, identifier information, and timing information for at least one network node in the listing.



N

10

o
(9

[\
(9]

30

WO 2012/161919 PCT/US2012/035281

GEOLOCATING METWORK NODES IN ATTENUATED ENVIRONMENTS FOR CYBER AND

NETWORK SECURITY APPLICATIONS

TECHNICAL FIRLD

{8081]  The present disclosure relates to geolocating network nodes.  lo particular, it relates to
geolocating network nodes in attenuated environments for cyber and network security

applications.

SUMMARY

[86G2]  The present disclosure relates to a roethod, system, and apparatus for verifying and/or
geolocating network nodes in attenuated environments for cyber and network security
applications. In particular, the present disclosure teaches a system wvolving an origination
network node and a destination network node. The system further involves at least one router
network node.  Further, the systemn involves the origination network node and the destination
network node being counected to each other via at least one router network node. Also, the
system involves the origination network node being configured for transmutting a data packet o
the destination network node through at least one router network node. In addition, the system
involves the data packet containing a security signature portion, a routing data portion, and a

pavload data portion,

[6663]  In one embodiment, this method can be adopted for existing infrastructure; however, it
requires additional effort given the internet engineering task force (IETF) mternet protocol (IP)
Networking protocols and their implementations in roulers, For the existing deploved
infrastructure, an inter-related router network using cnabled hardware is used for a management
control plane signaling that may effectively allow tracking and tracing methods 1o be performed
for specific classes of traffic, while allowing normal data plane traffic to take the standard
existing f{ast path forwarding. For example, a specific control plane network manageroent packet
that has a known route can be inserted that has the same route as a particular class of data plane
IP network traffic between the same peer routers. This allows a solution to be developed using
elements such as appropriate analvtics, such as an event correlation engine for network
attribution and a decision support engine, which may be deployed on existing and future

deployed infrastructures on the control plane while being fully compliant with IETF RFCs. The
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clements that are histed, which the data packets would contain, would now be conveyed via the
control plane data and data plane flows and can be assumed to be following the current

processing and forwarding mechanisms.

[86G4] Iuv one or more emboduments, the security signature portion comprises a digital
signature. In some embodiments, the security signature portion comprises a listing of at least one
network node that the data packet travelled through from the origination network node to the
destination network node. In at least one embodiment, the security signature portion comprises
timning ntormation for at least one network node in the histing indicating when the data packet
was received and/or transmitted by the network node(s). In some embodiments, the security
signature portion comprises identifier information for at least one network node in the listing. In
one or more embodiments, the identifier information is biometric wmformation and/or a bit

sequence identification code.

[0063] Iun at lcast one embodiment, the security signature portion coruprises geolocation
information for at least one network node in the listing. In one or more embodiments, the
geolocation information is obtained by the network node receiving a resultant signal that is
transritted froro at least one transmission source. The resultant signal contains at least one
authentication signal. The network node location is verified by comparing properties of the
resultant signal the network node recetves to expected properties of the resultant signal that the
network node should receive due to 118 location. In some embodiments, at least one transmission
source is a satellite, a pseudo-satellite, and/or a terrestrial transmission source, In at least one
embodiment, the sateliite is a low Earth orbiting (LEQO) satellite, a mediam Harth orbiting (MEQ)

satellite, or a geosynchronous Earth orbiting (GEO) satellite.

[8066] v at lcast one embodiment, 1 hieu of geolocation data being appended to every data
packet, a secure network server could be used to periodically validate the location of the enabled
participating roufers,  End users with cnabled devices could verify the routing path by
periodically checking with the secure network server to confirm the location of the routers in the
path. As cach router may have its own key, as long as the keys have not been compromised, this

could be used in lieu or in combination of adding geolocation data to every packet.

[B6G7] I one or more embodiments, the disclosed system employs an Iridium LEO satellite
constellation, where each of the satellites in the constellation has an antenna geometry that
transmits forty-eight {48} spot beams with a distinctive spot beam pattern.  In at least one

embodiment, at least one authentication signal may be transmitted from at least one of the
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Indium satellites n the constellation. The forty-cight (48) spot beams of an Indium satellite may
be used to transmit localized authentication signals 1o network nodes located on or near the
Earth’s surface. The broadcasted message burst content associated with these authentication
stgnals includes pseudorandon noise (PRN) data. Since a given message burst may occur within
a specific satellite spot beam at a specific time, the message burst content including PRN and
unigue beam parameters (¢.g., time, satellite identification (ID), time bias, orbit data, eic.) may be
used to authenticate the location of the network nodes. 1t should be noted that when employing
one of the above-described Indium LEO sateliites, the transtmission signal power is sufficiently
strong enough to allow for the signal to penetrate inte an indoor environment. This allows for the

disclosed system to be used for many indoor applications for authentication technologies,

{B008]  In one or more embodiments, the geolocation juformation s determined from ranging
information obtained by a signal transmitted by the network node to another network node at a
verified location and a signal received by the network node from the network node at the verified
location. In at least one embodiment, the disclosed system utilizes the principles of network level
ranging for Internet 1P traffic on a per Quality of Service {QoS) flow basis, In at lcast one
embodiment, the routing data portion contains routing information for the data packet, where the
routing iformation mcludes information regarding the destination network node that the data
packet is to be sent. In one or more embodiments, the payload data portion inchides the data that

is to be transmitted from the origination network node to the destination network node.

[0009]  In at least one embodiment, a method for verifving and/or geolocating network nodes in
attenated environments for cyber and network security applications involves transmitting, with
an origination network node, a data packet to a destination network node through at least one
router network node.  The origmation network node and the destination network node are
connected to cach other via at least one router network node. The data packet contains a security

signature portion, a routing data portion, and a payload data portion.

8818] In one or more embodiments, a network node device for cyber and network security
applications mvolves 4 receiver and a processor. The recetver is capable of recetving a signal
from a signal source. The processor is able (o append information related to the signal as a
security signature onto data packets that are routed through the network node device.

[0011]  In at least onc cmbodiment, an autheutication system tor cyber and network security
applications involves a network node device and a processing device. The network node device

comprises a receiver that is capable of receiving a signal from a signal source, and a processor
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that is able to append information related to the signal as a sccurity signature onto data packets
that are routed through the network node device. The processing device 1s able to compare the
sceurity signature of the data packets being routed through the network node device to known
information related to the signal that the network node device received to authenticate the

network node device,

[0012] In onc or more embodiments, authentication of the network node device 18 at loast
partly comprised of determining if the network node device is physically located in its anticipated
geographic location. In at least one embodiment, the network node device 1s authenticated before
data is authorized to be passed. In some embodiments, the processing device is a cell phone, a
personal digital assistant (PDA), a personal computer, a computer node, an internet protocol (IP)

node, a server, a Wi-Fi node, and/or a tethered or uniethered node.

198131  Additionally, the present disclosure relates to a method, system, and apparatus for using
guard spot beams for authenticating the location of a network node. In particular, the present
disclosure teaches a method for a transmission-based authentication system to verify geolocation
information for a network node. In one or more embodiments, the disclosed method involves
transritting, from at least one transmission source, an authentication signal aund at least one
guard signal. The method further involves recetving, from at least one receiving source, at least
one resultant signal. At least one resultant signal mnchudes the authentication sigual and/or at least
one guard signal. In addition, the method further involves authenticating, with at least one
authenticator device, at least one network node by eovaluating at least one resultant signal that the
network node(s} receives from at least one receiving source. In at [east one embodiment, at least

one network node 1s utilized by an cutity and/or a user.

{8014} v ouc or more cmbodiments, the authentication signal and at least one guard signal are
transmitted from the same transnmssion source. In at feast one embodiment, the authentication
signal and at least one guard signal are transmmtted from different transmission sources. In some
embodiments, the authentication signal and at least one guard signal are transmitted on the same
frequency. In altcrnative embodiments, the authentication signal and at least one guard signal are

transmitted on different frequencies,

[6615] In at least one embodiment, data transmitted by at least one guard signal is used for a
legitimate purposc. In one or more embodiments, at lcast one guard signal at least partially
includes an authentication signal. In various embodiments, the guard signal may include an

authentication signal and/or data, which may be legitimate or false. In some embodiments, data
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transmitted by at least one guard signal includes localized information and/or regional

information.

[0016] In onc or more embodiments, data transmitted by the guard signal can be received by a
network node that 1s located within an overlap area of the signals. In some embodiments, the
data is transmitted via at least two out-of-phase binary phase shift keying (BPSK) signals, where
the out-of-phase BPSK signals appear to be at least one quadrature phase shift keying (QPSK)
signal. In at least one embodiment, a changing of the modulation of the bit stream of at least one
guard signal modifies the broadeast power of the bits 1 the bit stream on a bit by bit basis. In
some envbodiments, when at least two guard signals are transmitted, a relative power of the guard
signals is varied such that the guard signals located closer to the authentication signal have a

higher power than the guard signals located further from the authentication signal,

8817]  Additionally, the present disclosure teaches a transmission-based authentication system
to verily geolocation information for a network node. In one or more embodiments, the disclosed
systenm involves at least one transmitter, at least one receiver, and at lgast one autheunticator
device. In one or more embodiments, at least one transmitter transmits an authentication signal
and at least one guard signal; and at least one veceiver receives at least one resultant signal. At
feast one resultant signal inclades the authentication signal and/or at least one guard signal. In at
least one embodiment, atl least one authenticator device authenticates at least one network node
by evaluating at least one resultant signal that at least one network node receives from at least
ong receiver. I should be noted that, i one or more embodiments, the systemn also includes a
cvber locate portal. The cyber locate portal 1s a secure interface between the network and the
authenticator device that adds an additional level of security to the system. In these
emabodiments, the resultant signal is sent to the authenticator device for authentication via the

cyber locate portal.

[0018] In one or more embodiments, the authentication data is cnerypted to avoid being
intercepted and re-used.  Additionally, the data may be signed with a signature, which can be
used to confirm the data originated from a specific portal device by comparing the signature of
the data to the signature for that specific portal device. Each cyber locate portal device may have
a unigue key for encrypting, and may have an additional key for signing the sample data. These

keys would optimally only be known by the autheuntication server and the portal device.

18819] In at least one embodiment, at least one receiver and at least one transmitter are

incorporated together in at least one transceiver, In some embodiments, the authentication signal
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and at least ome guard signal are transnutied from the same transputier. In at least one
embodiment, the authentication signal and at least one guard signal are transmitted from different
transmitters.  In one or more embodiments, at least one authenticator device includes a server
and/or a processor. In some embodiments, the authentication signal and at least one gnard signal

are transmitted on the same frequency.

[0026]  In at least one embodiment, at least one authenticator device operates at least part of a
host network. In one or more embodiments, the disclosed system further comprises a host
network that operates as an intermediary between at least one network node and at least one
authenticator device. In some embodiments, at least one recetver is employed in a cell phone, a
personal digital assistant (PDA), a personal computer, a computer node, an internet protocol (IP)

node, a server, a wi-fl node and/or a tethered or untethered node.

{90211  In some embodiments, the receiver may also encompass the functionality of a cyber
locate portal device, In some embodiments, the receiver and the cyber locate portal device are
combined in a cell phone or PDA. Note that if a cell phone or PDA inchades the cyber locate
portal device, the signal processing, encryption, and signature functions may ideally be
performed in hardware and/or frmware that are not part of the operating systern of the cell phone
or PDA. For example, optionally, the encryption and signature keys as well as the unencrypted

sample data are not accessible by the cell phone or PDA operating system.

[8622] luv one or more embodiments, at least one transnutter is employed 1u at least one
satellite and/or at lcast one pseudo-satellite. In some embodiments, at least one satellite s a
Lower Earth Orbiting (LEQ) sateliite, a2 Medium Farth Orbiting (MEQ) satellite, and/or a
Geosynchronous Earth Orbiting (GEQ) satellite. In one or more embodiments, at least one
network node 1s stationary and/or mobile. In at least one embodiment, at least onc authenticator

device is a peer device.

[8023] In one or more embodiments, a method for a transmission-based authentication system
wmvolves transmittiog, {rom at least one transmission source, a plurahity of authentication sigunals.
The method further involves receiving, from at least one receiving source, a resultant signal that
includes at least two of the authentication signals, Further, the method involves authenticating,
with at least one authenticator device, at least one network node by comparing properties of the
resultant signal the network node(s) receives from the receiving source location{s) to expected
properties of the resultant signal that the network node(s) should receive from the receiving

source location(s).
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{8024] In one or more cmbodiments, a system and method for a transmission based
authentication systen nvolve transmitting, from at least one transmission source, a plurality of
authentication signals in spot beams, where cach spot beam contains one authentication sigual. In
at least one embodiment, the transmission source(s} is employed in at least one LE( satellite
from an Iridium satellite constellation. In some embodiments, the authentication signals are
transritted on the same frequency. The wethod further 1nvolves receiving, from at least one
recetving source, a resultant signal that includes at least two of the authentication signals.
Further, the method involves authenticating at least one network node by comparing properties of
the resultant signal the network node(s) receives from the receiving source location(s) to
expected propertics of the resultant signal that the network node(s) should recetve from the

receiving source location(s).

18025] In at least one embodiment, the authentication signals are transmitted from the same
transmission source. fn aliernative emabodiments, the authentication signals are transwitted from
the different transmission sources, In some embodiments, the transmission source(s) is emploved
by at least one satellitc and/or at least one pscudo-satellite. In one or more embodiments, the
authentication signals are transmitted on the same frequency and at the same time, and each
authentication signal has a different modulation than the other authentication signals. In at least
one embodiment, the different modulations are different pseudorandom digital modulation
sequences. In some embodiments, the different pseudorandom digital modulation sequences are

different BPSK code sequences.

190261 In one or more embodiments, the properties that are compared are signal power,
doppler shifi, time of arval, and/or signal meoduolation. In particular, the received signal
modulation is the combmation of a plurality of authentication signals, and this resuliant
combined modulation has characteristics that will change with the receiving source’s location. In
some embodiments, the disclosed systern and method relate to network security for networks

including, but not limited to, seif-forming, peer-to-peer, and/or ad hoc networks.

18027] The features, functions, and advantages can be achicved idependently in various
embodiments of the present inventions or may be combined in yet other embodiments.
DRAWINGS

[6628] These and other features, aspects, and advantages of the present disclosure will become
betier understood with regard to the following description, appended claims, and accompanying

drawings where:
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[9029] FIG. | tllustrates an embodiment of the disclosed system for geolocating network
nodes in attenuated environments for cyber and network security applications.
100301 FIG. 2 illustrates the locations of three network nodes being verified by a transmission

based authentication system and by the use of ranging wnforruation,

[8631] FIG. 3 illustrates an embodiment of the transmission-based authentication gystem

employing a satellite to transmit an authentication beam along with multiple guard beams.

[9032] FIG. 4A ilustrates an embodiment of a transmission-based authentication system
having four network nodes located at vartous positions within and near three overlapping spot
beams.

{86331 FIG. 4B illusirates an embodiment of a graph of signals transmitted by the three spot
bears of FIG. 4A.

[8034] FIG. 4C iilustrates an embodiment of an array of signal strengths of the three spot

beams at the locations of the four network nodes of FIG, 4A.

88358]  FIG. 4D ilflustrates an embodiment of an array of bits for the three spot beams of FIG.
4A.

[8036] FIG, 4E illustrates an embodiment of an array of resultant signal sequences received by
the four network nodes of FIG. 4A.

{80371 FIG. 4F illustrates an embodiment of a graph depicting resultant signals received by
the four network nodes of F1G. 4A

{B038]  FIG. 5 illastrates an embodiment of a transmission-based authentication sysitern using
guard beam transmission as part of a secondary mission,

1803%] FIG. 6 illustrates an embodiment of a transmission-based authentication sysiem
employing out-of-phase binary phase shift keying (BPSK) guard beam transmission.

[6646] FIG. 7 illustrates an embodiment of the disclosed system having a network node that is

able to perform 1 an occhuded or janumed environment,

DESCRIPTION

{80417  The wethods and apparatus disclosed heren provide an operative systern for
geolocating network nodes.  Specifically, this systemn relates to geolocating network nodes in

attenuated environments for cyber and network security applications, such as for authentication
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and/or for authorization of network nodes. In particular, the present disclosure teaches
participating network nodes, or other junctions in the network chain, that tag transmitted data
packets with appending authentication data. This authentication data has a specific data packet
structure, which includes unique data such as security signature data, routing data, and/or payload
data. The security signature data includes information regarding the location of the participating
network nodes in the network chain and may also include information regardimg whether thewr

location has been verified,

[0042] Currently, cyber-security is becoming increasingly mmportant as electronic systems
become more engrained into everyday business and social tasks. Many previously managed
business processes have expanded into olectronic data processing online, which has made on-
goimg information and computing securnity advancement techniques a necessary requirement in
order to protect these everyday-used systems. Critical documents and other data using
information from social security numbers to national wnfrastructure related information are stored
in networked systems that if accessed by an unauthorized party would have varying degrees of
socictal impact from nuisances to catastrophic societal mfrastructure breakdown. In parallel with
increased reliance on electronic systems, the nation has alse seen a dramatic increase in terrorism
and computer hacking; thus requiring socicty to work towards improving methods to protect our

networked computer systems.

[6643] Cyber attacks and network penetrations are becoming all too common, These frequent
occurrences have brought discussions of dangers of network penetrations by external threats in
both commercial and military environments to the forefront. Current access control approaches
are principally based on either static passwords, or are authentication based using passwords and
smart badge credentials based on Public Key Infrastructure (PKI). As system attacks are ofien
conducted by impersonating the end user, there has been a tendency for organizations to focus on
user authentication wethods to curtail network data interception network vulaerabilities, These
approaches continue to be vulnerable to sophisticated attacks and, thus, a need has developed for
a new paradigm of access control leveraging additional dimension/information beyond the
normal three dimensions (what you know, what vou have, and who you are} of authentication by
adding the geospatial location/context, such as user location, to provide an additional and
orthogonal layer of protection, which provides an enhanced correlation between location and
context awarcness from integrated physical geolocation mapping to logical network and

information management views,
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[0044] Furthermore, the fact that exasting cyber attacks are often shrouded i anonymity has
created additional concerning problems. Larger attacks are often prechuded by attempts of the
originator to make small intrusions/attacks to better understand the system’s vulnerabilitics for
future explottation and laying the groundwork for a later, more destructive attack. To date, many
large scale cyber attacks have not only left the recipients of the attacks still recovering from the
damage left behind, but the recipients are also unable to deter any further damage through
retaliation, or otherwise, as without having a clear traceability to the attack’s originator and, thus,
ofien lack the authority to respoud. If attack motives are unclear, it 1s further unlikely that the
ecipient could tell if the attack was a mere act of vandalism, a purposeful theft, or 2 more sinister
approach to threaten national security. As such, any system that would aid in denying network
access to rogue users and/or provide traceable data to aid in identifving the originator would have

great utility to reduce and mitigate dernial of service (DoS) and network data interception attacks.

[8045] The present disclosure relates generally to networked systems that benefit from cyber
security. More specifically, the system of the present disclosure leverages at least one self-
geolocating network node to cmploy a signature packet structure that may allow for the data
packet to be traceable back to a specific network node at a defined point in time. This signature
packet structure can be used to fruprove cyber security in participating networks. As an exaruple,
a signature packet structure may include elements such as payload data, routing data, and/or
security data. The security data may be defined as geolocation data, biometrics data, and/or
timing data. In at least one ewbodiment, this signature packet structure collectively may be
referred to as the cyber security signature when being used for cyber security applications. For
exaruple, a file may be transmitted from ouve user to another user through a comnection such an
ematl transmitted through the internet. Participating network nodes, or other sort of junctions, in
the network chain may tag the data with appending authentication data, which may inclade
clements of the signature packet structure {(e.g., payload data, routing data, and/or security data}.
As the data packet moves to the next junction in the network chain, the network junction may
authenticate it. Authentication may occur when the physical location as represented through the

geolocation data is validated against the known network node location.

[8046] The present disclosure may be used o provide access 10 a networked system as well as
to restrict access to such a system. In at least one embodiment, it is envisioned that networks
leveraging this form of cyber security may require such cyber security signature data in order to
accept data packets. It is through this moeans that rogue users may be identified prior to entering

the system as the signature is virtually unspoofable, or that man-in-the-middle or other simular

10
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attacks are recognized as discrepancies in the signature data. In at least one embodiment, the
system may incorporate existing trace back methods, such as constraining the number of node
hops (1.c., numerical counter Time to Live (TTL)). This invention may introduce a paradigm
shift (i.e., Internet 3.0} in terms of cyber security, which could lead to its adoption by the masses

for hardware and/or software that is able {0 support a sienature packet data structure.
o

[0047] The system of the present disclosure may be adapted for networked systems that
mclude wired and/or wircless network nodes. In at lcast one emibodiment, at least one network
node uses at least onc satellite to geolocate. In one example, a self-geolocating network node
may use a low Earth orbiting (LEQO} constellation that is enabled to provide a signal that can be
eceived indoors. This system may or may not be used in combination with global positioning
system {GPS) or any other systern used for positioning, navigation, and/or tinung. In addition,
the system of the present disclosure may employ biometrics in order to validate a user/node by
something inherent to the user/node, as well as employ any other authentication method that
when used in combination with the described methods will improve the overall security of the

system.

{8048]  The system of the present disclosure has four main features. The first main feature of
the system is that teaches a self-geolocating networking device {e.g., a self geolocating server,
router, personal computing device, cell phone, and/or television) that has many appheatious,
inchuding general cyber security and authentication; but may also be used in other applications

such as gaming.

18048] The second main featare of the disclosed system is that it teaches a data packet structure
that enables authentication and cyber security. The data packet structure enables a means to trace
the data packet back to network nodes that were part of the series of junctions used for the packet
to get to its destination location. This signature packet structure can be used to improve cyber
security in participating networks. As an example, a signature packet structure may inclade
clements such as payload data, routing data, and/or security data. The security data may be
defined as geolocation data, biometrics data, and/or timing data, In at least one embodiment, this
stgnature packet structure collectively may be referred to as the cyber security signature U used

for cyber security applications.

[0050]  The third main feature of the disclosed system is that it teaches elements of the
signature packet structare that are unique. Participating network nodes, or other sort of junctions,

in the network chain may tag the data with appending authentication data, which may include
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clements of the signature packet structure (i.¢., payload data, routing data, and/or sccurity data).
The participating network nodes act similar to touch DNA from a fingerprint in terms of
traceability as cach router that the data packet utilizes provides some traccable data to the
signature. As the data packet moves to the next junction in the network chain, it will accumulate,
for example, small bit sequences and cach subsequent junction may authenticate it.  This
accumulation of small bit sequences can lead to a statistically corapelling fingerprint of the
network path. Authentication may occur by comparing the network latencies for the anticipated
network path (along with their correspounding unique appended data) to the signature data packe

and anticipated network latency acceptable ranges. Additionally, other network parameters may
be monttored to validate that a man-in-the-middle (MITM) attack is not underway., In one
embodiment, if a MITM attack is suspected, the network may be configured to respond based on

the network’s policy,

[8681]  The fourth wmain featare of the disclosed system s that the system employs the use of at
fcast one LEQ satellite to transmit a signal to the network nodes. The LEO satellite signal is able
to penetrate into an indoor cuvironment due to its higher received power at the recerver, As such,
this feature allows for the disclosed system to be used for many indoor applications for

authentication technologies,

[8632] Additionally, @ should be noted that the disclosed system can be used for a variety of
applications where it is desirabie to confirm, trace, monitor, and/or track the location of a “node”.
In addition, the system may provide additional utility to existing tracking methods for credit
cards, especially since payment options are currently being more integrated into personal portable
devices, such as cellular telephones. Not only could the location of a user of a credit card be
monitored, but the user could potentially be tracked to be re-located for the case of trying to
retrieve a stolen item from the user. Also, it should be noted that this feature may be used in

combination with persounal computing devices for gaming, such as for geo-caching,.

{90531 In the following description, numercus details are set forth in order to provide a more
thorough description of the system. It will be apparent, however, to one skilled in the art, that the
disclosed system way be practiced without these specific details. In the other mstances, well

known features have not been described in detatl so as not to unnecessarily obscure the systen.

[0054]  FIG. | illustrates an embodiment of the disclosed system 100 for geolocating network
nodes in attenuated environments for cyber and network security applications. In this figure, a

user located at origination network node (Node A) 110 wishes to transmit a data packet 13010 a
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user located at destination network node (Node D)y 120, The ongination network node (Node A)
118 and the destination network node {(Node D) 120 are connected to each other via a plurality of
router network nodes 140, which include Node B 140 and Node C 140, The origination network
node (Node A) 110 1s shown to transmit the data packet 130 to the destination network node

{Node I3} 120 through router network nodes Node B 140 and Node C 140,

[0055]  The data packet 130 containg a security signature portion 170, a routing data portion
158, and a payload data portion 160, The routing data portion 150 of the data packet 130
comtains routing wmnformation for the data packet 130, The routing wnformation includes
information regarding the destination network node (e.g., the address for the destination network
node (Node D} 120) that the data packet 130 is to be sent. The payload data portion 160 of the
data packet 130 coutains the data and/or information that the user at the origination network node
{Node A) 110 wants to send to the user at the destination network node (Node D) 120, The
security signature portion should be unable to be copied from one packet and pasted nto another
packet, otherwise the essence of the invention would be compromised as it would be possible to
make another packet appear as though it has followed the same route as the first, This may be
applied differently in various embodiments. In one embodiment, the security signature may be a
function of the payload data. For example, the security signature could include a component that
is a digital signature, which may be a function of the payload data. These digital signatures could
be accumulated along the route or could be validated as having come from the last participating

router and replaced with a new digital signature at each hop.

[9056]  The security signature portion 170 of the data packet 130 includes a histing of all of the
network nodes that the data packet 130 travelled through from the origination nctwork node
(Node A} 110 to the destimation network node (Node D) 120, As shown in this example, the
listing of network nodes in the security signature portion 170 inclades Node A 110, Node B 140,
Node € 140, and Node I3 120, As the data packetl 130 travels through the network of nodes,
every time the data packet 130 travels through a network node, that particular network node is
added to the histing of network nodes. As such, the securnity signatare 170 develops into unigue
key identifier for the data packet 130, much like a specific BNA sequence for a particular

organism,

{80571 In one or more embodiments, the securtty siguatare portion 170 also contans timing
information for at least one of the network nodes in the listing. The timing information indicates

when the data packet 130 was received and/or transmitied by the network node(s). In addition, in
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at least one e¢rnbodiment, the security signaturc portion 170 of the data packet 130 contains
identifier information for at least one of the network nodes in the listing. Types of identifier
information that may be used for the disclosed system include, but are not limited to, various
types of biometric information and/or unique bit sequence identification codes for each of the

network nodes.

[0058]  Adduionally, the sccurity signature portion 170 of the data packet 130 mncludes
geolocation information for at least one of the network nodes in the listing. The geolocation
information includes the specific physical location of the network node and may also include
indication as to whether the location of the network node is verified. In at least one embodiment,
the geolocation information of a network node is verified by the network node receiving at least
one autheutication signal that is transmitted from at least one transnussion source. A detailed
description of how the location of a network node is verified by the use of an authentication
signal(s} 15 discussed in the descriptions of FIGS. 3, 4, 5, and 6. In some embodiments, the
geolocation information of a network node is verified by using ranging information that is
obtained from signals that are transmitted to and from network nodes that are at verified
focations. A detailed description of how the ranging information is obtained i3 described in the

description of FIG, 2,

[8039] FIG. 2 dlustrates the locations of three network nodes 210, 228, 230 being verified by ¢
transmission based authentication system 200 and by the use of ranging information. In this
figure, network nodes 210, 220 are router network nodes that are at verified locations. The
focations of these network nodes 210, 220 are verified by the use of a transmission based
authentication system 200 that employs satelittes 240 to transmit at least one authentication
stgnal. Refer to the discussions of FIGS, 3, 4, 5, and 6 for a detailed description of how the
transmission based authentication system 200 operates. In this figure, the location of network
node 230 1s not verified by the transmission based authentication systern 200 because network
node 230 docs not have satellite 240 access. However, the location of network node 230 can be
verified by using ranging information through the use of round-trip time delays (i.e., ping delays)
that are obtained by transmitting signals to and from network nodes 216, 220 that are at verified

locations.

180606]  The process for obtaining ravging nformation for this example 18 as follows. First,
network node 230 transmits a signal (R31) to network node 210 at time tla. Network node 210

receives the signal (R31) at time 3a, and transmits a return signal (R13) to network node 230 at
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time t3b. Network node 230 receives the return signal (R13) at time t1b. The delay between
network node 210 receiving the signal (R31}) and replying with a signal (R13) (i.e. 13b — t3a} is
know. As such, the round-trip delay (times the speed of light and divided by 2 gives the range
between network node 210 and network node 230. This range information can then be used to
verify the location of network node 230. Similar computation is used to calculate the range

between network node 230 and network node 220, The related network range equations are:
90617 Ri3=c{{t3a-tla}+ (t1b-13b)}/2

[0062] R23=c[(t3a—-12a)+(tZb-13b)}}/2,

180631 where t1s eqgual to time, and ¢ 1s cqual to the speed of Light,

18064] FIG. 3 illustrates an embodiment of a fransmission-based authentication system 300
employing a satellite 310 that transmuits overlapping spot beams 340 comprising an authentication
beam 320, which may also be referred to as “beam zero,” along with one or more guard beams
330, A legitimate network node 360 is shown 10 be located within the authentication beam 320,
A deceptive network node 350 atierapts to simulate the location of the legitimate network node

360,

[6665] FEach location within the guard beams 330 and beam zero 320 receives unique
authentication signals from cach bearn 340 over time. The locations within the regions where the
beams 340 overlap receive composite authentication signals. The deceptive network node 350 is
not located at the legitimate network node’s 360 location and, thus, the deceptive network node
350 will not receive the particular authentication signal 320 that the legitimate network node 360
should recetve due to its location. Unless a network node is at its legitimate location, the network
node will not recetve the correct authentication signal and, as such, an authenticator device

cannot verity the location of the network node.

[0066] In one or more embodiments, the data transmitted in the spot beams 340 may include
an authentication key and/or other pseudo-randow code segment that may be used to distinguish
data in onc of the beams from data in the other beams. The disclosed systems and methods may
use other distinguishing beam characteristics and/or data characteristics to distinguish the data
between the beams 340, In at least one embodiment, the goard beams 330 may be transmitted at
a higher power than beam zero 320 18 transmitted. This will cause the signals from the guard

beams 330 to shield the beam zero 320 authentication signal.
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[9067]  FIGS, 4A through 4F depict an embodiment where the signal received by one or more
network nodes from multiple overlapping spot beams 15 used to authenticate the location and
identity of one or more network nodes. The basic concept is that depending upon where the
network nodes are located within the overlapping spot beam pattern, each network node will
eceive a different composite signal from the combination of signals transmitted from the
wultiple spot beamss. In particular, FIG. 4A shows the disclosed iransmission-based
authentication system having, for example, four network nodes (i.e., A, B, C, and D) being
located at various positions within and near three overlapping spot bearus (1.e., Beam 1, Beam 2,
and Beam 3}. As such, this figurc illustrates the overlapping spot beams illuminating the
locations of network nodes A, B, and C. The location of network node D is shown fo be just

outside the beam pattern.

[0068] FIG. 4B illustrates a graph 400 showing exemplary signals (1, 2, and 3) that are
transmitted by the three spot beams of FIG. 3A. o particular, this figure shows an exemplary set
of signals that are transmitted by cach spot beam {(Beam 1, Beam 2, and Beam 3}, and are used o
vertty the location of the network nodes. The three curves {(indicated by 1, 2, and 3 on graph
400} show the bit sequence over time for the transmitted signals from each spot beam. These
three bit sequences are only usced to demoustrate the concept. As such, many other types of
stgnals and forms of modulation may also be employed. The signal pattern may also be changed
periodically to provide additional protection from deceptive network nodes and/or users and to
provide a unique time for when a mobile network node 18 at a particular location. In addition,
these signals that are used to authenticate a network node may be sent separate from a normal
stgnal for brief periods daring normal transmission or, alternatively, may be embedded within the

normal signal.

[8069] FIG. 4C shows an array 410 of the signal strengths of the three spot beams (Beam |,
Beam 2, and Beam 3} at the locations of the four network nodes (A, B, C, and D} of FIG 4A. In
particular, the signal beam received (sbr) array 410 shows the signal strength received by ecach
network node (A, B, C, and D) in the array 410 colurins from the signal beam received (Beam 1,
Beam 2, and Beam 3} in the rows of the array 410. For example, a network node at location B
receives most of the signal from Beam 2, which has a signal strength of 11, compared to signal
strengths 2 and 1.5 from Beams 1 and 3, respectively. The characteristics and/or properties of a
network node’s recetved signal may be the signature that is used to validate the network node’s

location.
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[8078] FIG. 4D depicts an array 420 of bits for the three spot beams (Beam 1, Beam 2, and
Beam 3} of FIG. 4A. In this figure, the bits array 420 shows the signal sequence transmitied by
each beam (Beam 1, Beam 2, and Beam 3) in the three array rows, as a function of time, which s
represented by the sixteen (16) columns of the array 420. Here, to illustrate the concept, the
transmitted signals are binary. However, in alternate embodiments, other signal patterns may be

emploved.

190711 FIG. 4E illustrates an array 430 of the resultant signal sequences that are received by
the four network nodes (A, B, C, and D) of FIG. 4A. This figure shows the resultant sequence of
composite signals received by the network nodes at locations A, B, C, and 3 from the muitiple
overlapping beams. The resultant signal (rx) = ¢ x (sbr’) x (bits), where g equals the gain of cach
network node receiver, In this example, gain {g) is chosen to be equal to 0.7 (1.e., g = 0.7).The
sixteen (16) rows of the received array (rx') 430 represent time steps, and the four (4) columns
correspond to the different locations {A, B, € and D) of the network nodes. It should be noted
that, inn this example, the network node at location D receives no signal since this location is

outside of the beam pattern,

{00721 FIG. 4F shows a graph 440 depicting the resultant signals that are received by the four
network nodes (A, B, C, and D) of FIG. 4A. The four curves (indicated by A, B, C, and D) show
the time sequence of the resultant signals that are received by vetwork nodes at locations A, B, C,
and D2. The four resultant composite signals provide unigue network node location identification

for the four network nodes (A, B, C, and D}, roespectively,

18073]  FIG. 5 illustrates an erobodiment of the transmission-based authentication system 500
using guard beam transmission as part of a sccondary mission. In this embodiment, at least one
guard beam s used to transmit legitimate data as part of a secondary mission for the satellite S10.
For example, a guard beam could be used to broadeast regional information, such as differential
(3PS network corrections that are vahid i the guard beam footprint. However, it should be noted
that for higher security this is not the preferred embodiment because the regional information is
more likely to be able to be determined by a spoofer than a more random signal, As another
exaruple, the guard bearn could be used to transmit data that is relevant to the primary mission

{1.¢., the authentication signal) and/or relevant to a secondary mission.

[0074] As shown m FIG. S, the authentication signals may be transmitied in bursts. The
authentication signals may be randomly sent in bursts, in beam zero or in alternating beams

(including beam zero and guard beams), so that the timing of the authentication signals indicates
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the location of the network node.  As such, 1if a network node receives multiple bursts, then the

network node is located within beam zero or within a beam overlapping region.

18075]  In alternative cmbodiments, the authentication signals may be embedded in the normal
data transnussion w order to minimize thewr wmpact on satelhite transmission power and/or
bandwidth. The authentication signals may be embedded in the data transmission by various
ways {e.g., ime, frequency, polarization shifts, efc.} that do not impact normal reception, but are

detectable by special processing.

18076] In one or more embodiments, the authentication signals may be embedded in normal
data transrmssion by varying broadcast power on a bit-by-bit basis. For these emwbodiments, the
guard beam bit modulation changes the broadeast power of the transmitted bits on a bit-by-bit
basis. This prevents a spoofer from attempting to obscrve the bits 1n their local guard beam, and

processing the data to remove them.

100777  For cxample, a spoofer makes a series of measurements {m):

[0078] 95 105 105 -103 103 -165 95 -185 -85 -85

(80791 The spoofer nught gucss that the guard signal {g) was sign{m)

@68y 1+ 1 1 -t 0 -1 1 -1 -I -1

[6081] And, the signal the spoofer 1s trving to access is sign{m-sign{m}* 100}
o682y -1 1 1+ -1 1t -1 -1 -1 1 1

[0083]  If instead of a fixed power signal, the guard beam broadcast power was modulated such

that s component of the received signal was:

[0084) 107 97 91 -93 99 91 93 -107 -147 -101
18085]  Then, the signal the spoofer would recetve would be;
[8086] 102 102 96 -98 104 -96 88 -112 -102 -96

{00877 It would be much more difficalt for the spoofer to try to figure out the authentication
stgnal from that set of measurements.

[0088]  In addition, 1t should be noted that an extension of that same 1dea would be to add a
small random quadrature phase shift keying (QPSK) signal onto the guard band sigual. For this

case, the guard signal could still be used to transmit usetul information.
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[0089] FIG. 6 shows the transmission-based authentication systermn 600 employing out-of-
phase binary phase shift keying (BPSK) guard beam transmission. Specifically, in this figure, the
guard beams transmit the authentication signal using out-of-phase BPSK signals between
adjacent overlapping beams. The signal in the overlap region will then be a QPSK signal. The
unique location of a network node within a beam can then be determined by analyzing the signal

phasing and signal type that the network node receives.

{90901  In alternative embodiments, a secondary signal source may be used to provide
additional shielding transmissions. For example, a second satellite could broadcast guard beams

for the ouiside beams of a first sateilite.

[6691] FIG. 7 illustrates an embodiment of the disclosed system 700 having a network node
710 that 1s able to pertorm in an occluded or jamimed environment. In particular, FIG. 7 shows a
network node 710 receiving R¥ signals 709, 705, 707 from two satellites 706, 704 and a celiular
tower 708, In one example, the RF signals 709, 705, 707 are down-converted, sampled,
optionally encrypted, and appended to security-enhanced data packets that are routed through the
network node 710, In another example, data is extracted from the RF signals 709, 705, 707, The
extracted data s optionally encrypted and appeunded to security-enhanced data packets that are
routed through the network node 710, Examples of various types of RF signal sources that may
be employed by the disclosed system mclude, but are not limnited to, LEO satellites {e.g., Iridium

satellites), GPS satellites (e.g., transmitting GNSS signals}, and cellular towers.

[8092]  Although certain tllustrative embodiments and methods have been disclosed herein, it
can be apparent from the foregoing disclosure to those skilled in the art that variations and
modifications of such embodiments and methods can be made without departing from the true
spirit and scope of the art disclosed. Many other cxamples of the art disclosed exist, cach
differing from others in matters of detail only. Accordingly, it is intended that the art disclosed
shall be limited only to the extent reguired by the appended claims and the rules and principles of

applicable law.

19



10

5

20

WO 2012/161919 PCT/US2012/035281

WE CLAIM:

1. A system for verifying network nodes in attenuated environments for
cyber and network security applications, the system comprising:

an origination network node;

a destination network node; and

at least one router network node;

wherein the origination network node and the destination network node are connected to

cach other via the at least one router network node,

wherein the origination network node 1s configured for transmitting 4 data packet to the

destination network node through the at least one router network node, and

wherein the data packet contains a security signature portion, a routing data portion, and a

pavload data portion.

2. The system of claim 1, wherein the security signature portion conprises a
digital signature.

3. The system of claim 1, wherein the security signature portion comprises a

fisting of at least one network node that the data packet travelled through from the origination

network node to the destination network node,
4. The system of claim 3, wherein the security signature portion comprises

timing information for the at least one network node i the listing indicating when the data

packet was recerved by the at least one network vode.

S. The system of clain 3, wherein the security signature portion cowprises identifier

information for the at least one network node in the listing,

6. The system of claim 5, wherein the identifier information 18 at least one of biometric

information and 4 bit sequence identification code.
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7. The system of claim 3, wherein the security signature poriion comprises
geolocation information {or the at least one network node in the listing,

8. The system of claim 7, wherein the geolocation information s obtained by the network

node recetving a resultant signal that is transmitted from at least one transmission source,
wherein the resuliant sigonal contains at least one authentication signal, and

wherein the network node location s verified by comparing properties of the resultant
signal the network node receives to expected properties of the resultant signal that the network

node should receive due to tis location.

9. The system of claim &, wherein the at least one transmission source is at least one of a

sateilite, a pseudo-satellite, and a terrestrial transmission source.

18, The system of claimy 7, wherein the geolocation information is determined from
ranging information obtained by a signal transmitied by the network node to another network
node at a verified location and a signal received by the network node from the network node at

the verified location,

t1. The system of claim 1, wherein the routing data portion contains routing information

for the data packet,

wherein the routing information mcludes information regarding the destination network

node that the data packet is to be sent.

12, The system of claim I, wherein the payload data portion includes data to be

transmitted {from the origination network node to the destination network node,
13, A method for verifying network nodes n attenuated environments for
cyber and network security applications, the method comprising:

transmitting, with an origination network node, a data packet to a destination network

node through at least one router network node,

wherein the origination network node and the destination network node are connected to

cach other via the at least one router network node; and
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wherein the data packet contains a security signature portion, a routing data portion, and a

payload data portion.
14. The method of claim 13, wherein the security signature portion comprises a

fisting of at least one network node that the data packet travelled through from the origination

network node to the destination network node.
15. The method of claim 14, wherein the security signature portion comprises

timing information for the at least one network node n the listing indicating when the data

packet was recetved by the at least one network node.

16. The method of claim 14, wherein the securily sigoature portion comprises identifier

information for the at least one network node in the listing.

17. The method of claim 16, wherein the identificr information is at least one of

biometric information and a bit sequence wdentification code.
18, The method of claim 14, wherein the security signature portion Comprises
geolocation information for the at least one of the network node i the listing.

19. The method of claim 18, wherein the geolocation information is obtained by the
usetwork node receiving a resultant signal that is transmtted from at least one transroission

source,
wherein the resultant signal contains at least one authentication signal, and

wherein the network node location is verified by comparing properties of the resultant
signal the network node receives to expected properties of the resultant signal that the network

node should receive due to iis location.

24, The method of claim 19, wherein the at least one transmission source is at least one of

a satclite, a pseudo-satellite, and a terrestrial transmission source.

21, The method of claim 18, wherein the geolocation information is determined from

ranging information obtained by a signal transmitied by the network node to another network
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node at g verified location and a signal received by the network node from the network node at

the verified location,

22. The method of claim 13, wherein the routing data portion contains routing

mformation for the data packet,

wherein the routing information includes information regarding the destination network

node that the data packet is to be sent.

23. The method of claira 13, wherein the payload data portion wnchudes data to be

transmitted from the origination network node to the destination network node.

24, A network node device for cyber and network security applications, the device

comprising:
a recetver, wherein the receiver is capable of receiving a signal {rom a signal source; and

a processor, wherein the processor 1s able to append information related to the signal as a

security signature onto data packets that are routed through the network node device.

25. An aunthentication system for cyber and network security applications, the system

comprising:

a network node device, wherein the network node device comprises a receiver that is
capable of receiving a signal frow a signal source, and a processor that is able to appeund
information related to the signal as a security signature onto data packets that are routed through

the network node device; and

a processing device, wherein the processing device is able to compare the security
signature of the data packets being routed through the network node device to known
information related to the signal that the network node device received to authenticate the

network node device,

26, The system of claim 25, wherein authentication of the network node device 1s at least
partly comprised of determining if the network node device is physically located in its

anticipated geographic location,
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27. The system of claim 25, wherein the network node device 15 authenticated before data

ts authorized to be passed.

28. The system of claim 25, wherein the processing device is one of a cell phone, a
personal digital assistant (PDA), a personal computer, a computer node, an internet protocol (IP)

node, a server, a Wi-Fi node, a tethered, and an untethered node.
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