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An authenticated encryption method and apparatus are
described in which plaintext data, P, is encrypted, using
a secret key, K, to form ciphertext data, C. A message
authentication code, MAC, is also formed in
dependence on a combination 44 of the ciphertext data,
C, and data characteristic of the plaintext data, P’, such
as a hash 47 of the plaintext data, P. Preferably the
combining method is concatenation, however it may
also be an exclusive-OR operation. The ciphertext data
and the MAC are then output, for example, for storage
to a storage medium 46. In a preferred embodiment the
data obtained by combining the ciphertext data and the
data characteristic of the plaintext is input to a block
cipher 45 operating in Galois / Counter Mode (GCM)
mode to produce a stored message authentication
code dependent on the plaintext data.
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Authenticated Encryption Method and Apparatus

Field of the Invention
The present invention relates to an authenticated encryption mcthod and apparatus; in
particular, but not exclusively, the present invention relates to secure data storage using a

block cipher operating in the Galois/Counter Mode.

Background of the Invention
In cryptography, a block cipher is a symmetric key cipher which opcrates on fixed-length

groups of bits, tcrmed blocks. When encrypting, a block cipher might take (for example) a
128-bit block of plaintcxt as input, and output a corresponding 128-bit block of ciphertext.
The cxact transformation betwcen input and output is dependent on a secret key.
Decryption is similar with each block of ciphertext block being converted to a block of

plaintext in dependence on the secret key.

Of coursc, in many cascs the data to be encrypted exceeds the block size, and various ways
or “modes of opcration” have been devised for using the basic block cipher to handling
messages larger amounts of data. The simplest of these modes 1s the clectronic codebook
(ECB) mode, in which the message is split into blocks and cach is cncrypted scparately.
Howecver, this mode suffers from the disadvantage that identical plaintext blocks are
encrypted to identical ciphertext blocks. More complex modes of operation are therefore
preferred and these modes generally require an “initialization vector”(often abbreviated to
‘IV’) which is a sort of dummy block to kick off the process for the first rcal block of data,
and also to provide some randomization for the process. For most of these modes there is

no nced for the IV to be sccret, but it is important that it is never reused with the same key.

Onc important mode of opcration is the ‘counter mode’ as it effectively turns the block
cipher into a stream cipher. A block cipher operating in the counter mode gencrates the next
keystrcam block by encrypting successive values of a "counter”. The counter can be any
simple function which produces a sequence which is guaranteed not to repeat with the same

key and the samc IV, although an actual counter is the simplest and most popular.
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A recent development of the counter mode is the “Galois/Counter Mode” or “GCM” mode
which combines the counter mode of encryption with the Galois mode of authentication.
Galois authentication uses Galois field multiplication which has the desirable property that it
can be castly computed in parallel thus permitting higher throughput than authentication

algorithms that usc chaining modcs.

A specification of the GCM modc can be found in the US National Institutc of Standards
and Tecchnology (NIST) Spccial Publication 800-38D DRAFT (April, 2006):
“Recommendation for Block Cipher Modes of Operation: Galois/Counter Mode (GCM) for
Confidentiality and Authentication” Morris Dworkin, which is herein incorporated by
reference. According to this Recommendation, it “specifics an authenticated encryption
algorithm called Galois/Counter Mode (GCM) constructed from an approved symmetric
key block cipher with a block size of 128 bits, such as the Advanced Encryption Standard
(AES) algorithm that is specified in Federal Information Processing Standard (FIPS) Pub.
197. GCM provides assurance of confidentiality of data using a variation of thc Counter
modc of opcration for encryption. GCM provides assurance of authenticity of the
confidential data using a universal hash function that is defined over a binary Galois (i.c.,
finitc) ficld. GCM can also providc authentication assurance {or additional data that is not
encrypted. This assurancc is stronger than that provided by a (non-cryptographic) checksum

or error detecting code.”

The assurance of authenticity is provided by forming a ‘message authentication code’,
MAC, (referred to as a “TAG” in the NIST Recommendation) over a concatcnation of the
ciphertext and the additional non-cncrypted data it is desired to authenticate. The TAG
value protects both the integrity and authenticity of the concatenated data by allowing
verifiers (who also posscss the sceret key) to detect any changes to the data (it being
appreciated that both the TAG valuc and the additional non-encrypted data are sent/stored

along with the ciphertext).

Becausc of the high throughput possible with the GCM mode, it is well suited for usc in

sccurc storage applications as well as for sccurc data transmission applications. Thus, the
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use of a block cipher operating in the GCM mode forms the basis for the recent IEEE draft

sccure data storage standard P1619.1/D9 “Draft Standard Architecturc for Encrypted
Variable Block Storage Mcedia™; IEEE, July 2006.

Although the GCM mode providcs both for the confidentiality of data and an assurance of
authenticity, because the underlying cipher is a symmetric key cipher, when used in two-
party applications such as sccurc data exchange, the desirable property of non-repudiation is
not present (in such applications “non-repudiation” mcans that the party cncrypting a
mcssage cannot deny that they did so — with a symmetric key cipher, one party can always
claim that the other party was responsible). Prima facie, this is not an issuc with
applications such as sccure data storage where the same party performs both data

encryption and decryption.

Summary of the Invention
The present inventors have noted that because the GCM mode forms its authentication

TAG over a concatenation of the ciphertext and any non-cncrypted additional data (but not
the plaintext), it is possible for a dishonest user of sccure data storage apparatus employing
the GCM mode, to deny responsibility for having lost the secret key used to form the
ciphertext (such loss preventing the recovery of the plaintext from the stored ciphertext
which, of coursc, can havce serious implications). The possibility of denial arises because the
dishonest uscr, upon discovering they have lost the sccret key, can procced by generating a
new, fake, key which the user then employs to creatc a new TAG from the storcd ciphertext
and additional data. The new TAG is then written over the original TAG formed with the
original key before it was lost. The result is a stored TAG that is consistent with the stored
ciphertext — however, decryption of the ciphertext using the fake key produces rubbish. The
uscr then dishonestly complains to the manufacturer of the storage apparatus that the fault
must lie with the apparatus and the manufacturcr is unablc to demonstrate that the stored

TAG must have been later substituted by the user.

According to one aspect of the present invention, there is provided an authenticated
encryption method comprising operations of:

receiving first data;
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cncrypting the first data, using a secret key, to form encrypted data;

forming second data by cflccting a deterministic combination of the encrypted data with
data characteristic of the first data; and

forming a mecssage authentication code, MAC, in dependence on the second data.

Since the MAC is dependent on the first (plaintext) data, it is no longer possible to
construct a valid MAC without knowledge of the first data thereby preventing a dishonest

uscr who has lost the sccret key from practising the type of deception described above.

According to onc aspect of the present invention, there is provided authenticated encryption
apparatus comprising:

an input interface arranged to receive first data;

an cncryption arrangement arranged to usc a secret key to encrypt the first data to form
encrypted data;

a MA(C-generation arrangement arranged to receive as inputs the first data in its form
prior to encryption and said encrypted data, the MAC-generation arrangement being
further arranged to form second data in dependence on the first data and the
cnerypted data and then to form a message authentication code, MAC, in dependence
on the second data; and

an output interface arranged to output the encrypted data and the MAC.

Brief Description of the Drawings
Embodiments of the invention will now be described, by way of non-limiting examplc, with

reference to the accompanying diagrammatic drawings of the prior art and of embodiments

of the invention, in which:

. Figure 1 is a functional block diagram illustrating thc prior art GCM mode of
operation of a block cipher;

. Figure 2 is a functional block diagram of a first adaptation of the known GCM mode
of block cipher operation depicted in Figure I:

. Figure 3 is a functional block diagram of a first embodiment of the invention in the

form of a second adaptation of the known GCM mode of block cipher
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operation depicted in Figure 1; and

. Figure 4 is a functional block diagram of a sccond embodiment of the invention in the
form of a third adaptation of thc known GCM mode of block cipher

opcration depicted in Figure 1.

Best Mode of Carrying Out the Invention

The two embodiments of the invention to be described below are both adaptations of the
known GCM mode of opcration of a block cipher. Accordingly, a bricf description will first
be given, with reference to Figure 1, of the functional blocks making up the GCM mode of
block cipher operation as spccified in the above NIST Recommendation. The details of the
various mathematical components implemented by the GCM functional blocks are not
rcpeated here as they arc well known to persons skilled in the art and are sct out in the
NIST Recommendation. These components comprise:

inc an incrementing function used in the Counter mode encryption within GCM
to gencrates a sequence of blocks from an initial biock;

GHASH,; is a hash function for application across a group of data blocks, the hash
being dependent on a further block H referred to as the ‘hash subkey’;

CIPHy a block cipher (such as AES - Advanced Encryption Standard) using secrct
key K;

GCTR, s an encryption function for application to a sequence of data blocks, the
cneryption function being bascd on the block cipher CIPHy and taking an
input initial counter block /CB;

MSB; is a function providing the ¢ leftmost bits of an input string; and

len is as function returning the bit length of its argument.

The block size used in the GCM mode is 128 bits.

Referring to Figurc 1, the illustrated GCM functionality is arranged to reccive inputs
comprising:

- the plaintext P to be cncrypted,

- additional data 4 which, although not to bc cncrypted, is to be

authenticated,
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- an initialization vector /V, and
- the sccret key K;
and to provide outputs comprising:
- ciphertext C formed from the plaintext data P, and
- authentication tag 7, of length ¢, formed over data comprising the ciphertext

C and the additional data A4.

The GCM functionality of Figurc 1 comprises a GCM encryption functional block 10 and a
GCM authentication functional block 20.

The GCM encryption functional block 10 is provided with the plaintext P, the initialisation
vector IV and the key K. A block Jj is formed from the initialization vector /V. The inc
function is applied to J, (scc box 11) and the resultant block is passed to the encryption
function GCTRg (see box 12) which uses this block and successive increments of it, in
effecting counter mode encryption of the blocks of the input plaintext P under the sccret
key K the output of the encryption function GCTR and of the encryption functional block
10 is the ciphertext C.

The ciphertext C, the additional data 4, the block ./, and the key K are passed to the GCM

authentication functional block 20.

In thc GCM authentication functional block 20, the additional data 4 and the ciphertext C

arc first each appended with the minimum numbcr of ‘0’ bits (represcnted in Figure 1 as 0"

and 0" respectively) so that the bit lengths of the resulting strings are multiples of the block

size. The concatenation of thesc strings is appended with 64-bit representations of the

Iengths of the additional data 4 and the ciphertext C (sec box 21) to producc a string S:
S=(AN0" || C [ 0" ] [len(4)]es || [len(C)les )

where || represents string concatenation.

The GHASH; function is applicd to the string S to produce a single output block (see box
22), the hash subkey /1 being produced by applying the block cipher CIPH, to a block of
zcroes 0% (see box 23). The output of box 22 is then encrypted using the GCTR function
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with J; as the initial counter block (see box 24); the result is truncated to the specified

authentication tag Iength ¢ using the function MSB, to form the authentication tag 7 (sec
box 25). The ciphertext C and the tag 7 arc then output from the GCM encryption block
20.

It will be apparent from the foregoing that the value of the authentication tag 7'is dependent
on the ciphertext €' and the additional data 4; howcever, the tag T is not dependcnt on the

plaintext string P (cxcept, of course, indirectly through the ciphertext string C').

The ciphertext C, additional data 4, authentication tag T and initialization vector /V are
madc availablc to an intended recipient by transmission or storage. The complementary
authenticated decryption process is straightforward and will not be described in detail;
simply put, the ciphertext C is decrypted by applying the function GCTRg to the ciphertext
and the validity of the supplied ciphertext ' and additional data A4 is verified by
recalculating the valuc of the authentication tag T and comparing the recalculated value
with the supplied valuc — only if the tag valucs match arc the valucs of the supplicd
additional data and ciphertext (and thus the recovered plaintext) taken as valid. Because
the authentication tag value is not dependent on the plaintext, the verification process can

be cffected in advance of decrypting the ciphertext.

As already discussed, the fact that the authentication tag is not directly dependent on the
plaintext makes it possiblc for the original tag to be replaced by an apparently-valid tag

gencrated using a fake key.

To overcomc this potential drawback, it is proposed to causc the authentication tag to have
a direct dependency on the plaintext data P. Thus the arrangement illustrated in Figure 2
provides an adaptation of the GCM mode in which the authentication tag produced by the
GCM authentication block is combined with a digest of the plaintext data P to producc a
messagc authentication code MAC that is output in place of the tag 77 as will be described
morc fully below, the Figure 2 arrangement has certain disadvantages. The arrangements of
Figures 3 and 4, which are respectively first and sccond embodiments of the present

invention, arc also adaptations of thc GCM mode; in thesc cmbodiments the GCM
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authentication block is supplied, with an input that is a combination of the ciphertext C and

data characteristic of the plainicxt P and the output of the GCM authentication block is a
message authentication code MAC that takes the place of the usual authentication tag 7.
For both embodiments, the output message authentication code MAC is dependent not only
of the ciphertext C and any additional data A, but also on thc plaintext data P, this having
been achicved with minimal adaptation of the GCM mode of operation and without the

disadvantages of the Figurc 2 arrangement.

The adapted GCM-mode arrangements of Figures 2 to 4 will now be described in more
detail, all three arrangements taking the form of sccurc data storage apparatus arranged to
store the GCM outputs to a storage medium such as a magnctic tapc; it will be appreciated
that the GCM mode adaptations incorporated in the arrangements of Figures 2 to 4 could
cqually be applied to other types of apparatus using authenticated encryption, such as

sccurc data-transmission apparatus.

Considering first the sccurc data storage apparatus 30 of Figurc 2, the apparatus 30
comprises:

- aninputinterface 31 arranged to receive as inputs: plaintext data P, additional data 4,
and an initialization vector /¥ (the initialization vector may alternatively be generated
internally by the apparatus);

- a GCM encryption arrangement 32 providing the functionality of the GCM
encryption block 10 of Figure | and arranged to gencrate ciphertext C from the input
plaintext P;

- a MAC generation arrangement 33 for gencrating a message authentication codc
MAC and including a GCM authentication arrangement 34 providing the functionality
of the GCM authentication block 20 of Figure 1; and

- an output interface in the form of a storage medium interface 37 for writing the
ciphertext C, the message authentication code MAC, the additional data 4, and the

initialization vector /} to a storage medium.

In addition to thec GCM authentication arrangement 34, the MAC gencration arrangement

33 comprises:
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- a hash functional block 35 for gencrating a digest of the plaintext P using, for

cxample, a sccure hash function, and

- acombining functional block 36 for gencrating the message authentication code MAC
by cffecting a deterministic combination of the digest produced by block 33 and the
authentication tag T output by the GCM authentication arrangement 34 - in Figure 2,
the deterministic combination effected by the block 36 is an Exclusive ORing (XOR)
of the digest and tag 7.

As already indicated, the effect of the Figure 2 arrangement is to adapt the GCM modc by
replacing the authentication tag 7 normally output by the GCM mode with a message
authentication code MAC that is a combination of the tag 7 and a digest of the plaintext P;

the output authentication codc is thus dircctly dependent on the input plaintext P.

In order to avoid nceding to hold a long plaintext P in memory, the digest is prelcrably

formed block by block of the plaintext.

Authenticated dccryption is cffected in respect of the stored outputs of the Figure 2
arrangement in substantially the same way as for GCM authenticated decryption except that
recalculation of the authentication code 1s effected in accordance with MAC generation in

Figure 2.

The Figure 2 apparatus provides the desired dependency of the MAC on the input plaintext
P, thereby preventing a dishonest uscr who has lost the secret key {rom practising the typc
of deception described abovce since knowledge of the plaintext P ( or at Icast its hash) is
needed to construct a valid MAC. However, the protection provided against the aforcsaid
type of deception is relatively weak since all that a dishonest uscr need do to circumvent it
is to storc a copy of the tag T along with the other stored data (the ciphertext C, the
message authentication code MAC, the additional data A4, and the initialization vector /) —
it will bc appreciated that volumc of this extra stored data is very small. Given the values of
the MAC and tag T, a dishoncst uscr can casily recover the hash of the plaintext P and usc
this hash to recomputc a MAC that is consistent with the stored ciphertext for a fake

encryption key.
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Considering next the sccurc data storage apparatus 40 of Figurc 3, the apparatus 40
comprises:

an input interface 41 arranged to receive as inputs: plaintext data P, additional data A4,

and an initialization vector /V (the initialization vector may alternatively be gencrated
internally by the apparatus);

- a GCM ecncryption arrangement 42 providing the functionality of thc GCM
encryption block 10 of Figure 1 and arranged to generate ciphertext C (rom the input
plaintext P;

- a MAC gencration arrangement 43 for generating a message authentication code
MAC and including a GCM authentication arrangement 45 providing the [unctionality
of the GCM authentication block 20 of Figurc 1; and

- an output interface in the form of a storage medium interface 46 for writing the
ciphertext C, the message authentication code MAC, the additional data 4, and the

initialization vector /V to a storage medium.

In addition to the GCM authentication arrangement 45, the MAC gencration arrangement
43 compriscs a combining functional block 44 for cffccting a deterministic combination of
the ciphertext C and the plaintext P to produce an output C’ that is then passed to the GCM
authentication arrangement 45 instead of the ciphertext C. In Figure 3, the deterministic
combination effected by the block 44 is depicted, by way of example, as a concatenation of
the ciphertext C and the plaintext P (it should be noted that this results in an increase in the
number of blocks rcquiring to be processed by thce GHASHy function of the GCM
authcentication arrangement 45). The deterministic combination effected by block 36 should
not be an Exclusive OR (XOR) combination since C is actually formed as:
(= (P)XOR(the encrypted counter)

so that (C)XOR(P) would simply produce the encrypted counter.

As alrcady indicated, the effect of the Figurc 3 embodiment is to adapt the GCM mode by
rcplacing the authentication tag 7 normally output by the GCM mode with a mcssage
authentication code MAC that corresponds to a tag generated over a concatenation of the

additional data and a combination of thc plaintext P and ciphertext C; thc output
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authentication codc is thus directly dependent on the input plaintext P.

Authenticated decryption is cffccted in respect of the stored outputs of the Figure 3
cmbodiment in substantially the same way as for GCM authenticated decryption cxcept that
recalculation of the authentication code is effected in accordance with MAC generation in

Figure 3.

The second embodiment, shown in Figure 4, is similar to that of Figurc 3 except that the
plaintext P is hashed in block 47 to producc a digest P' that is then combined in block 44
with the ciphertext C. The embodiments of Figurcs 3 and 4 thus both combine data
characteristic of the plaintext P with the ciphertext C and pass the resultant combination to

thc GCM authentication block 45.

In the Figure 4 embodiment, unlike that of Figure 3, the deterministic combination cffected
by block 44 can be an Exclusive OR combination between the plaintext digest P' and the
cipheriext C (morc particularly, between the digest P' and a predetermined block of the
ciphertext C since typically the digest will be one block Iength whereas the ciphertext will

be multiple blocks in length).

It will be appreciated that the functional blocks described above with reference to the
accompanying drawings can be implemented either in dedicated hardware circuitry and/or
by one or more program-controlled general purposc processors. It will be further
appreciated that many variants arc possible to the above described embodiments of the
invention; for example, variations can bec made to the GCM authentication block such as by
combining the additional data 4 and ciphericxt C by a deterministic combining function
other than concatcnation. Indecd, the invention is not limited to adaptations of the GCM

modc or to the usc of the AES block cipher.
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CLAIMS

1. An authenticated encryption method comprising operations of:
rceceiving first data;
cnerypling the first data, using a sccret key, to form encrypted data;
forming sccond data by clfecting a deterministic combination of the encrypted data with
data charactcristic of the first data; and

forming a message authentication code, MAC, in dependence on the second data.

2. A method according to claim 1, further comprising receiving additional data, the MAC
being formed in dependence on the additional data as well as in dependence on the sccond

data.

3. A method according to claim 1, comprising the further step of storing the encryptcd data

and the MAC to a storage medium.

4. A mcthod according to claim 1, wherein the second data is forming by cffecting a
dcterministic combination, other than an Exclusive OR function, of the encrypted data with

the first data.

5. A mcthod according to claim 1, wherein the second data is forming by effecting a

deterministic combination of the encrypted data with a hash of the first data.

6. A method according to claim 1, wherein the first data is encrypted using a block cipher
operating in the Counter Mode, the MAC being formed by applying Galois/Counter Mode

authentication to data comprising the second data.

7. A method according to claim 6, further comprising rcceiving additional data, the MAC
being formed by applying Galois/Counter Mode authentication to data comprising both the

second data and the additional data.
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8. A mcthod according to claim 6, comprising the further step of storing the cncrypted data

and the MAC to a storage medium.

9. A mcthod according to claim 7, comprising the further step of storing the cncrypted

data, thc MAC and thc additional data to a storage medium.

10. A mcthod according to claim 6, wherein the second data is forming by cffecting a
deterministic combination, other than an Exclusive OR function, of the encrypted data with

the first data.

11. A method according to claim 6, wherein the second data is forming by cffccting a

deterministic combination of the encrypted data with a hash of the first data.

12. Authenticated encryption apparatus comprising;

an input interface arranged to receive first data;

an encryption arrangement arranged to use a sccret key to encrypt the first data to form
cncrypted data;

a MAC-generation arrangement arranged 1o receive as inputs the first data in its form
prior to encryption and said encrypted data, the MAC-generation arrangement being
further arranged to form sccond data in dependence on the first data and the
cncrypted data and then to form a message authentication code, MAC, in dependence
on the second data; and

an output interfacc arranged to output the encrypted data and the MAC.

13. Apparatus according to claim 12, whercin the input interface is further arranged to
reccive additional data, the MAC-generation arrangement being further arranged Lo receive
the additional data as a said input and to form the sccond data in dependence on the
additional data as well as in dependence on the first data in its form prior to encryption, and

said encrypted data.

14. Apparatus according to claim 12, wherein the output interface is a storagc medium

interface arranged to write the encrypted data and the MAC to a storage medium.
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15. Apparatus according to claim 12, wherein the MAC-gencration arrangement is
arranged to form the sccond data by effecting a deterministic combination, other than an

Exclusive OR, of the encrypted data with the first data.

16. Apparatus according to claim 12, wherein the MAC-gencration arrangement is
arranged to form the sccond data by effecting a deterministic combination of the encrypted

data with a hash of the first data.

17. Apparatus according to claim 12, wherein the encryption arrangement is arranged (o
encrypt the first data using a block cipher operating in the Counter Mode, and the MAC-
generation arrangement is arranged to form said MAC by applying Galois/Countcr Mode

authentication to data comprising the sccond data.

18. Apparatus according to claim 17, wherein the input interface is (urther arranged to
reccive additional data; the MAC-gencration arrangement being arranged to form said MAC
by applying Galois/Counter Mode authentication to data comprising both the sccond data

and thc additional data.

19. Apparatus according to claim 17, wherein the output interface is a storage medium

interface arranged to write the encrypted data and the MAC to a storage medium.

20. Apparatus according to claim 18, whercein the output interface is a storage medium
intcrface arranged to write the encrypted data, the MAC and the additional data to a storage

medium.

21. Apparatus according to claim 17, whercin the MAC-gencration arrangement is
arranged o form the second data by effecting a deterministic combination, other than an

Exclusive OR, of the ecncrypted data with the first data.
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22. Apparatus according to claim 17, wherein the MAC-gencration arrangement is
arranged to form the sccond data by effecting a deterministic combination of the encrypted

data with a hash of the first data.
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Amendments to the claims have been filed as follows:

1. An authenticated encryption method comprising operations of:
receiving first data;
encrypting the first data, using a secret key, to form encrypted data;
forming second data by effecting a deterministic combination of the encrypted data with
data that is available through a knowledge of the first data but not through
knowledge of the encrypted data; and

forming a message authentication code, MAC, in dependence on the second data.

2. A method according to claim 1, further comprising receiving additional data, the MAC
being formed in dependence on the additional data as well as in dependence on the second

data.

3. A method according to claim 1, comprising the further step of storing the encrypted data
and the MAC to a storage medium.

4. A method according to claim 1, wherein the second data is forming by effecting a
deterministic combination, other than an Exclusive OR function, of the encrypted data with
the first data.

5. A method according to claim 1, wherein the second data is forming by effecting a

deterministic combination of the encrypted data with a hash of the first data.

6. A method according to claim 1, wherein the first data is encrypted using a block cipher
operating in the Counter Mode, the MAC being formed by applying Galois/Counter Mode

authentication to data comprising the second data.

7. A method according to claim 6, further comprising receiving additional data, the MAC
being formed by applying Galois/Counter Mode authentication to data comprising both the
second data and the additional data.
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8. A method according to claim 6, comprising the further step of storing the encrypted data
and the MAC to a storage medium.

9. A method according to claim 7, comprising the further step of storing the encrypted
data, the MAC and the additional data to a storage medium.

10. A method according to claim 6, wherein the second data is forming by effecting a
deterministic combination, other than an Exclusive OR function, of the encrypted data with
the first data.

11. A method according to claim 6, wherein the second data is forming by effecting a
deterministic combination of the encrypted data with a hash of the first data.

12. Authenticated encryption apparatus comprising:

an input interface arranged to receive first data;

an encryption arrangement arranged to use a secret key to encrypt the first data to form
encrypted data;

a MAC-generation arrangement arranged to receive as inputs the first data in its form prior
to encryption and said encrypted data, the MAC-generation arrangement being further
arranged to form second data in dependence on the encrypted data and on data that is
available through a knowledge of the first data but not through knowledge of the
encrypted data, and then to form a message authentication code, MAC, in dependence on
the second data; and

an output interface arranged to output the encrypted data and the MAC.

13. Apparatus according to claim 12, wherein the input interface is further arranged to receive
additional data, the MAC-generation arrangement being further arranged to receive the
additional data as a said input and to form the second data in dependence on the additional data
as well as in dependence on the first data in its form prior to encryption, and said encrypted

data.

14. Apparatus according to claim 12, wherein the output interface is a storage medium

interface arranged to write the encrypted data and the MAC to a storage medium.
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15. Apparatus according to claim 12, wherein the MAC-generation arrangement is
arranged to form the second data by effecting a deterministic combination, other than an

Exclusive OR, of the encrypted data with the first data.

16. Apparatus according to claim 12, wherein the MAC-generation arrangement is
arranged to form the second data by effecting a deterministic combination of the encrypted

data with a hash of the first data.

17. Apparatus according to claim 12, wherein the encryption arrangement is arranged to
encrypt the first data using a block cipher operating in the Counter Mode, and the MAC-
generation arrangement is arranged to form said MAC by applying Galois/Counter Mode

authentication to data comprising the second data.

18. Apparatus according to claim 17, wherein the input interface is further arranged to
receive additional data; the MAC-generation arrangement being arranged to form said MAC
by applying Galois/Counter Mode authentication to data comprising both the second data
and the additional data.

19. Apparatus according to claim 17, wherein the output interface is a storage medium

interface arranged to write the encrypted data and the MAC to a storage medium.

20. Apparatus according to claim 18, wherein the output interface is a storage medium
interface arranged to write the encrypted data, the MAC and the additional data to a storage

medium.

21. Apparatus according to claim 17, wherein the MAC-generation arrangement is
arranged to form the second data by effecting a deterministic combination, other than an

Exclusive OR, of the encrypted data with the first data.
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22. Apparatus according to claim 17, wherein the MAC-generation arrangement is
arranged to form the second data by effecting a deterministic combination of the encrypted

data with a hash of the first data.
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