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57 ABSTRACT 

A system in method for global event notification in a 
distributed computer environment is presented. The system 
and method of the present invention utilizes a local event 
registry to identify local event consumers that should be 
notified when an event occurs. The system and method also 
utilizes a global event registry which identifies other servers 
which need notification when an event occurs. These other 
servers will then, in turn, notify their local event consumers 
of the event. The system and method of the present invention 
incorporates multiple levels of filtering to allow event con 
sumers to remove notification of events having little or no 
interest. The system and method of the present invention 
also ensures that duplicate event notifications are not 
received for the same event. 

52 Claims, 7 Drawing Sheets 
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SYSTEMAND METHOD FOR GLOBAL 
EVENT NOT FICATION AND DELVERY IN 

A DSTRIBUTE) COMPUTNG 
ENVIRONMENT 

BACKGROUND OF THE INVENTION 

1. Related Application 
This Application claims the benefit of now abandoned 

U.S. Provisional Application Ser. No. 60/013471. entitled 
“Global Event Delivery Method," filed on Mar. 15, 1996, 
and is incorporated herein by reference. 

2. Field of the Invention 
This invention relates to event notification and distribu 

tion between computer systems, and more specifically to 
global event notification in a distributed computing 
environment, such as a computer network. 

3. Prior State of the Art 
Distributed computing environments are typically made 

up of several systems and resources. For example, Local 
Area Networks (LAN), Wide Area Networks (WAN), and 
other types of computer networks typically involve many 
computer systems connected together via physical commu 
nication links. Many networks comprise two or more inter 
connected servers. User or client systems then attach to one 
or more of these servers. In addition, servers may have 
attached peripherals which are available to users of the 
network. For example, many office networks have various 
devices which are available to all users of the network, such 
as printers, fax machines, modems, and the like. 

In order to share information and resources among the 
various systems in a computer network, systems must be 
able to discover the status of other systems or devices in the 
network. For example, when a file is to be printed by a 
network printer, the file must be transferred to the server 
which is responsible for printing; typically the server physi 
cally attached to the printer. Before such a transfer takes 
place, it may be desirable to discover or ascertain the status 
of the network printer. For example, if the networkprinter is 
off-line or otherwise unavailable, there would be little ben 
efit to transferring a file to the printer for printing. As another 
example, after a file is finished printing, it may also be 
desirable to inform the user that the print job is completed. 
Thus, in a distributed computing environment there is a need 
for systems to be able to discover when certain events 
happen on other systems. Although such a mechanism was 
once accomplished by polling (requesting the status of other 
systems), today's modem architectures utilize an event noti 
fication procedure. 

In an event notification procedure, when an event occurs 
that should be known by other systems, the system where the 
event occurs sends a message to the other systems to notify 
them of the event. This notification can be called "event 
notification” and is typically accompanied by a message 
packet containing data associated with the event. In a 
computer network, systems or processes which produce 
events can be referred to as "event producers" and systems 
or processes which should be notified of the event can be 
called "event consumers.” 
When an event consumer receives notification that a 

certain event happened on an event producer, the event 
consumer can take appropriate action. In the case of one 
example given above, if the network was set up to notify a 
user when a file had finished printing, after the file had been 
printed, the server responsible for printing the file would 
generate an event notification that printing had finished. This 
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2 
event notification would then be passed to the user to notify 
the user that printing had concluded. 
By its very nature, event notification is a local phenom 

enon. In other words, an event producer notifies event 
consumers of events which happen locally to the event 
producer. Event consumers which desire to receive notifi 
cation of certain events "register" with the event producing 
system. When an event occurs, notification is sent to all 
registered event consumers. 

Although such an event notification system provides 
many benefits and advantages, it also has many shortcom 
ings and drawbacks. For example, event notification pro 
cesses are typically single-thread execution processes. This 
means that when an event occurs, a process begins running 
on the event producing system which contacts each regis 
tered event consumer and notifies them of the event. The 
registered event consumers are contacted, one after the 
other, until all event consumers have been notified. This 
tends to create a situation where the event producing system 
is prevented from performing other tasks until all event 
consumers have been notified. 

Because a connection must be established between the 
event producer and the event consumers, a situation can 
arise where a large amount of message traffic is created on 
the computer network. Thus, it is important to minimize the 
time it takes to contact each event consumer and minimize 
the amount of message traffic generated on the network. 

Another problem with current event notification systems 
is the inability to generate global event notification. As 
previously discussed, by its very nature, event notification is 
a localized phenomenon. In other words, an event producer 
notifies all event consumers that are registered for a par 
ticular event. Thus, an event consumer that desired notifi 
cation of all events of a particular type must register for the 
event at each server. For example, consider a situation where 
a network comprises three servers, server A, server B, and 
server C. Server A and server B each have a network printer 
attached thereto. A user on server C desires to know when 
any file he prints from either printer is completed. In such a 
situation, the user must register for a print job finished type 
event at both server A and server B. Failure to register for 
events on both servers will create the possibility of missing 
a desired event. In large networks with many events of 
interest, registering for events on each and every server can 
be a time consuming and cumbersome process. It would 
therefore, be an advancement in the art to provide global 
event notification across an entire network without the need 
to register at each server. 

Another problem with prior art event notification systems 
is that events tend to be broadcast events. This results in 
sending a large number of event notifications that are of little 
or no interest to the event consumer. As previously 
described, an event producer will contact all registered event 
consumers and notify them of the event. Many events. 
however, are of little or no interest to many registered users. 
For example, suppose a system had a create object event. 
Now suppose an event consumer wished to be notified when 
a directory object on a certain system disk was created. 
Under prior art event notification systems, this event con 
sumer would register for the create object event. This would 
have the effect of not only notifying the event consumer of 
a directory object created on the particular disk of interest, 
but also of every other object created on any disk. Thus, this 
event consumer would receive many notifications that were 
of no interest. It would, therefore, be advantageous to be 
able to register only for events meeting certain criteria. 
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A still further problem with prior art notification systems 
can be identified by considering the following example. 
Many network environments contain a large database of 
shared data. Such a database can contain, for example, the 
log-in names and passwords of all users who are authorized 
to connect to the network. A wide array of other information 
may also be associated with such user account information. 
Such information can include a user's full name, an address, 
billing numbers, department, or any other type of informa 
tion. In order to allow all servers on the network to know 
which resources are available on the network, such a data 
base also often contains network device information such as 
a listing of the computer servers in the network and attached 
peripherals such as mass storage devices, printers, modems, 
and the like. 

Experience has shown that as networks grow to hundreds, 
thousands, or tens of thousands of systems and users, the 
size of such a database becomes larger than any one system 
can store and maintain. In such a situation, the database is 
often broken up and scattered among various servers in the 
network. Thus, server A may contain part 1 of the database, 
server B may contain part 2 of the database, and server C 
may contain part 3 of the database. 

Sometimes, in order to provide redundancy and prevent 
loss of the database, portions of the database are replicated 
on different systems. For example, server A may contain 
parts 1 and 3 of the database. Server B may contain parts 2 
and 1 of the database, and server C may contain parts 3 and 
2 of the database. In such a configuration, if any single 
system is lost, the remaining systems still have an entire 
copy of the database. 

While breaking the database up among systems helps to 
provide robustness and eliminates the problem of having a 
single database on one system, it also creates several prob 
lems for event notification systems. Because event notifica 
tion is a local phenomenon, if an event consumer wishes to 
be notified when a user is added to the system, the event 
consumer must be registered with enough servers to ensure 
connections to all parts of the database. This is because if the 
event consumer only registers with Server A, then in the 
example given above, the event consumer will only be 
notified if parts 1 and 3 are changed. If, in this example, part 
2 of the database was changed, then an event would not be 
generated by Server A and the event consumer would not be 
notified. Prior art systems therefore require registration with 
a plurality of servers in order to effect notification if any 
portion of the database is changed. This results in multiple 
or redundant notifications for a single event. This can be 
illustrated by the following example. 

Suppose part 1 of the database was changed. Further 
suppose that an event consumer who wished to be notified 
of changes in the database registered with Server A 
(containing parts 1 and 3 of the database) and Server B 
(containing parts 2 and 1 of the database). When Server A 
modifies part 1 of the database, Server A will send notifi 
cation of this event to the event consumer registered for the 
database modification event. In order to synchronize part 1 
of the database on server A with part 1 of the database on 
server B. server A will send a message to server B so that 
server B can update its copy of part 1 of the database. When 
server B updates its part 1 of the database, however, it will 
realize that an event consumer has registered for the data 
base modification event and send notification to the event 
consumer of the modification of part 1 of the database 
located on server B. Thus, the event consumer receives two 
notifications for a single modification, one from server A and 
one from server B. It would, therefore, be advantageous to 
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4 
have an event notification system which could eliminate 
duplicate events so that only a single notification is sent to 
registered event consumers. 

Finally, prior art event notification systems lack certain 
functionality that is highly desirable. For example, current 
event notification systems do not provide a mechanism for 
an event producer who is also a user to trigger a customized 
event. Thus, it would be desirable to allow event producers. 
including event producers that are also users, to trigger 
custom events that can be globalized to all event consumers 
in the network. 

In addition to the ability to trigger custom events, it would 
also be desirable to provide events that are directed. As 
previously described, prior art event notification systems 
notify all registered users of a particular event. Thus, there 
is currently no mechanism to allow an event to be directed 
to a specific event consumer to the exclusion of all other 
event consumers, even though the other event consumers 
have registered for a particular event. It would be an 
advancement in the art to provide this capability. 

BRIEF SUMMARY AND OBJECTS OF THE 
INVENTION 

The foregoing problems in the prior state of the art have 
been successfully overcome by the present invention, which 
is directed to a system and method for globalizing event 
notifications in a distributed computing environment. The 
current system and method can be used with virtually any 
underlying event notification system. In one preferred 
embodiment, the present invention is designed to work in 
conjunction with current event notification systems to 
achieve the desired functionality. 
The present invention presumes an underlying event 

notification system which: (1) allows local event consumers 
to register for notification of an event; and (2) sends noti 
fication of events that occur to registered local event con 
sumers. In addition, it is desirable for some embodiments of 
the present invention to allow registration of custom event 
types. If an underlying event notification system does not 
provide the ability to register locally for an event, does not 
send even notifications to locally registered event 
consumers, or does not allow registration of custom event 
types, then this functionality can be provided as part of the 
present invention. 
The present invention achieves global event notification 

by storing a global event registry comprising a list of events 
and a corresponding list of servers which need notification 
when the corresponding event occurs. In addition to the 
global registry, each server stores a local event registry 
comprising a list of events and a corresponding list of local 
event consumers that need notification when an event 
occurs. The basic event globalization process utilized these 
two registries to globalize events as follows: 

Each server has running thereon a local event globaliza 
tion process that registers for events desired by local event 
consumers. When an event consumer registers for an event, 
the event globalization process of the event consumer's local 
server places an entry into the local event registry for the 
local server. An entry is also placed into the global event 
registry for the local server where the event consumer is 
located. Thus, the global event registry is updated to contain 
an entry identifying the server where the event consumer is 
located and the desired event and the local event registry of 
that server is updated to identify the event consumer and the 
desired event. 
When a local event globalization process receives notifi 

cation of an event that has occurred locally, the local process 
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looks in the local registry in order to identify local event 
consumers that need notification of the event. This process 
then transfers the event to any identified local event con 
sumers. In addition, the process checks the global event 
registry to identify any additional servers which also need 
notification of the event. This process then sends the event 
to the corresponding event globalization process running on 
the identified servers. These corresponding event globaliza 
tion processes, in ram, check their local event registries and 
provide the event to any event consumers identified therein. 
In this way, local events can be routed to any event consumer 
in the network without the need to register at each server. 
The present invention handles the problem of duplicate 

event notifications by utilizing an indicator field or infor 
mation field in the event. In other words, when an event 
occurs on a server because the event originated there, the 
eventis marked with an indicator identifying it as an original 
event. When an event occurs on a server because of another 
event which occurred on a different server, the event is 
marked with an indicator identifying it as a duplicate event. 
Thus, this identifier allows the event globalization process to 
distinguish between original events and duplicate events. 
Duplicate events are removed without forwarding notifica 
tion to registered event consumers or servers. This elimi 
nates the problem of receiving duplicate notifications. 
The present invention also provides for filtering mecha 

nisms that allow an event consumer to prevent notifications 
of irrelevant events. When an event occurs, several pieces of 
information will be available about the event. Filtering can 
occur on any of these pieces of information. For example, if 
a create object event is triggered whenever an object is 
created in the system, an event consumer may submit 
filtering which further restricts the type of objects that the 
event consumer is interested in receiving notification of. A 
user may, for instance, submit filtering information that only 
allows the user to receive notification when directory objects 
are created. 
The present invention supports a plurality of different 

filtering options. In one option no filtering is used. Filtering 
may also be based on the target or event consumer. Such a 
filtering allows only notification of directed events. Another 
type of filtering supported by the present invention is 
location-based filtering. In this filtering mechanism, notifi 
cation is sent of events meeting a certain location criteria. 
Another type offiltering supported by the present invention 
is class-based filtering. In this type of filtering, notification 
of events affecting a certain class of objects or category of 
objects is sent. The present invention also supports attribute 
level filtering. Attribute level filtering sends notification of 
events affecting designated attributes of objects. Finally, the 
present invention implements object-based filtering. This 
level of filtering sends notification of events affecting a 
certain specific instance of an object or class. Various levels 
of filtering can be combined in any combination in order to 
limit the event notifications received to those events affect 
ing any or all of the items of interest. 

Filters on any level or type may either be inclusionary or 
exclusionary. Inclusionary filters send notification when 
events meeting the specified criteria happen. Exclusionary 
filters send notification when events occur that do not meet 
the specified criteria. In other words, exclusionary filters 
exclude notification of events meeting the specified criteria. 
Inclusionary and exclusionary filters can be combined in any 
combination in order to include or exclude certain events. 
The present invention also provides a mechanism for 

allowing a user to create a custom event type. A custom 
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6 
event type is created by placing appropriate entries in the 
global and local event registries. In addition, an associated 
process may have to be initiated which receives the custom 
event and takes appropriate action. For example, if a user 
wished to initiate automatic running of a virus scan program 
on multiple user computers in a network, the user would 
create a launch program event type and register the event 
type in the global registry. Each of the user computers would 
then register for the launch program event type using the 
procedure previously described. One user could then initiate 
or trigger the run program event. The global event notifica 
tion process previously described would then notify each of 
the user computers that the event had occurred. A process 
running on each of the user computers would then receive 
the notification and in response run a virus scan program. 

Accordingly, it is a primary object of this invention to 
provide systems and methods for global event notification 
and distribution. 

Another primary object of the present invention is to 
provide systems and methods for global event notification 
that allow a local event consumer to receive notification of 
events without registering with each individual server in the 
network. 

Another object of the present invention is to provide 
systems and methods for global event notification and 
distribution that eliminate duplicate event notifications. 
A further important object of the present invention is to 

provide systems and methods for global event notification 
and distributions that allow a user to register and trigger a 
custom event type. 

Additional objects and advantages will be set forth in the 
description which follows, and in part will be obvious from 
the description, or may be learned by practice of the inven 
tion. The objects and advantages of the invention may be 
realized and obtained by means of the instruments and 
combinations particularly pointed out in the appended 
claims. These and other objects and features of the present 
invention will become more fully apparent from the follow 
ing description and appended claims, or may be learned by 
the practice of the invention as set forth hereinafter. 

BRIEF DESCRIPTION OF THE DRAWINGS 

In order that the manner in which the above-recited and 
other advantages and objects of the present invention are 
obtained, a more particular description of the invention 
briefly described above will be rendered by reference to a 
specific embodiment thereof which is illustrated in the 
appended drawings. Understanding that these drawings 
depict only a typical embodiment of the invention and are 
not therefore considered to be limiting of its scope, the 
invention will be described and explained with additional 
specificity and detail through the use of the accompanying 
drawings in which: 

FIG. 1 represents a network view of one embodiment of 
the present invention; 

FIG. 2 represents another network view of one embodi 
ment of the present invention; 

FIG. 3 is a data flow diagram of one embodiment of an 
event globalization process of the present invention located 
on a single server; 

FIG. 4 is a flow diagram illustrating the details of one 
embodiment of the incoming event processing block of FIG. 
3; 

FIG. S is a flow diagram illustrating the details of one 
embodiment of the remote event processing block of FIG. 3; 
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FIG. 6 is a flow diagram illustrating the details of one 
embodiment of the local event processing block of FIG. 3; 

FIG. 7 is an example of how an "add user" event is 
processed in one preferred embodiment of the present inven 
tion. 

DETALED DESCRIPTION OF THE 
PREFERRED EMBODMENTS 

The following description of the present invention is 
described by using flow diagrams and data flow diagrams to 
either describe the structure or the processing of one pre 
ferred embodiment implementing the systems and methods 
of the present invention. Using the diagrams in this manner 
to present the invention should not be construed as limiting 
of its scope. The present invention contemplates both sys 
tems and methods for global event notification and delivery. 
The presently preferred embodiment of a system for global 
event notification and distribution comprises a general pur 
pose computer. The present invention, however, can also be 
used with any special purpose computer or other hardware 
system and all should be included within its scope. 
The preferred general purpose computer comprises tradi 

tional computer elements such as display means for display 
ing information to a user, a CPU means or other processing 
means for processing program code means, program storage 
means for storing program code means executed by the CPU 
or other processing means, and input means for receiving 
input from a user. Additionally, computers having no local 
program storage means and that receive program code 
means across a communication link should also be included 
within the scope of the present invention. 
Embodiments within the scope of the present invention 

also include articles of manufacture comprising program 
storage means having encoded therein program code means 
for causing a CPU to perform certain actions. Such program 
storage means can be any available media which can be 
accessed by the processing means of a general purpose or 
special purpose computer. By way of example, and not 
limitation, such program storage means can comprise RAM, 
ROM, EEPROM, CD-ROM or other optical disk storage, 
magnetic disk storage or other magnetic storage devices, or 
any other medium which can be used to store the desired 
program code means and which can be accessed by a general 
purpose or special purpose computer. Combinations of the 
above or other program storage means should also be 
included in the scope of program storage means. 
Program code means comprises, for example, executable 

instructions and data which cause a general purpose com 
puter or special purpose computer to perform a certain 
function or a group of functions. 

Referring now to FIG. 1, a network view of one embodi 
ment of the present invention is presented. In FIG. 1 a 
computer network is shown generally as 10. The computer 
network comprises a plurality of servers shown as 12 and 
labeled A-D. Servers in a network are typically intercon 
nected by networking means. Networking means refers to 
any combination of hardware and/or software used to inter 
connect servers in a computer network so that messages may 
flow between the servers. The ability for messages to flow 
between servers is indicated in FIG. 1 by arrows 14. Any 
type or kind of network having any type of topology may be 
utilized for the present invention. All that is required is that 
messages be able to flow from one server in the network to 
other servers in the network. One server can access any other 
server. Thus, network 10 of FIG. 1. may be a LAN network, 
a WAN network, or any other type or combination of 
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8 
networks. Furthermore, network 10 may be a homogenous 
network where servers 12 all utilize common networking 
means or maybe a heterogenous network where servers 12 
use a variety of networking means. 
The present invention may comprise means for storing a 

global event registry. In FIG. 1, such means is illustrated by 
global event registry 16. Global event registry 16 comprises 
a list of events and a corresponding list of servers that should 
be notified when an event occurs. Global event registry 16 
may be stored in any manner or format that is accessible by 
servers 12 in network 10. For example, if network 10 is a 
homogenous network where all servers use Novel 
NetwareTM, then global registry 16 can be stored as part of 
the Netware Network Directory Services (NDS). If, 
however, network 10 is a heterogenous network then, 
perhaps, global event registry 16 will be stored as a database 
file in a format that is accessible by all servers 12. 
Furthermore, global event registry 16 may be stored as a 
single registry or may be broken up and distributed among 
a plurality of servers. All that is required of global event 
registry 16 is that the information contained therein is 
accessible by servers 12. As explained below, the informa 
tion in global event registry 16 may also be cached locally 
on each server so that each server can gain access to desired 
information without the need to read from a global file stored 
somewhere else on the network. 

Embodiments within the scope of this invention can 
comprise means for storing a local event registry. In FIG. 1, 
such means is illustrated by local event registries 18. As 
illustrated in FIG. 1, servers 12 each have associated there 
with local event registry 18. Local event registry 18 com 
prises a list of events and a corresponding list of local event 
consumers. Thus, local event registry 18 allows a particular 
server 12 to identify which local event consumers need to be 
notified when a particular event occurs. 
A local event registry 18 is shown in FIG. 1 as being 

associated with each server 12. Typically, local event reg 
istry 18 will be stored on local program storage means 
accessible by a particular server. Thus, server A will store its 
local event registry on a local disk or other program storage 
means. Other servers will store their local event registries on 
their local storage means. Such an arrangement, however, is 
simply an implementation detail and should not be limiting 
of the scope of this invention. Other mechanisms may be 
utilized to store local event registries for each server. For 
example, local event registries may be stored on a com 
monly accessible mass storage device. Each server could 
then access its own local event registry from the common 
mass storage device. 

Although the present invention speaks in terms of a global 
event registry and a plurality of local event registries, those 
skilled in the art will recognize that the information con 
tained in the global event registry and local event registry 
may be stored in a common file or in some otherformat that 
achieves the essential functionality described in this inven 
tion. For purposes of the present invention, all that is 
important is that all servers be able to access a list of servers 
that should receive an event that occurs. Local servers 
should be able to access a list of local event consumers that 
should receive an event that occurs. By breaking down this 
information into two separate lists an advantage is achieved 
in that the server where the event occurs need not know how 
to transfer the event to a remote event consumer (an event 
consumer located at a different server). All a server needs to 
know is which servers need notification of which events. 
The individual servers are then responsible for notifying 
their local event consumers, 
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In FIG. 1, event consumers are illustrated by the triangu 
lar regions 20 and are numbered 1-4. Event producers are 
identified by rectangular regions 22 and are labeled 5-7. 
Event producer and event consumer are meant to be generic 
terms that are interpreted broadly. Event producer will be 
used to refer to a process, user, device, or other item that 
produces or generates an event. An event consumer should 
be broadly interpreted to refer to any process, user, device, 
or other item that desires notification of an event. As used 
throughout this application, event notification will refer to 
not only notification of an event but also distribution of 
information associated with that event. The details of how 
event information is distributed in conjunction with notifi 
cation in one preferred embodiment is described in greater 
detail below. 

Referring now to FIG. 2, another network view of one 
embodiment of the present invention is presented. In FIG.2, 
two separate networks are shown generally as 24 and 26. 
Network 24 comprises servers 28, labeled A, B, and C. 
Network 26 comprises servers 30, labeled D and E. Net 
works 24 and 26 are interconnected by gateway 32. 
Network 24 can be either a homogenous or heterogenous 

network and network 26 can also be either a homogenous or 
heterogenous network. The purpose and function of gateway 
32 is to translate message traffic in network 24 to a format 
that is understood by network 26 and to translate message 
traffic in network 26 to a format that is understood by 
network 24. In other words, gateway 32 allows messages 
from network 24 to flow into network 26 and vice versa so 
that all servers may communicate. 
The inclusion of FG. 2 is meant to further illustrate the 

wide variety of networks that can be utilized and supported 
by the present invention. In place of gateway 32 a long haul 
connection connecting network 24 and network 26 may also 
be utilized. Thus, the present invention can utilize and 
support virtually any type of network. 
As illustrated in FIG. 2, network 24 has global event 

registry 34 and network 26 has global event registry 36. 
Global event registries 24 and 36 again represent an example 
of means for storing a global event registry. Previous com 
ments made about global event registry 16 of FIG. 1 fully 
apply to global event registries 34 and 36 of FIG. 2. In other 
words, any type or format of data may be utilized as long as 
global event registries 34 and 36 comprise information 
allowing the servers which should receive notification of 
particular events to be identified. In FIG. 2, it is preferred 
that global event registries 34 and 36 contain identical 
information. This allows a server from network 24 to 
transfer events to a server in network 26. In other words, 
such a situation will allow networks 24 and 26 to be treated 
as a single common network for purposes of global event 
notification. 

If global event registries 34 and 36 do not contain the 
same information, the following procedure can be used to 
accomplish global event notification between network 24 
and network 26. If any server in network 24 needs notifi 
cation of an event that occurs in network 26, an entry can be 
made on global event registry 36 identifying network 24 as 
needing notification of an event. Then when the event occurs 
in network 26, the event can be sent to network 24. When the 
event arrives in network 24, global event registry 34 can be 
checked to identify which servers in network 24 need the 
event. A similar procedure would be used to transfer events 
from network 24 to network 26. In this manner, global event 
registry 34 does not need to contain the same information as 
global event registry 36, but global event notification can 
still be achieved. 
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As previously described, embodiments within the scope 

of this invention can comprise means for storing a local 
event registry. In FIG. 2, such means is illustrated by local 
event registries 38 and local event registries 40. As indicated 
in FIG. 2, servers 28 of network 24 have local event 
registries 38 and servers 30 of network 26 have local event 
registries 40. All previous comments regarding local event 
registries 18 of FIG. 1 fully apply to local event registries 38 
and local event registries 40. Local event registries 38 and 
40 preferably comprise a list of events and a corresponding 
list of local event consumers that desire notification of the 
events. As previously described, local event registries 38 and 
local event registries 40 can be stored locally to the asso 
ciated server. As an alternative, they can be stored in any 
manner, format, or location that allows the appropriate 
server to retrieve the desired information. 

FIG. 2 also illustrates a single event producer 42 and two 
event consumers 44 and 46. The following example illus 
trates how an embodiment of the present invention utilizes 
the global event registry and local event registries to glo 
balize an event. Suppose event producer 42 initiated an 
event. Further, assume that event consumers 44 and 46 had 
registered for the event. When server B recognized that 
event producer 42 had initiated an event, server B would 
check global event registry 34. Global event registry 34 
would identify that server Eneeded notification of the event. 
Server B would then send the event through gateway 32 to 
server E. Server B would then check its local event registry 
38 and discover that event consumer 44 needed notification 
of the event. Server B would then send the event to event 
consumer 44 using an appropriate transfer method. Server E. 
after receiving notification of the event from server B, would 
check its local event registry and discover that event con 
sumer 46 had registered for the event. Server E would then 
transfer the event to event consumer 46 using an appropriate 
transfer method. 

In the above example, it is easy to see that both local event 
consumer 44 and remote event consumer 46 receive notifi 
cation of an event produced by event producer 42 without 
server B needing to know that event consumer 46 required 
notification of the event. All server B needed to know is that 
server E required notification of the event. Furthermore, 
event notification was transferred from server B to server E 
without broadcasting the event to servers A, C and D. Thus, 
such a method can globalize an event to required locations 
while, simultaneously, reducing message traffic due to 
broadcast type events. 

Another feature of the present invention can be illustrated 
with reference to FIGS. 1 or 2. The process of registering for 
an event proceeds as follows. Suppose, in accordance with 
the previous example, event consumer 46 desired to register 
for a particular event. Event producer 46 would then register 
for this event on server E. Server E would then place an 
entry into its local event registry 40 identifying that event 
consumer 46 needed notification of the desired event. Server 
E would also place an entry into global event registry 36 
indicating that server E should be notified when the desired 
event occurred. In the situation shown in FIG. 2 where a 
second copy of the global event registry exists, namely 
global event registry 34, the two global event registries may 
be synchronized. Thus, the contents of global event registry 
34 would be updated to include the entry that server E 
needed notification of the desired event. Now when the 
event occurs anywhere in the network, the local server will 
check the global event registry and identify that server E 
needs notification of the event. The event is then passed to 
server E which, in turn, checks its local event registry and 
passes the event along to event consumer 46. 
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The same procedure can be used with any network, such 
as the network illustrated in FIG. 1. In the network illus 
trated in FIG. 1, however, there may be no need to synchro 
nize two copies of the global event registry if global event 
registry 16 is stored in a single location. In addition, if the 
servers cache the information in global event registry 16 
locally so that they can access the information without 
accessing the global copy of the global event registry, then 
a procedure and mechanism must be in place to periodically 
refresh the cached information and bring it up to date with 
any changes that have been made in the global event 
registry. Any type of procedure to refresh the locally cached 
information may be utilized. For example, a change to the 
global event registry may generate an event notification to 
all servers which then go out and refresh their cached 
information. Alternatively, the servers may periodically poll 
the global event registry. Any mechanism may be utilized as 
long as the cached information is updated with sufficient 
frequency to avoid stale cache data. 
From the previous description, it should be apparent that 

in a preferred embodiment of the present invention each 
local server has running thereon at least one event global 
ization process. This event globalization process is respon 
sible for accomplishing the functionality previously 
described. The following discussion focuses on the process 
ing that occurs on a single server in order to achieve the 
present invention. In the following discussion, no attempt 
has been made to differentiate or identify whether the event 
notification process is a single threaded process or a multi 
threaded process. Furthermore, no attempt has been made to 
identify whether a single process is used or whether multiple 
processes are used. These details represent designed deci 
sions that may depend on the particular server and/or 
network implementation. In the following discussion, rather, 
emphasis is placed on functions to implement one embodi 
ment of the present invention. 

Referring now to FIG. 3, a structural data flow diagram is 
presented for one embodiment of the event globalization 
process of the present invention. A global event notification 
process such as that of the present invention deals with two 
general classes of events. The first are local events that are 
generated locally. The other category is remote events which 
are events that occur on another server, but are sent to the 
local server via the mechanisms described previously. In 
FIG. 3, local and remote events are labeled appropriately, 
For example, local event 48 represents a local event gener 
ated by the local server itself or by a process running on the 
local server. Local event 50 represents a local event received 
from a user, client computer or other device connected to the 
local server via network connection 52. Remote events 54 
and 56 represent events received from other servers. Remote 
event 58 represents a local event that is transferred to 
another server via network connection 52. It should be 
pointed out that in FIG. 3 network connection 52 represents 
an example of the networking means for interconnect serv 
ers in the present invention. 

In FIG. 3, the illustrated events, whether they be local 
events or remote events, are preferably packaged into an 
event packet. From an implementation standpoint, it does 
not matter where such a packaging takes place. Packaging 
may take place in the event producer that produced the 
event, packaging may take place in the event globalization 
process of the present invention, or packaging may take 
place in a combination of locations such as a partial pack 
aging by the event producer and a more complete packaging 
by the event globalization process of the present invention. 
In fact, this last option is probably the most likely since the 
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format of the event coming from an event producer will 
depend solely upon the underlying event system. 

For most events, packaging event data into an event 
packet has the benefit of adding data that may be useful in 
processing the event. In one embodiment, an event packet 
comprises: 

Event Producer Server Type of Time of 
Event Event 

Size of Event Data 
Event Data 

In the above event packet, the event producer field is an 
identifier that identifies the process, device. user, etc. which 
generated the event. The server field identifies the server 
location where the event was produced. The type of event 
field is an identifier describing the type of event which 
occurred. This identifier preferably identifies an event in the 
global event registry and/or local event registry so that 
appropriate servers or event consumers can be identified to 
receive the event. The time of event field is a time stamp 
indicating the time that the event occurred. This time stamp 
is preferably a network time that can be referenced by each 
server in the network, although this is not strictly required. 
The size of event data is a field indicating the size of the 
attached event data field. The event data is the data associ 
ated with the event. 

Although the above describes a presently preferred event 
packet, it should be understood that for this invention the 
only required field is the type of event field. The type of 
event field is used to extract from the global event registry, 
either directly or indirectly, those servers that should receive 
notification of the event and is used to extract from the local 
event registry, either directly or indirectly, those local event 
consumers that should receive notification of the event. In 
addition to the type of event field, the event data should also 
be included so that the event information can be transferred 
to the appropriate recipients. 

Embodiments within the scope of this invention comprise 
means for receiving an event from either a local event 
consumer or another server. In FIG. 3, such means is 
illustrated by incoming event processing block 60. Although 
the details of incoming event processing block 60 are 
presented below, functionally incoming event processing 
block 60 is responsible for examining incoming local or 
remote events and ensuring they are handled properly. 
Incoming event processing block may thus comprise means 
for creating new event types and/or means for registering for 
an event. In such a case, incoming event processing block 60 
will ensure the proper entries get made into the global event 
registry and/or local event registry when an event consumer 
wishes to create a new event type or register for an existing 
event type. When registering for an event, if filtering criteria 
is submitted, incoming event processing block 60 will 
ensure the filtering criteria is stored appropriately. Incoming 
event processing block 60 is also responsible for placing 
incoming events into event queue 64. Event queue 64 is used 
to store received events until they can be dispatched either 
to local event consumers or to other servers in the network. 

Embodiments within the scope of this invention may also 
comprise means for removing events that occur on a server 
because they were triggered by a similar event on another 
server. In other words, embodiments within the scope of this 
invention may comprise means for removing events which 
will result in duplicate notifications to a single event con 
sumer. In FIG. 3, the means for removing events is illus 
trated by redundant event filtering block 62. Although the 
details of how redundant events are filtered is presented 
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below, essentially redundant event filtering block 62 
removes duplicate events so registered event consumers will 
not receive duplicate notifications of a single event. Redun 
dant event filtering block 62 may be implemented as a 
separate processing block or may be part of incoming event 
processing block 60 as illustrated in FIG. 3 or may be part 
of another processing block. 

Embodiments within the scope of this invention comprise 
means for transferring an event to another server. In FIG. 3, 
such means is illustrated by remote event processing block 
66. The details of remote event processing block 66 are 
presented below. In summary, however, remote event pro 
cessing block 66 monitors event queue 64 and when events 
are placed therein by incoming event processing block 60 
that need to be transferred to other servers in the network, 
remote event processing block 66 will establish a connection 
to those servers and transfer the events to the other server. 
Embodiments within the scope of the present invention may, 
therefore, comprise means for accessing a global event 
registry to identify which servers should receive which 
events. Such means may be incorporated into remote event 
processing block 60. In such a case, remote event processing 
block 66 identifies the servers that should receive events 
queued in event queue 64 by checking global registry 68. 
As described in greater detail below, when an event is 

transferred from one server to another server, a connection 
must be established between the two servers. Once the 
transfer is complete, then the connection is terminated. Since 
it takes time to establish and terminate a connection, it is 
preferable that when a connection is established between 
two servers, all information that needs to be transferred 
between the two servers be accomplished while the connec 
tion is established. Thus, there is a possibility of events 
being transferred both to and from the local server. This is 
indicated in FIG.3 by remote event 56 and remote event 58. 
Notice that an incoming event, illustrated by remote event 
56, is passed to incoming event processing block 60. 

Embodiments within the scope of this invention also 
comprise means for transferring an event to a local event 
consumer using a designated method. In FIG. 3, such means 
is illustrated by local event processing block 70. The details 
of local event processing block 70 are presented below. 
Briefly summarized, however, local event processing block 
70 monitors event queue 64 for events that should be 
transferred to a local event consumer. Embodiments of the 
present invention may, therefore, comprise means for 
accessing a local event registry to identify which local event 
consumers should receive which events. Such means may be 
incorporated into local event processing block 70. In such a 
case, local event consumers that should receive events 
queued in event queue 64 are identified by checking local 
event registry 72 and any associated filtering criteria. 
Embodiments within the scope of the present invention may 
comprise means for filtering events so that an event is only 
transferred when the event meets designated filtering crite 
ria. Such means, discussed in greater detail below, may be 
part of local event processing block 70. The filtering criteria 
is illustrated in FIG.3 by filtering criteria block74. Although 
the details of filtering are presented below, filtering criteria 
may be stored as part of the local event registry or may be 
stored in any other manner as long as a local server can 
access the filtering criteria and identify the local event 
consumer and the event type that the filtering criteria applies 
to. 

In FIG. 3, the process of transferring an event to a local 
event consumer is illustrated by event 76. Event 76 is shown 
going out over network connection 52. However, if the event 
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consumer is a local process, event 76 may be transferred to 
the local event consumer by placing it in a common memory 
store, storing it on a file on the disk, or any number of other 
means that allow two processes running on the same com 
puter to communicate data back and forth. If, however, an 
event is transferred to an event consumer over network 
connection 52, then any number of other transfer methods 
may be utilized. For example, the event consumer may poll 
local event processing block 70. This is illustrated in FIG. 3 
by event polling notification 78. Furthermore, events may be 
stored in an event store such as event store 80 until they are 
transferred to an event consumer. The transfer options 
between local event processing block 70 and an event 
consumer over network connection 52 are discussed in 
greater detail below. 

Turning now to FIG. 4, the details of one embodiment of 
incoming event processing block 60 are presented. As pre 
viously described, incoming event processing block 60 waits 
until an event arrives to be processed. The types of events 
which can be handled by incoming event processing block 
60 are typically divided into three types: (1) local events 
originating on the local server (illustrated by local event 48 
of FIG. 3); (2) local events arriving from an attached event 
producer (illustrated by local event 50 of FIG. 3); or (3) 
remote events arriving from another server (illustrated by 
remote event 54 and 56 of FIG. 3). 

Until an event arrives to be processed, incoming event 
processing block 60 performs no action. This is illustrated in 
FIG. 4 by decision block 82. When an event arrives to be 
processed, if the redundant event filtering function is incor 
porated into incoming event processing block 60, as illus 
trated in FIG. 3, then the next step is to identify whether the 
event is redundant. This is illustrated in FIG. 4 by decision 
block 84. Notice that decision block 84 is enclosed within a 
dashed box labeled "redundant event filtering." If the redun 
dant filtering function is placed elsewhere, then the steps 
inside the dashed block may be eliminated. 

In order to identify redundant events, events may have 
associated therewith identifying means for distinguishing 
between events that occur because they were triggered by a 
similar event on another server and events that occur but 
were not triggered by a similar event on another server. 
Embodiments of the present invention may also comprise 
means for associating such identifying means with each 
event that occurs on said local server. The means for 
associating such identifying means may be the underlying 
event notification system or it may be the event producer. 
Such issues represent implementation details. The phrase 
"triggered by a similar event on another server" is meant to 
identify those scenarios where duplicate event notification 
could be sent to an event consumer if the event notification 
is sent. 
As an example of the above, consider a network with 

three servers: server A, server B and server C. A global 
database is broken up into three separate parts: part I. part II 
and part III, and distributed among servers A, B and C. 
Server A has database parts I and II, server B has parts II and 
III, and server C has parts III and I. If an event consumer 
registers for notification when the database changes, then 
when part I of the database changes on server A, server A 
will send information to server C so that server C can also 
update part I of the database. This is necessary to ensure that 
the two copies of part I contain the same data. 

In order to distinguish between the original modification 
that occurs on server A and the modification that occurs on 
server C, identifying means can be associated with the event, 
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The identifying means associated with the event on server A 
can identify the modification event as an original modifica 
tion event. The identifying means associated with the event 
that occurs on server C can identify the event as a triggered 
or duplicate event. Decision block 84 can then use the 
identifying means to determine whether an event originally 
occurred on the local server or whether the event originally 
occurred somewhere else and the event that occurred on the 
local server was a duplicate of the original event. 

If the event is a duplicate event, then the eventis removed 
or ignored so that notification of the event is never sent. This 
is illustrated in FIG. 4 by step 86. As explained in greater 
detail below, step 86 may be nothing more than ignoring or 
marking the event without sending notification to other 
servers. Care must be taken in removing an event from an 
event queue, such as event queue 64 of FIG. 3. This is 
because the same event may also need to be sent to local 
event consumers. If an event is removed from an event 
queue, such as event queue 64 of FIG. 3, before notification 
can be sent to the local event consumers by local event 
processing block 70 of FIG. 3, then the local event consum 
ers will never receive notification of the event. Thus, in order 
to avoid this situation, step 86 may simply ignore the entry 
or may flag the entry so that it is not checked again by this 
process. On the other hand, since this event represents a 
duplicate event, it is unlikely that notification of this dupli 
cate event will need to be sent to local event consumers. 
Thus, in some embodiments, step 86 may safely remove the 
duplicate event from the event queue, such as event queue 
64 of FG. 3. 

If the event is not a redundant event, then a decision must 
be made as to what the event represents and how the event 
may be handled. The event globalization process running on 
each individual server typically does not handle many 
events. As previously described, however, embodiments of 
the present invention may comprise means for creating new 
events and/or means for registering for an event. If such 
means is incorporated into incoming event processing block 
60 of FIG. 3, then the event globalization process will handle 
requests to register an event consumer for an event or to 
create a new event. When an event consumer needs to 
register for a new event or create a new event, the event 
consumer can send a "register for event" packet or a "create 
event packet” to the event globalization process on the local 
server. When an event is created, the event globalization 
process will create an entry in the global event registry, as 
for example global event registry 68 of FIG. 3. This entry 
will include the event identifier of the new event. When an 
event consumer registers for an event, the event globaliza 
tion process will place an entry in the local event registry, as 
for example local event registry 72 of FIG.3, identifying the 
event and the event consumer wishing to receive notification 
of the event. The event globalization process will also place 
an entry into the global event registry, as for example global 
event registry 68 of FIG. 3. identifying the local server 
needing to receive notification of the event when it occurs. 
These functions are described in the remainder of FIG. 4. 

Decision block 88 of FIG. 4 ascertains whether the 
incoming event directs the event globalization process to 
create a new event type. If so, then the next step is to check 
whether the event producer has the appropriate rights to 
create a new event type. This is illustrated in FIG. 4 by 
decision block 90. 
As indicated by decision block 90,98, and 106 of FIG. 4, 

the present invention may comprise various means to check 
whether an event producer has appropriate rights for the 
requested action. The type of rights which may be required 
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are: (1) rights to create a new event; (2) rights to register for 
a particular event; and (3) rights to trigger or send an event 
to the system. Decision block 90 represents a check as to 
whether the event producer has appropriate rights to create 
an event type. The other rights are discussed in greater detail 
below. It should be noted that embodiments within the scope 
of this invention may comprise some, all, or none of these 
security rights checks. 

If the event producer does not have the proper rights, 
execution returns to the start. If the event producer does have 
the proper rights to create an event, then the next step is to 
check and see if the event is already created. This is 
illustrated in FIG. 4 by decision block 92. If the event has 
already been created in the global event registry, it does not 
make sense to add another entry to the global event registry. 
Processing then proceeds to the start. If, however, the event 
has not already been created, then an entry is made into the 
global event registry, as for example global event registry 68 
of FIG. 3, to identify that a new event type is available. Such 
an entry comprises the event type identifier. The creation of 
this entry is illustrated in FIG. 4 by step 94. Step 94 
represents one example of means for creating new events. 

Returning to decision block 88, if the eventis not creating 
a new event type, the next step is to check to see if the 
received event is registering an event consumer for an 
existing event. This check is performed in FIG.4 by decision 
block 96. If the event is registering a local event consumer 
for a particular event, then execution proceeds to decision 
block 98 which determines whether the event producer (the 
local event consumer that is attempting to register for this 
event) has the appropriate rights to register for this event. If 
the event producer does not have the appropriate rights, then 
execution returns to the start. 

If the event producer (i.e., the local event consumer that 
is attempting to register for the event) has the appropriate 
rights, then the next step is to check and see if the event 
consumer has already registered for this event. This is 
performed by decision block 100. If the consumer is already 
registered for the designated event, execution returns to the 
start. If the event consumer has not already registered for the 
event, then entries are made into the local and global event 
registries in order to achieve registration for this event by the 
event consumer. This is illustrated in FIG. 4 by step 102. 
Step 102 represents one example of means for registering for 
an event. 

As previously described, the process of registering for an 
event comprises making one entry identifying the event type 
and the local event consumer wishing to receive notification 
of the event and another entry identifying the server attached 
to the local event consumer as needing notification of the 
event type. In a preferred embodiment, the entry identifying 
the server as needing notification of the event is made in the 
global event registry, as for example global event registry 68 
of FIG. 3, and the entry identifying the local consumer as 
needing notification is made in the local event registry, as for 
example local event registry 72 of FIG. 3. As previously 
described, however, such a mechanism does not need to be 
stored in this exact format. The global and local registries 
may be combined into a single registry as long as the 
appropriate information can be accessed by the appropriate 
SeWes. 

In addition to making entries into the global and local 
event registries, registering for an event may also comprise 
the step of associating filtering criteria with an event con 
sumer. If an event consumer is submitting filtering criteria, 
step 102 should also store the filtering criteria in the appro 
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priate location. As previously described, the present inven 
tion supports of multiple levels of filtering. The filtering 
criteria is utilized in conjunction with the local event pro 
cessing block in order to restrict notification to events 
meeting certain criteria. The details offiltering are discussed 
in conjunction with FIG. 6 below. 

Returning to decision block 96, if the received event is not 
registering an event consumer for an event, execution pro 
ceeds with decision block 104. As previously indicated, 
decision block 104 checks whether this event is to be 
queued. Typically, events received by incoming event pro 
cessing block 60 of FIG. 3 fall into one of three categories. 
The first category is an event creating a new event type. This 
event is handled as previously described. The second cat 
egory is an event registering a local event consumer for an 
event type. This is also handled as previously described 
above. All other events received are typically destined for 
either one or more local event consumers or one or more 
other servers so that they may in mm be passed to their event 
consumers. Thus, in practice, it may not be necessary to have 
decision block 104 as illustrated in FIG, 4. If an event fails 
decision block 88 and decision block 96, then the only other 
option typically available is to queue the event. In such a 
situation, decision block 104 may be eliminated. 
Assuming the received event is to be queued, the first step 

is to test whether the event producer has the appropriate 
rights to queue the event. This is checked in decision block 
106. If the event producer has the appropriate rights then the 
event is placed in the event queue as indicated by step 108, 
The event queue is illustrated in FIG. 3 by event queue 64. 
As described below, remote event processing block 66 and 
local event processing block 70 check event queue 64 for 
events that need to be transferred to either local event 
consumers or other servers in the network. 

Referring next to FIG. 5, the details of remote event 
processing block 66 are presented. As indicated in FIG. 5, 
the first step is to check the event queue for events that 
should be transferred to other servers in the network. This 
step is indicated in FIG. 5 by decision block 110. Decision 
block 110 checks for events that should be sent to other 
servers in the network by looking at the event types queued 
in the event queue, as for example event queue 64 of FIG. 
3, and compares them to the entries in the global event 
registry, as for example global event registry 68 of FIG. 3. 
Decision block 110 canthus represent one example of means 
for accessing a global event registry to identify which 
servers should receive which events. As previously 
described, the entries in the global event registry identify 
servers that should be notified when particular events occur. 
One important aspect of decision block 110 should be 

mentioned. Decision block 110 only sends locally occurring 
events (e.g. events not received from other servers) to other 
servers. The reason for this is simple. If remote event 
processing block 66 sent both locally occurring events and 
events received from other servers, the event notifications 
would propagate endlessly in the network resulting in an 
endless number of duplicate notifications. 

If there are no events that need to be transferred to other 
servers in the network, the process waits until an event 
occurs that should be transferred to other servers in the 
network. If, on the other hand, events exist which should be 
transferred to other servers in the network, then execution 
proceeds with the yes branch of decision block 110. 
As previously described in conjunction with FIG.3 and 4. 

the means for filtering redundant events can be incorporated 
into incoming event processing block 60. Rather than incor 
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porate the means into incoming event processing block 60, 
however, such means may also be incorporated into remote 
event processing block 66 of FIG. 3. If it is desired to 
incorporate this functionality into remote event processing 
block 66, then the steps enclosed in the dashed line indicated 
in FIG. 5 should be included. These steps are identical to the 
steps enclosed in the dashed line in FIG. 4. Decision block 
112 checks whether the event is redundant. This check is 
performed as previously described in conjunction with deci 
sion block 84 of FIG. 4. If the event is redundant, then the 
event is removed without notification by step 114. 

Recall that the event queue, such as event queue 64 of 
FIG. 3, holds events for both remote event processing block 
66 and locally net processing block 70. If, therefore, the 
logic to remove duplicate events is inserted into remote 
event processing block 66 rather than incoming event pro 
cessing block 60, then care must be taken to also insert the 
same logic into local event processing block 70. If the 
redundant event filtering logic is placed only in remote event 
processing block 66 and not local event processing block 70, 
then a situation can arise where duplicate event notifications 
will be sent to local event consumers but not remote servers. 

If the event is not redundant, or if redundant event 
filtering is not incorporated into remote event processing 
block 66, then the next step is to establish a connection to the 
remote server. This is illustrated in FIG. 5 by step 116. The 
details of how a connection is established to another server 
in the network will be dependent upon the type of network 
ing system used to connect servers in the network. If the 
network is heterogenous where different servers use differ 
ent networking means, it may be desirable to utilize a 
common format in order to establish connection to the 
remote server. All that is necessary is the ability to establish 
a connection from the local server to the remote server in a 
manner that allows the two event globalization processes on 
each to communicate. 

After the connection to the remote server is established 
all events in the event queue destined for that server, such as 
event queue 64 of FIG. 3, are transferred to the remote 
server. This is illustrated in FIG. S by step 118 and decision 
block 120. As previously mentioned, because it takes time to 
establish and terminate the connection between two servers, 
it is preferable that all messages be transferred at the time a 
connection is established. 

In accordance with this philosophy of transferring all 
messages at the time a connection is established, it is 
desirable to receive from the remote server any events which 
the remote server has for the local server while the connec 
tion is established. The existence of such events is tested in 
FIG. 5 by decision block 122. At the remote server, the 
remote server can identify whether events are available for 
the local server by checking its event queue against the 
information in the global event registry, similar to the 
process described in conjunction with decision block 110 
above. 

If the remote server has events to transfer to the local 
server, then all such events are received and transferred to 
incoming event processing block 60 of FIG.3 for appropri 
ate action. This process is illustrated in FIG. 5 by step 124 
and decision block 126. If there are no events to receive from 
the remote server, or if all events have been received from 
the remote server, the connection is terminated as illustrated 
in step 128. 

It will be understood by those of skill in the art that steps 
116, 118, 120, 122. 124. 126 and 128 need to be performed 
for each server that needs notification of the event in the 
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event queue. Furthermore, after an event has been sent to the 
appropriate servers in the network, the event should not be 
removed from event queue 64 unless and until the event has 
also been transferred to any local event consumers desiring 
notification of the event. It may, therefore, be advantageous 
to associate with each event in the event queue a flag 
indicating that it has been sent to the appropriate servers in 
the network and another flag which identifies if the eventhas 
been sent to the appropriate local event consumers. After an 
event has been sent both to the appropriate servers in the 
network and to the appropriate local event consumers, then 
the event can be removed from the event queue. In the 
alternative, separate event queues can be kept one for remote 
event processing block 66 and one for local event processing 
block 70. In this way, events needing to be transferred to 
remote servers can be placed in a remote event queue and 
events needing to be transferred to local event consumers 
can be placed in a local event queue. Events that need to be 
sent to both, can be placed in both queues. In such a scheme, 
after an event has been transferred then it could be deleted 
out of the appropriate queue. 
The above discussion of FIG. S has focused on how one 

embodiment of remote event processing block 66 of FIG. 3 
identifies remote events that need to be transferred from 
event queue 64 to a remote server in the network. It is 
understood, however, that the server in the network which 
receives the transferred remote events must provide a 
mechanism for receiving the transferred events. Those 
skilled in the art will understand the functionality required to 
receive the transmitted events. Essentially, the remote server 
must be able to recognize that a connection is being estab 
lished by the local server, receive the events which are 
transferred to the remote sever, and then be able to check its 
event queue to determine whether any events exist at the 
remote server which should be transferred to the local server 
while the connection is established. 

Referring next to FIG. 6, one implementation of event 
processing block 70 of FIG. 3 is presented. As previously 
summarized, local event processing block 70 checks event 
queue 64 and transfers any appropriate events in the queue 
to the appropriate local event consumers. FIG. 6 illustrates 
one embodiment that performs this function. As previously 
discussed, if duplicate events are not removed by incoming 
event processing block 60 of FIG. 3, it may be necessary to 
place the steps to remove duplicate events into local event 
processing block 70. This will consist of performing steps 84 
and 86 of FIG. 4. For the following discussion, however, 
these steps are not included in FIG. 6. 
As indicated by decision block 130 of FIG. 6the first step 

is to identify whether events in the event queue, such as 
event queue 64 of FIG. 3, need to be transferred to local 
event consumers. This can be accomplished by comparing 
the event type information of the events in the event queue 
with the information stored in the local event registry, such 
as local event registry 72 of FIG. 3. Decision block 130 can 
thus represent one example of means for accessing a local 
event registry to identify which local event consumers 
should receive which events. If there are no events for local 
event consumers in the queue, local event processing block 
70 may also check whether an event polling request has been 
received from a local event consumer. This is represented in 
FIG. 6 by decision block 132. 
As described in greater detail below, local event process 

ing block 70 may utilize a variety of mechanisms to transfer 
events to local event consumers. One mechanism that may 
be used to transfer events to a local event consumer is a 
polling method. For some event consumers, it may be more 
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convenient and efficient to establish a polling routine 
between local event processing block 70 and the local event 
consumer. In such a scheme, events for the local event 
consumer will be held until the local event consumer 
requests them. Once a request is received, then the events 
which have been held are transferred to the local event 
consumer. This transfer is indicated in FIG. 6 by step 134. 
Further details about other mechanisms used to transfer 
events to a local event consumer are presented below. 
As previously mentioned, embodiments of the present 

invention may comprise means for filtering events so that an 
event is only transferred if the event meets designated 
filtering criteria. Returning to decision block 130, if an event 
is available for transfer to a local event consumer, the next 
step is to identify whether the local event meets any stored 
filtering criteria for that event and local event consumer. 
This is illustrated in FIG. 6 by decision block 136, which 
represents but one example of the means for filtering. As 
previously discussed, event consumers may submit filtering 
criteria for registered events. Such filtering criteria may be 
stored with the local registry or in any other manner that 
allows the desired information to be retrieved by a server in 
order to identify whether specific events meet the filtering 
criteria. Filtering criteria can be associated with a particular 
event and a particular event consumer. Furthermore, filtering 
can be performed on any of the information available from 
a particular event. The available information for an event 
includes not only the information available in the event data 
itself, but also in the event packet, such as the event packet 
previously described. 

In one embodiment, filtering takes place on any or all of 
the following. One level of filtering can be event consumer 
filtering. The present invention has the ability to support 
directed events. Directed events are events that are directed 
to a specific event consumer or a group of specific event 
consumers, to the exclusion of other event consumers even 
though all event consumers are registered for the same event 
types. For example, consider a "chat" event. A chat event 
can be used to support a chat session between two users on 
the network. In a chat session one user types information on 
the screen and the information is transferred to another user. 
The other user can then reply by typing text on the screen, 
which is transferred to the first user. Obviously the utility of 
such a chat session is greatly enhanced by being able to 
direct the chat session to a specific user or to a specific group 
of users. Directed events are ideal to support such a chat 
session. 
When user 1 had finished typing text and was ready to 

transmit the text to user 2, user 1 would create a chat event 
where the event data comprises the user or group of users to 
receive the data and the actual text data itself. The event 
globalization process running on the local server would 
recognize the event and propagate the event to the other 
servers that had registered for the chat event. The other 
servers then examine the data in order to identify whether 
user 2 was connected to the server. If a server finds user 2 
connected to it, then the server transfers to the chat event to 
user 2. User 2 then displays the data on the screen. A reply 
from user 2 to user 1 is handled in the same way. Thus, 
directed events can be implemented using a form offiltering 
criteria where the filtering is the identity of the event 
consumer. If a server has an event consumer where the 
identity matches the directed event's intended consumer, 
then the event can be transferred to the identified event 
COSC. 

Another level of filtering that can be supported by the 
present invention is location based filtering. In location 
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based filtering, an event consumer would submit a filter 
containing an area of the network of interest to the event 
consumer. For example, suppose in a network containing 
many servers scattered across many different geographically 
remote sites, a user was interested only in obtaining infor 
mation about events at the local site. The user could then 
submit a filter identifying the servers in the local site. Events 
which matched the local site criteria would then be passed 
on to the user. Events which came from other sites, would be 
filtered out without notification. 

Another type of filtering that may be supported by the 
present invention is a class based or category based filtering. 
A class based or category based filter identifies classes or 
categories of objects that are of interest to an event con 
Sumer. For example, consider an employee phone book 
database maintained on the network. It would be desirable to 
update the employee phone book database whenever a new 
employee was added to the system or whenever information 
about an existing employee was changed. In such a situation, 
the employee phone book database could register for noti 
fication of "a modified object" type event. The employee 
database could then submit a filter that filtered out modifi 
cations to any objects except employee record type objects. 
Then when an employee record was changed in the system, 
the database would receive notification that an employee 
record had been changed. 

Another level of filtering that may be supported by the 
present invention is attribute level filtering. Attribute level 
filtering identifies attributes of particular classes of objects 
that are of interest to an event consumer. For example. 
returning to the employee phone book database example 
given above, the employee phone book database only cares 
when the phone number of an employee information record 
is changed. For example, if an employee's address changes, 
the employee phone book database would not care. If, 
however, an employee's phone number changes, then the 
employee phone book database would like to be notified of 
that event. Thus, the employee phone book database could 
submit a filter identifying the phone number attribute as 
important to it. Then when an employee record was changed, 
the employee phone book database would only receive 
notification if the employee phone number attribute of that 
employee record was changed. 
A further level of filtering that may be supported by the 

present invention is instance based filtering. Instance based 
filtering identities a particular instance of a particular object 
that is of interest to the event consumer. For example, 
suppose a database was maintaining information about a 
particular employee. The database would then want to 
identify any changes that were made to a particular 
employee record on the system. In such a case, an event 
consumer could submit a filter identifying that particular 
employee record as of interest to it. Then when an event 
occurred which modified that particular employee record, 
the event consumer would be notified of the event. 
The above discussion of the various filtering criteria have 

been presented in the context of inclusionary filters. Inclu 
sionary filters are filters that allow notification of events 
meeting certain criteria. Any of the above filters may also be 
exclusionary in nature. Exclusionary filters exclude notifi 
cation of filters that meet certain criteria. In other words, 
notification is sent unless an event meets the designated 
criteria. If the event meets the criteria, then the event is 
filtered out and notification is not sent. 
The above levels and types of filtering may be used in any 

combination. Thus, various inclusionary and exclusionary 
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filter may be combined on any or all levels. Furthermore, the 
above levels and types offiltering may be used in such away 
that to meet the filtering criteria an event has to pass all of 
the submitted filters or the filtering criteria can be combined 
in such a way that an event meeting any one of the various 
filtering criteria submitted would suffice. In other words, the 
filtering criteria may be used in the alternative or altogether. 

Although the above discussion on filtering and filtering 
criteria has focused on certain specific types of filtering, any 
attributes or information, either in the event data or in the 
event packet, can be used for filtering. For example, the 
event packet described above has an event time field. Afilter 
could be submitted that filtered events according to a par 
ticular event time criteria, 

Returning now to FIG. 6, step 138 indicates that if the 
filtering criteria is not met, then the event is discarded. An 
event cannot be removed from the event queue until it is 
both sent to all local consumers who desire notification and 
all other servers which desire notification. Thus, step 138 
may simply indicate that the event is not transferred to the 
identified local event consumer. It may also be desirable to 
mark the event in some manner so that the event is not 
reprocessed by local event processing block 70. If the event 
has been transferred to all appropriate local event consumers 
and all remote servers, then the event can be removed from 
the event queue. 
Once an event meets the filtering criteria, the next step is 

to transfer the event to the appropriate event consumer using 
an appropriate transfer method. The remainder of FIG. 6 
presents three separate transfer methods. An asynchronous 
transfer method, a polling transfer method, and a disconnect 
transfer method. Presenting these three transfer options 
should not be construed as limiting of the scope of this 
invention. Any appropriate transfer method used to transfer 
the event to the designated local event consumers can be 
utilized. The asynchronous transfer method, the polling 
transfer method, and the disconnect transfer method are 
particularly well suited to transferring events to event con 
sumers attached to the local server. If event consumers are 
processes running on the local server, then other transfer 
methods may be more appropriate. Such transfer methods 
can include any type of transfer method used to communi 
cate data between processes running on the same machine. 
For example, perhaps event notification could occur by 
placing the event in a shared memory location. As another 
example, event notification may be accomplished by send 
ing a message to the event consumer process. As yet another 
example, the event may be transferred by writing the event 
to a data store which could then be read by the local event 
consumer. Any other method of transferring the event to the 
event consumer may also be utilized. 

Returning now to FIG. 6, decision block 140 tests whether 
the transfer to the event consumer should be an asynchro 
nous transfer. An asynchronous transfer is a transfer where 
the event consumer is notified that an event is available for 
transfer and the event is transferred to the event consumer 
using an appropriate transfer protocol. If the event is to be 
transferred using an asynchronous transfer method, step 142 
and decision block 144 indicate that all event packets should 
be transferred to the appropriate event consumer. 
A single event may need to be transferred to multiple 

event consumers. In this case, the multiple event consumers 
may use a common transfer method or may use dissimilar 
transfer methods. In such a situation, local event processing 
block 70 must contact each event consumer and transfer the 
appropriate events. In FIG. 6, steps 142 and 144 would be 



5,721,825 
23 

repeated for each event consumer that needed to receive an 
event through an asynchronous transfer method. 

If there are no event consumers that will receive the event 
packet through an asynchronous transfer method, or if there 
are additional event consumers that are to receive the event 
packet through a different transfer method, execution pro 
ceeds at decision block 146. Decision block 146 tests 
whether the local event consumer should receive notification 
via a polling transfer. As previously explained, it may be 
more efficient for certain event consumers to poll the local 
event processing block occasionally to identify whether 
events have happened that they should receive. In FIG. 6, if 
a polling transfer is identified then step 148 indicates that the 
event should be held for the event consumer, Holding an 
event packet for an event consumer may comprise holding 
the packet in memory or may comprise writing the packet to 
a data store. Such choices depend upon the particular 
implementation of the invention. 

After all polling transfers have been accomplished for the 
event packet, then decision block 150 tests whether a 
disconnect transfer should be used for any event consumers. 
A disconnect transfer is a transfer method used to transfer 
events to event consumers that are currently not connected 
to the server. In a disconnect transfer, the event packet is 
written to an event store, such as event store 80 of FIG. 3. 
When the event consumer reconnects to the server, the event 
packets may be transferred using either an asynchronous 
transfer method or a polling transfer method. Step 152 
indicates the saving of event packets in the event store. 
As previously described, each event packet needs to be 

transferred to the appropriate event consumer. The flow 
diagram presented in FIG. 5 identified an event packet and 
transferred it to all appropriate event consumers, and then 
returned for the next event packet. Another way of accom 
plishing the same function is to transfer all appropriate event 
packets to a single event consumer before moving on to the 
next event consumer. Either way will work and simply 
depends on the particular implementation. 
As previously described in conjunction with FIG. 5, after 

an event packet has been sent to all appropriate event 
consumers, it cannot always be removed from the event 
queue, such as event queue 64 of FIG. 3, if a common event 
queue is used for remote event processing block 66 and local 
event processing block 70. The event packet must be trans 
ferred both to the appropriate local event consumers and to 
the appropriate servers before the event packet can safely be 
removed from the event queue. As previously described, 
such a situation may be accomplished by tracking when the 
event packet has been transferred to the event consumers 
and when it has been transferred to the servers in order to 
identify when all appropriate transfers have taken place. 
Another method that will suffice is to utilize separate remote 
event queues and local event queues. The clean up and 
removal of transferred events from the event queue may be 
accomplished by implementing a separate clean up process 
or by allowing either remote event processing 66, or local 
event processing 70. or both to remove events that have had 
all appropriate transfers. 
Turning now to FIG. 7, an example of how the present 

invention works is presented. The network topology used for 
this example is presented in FIG.1. Assume for this example 
that event producer 5 added a new user to a database stored 
on the network. Further, assume that event consumer 4 is a 
company phone directory that has registered to receive an 
"add user” event so that it can extract the phone number of 
the added user and place it in the company phone book 
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Further, assume that event consumer 1 is a payroll database 
that has also registered for the add user event so that 
information can be extracted to update the employee payroll 
database. 

Referring now to FIG. 7, a new user is added to the 
database in step 154. Assume that the addition occurred on 
server B. After the user has been added to the database, step 
156 indicates that an event packet is created. This event 
packet represents any prepackaging of the event data done 
by the database process itself. The database process itself 
may generate a complete event packet as described above, or 
the database process may create a partial event packet which 
is then packaged into a complete event packet later on by the 
event globalization process illustrated in FIG. 3. 

After the event packet has been created, the event is sent 
to the local event globalization process. This is illustrated in 
FIG.7 by step 158. The local event globalization process is 
the process described in FIGS. 3-6. Remember that each 
server in the network has a similar process running thereon. 
Step 160 indicates that the event globalization process on 
server B validates the rights of the event producer. This 
corresponds to steps 104 and 106 of FIG. 4. Notice that after 
the rights of the event producer have been validated, the 
database of network users may continue processing as 
shown by step 162. Meanwhile, the event notification pro 
cess on server B queues the event packet in step 164. These 
steps illustrate one feature of the present invention. Because 
the event notification process operates as described, the 
event notification process may execute separately from the 
database of network users. Thus, the database may return to 
its processing tasks without sending event notifications to 
each and every registered user. 

After the event packet has been queued, as for example in 
event queue 64 of FIG. 3, the registered local event con 
sumers and registered remote servers are identified in steps 
166 and 168. As described above in the embodiment in FIG. 
3, these functions are performed by local event processing 
block 70 and remote event processing block 66 by checking 
local event registry 72 and global event registry 68 respec 
tively. If the event notification process is multi-threaded, 
these two functions may be performed in parallel. 

After the registered remote servers have been identified, 
step 170 dispatches the events to the remote servers. In this 
case, the only remote server registered for this event was 
server A. Thus, step 170 dispatches the events to the event 
globalization process running on server A. As the events are 
received, they are queued in the event queue on server A as 
indicated by step 172. At this point, the event notification 
process on server A and the event notification process on 
server B can proceed independently so that the servers are 
not tied up communicating with each other. Notice that 
server A did not validate the rights of server B. This 
illustrates that once the rights of an event producer are 
validated, they may not need to be revalidated when the 
event is sent to other servers. Of course, for network security 
reasons, server Amay wish to verify that the event is coming 
from server B and not somewhere else. 

After the events have been dispatched to the registered 
remote servers, the event notification process on server B 
dispatches the event packets to registered local event con 
sumers. This is indicated in FIG.7 by step 174. In this case, 
the only registered local event consumer is event consumer 
4 which is the company phone directory process. As indi 
cated by step 176, the event packet is received by the 
company phone directory and as indicated by the return 
arrow to step 174, processing could continue for the event 
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notification process after transfer of the event packet. The 
event packet could be transferred to event consumer 4 using 
any of the previously identified event transfer methods or 
with another appropriate event transfer method. After the 
event has been transferred, the company phone directory 
process creates a new record in the company phone book as 
indicated by step 178. 

Returning now to step 172 for the event globalization 
process on server A, after the events have been received 
from server B, server A proceeds to identify the registered 
local event consumers for this event. This is indicated in 
FIG. 7 by step 180. Again, the registered local event 
consumers are identified by checking the local event registry 
on server A. In this example, the only registered local event 
consumer on server A is event consumer 1. 

In step 182, the event globalization process of server A 
transfers the event packet to the local event consumer which, 
in this case, is the payroll database process. The payroll 
database process receives the information as indicated by 
step 184 and proceeds to create a new entry in the employee 
payroll database as indicated by step 186. 

This example illustrates another aspect of the present 
invention. Remote event processing block 66 of FIG.3 only 
sends locally occurring events to other servers. If remote 
event processing block 66 sent both locally occurring events 
and event received from other servers, the event notifications 
would propagate endlessly in the network resulting in an 
endless number of duplicate notifications. Thus, server A 
only sends the event received from server B to its local event 
COSCS 

In summary, the present invention discloses a system in 
method for global event notification and distribution that 
provides a robust environment with many benefits and 
advantages over the prior art. The present invention global 
izes events by transferring them both to registered local 
event consumers and registered remote servers. Event con 
Sumers can globally register for a particular event by simply 
registering locally. The event globalization process then 
takes care of placing appropriate entries in the appropriate 
event registries to achieve the desired notification. The 
present invention prevents duplicate event notifications for 
replicated events. The present invention also provides for 
multiple levels offiltering which allow an event consumer to 
eliminate notification of events having little or no interest for 
the event consumer. 
The present invention may be embodied in other specific 

forms without departing from its spirit or essential charac 
teristics. The described embodiments are to be considered in 
all respects only as illustrative and not restrictive. The scope 
of the invention is, therefore, indicated by the appended 
claims rather than by the foregoing description. All changes 
which come within the meaning and range of equivalency of 
the claims are to be embraced within their scope. 
What is claimed and desired to be secured by United 

States Letters patent is: 
1. Amethod of globalizing events that occur at one server 

in a network to other servers in the network comprising the 
steps of: 

storing a global event registry comprising a list of events 
and a corresponding list of servers in order to identify 
which of said servers should receive which events; and 

storing a local event registry comprising a list of events 
and a corresponding list of local event consumers in 
order to identify which of said local event consumers 
should receive which events; 

identifying remote servers that should receive an event 
that occurs at a local server by checking the list of 
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servers stored in said global event registry and then 
transferring said event to any such identified remote 
servers; and 

identifying local event consumers that should receive an 
event that occurs at the local server by checking the 
local event registry for the local server. 

2. A method of globalizing events as recited in claim 1 
further comprising the step of storing filtering criteria that is 
used to filter events that occur so that only notification of 
events meeting the stored filtering criteria is sent. 

3. A method of globalizing events as recited in claim 2 
wherein said stored filtering criteria specifies at least one 
event consumer and the filtering criteria associated with the 
at least one event consumer. 

4. A method of globalizing events as recited in claim 1 
wherein said global event registry is accessible to a plurality 
of servers so that each of said plurality of servers can access 
the list of events and the corresponding list of servers stored 
in said global event registry. 

5. A method of globalizing events as recited in claim 1 
wherein said global event registry is distributed across a 
plurality of servers and wherein said plurality of servers can 
access said global event registry to retrieve desired infor 
mation therefrom. 

6. A method of globalizing events as recited in claim 1 
further comprising the step of registering for an event by 
placing an entry into at least one of said global event registry 
or said local event registry, said entry comprising a server 
and a corresponding event if said entry is placed in said 
global event registry and said entry comprising a local event 
consumer and a corresponding event if said entry is placed 
in said local event registry. 

7. A method of globalizing events as recited in claim 1 
further comprising the step of creating a new event type by 
placing an entry into at least one of said global event registry 
or said local event registry, said entry comprising a server 
and a corresponding new event type if said entry is placed 
in said global event registry and said entry comprising a 
local event consumer and a corresponding new event type if 
said entry is placed in said local event registry. 

8. In a network having a plurality of servers connected by 
networking means, a method of globalizing events so that 
events that occur at one server are transferred to other 
servers in the network, the method comprising the steps of: 

storing a global event registry comprising a list of events 
and a corresponding list of servers in order to identify 
which servers should receive which events, said global 
event registry being accessible to a plurality of servers 
in a network so that said plurality of servers can retrieve 
desired information therefrom; 

storing, for each of said plurality of servers, a local event 
registry comprising a list of events and a corresponding 
list of local event consumers in order to identify which 
of said local event consumers should receive which 
events; and 

storing filtering criteria for one or more local event 
consumers so that said one or more local event con 
sumers are only notified of events that meet the speci 
fied filtering criteria; 

identifying servers that should receive an event that 
occurs on a local server by checking the global event 
registry; 

establishing a connection to any identified servers and 
then transferring said event to said identified servers; 
and 

identifying local event consumers that should receive the 
event by checking the local event registry and stored 
filtering criteria. 
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9. A method of globalizing events as recited in claim 8 
further comprising the step of transferring the event to the 
appropriate local event consumers using a transfer method 
that has been designated for each local event consumer. 

10. A method of globalizing events as recited in claim 9 
wherein the transfer method is an asynchronous transfer 
method where connection to the local event consumer is 
initiated and the event is transferred through the connection 
using a designated transfer protocol. 

11. A method of globalizing events as recited in claim 9 
wherein the transfer method is a polling transfer method 
where the event is held until the local event consumer 
requests transfer of the event. 

12. A method of globalizing events as recited in claim 9 
wherein the transfer method is a disconnect transfer method 
where the local event consumer is not currently connected to 
the network and where the event is written to a event store 
until the local event consumer connects to the network. 

13. A method of globalizing events as recited in claim 9 
wherein when a connection is established to any identified 
servers, all currently pending communications are trans 
ferred so that said identified servers receive all currently 
pending communications from said local server and said 
local server receives all currently pending communications 
from said identified servers. 

14. A method of globalizing events as recited in claim 13 
further comprising the step of registering for an event by 
placing an entry into at least one of said global event registry 
or said local event registry, said entry comprising a server 
and a corresponding event if said entry is placed in said 
global event registry and said entry comprising a local event 
consumer and a corresponding event if said entry is placed 
in said local event registry. 

15. A method of globalizing events as recited in claim 14 
farther comprising the step of creating a new event type by 
placing an entry into at least one of said global event registry 
or said local event registry, said entry comprising a server 
and a corresponding new event type if said entry is placed 
in said global event registry and said entry comprising a 
local event consumer and a corresponding new event type if 
said entry is placed in said local event registry. 

16. A method of globalizing events as recited in claim 15 
wherein said global event registry is distributed among at 
least some of said plurality of servers. 

17. A method of globalizing events as recited in claim 16 
wherein a copy of at least a portion of said global event 
registry is kept locally at said plurality of servers in order to 
allow access to the information in said global event registry 
without the need to read directly from said global event 
registry. 

18. A method of globalizing events as recited in claim 17 
wherein said copy of at least a portion of said global event 
registry is periodically refreshed by retrieving information 
from said global event registry. 

19. In a computer network comprising a plurality of 
servers, an event producer, and an event consumer, a method 
for allowing said event producer to initiate a local event that 
may be directed specifically to said event consumer to the 
exclusion of other event consumers, said method comprising 
the steps of: 

generating an event packet comprising an event type and 
an intended event consumer; 

checking a first registry comprising a list of local event 
consumers and an associated list of event types in order 
to identify which local event consumers are registered 
for events of the type included in said event packet; and 

transferring said event packet to said identified event 
consumers if said event consumers match said intended 
eWeat consume. 
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20. A method for allowing an event producer to initiate a 

local event that may be directed to an event consumer as 
recited in claim 19, further comprising the steps of: 

checking a second registry comprising a list of servers and 
an associated list of event types in order to identify 
which servers are registered for events of the type 
included in said event packet; and 

transferring said event packet to said identified servers. 
21. A method for allowing an event producer to initiate a 

local event as recited in claim 20 further comprising the step 
of creating a new event type by making an entry into at least 
one of said first registry or said second registry, said entry 
comprising a server and a corresponding new event type if 
said entry is placed into said second registry and said entry 
comprising a local event consumer and a corresponding new 
event type if said entry is placed in said first registry. 

22. A method for allowing an event producer to initiate a 
local event as recited in claim 20 further comprising the step 
of registering for an event by placing an entry into at least 
one of said first registry and said second registry, said entry 
comprising a server and a corresponding event if said entry 
is placed in said second registry and said entry comprising 
a local event consumer and a corresponding event if said 
entry is placed in said first registry. 

23. In a computer network where an event on one server 
may trigger a similar event on at least one other server so 
that similar actions are taken by said one server and said at 
least one other server, a method for blocking notification of 
the event on said at least one other server comprising the 
steps of: 

associating, with an event that occurs on a server, iden 
tifying means for distinguishing between events that 
occur on said server because they were triggered by a 
similar event on another server and events that occur on 
said server but were not triggered by a similar event on 
another server; 

checking said identifying means to identify whether said 
event occurred on said server because it was triggered 
by a similar event on said another server or whether 
said event was not triggered by a similar event on 
another server; 

removing said event without sending notification of the 
event if the event occurred on the server because it was 
triggered by a similar event on said another server; and 

sending notification of said event if the event was not 
triggered by a similar event on another server. 

24. A method of blocking notification of an event as 
recited in claim 23 wherein if the event was not triggered by 
a similar event on another server, then notification is sent to 
local event consumers that have requested to be notified 
when said event occurs and to remote servers that have 
requested to be notified when said event occurs. 

25. A method of blocking notification of an event as 
recited in claim 23 wherein if the event was not triggered by 
a similar event on another server, then notification is sent to 
local event consumers that have requested to be notified 
when said event occurs. 

26. A method of blocking notification of an event as 
recited in claim 23 wherein if the event was not triggered by 
a similar event on another server, then notification is sent to 
remote servers that have requested to be notified when said 
event occurs. 

27. In a computer network where an event on one server 
may trigger a similar event on at least one other server so 
that similar actions are taken by said one server and said at 
least one other server, a method for blocking notification of 
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the event to registered event consumers in the network 
comprising the steps of: 

storing in a manner that is accessible to a local server, an 
event registry comprising a list of events and an asso 
ciated list of at least one or the other of either remote 
servers or local event consumers that should receive 
notification should a designated event occur; 

associating, with each event that occurs on either said 
local server or said remote servers, identifying means 
for distinguishing between events that occur because 
they were triggered by a similar event on another server 
and events that occur but were not triggered by a 
similar event on another server; 

checking the associated identifying means of an event 
which occurs on said local server to identify whether 
said event occurred on said local server because it was 
triggered by a similar event on a remote server or 
whether said event was not triggered by a similar event 
on said remote server; 

sending notification of said event to at least one or the 
other of either remote servers or local event consumers 
if said event was not triggered by a similar event on 
said remote server, by first checking the event registry 
to identify at least one or the other of either remote 
servers or local event consumers that should receive 
notification of the event that occurred and then sending 
notification to any identified remoter servers or local 
event cOSumerS. 

28. A system for effecting global event notification in a 
computer network comprising a plurality of servers where 
events may originate at any of said plurality of servers and 
may need to be transferred to any other of said plurality of 
servers, said system comprising: 

a plurality of servers, each adapted for connection to at 
least one or the other of either an event producer or an 
event consumer; 

networking means for interconnecting said plurality of 
servers so that messages can flow from one of said 
plurality of servers to another of said plurality of 
servers; 

means for storing a global event registry comprising a list 
of events and a corresponding list of servers in order to 
identify which of said plurality of servers should 
receive which events; 

means for storing a local event registry for each of said 
plurality of servers comprising a list of events and a 
corresponding list of local event consumers in order to 
identify which of said local event consumers should 
receive which events; 

each of said plurality of servers comprising: 
means for receiving an event from at least one or the 

other of either a local event consumer or another of 
said plurality of servers; 

means for transferring an event to a local event con 
Sumer using a designated method; and 

means for transferring an event to another of said 
plurality of servers. 

29. A system for effecting global event notification in a 
computer network as recited in claim 28 wherein the net 
work is a homogenous networkin that each of said plurality 
of servers use common network means. 

30. A system for effecting global event notification in a 
computer network as recited in claim 29 wherein the net 
work is a heterogenous network in that a plurality of 
networking means is used by said plurality of servers. 

31. A system for effecting global event notification in a 
computer network as recited in claim 29 wherein said 
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plurality of servers are divided into a plurality of subnet 
works wherein the servers of each subnetwork use common 
networking means. 

32. A system for effecting global event notification in a 
computer network as recited in claim 31 wherein the net 
working means of one subnetwork may differ from the 
networking means of another subnetwork and wherein said 
subnetworks using different networking means are intercon 
nected by at least one gateway that translates the network 
communications from one subnetwork to a format that is 
understood by another subnetwork. 

33. A system for effecting global event notification in a 
computer network as recited in claim28 wherein at least one 
of said plurality of servers further comprises means for 
filtering events so that an event is only transferred to at least 
one of either said local event consumers or said another of 
said plurality of servers when said event meets designated 
filtering criteria. 

34. A system for effecting global event notification in a 
computer network as recited in claim 28 wherein at least one 
of said plurality of server further comprises means for 
filtering events so that an event is only transferred to said 
local event consumers if said event meets designated filter 
ing criteria. 

35. A system for effecting global event notification in a 
computer network as recited in claim28 wherein at least one 
of said plurality of server further comprises means for 
filtering events so that an event is only transferred to said 
another of said plurality of servers if said event meets 
designated filtering criteria. 

36. A system for effecting global event notification in a 
computer network as recited in claim 28 further comprising 
means for creating new events in at least one or the other of 
either said means for storing a global event registry or said 
means for storing a local event registry. 

37. A system for effecting global event notification in a 
computer network as recited in claim 28 further comprising 
means for registering for an eventin at least one or the other 
of either said means for storing a global event registry or 
said means for storing a local event registry. 

38. In a computer network comprising a plurality of 
servers where events may originate at any of said plurality 
of servers and may need to be transferred to any other of said 
plurality of sensors, a system for effecting global event 
notification comprising: 

a CPU means for processing program code means; 
program storage means for storing program code means, 

said program storage means adapted for access by said 
CPU so that said program code means can be provided 
to said CPU; 

program code means comprising: 
means for accessing a global event registry comprising 

a list of events and a corresponding list of servers in 
order to identify which of said plurality of servers 
should receive which events; 

means for accessing a local event registry for each of 
said plurality of servers comprising a list of events 
and a corresponding list of local event consumers in 
order to identify which of said local event consumers 
should receive which events; 

means for receiving an event that needs to be trans 
ferred to either or both of a local event consumer or 
another of said plurality of servers; 

means for transferring an event to a local event con 
sumer using a designated method; and 

means for transferring an event to another of said 
plurality of servers. 
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39. A system for effecting global event notification as 
recited in claim 38 further comprising means for filtering 
events so that an event is only transferred to a local event 
consumer if said event meets designated filtering criteria. 

40. A system for effecting global event notification as 
recited in claim 38 further comprising means for filtering 
events so that an event is only transferred to said another of 
said plurality of servers if said event meets designated 
filtering criteria. 

41. A system for effecting global event notification as 
recited in claim 38 further comprising means for creating 
new events in at least one or the other of either said global 
event registry or said local event registry. 

42. A system for effecting global event notification as 
recited in claim 38 further comprising means for registering 
for an event in at least one or the other of either said global 
event registry or said local event registry. 

43. In a computer network comprising a plurality of 
servers where events may originate at any of said plurality 
of servers and may need to be transferred to any other of said 
plurality of servers, an article of manufacture comprising: 

program storage means for storing program code means, 
said program storage means adapted for access by a 
local server so that said program code means can be 
provided to a CPU of said local server, said program 
code means comprising: 
means for accessing a global event registry comprising 

a list of events and a corresponding list of servers in 
order to identify which of said servers should receive 
which events; 

means for accessing a local event registry for said local 
server comprising a list of events and a correspond 
ing list of local event consumers in order to identify 
which of said local event consumers should receive 
which events; 

means for transferring an event from said local server 
to a local event consumer using a designated method; 
and 

means for transferring an event from said local server 
to at least one of said servers in said global event 
registry so that said at least one of said servers can 
transfer the event to at least one remote event con 
sumer connected to said at least one of said servers. 

44. An article of manufacture as recited in claim 43 
further comprising means for receiving an event from at 
least one or the other of a local event consumer or a least one 
of said servers in said global event list. 

45. An article of manufacture as recited in claim 43 
further comprising means for filtering events so that an event 
is only transferred to a local event consumer if said event 
meets designated filtering criteria. 
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46. An article of manufacture as recited in claim 43 

further comprising means for filtering events so that an event 
is only transferred to said another of said plurality of servers 
if said event meets designated filtering criteria. 

47. An article of manufacture as recited in claim 43 
further comprising means for creating new events in at least 
one or the other of either said global event registry or said 
local event registry. 

48. An article of manufacture as recited in claim 43 
further comprising means for registering for an event in at 
least one or the other of either said global event registry or 
said local event registry. 

49. An article of manufacture as recited in claim 43 
wherein the designated method for transferring an event to 
a local event consumer is an asynchronous transfer method 
where connection to the local event consumer is initiated 
and the event is transferred through the connection using a 
designated transfer protocol. 

50. An article of manufacture as recited in claim 43 
wherein the designated method for transferring an event to 
a local event consumer is a polling transfer method where 
the event is held until the local event consumer requests 
transfer of the event. 

51. An article of manufacture as recited in claim 43 
wherein the designated method for transferring an event to 
a local event consumer is a disconnect transfer method 
where the local event consumer is not currently connected to 
the network and where the event is written to a event store 
until the local event consumer connects to the network. 

52. In a computer network where an event on one server 
may trigger a similar event on at least one other server so 
that similar actions are taken by said one server and said at 
least one other server, an article of manufacture comprising: 
program code means for causing a CPU of a local server 

to perform certain actions, said program code means 
comprising: 
means for associating, with each event that occurs on 

said local server, identifying means for distinguish 
ing between events that occur on said server because 
they were triggered by a similar event on another 
server and events that occur on said server but were 
not triggered by a similar event on another server; 

means for transferring of events that occur on said 
server but were not triggered by a similar event on 
another server; and 

means for removing events that occur on said server 
because they were triggered by a similar event on 
another server. 
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