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101 Receiving an user key of a shared file of a first user which is
requested by a second user using a Uniform Resource Locator
{URL), wherein the second user is a legal user authorized by the
first user through a trust center to access the shared file, and the
shared file is the shared file which is encrypted using the user key
of the first user

102 Obtaining the file description of the shared file from a cloud
end server according to the URL, wherein the file description is
the file description after encrypting the user key using the public
key of the trust center

103 Decrypting the file description using the corresponding
private key of the public key of the trust center, and obtaining the
user key of the first user

104 Sending the user key to the second user, so that the second
user decrypts the obtained shared file by using the user key, and
gets the original shared file of the first user

(54) Title: METHOD AND APPARATUS FOR DATA SHARING
(G4 RUIBH . — R i R E

(57) Abstract: A method includes: receiving an user key of a shared file
of a first user which is requested by a second user using a Uniform Re-
source Locator (URL), wherein the second user is a legal user authorized
by the first user through a trust center to access the shared file, and the
shared file is the shared file which is encrypted using the user key of the
first user; obtaining the corresponding file description of the shared file
from a cloud end server according to the URL, wherein the file descrip-
tion is the file description after encrypting the user key using the public
key of the trust center; decrypting the file description by using the corres-
ponding private key of the public key of the trust center, and obtaining
the user key of the first user; sending the user key to the second user.
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