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(54) Safety switch

(57) According to an aspect of the present invention
there is provided a safety switch arranged to allow the
control of power supplied to an apparatus, wherein the
safety switch is provided with a biometric sensor module

arranged to obtain biological information from a user of
the safety switch, such that activation of the safety switch
is controlled via the biological information obtained.
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Description

�[0001] The present invention relates to safety switch-
es.
�[0002] A safety switch may be considered as an emer-
gency electrical shut off switch, and either allows or pre-
vents electricity from passing through it (i.e. it provides
a closed circuit or an open circuit). If the safety switch is
activated, such that it forms an open circuit, electricity
will not pass to any apparatus to which the safety switch
is connected.
�[0003] Safety switches are often used in places where
access to particular enclosures is to be restricted, such
enclosures enclosing electrically operated machinery.
For example, safety switches are often found in factories
that use kinetic machinery powered by electricity. The
safety switch may be used to prevent access to an en-
closure containing the machinery when the machinery is
in operation. Specifically, power will only be supplied to
the machinery when the switch is closed, and this is con-
veniently achieved by the closure of a gate incorporated
in the enclosure. When the gate is opened, the safety
switch is activated, the circuit is broken, and the electrical
power supply to the machinery is interrupted (i.e. the ma-
chinery cannot run when the gate is opened and the safe-
ty switch is thereby activated). Safety switches are well
known in the art, and come in a variety of different forms.
�[0004] A safety switch will usually comprise a switch
mechanism that is housed in a housing and attached to
part of a structure forming the enclosure. A protruding
actuator (i.e. a key) may be attached to a gate which is
movable relative to the enclosure and the safety switch
mechanism. When the gate is closed, the actuator en-
gages with the switch mechanism to allow supply of elec-
trical power to the machinery. Alternatively, the actuator
may not be attached to the gate. Although access to the
enclosure is still achieved by insertion of the actuator into
the switch mechanism, the mechanism can be located
at any suitable point, and the actuator may be carried
around by a user and used as and when necessary (i.e.
in the same manner as a house key).
�[0005] While safety switches are intended to be ben-
eficial to workers using and moving around dangerous
machinery within a factory (for example), it is not uncom-
mon for the safety features to be circumvented or abused.
For example, it may be that workers wish to inspect dan-
gerous machinery while it is in operation. In order to do
this a worker may obtain a replacement key, or fabricate
a makeshift one for him/�herself to engage with the safety
switch mechanism such that the machinery may be op-
erable even when the gate remains open. Since the pur-
pose of the safety switch is to prevent such access to the
enclosure when machinery is in operation, thereby main-
taining the safety of the workers, the use of a replacement
or unauthorised key is not desirable.
�[0006] It is thus an object of the present invention to
obviate or mitigate at least one of the above- �mentioned
disadvantages.

�[0007] According to a first aspect of the invention there
is provided a safety switch arranged to allow the control
of power supplied to an apparatus, wherein the safety
switch is provided with a biometric sensor module ar-
ranged to obtain biological information from a user of the
safety switch, such that activation of the safety switch is
controlled via the biological information obtained
�[0008] According to a second aspect of the invention
there is provided a safety switch arranged to receive bi-
ological information from a biometric sensor module.
�[0009] According to a third aspect of the invention there
is provided a method of operating a safety switch, the
safety switch being arranged to allow the control of power
supplied to an apparatus, and wherein the safety switch
is provided with a biometric sensor module arranged to
obtain biological information from a user of the safety
switch, such that activation of the safety switch is con-
trolled via the biological information obtained, and where-
in the method comprises: obtaining biological information
from a user wishing to activate the safety switch via the
biometric sensor module to; comparing the obtained bi-
ological information with authorised biological informa-
tion from one or more users authorised to activate the
safety switch; and activating the switch if the biological
information obtained from the user matches the author-
ised biological information.
�[0010] By incorporating a biometric sensor into the
safety switch, access to an enclosure can be more readily
controlled. This will help to prevent access by unauthor-
ised users. For example, the safety switch may be pro-
vided with a fingerprint reader. The fingerprints read by
the fingerprint reader may be compared with one or more
stored (and authorised) fingerprints. Only users with au-
thorised fingerprints can gain access to the enclosure.
�[0011] Embodiments of the present invention will now
be described, by way of example only, with reference to
the accompanying drawings, in which:�

Figure 1a depicts an enclosure incorporating a prior
art safety switch;
Figure 1b depicts the prior art safety switch of Figure
1a;
Figure 2 depicts a safety switch according to an em-
bodiment of the present invention;
Figures 3a and 3b illustrates operating principles of
the embodiment of figure 2;
Figures 4a and 4b depict another embodiment of the
present invention.

�[0012] Figure 1 depicts a perspective view of an en-
closure 1 enclosing electrically powered machinery 2.
Access to the machinery 2 within the enclosure 1 is
gained via a gate 3. The gate 3 is provided with a prior
art safety switch 4. The gate 3 is opened by activation of
the safety switch 4. When a safety switch 4 is activated,
supply of electricity to the machinery 2 is interrupted such
that when a user enters the enclosure 1 by opening the
gate 3, the machinery 2 is not functioning. For example,
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if the machinery 2 is electrically operated kinetic machin-
ery, activation of the safety switch 4 will deactivate the
machinery, and stop any movement thereof.
�[0013] Figure 1b shows how the safety switch 4 is ac-
tivated. The safety switch 4 is provided with an opening
5, which is arranged to receive an actuator (e.g. a key)
6. If the actuator 6 is of the correct shape, engagement
of the actuator 6 with the safety switch 4 via the opening
5 will cause the safety switch 4 to activate. As described
above, when activated, the safety switch 4 interrupts
power supply to the machinery 2 enclosed in the enclo-
sure 1.
�[0014] It will be appreciated that the known safety
switch 4 provides a useful safety feature, whereby it is
not possible to enter the enclosure 1 without electrical
supply to machinery 2 enclosed therein being interrupted.
However, the safety switch 4 of figures 1a and 1b does
not discriminate between different users. If the actuator
6 is of the correct shape, any user using that actuator 6
can gain access to the enclosure 1. It is therefore possible
that unauthorised people may gain access to the enclo-
sure 1 by obtaining copies of the actuator 6, or using the
actuator 6 without authorisation. Such unauthorised use
or copying circumvents the safety features provided by
the safety switch 4, and this is undesirable.
�[0015] Figure 2 depicts a perspective view of a safety
switch 7 according to an embodiment of the present in-
vention. The safety switch 7 is provided with a biometric
sensor module. In this embodiment, the biometric sensor
module is provided with a fingerprint reader 8. The fin-
gerprint reader may be, for example, an EntréPad 4000
by AuthenTec, Melbourne USA, or an AT77C101B Fin-
gerChip™ by Atmel™ Corporation, San Jose, USA.
�[0016] In use, a user wishing to enter an enclosure
such as that described in relation to figure 1a places a
finger 9 on the fingerprint reader 8. The fingerprint reader
8 reads the fingerprint of the finger 9 of the user in a
known manner.
�[0017] Figure 3a schematically illustrates the operat-
ing principles of the safety switch of figure 2. A fingerprint
100 is taken from the fingerprint reader 8. The fingerprint
100 is then interpreted by two processors: a first proces-
sor 101 and a second processor 102. The two processors
101, 102 are independent, in that the first processor 101
interprets the fingerprint 100 independently from the sec-
ond processor 102.
�[0018] Each processor 101, 102 interprets the finger-
print 100, and references a store of authorised finger-
prints 103. Each processor 101, 102 identifies if the ob-
tained fingerprint 100 is an authorised (i.e. stored) fin-
gerprint, and if so, which user it belongs to. Figure 3b
shows how the fingerprint 100 may be compared with a
stored fingerprint. Fingerprints may be compared in a
known manner, for example by a known software or hard-
ware comparator.
�[0019] Referring back to figure 3a, the processors 101,
102 then pass fingerprint information 104, 105 to a com-
parator 106. If the fingerprint information 104, 105 sent

to the comparator 106 relates to the same authorised
user, then the comparator 106 generates a positive signal
that is sent to a safety switch control 107. If the compa-
rator 106 does not receive the same fingerprint informa-
tion 104, 105 from both processors 101, 102, then the
fingerprint 100 has not been correctly interpreted by one
or both of the processors and a positive signal is not sent
to the safety switch control 107. A positive signal is not
sent to the safety switch control 107 if either processor
101, 102 identifies the fingerprint 100 as belonging to an
unauthorised user.
�[0020] If the safety switch control 107 receives a pos-
itive signal from the comparator 106 the safety switch is
activated, and the safety switch control 107 cuts the pow-
er to the machinery 2 while simultaneously (or after a
short delay) unlocking a lock 108 incorporated in an ac-
cess door to the enclosure, so that a user may gain ac-
cess thereto.
�[0021] By using more than one processor 101, 102 to
interpret the fingerprint 100, a verification step is intro-
duced. Only if all of the processors 101, 102 are able to
identify the fingerprint 100 as an authorised fingerprint
will access to the enclosure be allowed. This is a useful
fail-�safe if, for example, one of the processors has failed
and always deems the obtained fingerprint to be an au-
thorised fingerprint.
�[0022] The operating principles illustrated in figure 3a
are given by way of example only. It will be appreciated
that any suitable hardware or process configuration may
be employed. For example, more than one store of au-
thorised fingerprints 103 may be provided. A fingerprint
store 103 may be provided for and accessed by each
processor 101, 102. Comparative logic could be provided
in each of the processors 101, 102, as opposed to being
provided in a comparator 106. If the processors 101, 102
are provided with the comparative logic, there may be no
need for the use of a comparator 106. Instead, the proc-
essors 101, 102 could communicate directly with the
safety switch control 107. The processors 101, 102 could
be in communication with one another to ensure that the
safety switch is only activated when each processor 101,
102 independently interprets the fingerprint 100 as being
that of the same authorised user.
�[0023] The safety switch 7 of figure 2 is provided with
a fingerprint reader 8 that may be used by a plurality of
users. In an alternative arrangement, each individual us-
er may have an individual fingerprint reader which is con-
nectable to a safety switch. This provides an additional
level of security, whereby a user must not only have the
correct fingerprint, but must also have access to a fin-
gerprint reader that is connectable to the safety switch.
�[0024] Figures 4a and 4b describe a safety switch 10
which is arranged to receive and electrically connect with
a removable biometric sensor module 11 via an opening
12 in the safety switch 10.
�[0025] The biometric sensor module 11 is provided
with a fingerprint reader 13 and a connector 14 arranged
to be received by the safety switch 10. The connector 14
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may be, for example, a Universal Serial Bus (USB) con-
nector, or any other suitable connector.
�[0026] In use, an authorised user will have a biometric
sensor module 11. The biometric sensor module 11 will
be brought into engagement with the safety switch 10
such that the fingerprint reader 13 is in electrical connec-
tion with the switch 10. Thereafter, the safety switch 10
and the fingerprint reader 13 of figure 4b work in exactly
the same way as described in relation to the safety switch
7 and the fingertip reader 8 of figure 2. After use, the
biometric sensor module 11 may be removed from con-
nection with the safety switch.
�[0027] By providing a safety switch that is able to iden-
tify specific (authorised) users, additional benefits be-
yond the controlled activation of the switch may be real-
ised. For example, once a specific user has activated the
switch, control of the switch can be configured such that
power cannot be supplied to the machinery until the same
specific user has left the enclosure and placed his/her
finger on the fingerprint reader, i.e. the biometric sensor
module serves as an advanced off-�on switch. In this way,
another user cannot inadvertently activate the machinery
after it has been turned off, even if the other user is an
authorised user.
�[0028] In situations where a high degree of security is
required, the safety switch may be configured such that
it may only be activated and/or deactivated when more
than one fingerprint is used in succession. For example,
the safety switch may require the fingerprints of two dif-
ferent authorised users to be activated and/or deactivat-
ed. Where a plurality of safety switches are used, for
example to control access to one or more enclosures,
each safety switch can be configured to allow access to
a specific set of authorised users. For example, untrained
employees may only be allowed into a first, peripheral
enclosure, whereas trained employees may be allowed
into a central enclosure, which is more dangerous due
to the presence of machinery.
�[0029] In the above- �described embodiments, control
circuitry used to obtain the fingerprint, a storage medium
for storing authorised fingerprints and a comparator for
comparing the obtained fingerprint with the stored finger-
prints, may be located in the biometric sensor module,
the safety switch or a computer system (e.g. a server)
connected to the biometric sensor module and/or the
safety switch. By locating the storage medium on a serv-
er, which may be remote from the safety switch and fin-
gerprint reader, the store of authorised fingerprints may
be centrally managed. This makes it easier to control
who is authorised to access the enclosure.
�[0030] The safety switch may be programmed with a
unique identification number. To activate the safety
switch the biometric sensor module or the server would
have to match the fingerprint data with the switch identi-
fication number. This would restrict activation of individ-
ual safety switches to certain users. The safety switch
could be programmed with the unique identification
number and fingerprint data from one individual source

(e.g. the computer system or server). The source may
be protected from unauthorised access in a conventional
manner (e.g. password protection).
�[0031] An access log may be provided which details
authorised and attempted non-�authorised use of the
safety switch. The access log may be stored in the safety
switch, the biometric sensor module or the computer sys-
tem. Fingerprints of non-�authorised users who attempt
to activate the switch may be stored so that the non-
authorised user can be identified (if necessary) at a later
date.
�[0032] In the case where the biometric sensor module
is removable (for example the biometric sensor module
11 of figure 4a), the biometric sensor module 11 may be
provided with a power source sufficient to activate the
safety switch 10. Alternatively, the biometric sensor mod-
ule 11 may be a passive device.
�[0033] The embodiments described above have made
reference to a fingerprint reader. However, it will be ap-
preciated that any suitable biometric sensor may be
used. For example, a retina scanner may be used, or any
other biometric sensor that is able to uniquely identify a
user by obtaining biological information therefrom. A fin-
gerprint reader is preferable as these devices are cheap-
er and more reliable than many other biometric sensors.
Any suitable fingerprint reader may be used. For exam-
ple, a fingerprint reader requiring a single impression of
a fingerprint may be used. Alternatively, a fingerprint
reader requiring a fingerprint to be dragged across a sen-
sor may be used.
�[0034] Authorised and appropriate (i.e. corresponding
to the type of sensor used) biological information may be
stored in the biometric sensor module or the safety
switch.
�[0035] It will be appreciated that the present invention
is applicable to any safety switch. The above described
embodiments have made reference to activating the
safety switch. It will be appreciated that the exact nature
of the activation will depend on the mechanisms and op-
eration of the safety switch concerned. For example, ac-
tivation of a safety switch may involve an electrical signal
being generated, which causes an electromagnet to be
energised that in turn causes a pair of contacts within the
safety switch to open. Opening of these contacts may
cause a break in a circuit which interrupts the power sup-
plied to machinery within the enclosure. It is to be appre-
ciated, however, that any suitable switch mechanism
may be employed.
�[0036] The above described embodiments have de-
scribed the biometric sensor module as being in electrical
connection with the safety switch or connectable to the
safety switch. The connection however may be wireless.
For example, the obtained biological information (e.g. a
fingerprint) may be transmitted to the safety switch by
pressure waves or electromagnetic waves. The electro-
magnetic waves may be radio waves. In this way, the
safety switch may be operated remotely, or may not re-
quire an opening that could become contaminated with

5 6 



EP 1 821 264 A2

5

5

10

15

20

25

30

35

40

45

50

55

dirt.
�[0037] The biometric sensor module make be provided
with a radio-�wave emitter that is arranged to emit a spe-
cific signal (i.e. a signal specific to and therefore identi-
fying an individual biometric sensor module). Only if the
fingerprint and radio signal are deemed to be authorised
will the switch be activated, i.e. the radio signal acts as
a further security check. Alternatively or additionally, the
detection by the switch of such a specific radio signal
may allow the switch to prepare for an expected user.
For example, rather than having to compare the finger-
print with a store of fingerprints, the received radio signal
can be used to identify and retrieve a specific fingerprint.
When the user tries to access the enclosure using the
fingerprint reader, the safety switch need only check that
the fingerprint is the one that it is expecting. This may
improve the efficiency of checking whether a user is au-
thorised, i.e. make access or denial quicker.
�[0038] It will be appreciated that an enclosure may be
anything which encloses powered apparatus (e.g. ma-
chinery), the power supply to which is controlled by a
safety switch. An enclosure may be, for example, a room,
a cage or a fully or partially fenced off area. The apparatus
may be powered electrically, and the supply of electrical
power to the machinery may cause activation of a pneu-
matic or hydraulic system. These systems will also be
shutdown when the supply of electrical power to the ma-
chinery is interrupted.
�[0039] It will be appreciated that the above embodi-
ments of the invention have been described by way of
example only, and that various modifications may be
made to these embodiments without detracting from the
invention, which is defined by the claims that follow.

Claims

1. A safety switch arranged to allow the control of power
supplied to an apparatus, wherein the safety switch
is provided with a biometric sensor module arranged
to obtain biological information from a user of the
safety switch, such that activation of the safety switch
is controlled via the biological information obtained.

2. A safety switch as claimed in claim 1, wherein the
biometric sensor module comprises a fingerprint
reader.

3. A safety switch as claimed in claim 1 or claim 2,
wherein the safety switch comprises a first processor
arranged to interpret the biological information.

4. A safety switch as claimed in claim 3, wherein the
biometric sensor module is provided with the first
processor.

5. A safety switch as claimed in any preceding claim,
wherein the safety switch comprises a second proc-

essor arranged to interpret the biological informa-
tion.

6. A safety switch as claimed in claim 5, wherein the
biometric sensor module is provided with the second
processor.

7. A safety switch as claimed in any preceding claim,
wherein the safety switch comprises a comparator
for comparing the obtained biological information
with authorised biological information from one or
more users authorised to activate the safety switch.

8. A safety switch as claimed in claim 7, wherein the
biometric sensor module is provided with the com-
parator.

9. A safety switch as claimed in claim 7 or claim 8,
wherein the safety switch comprises a database or
other storage medium arranged to store the author-
ised biological information.

10. A safety switch as claimed in claim 9, wherein the
biometric sensor module is provided with the data-
base or other storage medium.

11. A safety switch as claimed in claim 7 or claim 8,
wherein a database or other storage medium ar-
ranged to store the authorised biological information
is provided on a server.

12. A safety switch as claimed in any preceding claim,
wherein the biometric sensor module is removable
from the safety switch.

13. A safety switch as claimed in any preceding claim,
wherein the biometric sensor module is arranged to
provide a signal in the form of one of a group com-
prising: an electrical signal, a pressure wave and an
electromagnetic wave.

14. A safety switch as claimed in 13, wherein the signal
comprises the biological information.

15. A safety switch as claimed in any preceding claim,
wherein the biometric sensor module is provided with
a power source.

16. A safety switch as claimed in any preceding claim,
wherein the safety switch is arranged to allow the
control of electrical power supplied to an apparatus.

17. A safety switch arranged to receive biological infor-
mation from a biometric sensor module.

18. A safety switch as claimed in claim 17, wherein the
safety switch is arranged to receive the biometric
sensor module.
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19. A method of operating a safety switch, the safety
switch being arranged to allow the control of power
supplied to an apparatus, and wherein the safety
switch is provided with a biometric sensor module
arranged to obtain biological information from a user
of the safety switch, such that activation of the safety
switch is controlled via the biological information ob-
tained, and wherein the method comprises:�

obtaining biological information from a user
wishing to activate the safety switch via the bi-
ometric sensor module to;
comparing the obtained biological information
with authorised biological information from one
or more users authorised to activate the safety
switch; and
activating the switch if the biological information
obtained from the user matches the authorised
biological information.

20. A method of operating a safety switch as claimed in
claim 19, wherein the switch may only be deactivated
if the user who activated the switch provides biolog-
ical information to the biometric sensor module.

21. A safety switch substantially as hereinbefore de-
scribed with reference to the accompanying draw-
ings.

22. A method of operating a safety switch substantially
as hereinbefore described with reference to the ac-
companying drawings.
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