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(57) Abstract: A method is disclosed for
enabling stateless server-based pre-shared

secrets. Based on a local key that is not
known to a client, a server encrypts the
client’s state information. The client’s state

information may include, for example, the
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A SERVER SELECTS A PARTICULAR LOCAL KEY FROM AMONG THE SERVER'S SET
OF LOCAL KEYS
Y
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THE SERVER CALCULATES AN AUTHENTICATION CODE BASED ON BOTH A CLIENT'S
STATE INFORMATION AND THE PARTICULAR LOCAL KEY

client’s authentication credentials, the client’s
authorization characteristics, and a shared
secret key that the client uses to derive session
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STATE LIFETIME VALUE
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USING THE PARTICULAR LOCAL KEY, THE SERVER ENCRYPTS A COMBINATION OF
THE AUTHENTICATION CODE, THE CLIENT'S STATE INFORMATION, AND THE CLIENT'S

keys. By any of a variety of mechanisms, the
encrypted client state information is provided
to the client. The server may free memory that
stored the client’s state information. When the
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server needs the client’s state information, the
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THE SERVER SENDS, TO THE CLIENT, BOTH THE ENCRYPTED INFORMATION AND AN
SPI THAT IS ASSOCIATED WITH THE PARTICULAR LOCAL KEY

client sends, to the server, the encrypted state
information that the client stored. The server
decrypts the client state information using
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the local key. Because each client stores that
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AND A REQUEST

THE SERVER RECEIVES, FROM THE CLIENT, THE ENCRYPTED INFORMATION, THE SPI,

client’s own state information in encrypted
form, the server does not need to store any
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client’s state information permanently.
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USING THE LOCAL KEY THAT IS ASSOCIATED WITH THE SPI, THE SERVER DECRYPTS

THE ENCRYPTED INFORMATION THAT WAS RECEIVED FROM THE CLIENT
A J
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DECRYPTED INFORMATION

THE SERVER CALCULATES A NEW AUTHENTICATION CODE BASED ON THE
PARTICULAR LOCAL KEY AND THE CLIENT STATE INFORMATION CONTAINED IN THE
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