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MAXIMIZING SERVICE PROVIDER UTILITY IN A HETEROGENEOUS
WIRELESS AD-HOC NETWORK

CROSS REFERENCE TO RELATED APPLICATION
The present Application for Patent claims priority to Provisional Application
No. 61/181,224, entitled “Maximizing Service Provider Utility In A Heterogeneous
Wireless Ad-Hoc Network, filed May 26, 2009, the contents of which is expressly

incorporated by reference herein.

BACKGROUND
Field
The present disclosure relates generally to telecommunications, and more

specifically to heterogencous wireless ad-hoc networks.

Background

Wireless telecommunication systems are widely deployed to provide various
services to consumers, such as telephony, data, video, audio, messaging, broadcasts, etc.
These systems continue to evolve as market forces drive wireless telecommunications to
new heights. Today, wireless networks are providing broadband Internet access to
mobile subscribers over a regional, a nationwide, or even a global region. Such
networks are sometimes referred as Wireless Wide Area Networks (WWANs). WWAN
operators generally offer wireless access plans to their subscribers such as subscription
plans at a monthly fixed rate.

Accessing WWANSs from all mobile devices may not be possible. Some mobile
devices may not have a WWAN radio. Other mobile devices with a WWAN radio may
not have a subscription plan enabled. Ad-hoc networking allows mobile devices to
dynamically connect over wireless interfaces using protocols such as WLAN,
Bluetooth, UWB or other protocols. There is a need in the art for a methodology to
allow a user of a mobile device without WWAN access to dynamically subscribe to
wireless access service provided by a user with a WWAN-capable mobile device using

wireless ad-hoc networking between the mobile devices belonging to the two users.
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SUMMARY

In one aspect of the disclosure, an ad-hoc service provider includes a processing
system configured to support a wireless connection to the network, the processing
system being further configured to provide access to the network for one or more
mobile clients and to allocate bandwidth to the one or more mobile clients for accessing
the network based on at least one parameter related to the effect on the ad-hoc service
provider for providing such access. The ad-hoc service provider also includes a user
interface configured to provide a user with access to the network through the processing
system.

In another aspect of the disclosure, a mobile client includes a processing system
configured to use an ad-hoc service provider to support a wireless connection to the
network, the processing system being further configured to select the ad-hoc service
provider based on at least one parameter related to the ad-hoc service provider’s ability
to support the wireless connection.

In a further aspect of the disclosure, an ad-hoc service provider includes means
for supporting a wireless connection to a network, means for providing access to the
network for one or more mobile clients, means for allocating bandwidth to the one or
more mobile clients for accessing the network based on at least one parameter related to
the effect on the ad-hoc service provider for providing such access, and means for
providing a user with access to the network through the ad-hoc service provider.

In yet a further aspect of the disclosure, a mobile client includes means for using
an ad-hoc service provider to support a wireless connection to a network, and means for
selecting the ad-hoc service provider based on at least one parameter related to the ad-
hoc service provider’s ability to support the wircless connection.

In another aspect of the disclosure, a method of communications includes
supporting a wireless connection from an ad-hoc service provider to a network,
providing access to the network for one or more mobile clients, allocating bandwidth to
the one or more mobile clients for accessing the network based on at least one parameter
related to the effect on the ad-hoc service provider for providing such bandwidth, and
providing a user with access to the network through the ad-hoc service provider.

In yet another aspect of the disclosure, a method of communications includes

using an ad-hoc service provider to support a wireless connection from a mobile client
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to a network, and selecting the ad-hoc service provider based on at least one parameter
related to the ad-hoc service provider’s ability to support the wireless connection.

It is understood that other aspects of the disclosure will become readily apparent
to those skilled in the art from the following detailed description, wherein various
aspects of heterogeneous wireless ad-hoc networks are shown and described by way of
illustration. As will be realized, these aspects of the disclosure may be implemented in
other and different configurations and its several details are capable of modification in
various other respects. Accordingly, the drawings and detailed description are to be

regarded as illustrative in nature and not as restrictive.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a simplified block diagram illustrating an example of a
telecommunications system;

FIG. 2 is a simplified block diagram illustrating an example of the functionality
of an ad-hoc service provider;

FIG. 3 is a graphical representation illustrating an example of a data utility
density function per mobile client;

FIG. 4 is a graphical representation illustrating an example of amortized cost per
mobile client;

FIG. 5 is a graphical representation illustrating an example of total cost per
mobile client;

FIG. 6 is a flow diagram illustrating an example of an algorithm implemented by
the service provider application in the ad-hoc service provider;

FIG. 7 is a simplified diagram illustrating an example of a hardware
configuration for a processing system in an ad-hoc service provider;

FIG. 8 is a simplified diagram illustrating an example of a hardware
configuration for a mobile client;

FIG. 9 is a flow diagram illustrating an example of an algorithm implemented
by the processing system in a mobile client to select an ad-hoc service provider;

FIG. 10 is a simplified diagram illustrating an example of the functionality of an

ad-hoc service provider; and
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FIG. 11 is a simplified diagram illustrating an example of the functionality of a

mobile client.

DETAILED DESCRIPTION

The detailed description set forth below in connection with the appended
drawings is intended as a description of various aspects of heterogeneous wireless ad-
hoc networks and is not intended to represent the only implementations to which such
aspects apply. As those skilled in the art will readily understand, the various aspects of
heterogencous wireless ad-hoc networks described throughout this disclosure may be
extended to other telecommunication applications. The detailed description includes
specific details for the purpose of providing a thorough understanding of the various
concepts presented throughout this disclosure. However, it will be apparent to those
skilled in the art that various aspects of heterogencous wireless ad-hoc networks may be
practiced without these specific details. In some instances, well-known structures and
components are shown in block diagram form in order to avoid obscuring the various
concepts presented throughout this disclosure.

FIG. 1 is a simplified block diagram illustrating an example of a
telecommunications system. The telecommunications system 100 is shown with
multiple WWANSs that provide broadband access to a network infrastructure 102 for
mobile subscribers. The network infrastructure 102 may be a packet-based network
such as the Internet or some other suitable network infrastructure. For clarity of
presentation, two WWANSs 104 are shown with a backhaul connection to the Internet
102. Each WWAN 104 may be implemented with multiple fixed-site base stations (not
shown) dispersed throughout a geographic region. The geographic region may be
generally subdivided into smaller regions known as cells. Each base station may be
configured to serve all mobile subscribers within its respective cell. A base station
controller (not shown) may be used to manage and coordinate the base stations in the
WWAN 104 and support the backhaul connection to the Internet 102,

Each WWAN 104 may use one of many different wireless access protocols to
support radio communications with mobile subscribers. By way of example, one
WWAN 104 may support Evolution-Data Optimized (EV-DO), while the other WWAN
104 may support Ultra Mobile Broadband (UMB). EV-DO and UMB are air interface
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standards promulgated by the 3rd Generation Partnership Project 2 (3GPP2) as part of
the CDMA2000 family of standards and employs multiple access techniques such as
Code Division Multiple Access (CDMA) to provide broadband Internet access to
mobile subscribers. Alternatively, one of WWAN 104 may support Long Term
Evolution (LTE), which is a project within the 3GPP2 to improve the Universal Mobile
Telecommunications System (UMTS) mobile phone standard based primarily on a
Wideband CDMA (W-CDMA) air interface. One of WWAN 104 may also support the
Worldwide Interoperability for Microwave Access (WiMAX) standard being developed
by the WiMAX forum. The actual wireless access protocol employed by a WWAN for
any particular telecommunications system will depend on the specific application and
the overall design constraints imposed on the system. The various concepts presented
throughout this disclosure are equally applicable to any combination of heterogeneous
or homogeneous WW ANS regardless of the wireless access protocols utilized.

Each WWAN 104 has a number of mobile subscribers. Each subscriber may
have a mobile node capable of accessing the Internet 102 directly through the WWAN.
These mobile nodes may access the WWAN 104 using a EV-DO, UMB, LTE or some
other suitable wireless access protocol.

One or more of these mobile nodes may be configured to create in its vicinity an
ad-hoc network based on the same or different wireless access protocol used to access
the WWAN 104. By way of example, a mobile node may support a UMB wireless
access protocol with a WWAN, while providing an IEEE 802.11 access point for mobile
nodes that cannot directly access a WWAN. IEEE 802.11 denotes a set of Wireless
Local Access Network (WLAN) standards developed by the IEEE 802.11 committee for
short-range communications (e.g., tens of meters to a few hundred meters). Although
IEEE 802.11 is a common WLAN wireless access protocol, other suitable protocols
may be used.

A mobile node that may be used to provide an access point for another mobile
node will be referred to herein as an “ad-hoc service provider” 106. A mobile node that
uses an ad-hoc service provider 106 to access a WWAN 104 will be referred to herein
as a “mobile client” 108. A mobile node, whether an ad-hoc service provider 106 or a
mobile client 108, may be a laptop computer, a mobile telephone, a personal digital

assistant (PDA), a mobile digital audio player, a mobile game console, a digital camera,
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a digital camcorder, a mobile audio device, a mobile video device, a mobile multimedia
device, or any other device capable of supporting at least one wireless access protocol.

The ad-hoc service provider 106 may extend its wireless Internet access service
to mobile clients 108 that would otherwise not have Internet access. A server 110 may
be used as an “exchange” to enable mobile clients 108 to purchase unused bandwidth
from ad-hoc service providers 106 to access, for example, the Internet 102 across
WWANS 104. The server may reside anywhere in the telecommunications system 100
such that all WWANs 104 can connect to it. The server may be a centralized server or a
distributed server. The centralized server may be a dedicated server or integrated into
another entity such as a desktop or laptop computer, or a mainframe. The distributed
server may be distributed across multiple servers and/or one or more other entities such
as a laptop or desktop computer, or a mainframes. In at least one configuration, the
server 110 may be integrated, either in whole or part, into one or more ad-hoc service
providers.

In one configuration of a telecommunications system 100, the server 110
charges the mobile clients 108 based on usage. For the occasional user of mobile
Internet services, this may be an attractive alternative to the monthly fixed rate wireless
access plans. The revenue generated from the usage charges may be allocated to the
various entities in the telecommunications system 100 in a way that tends to perpetuate
the vitality of the exchange. By way of example, a portion of the revenue may be
distributed to the ad-hoc service providers, thus providing a financial incentive for
mobile subscribers to become ad-hoc service providers. Another portion of the revenue
may be distributed to the WWAN operators to compensate them for the bandwidth that
would otherwise go unutilized. Another portion of the revenue may be distributed to
the manufacturers of the mobile nodes.

The server 110 may be implemented as a trusted server. It can therefore be
authenticated, for example, using a Public Key Infrastructure (PKI) certificate in a
Transport Layer Security (TLS) session between the server 110 and an ad-hoc service
provider 106, or between the server 110 and a mobile client 108. Alternatively, the
server 110 may be authenticated using self-signed certificates or by some other suitable

mecans.



WO 2010/138638 PCT/US2010/036263

[0032]

[0033]

[0034]

[0035]

Regardless of the manner in which the server 110 is authenticated, a secure
session channel may be established between the server 110 and an ad-hoc service
provider 106, or between the server 110 and a mobile client 108, during registration. In
one configuration of a telecommunications system 100, a mobile client 108 may register
with the server 110 to set up a user name and password with payment information. An
ad-hoc service provider 106 may register with the server 110 to notify its desire to
provide a wireless access point (e.g., an Internet access point) to mobile clients 108.

The server 110 may also be used to provide admission control. Admission
control is the process whereby the server 110 determines whether to allow an ad-hoc
service provider 106 to provide service within a geographic location. The server 110
may limit the number of ad-hoc service providers 106 at a given location if it determines
that additional ad-hoc service providers 106 will adversely affect performance in the
WWAN. Additional constraints may be imposed by the WWAN operators that may not
want its mobile subscribers to provide service in a given geographic location depending
on various network constraints.

The server 110 may also be used to manage dynamic sessions that are
established between the ad-hoc service providers 106 and the mobile clients 108. In one
configuration of the telecommunications system 100, Extensible Authentication
Protocol-Tunneled Transport Layer Security (EAP-TTLS) may be used for
Authentication, Authorization and Accounting (AAA) and secure session establishment
for a connection initiated by an ad-hoc service provider 106 with the server 110 when
the ad-hoc service provider 106 is mobile and desires to provide service. EAP-TTLS
may also be used for a session initiation request by a mobile client 108. In the latter
case, the mobile client is the supplicant, the ad-hoc service provider 106 is the
authenticator, and the server 110 is the authentication server. The ad-hoc service
provider 106 sends the mobile client’s credentials to the server 110 for EAP-AAA
authentication. The EAP-TTLS authentication response from the server 110 is then
used to generate a mster shared key. Subsequently, a link encryption key may be
established between the ad-hoc service provider 106 and the mobile client 108.

Additional security may be achieved with a Secure Sockets Layer Virtual Private
Network (SSL VPN) tunnel between a mobile client 108 and the server 110. The SSL

VPN tunnel is used to encrypt traffic routed through an ad-hoc service provider 106 to
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provide increased privacy for a mobile client 108. Alternatively, the tunnel may be an
[Psec tunnel or may be implemented using some other suitable tunneling protocol.

Once the tunnel is established between the server 110 and the mobile client 108,
various services may be provided. By way example, the server 110 may support audio
or video services to the mobile client 108. The server 110 may also support advertising
services to the mobile client 108. Other functions of the server 110 include providing
routing to and from the network for mobile client 108 content as well as providing
network address translation to and from the network for the mobile client 108.

The server 110 may also be used to store a quality metric for each ad-hoc service
provider 106. This quality metric may be provided to the mobile clients 108 who may
want to choose from available ad-hoc service providers 106. This metric may be
continuously updated as more information becomes available about a specific ad-hoc
service provider 106. The quality metric associated with each ad-hoc service provider
106 may be decreased or increased based on the QoS provided.

Due to the mobility of the ad-hoc service providers 106 and the mobile clients
106, handoff of a mobile client from one ad-hoc service provider to another may be
required. The server 110 may be configured to support the handoff of a mobile client
108 across different wireless access protocols for the backhaul. More specifically, the
server 110 may be used to enable a mobile client 108 to move from one ad-hoc service
provider 106 with a given wireless access protocol for the backhaul (e.g., EV-DO) to
another ad-hoc service provider 106 with a different wireless access protocol for the
backhaul (e.g., UMB).

FIG. 2 is a simplified block diagram illustrating an example of the functionality
of an ad-hoc service provider. As discussed above, the ad-hoc service provider 106 may
have the ability to bridge wireless links over homogeneous or heterogeneous wireless
access protocols. This may be achieved with a WWAN network interface 202 that
provides a means for supporting a wireless connection to the WWAN by supporting a
wireless access protocol for a WWAN to the Internet 102, and a WLAN network
interface 204 that provides a wireless access point for mobile clients 108. By way of
example, the WWAN network interface 202 may include a transceiver function that
supports EV-DO for Internet access through a WWAN, and the WLAN network

interface 204 may include a transceiver function that provides an 802.11 access point
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for mobile clients 108. More generally, each of the WWAN and WLAN network
interfaces 202, 204 may be configured to implement the physical layer by providing the
means to transmit data in accordance with the physical and electrical specifications
required to interface to its respective transmission medium. Each of the WWAN and
WLAN network interfaces 202, 204 may also be configured to implement the lower
portion of the data link layer by managing access to its respective transmission medium.

The ad-hoc service provider 106 is shown with a filtered interconnection and
session monitoring module 206. The module 206 provides filtered processing of
content from mobile clients 108 so that the interconnection between the WWAN and
WLAN interfaces 202, 204 is provided only to mobile clients 108 authenticated and
permitted by the server to access the WWAN. The module 206 also maintains tunneled

connectivity between the server and the authenticated mobile clients 108.

The ad-hoc service provider 106 also includes a service provider application 208
that provides, among other things, a means for providing access to the network for one
or more mobile clients and a means for allocating bandwidth to the one or more mobile
clients for accessing the network based on at least one parameter related to the effect on
the ad-hoc service provider for providing such access. The ad-hoc service provider 106
also includes a user interface 212 that provides a means for providing a user with access
to the WWAN through the ad-hoc service provider. The user interface 212 may include
a keypad, display, speaker, microphone, joystick, and/or any other combination user
interface devices.

As discussed above, the service provider application 208 enables the module 206
to provide ad-hoc services to mobile clients 108. The service provider application 208
maintains a session with the server to exchange custom messages with the server. In
addition, the service provider application 208 also maintains a separate session with
each mobile client 108 for exchanging custom messages between the service provider
application 208 and the mobile client 108. The service provider application 208
provides information on authenticated and permitted clients to the filtered
interconnection and session monitoring module 206. The filtered interconnection and
session monitoring module 208 allows content flow for only authenticated and
permitted mobile clients 108. The filtered interconnection and session monitoring

module 206 also optionally monitors information regarding content flow related to
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mobile clients 108 such as the amount of content outbound from the mobile clients and
inbound to the mobile clients, and regarding WWAN and WLAN network resource
utilization and available bandwidths on the wireless channels.  The filtered
interconnection and session monitoring module 206 can additionally and optionally
provide such information to the service provider application 208. The service provider
application 208 can optionally act on such information and take appropriate actions such
as determining whether to continue maintaining connectivity with the mobile clients
108 and with the server, or whether to continue to provide service. It should be noted
that the functions described in modules 206 and 208 can be implemented in any given
platform in one or multiple sets of modules that coordinate to provide such functionality

at the ad-hoc service provider 106.

When the ad-hoc service provider 106 decides to provide these services, the
service provider application 208 sends a request to the server for approval. The service
provider application 208 requests authentication by the server and approval from the
server to provide service to one or more mobile clients 108. The server may
authenticate the ad-hoc service provider 106 and then determine whether it will grant
the ad-hoc service provider’s request. As discussed earlier, the request may be denied if
the number of ad-hoc service providers in the same geographic location is too great or if
the WWAN operator has imposed certain constraints on the ad-hoc service provider

106.

Once the ad-hoc service provider 106 is authenticated, the service provider
application 208 may advertise an ad-hoc WLAN Service Set Identifier (SSID).
Interested mobile clients 108 may associate with the SSID to access the ad-hoc service
provider 106. The service provider application 208 may then authenticate the mobile
clients 108 with the server and then configure the filtered interconnection and session
monitoring module 206 to connect the mobile clients 108 to the server. During the
authentication of a mobile client 108, the service provider application 208 may use an

unsecured wireless link.

The service provider application 208 may optionally choose to move a mobile
client 108 to a new SSID with a secure link once the mobile client 108 is authenticated.

In such situations, the service provider application 208 may distribute the time it spends
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in each SSID depending on the load that it has to support for existing sessions with

mobile clients 108.

The service provider application 208 may also be able to determine whether it
can support a mobile client 108 before allowing the mobile client 108 to access a
network. Resource intelligence that estimates the drain on the battery power and other
processing resources that would occur by accepting a mobile client 108 may assist in
determining whether the service provider application 208 should consider supporting a
new mobile client 108 or accepting a handoff of that mobile client 108 from another ad-

hoc service provider.

The service provider application 208 may admit mobile clients 108 and provide
them with a certain QoS guarantee, such as an expected average bandwidth during a
session. Average throughputs provided to each mobile client 108 over a time window
may be monitored. The service provider application 208 may monitor the throughputs
for all flows going through it to ensure that resource utilization by the mobile clients
108 is below a certain threshold, and that it is meeting the QoS requirement that it has
agreed to provide to the mobile clients 108 during the establishment of the session.

The service provider application 208 may also provide a certain level of security
to the wireless access point by routing content through the filtered interconnection and
session monitoring module 206 without being able to decipher the content. Similarly,
the service provider application 208 may be configured to ensure content routed
between the user interface 210 and the WWAN 104 via the module 206 cannot be
deciphered by mobile clients 108. The service provider application 208 may use any

suitable encryption technology to implement this functionality.

The service provider application 208 may also maintain a time period for a
mobile client 108 to access the WWAN. The time period may be agreed upon between
the service provider application 208 and the mobile client 108 during the initiation of
the session. If the service provider application 208 determines that it is unable to
provide the mobile client 108 with access to the network for the agreed upon time
period, then it may notify both the server and the mobile client 108 regarding its
unavailability. This may occur due to energy constraints (e.g., a low battery), or other
unforeseen events. The server may then consider a handoff of the mobile client to

another ad-hoc service provider, if there is such an ad-hoc service provider in the
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vicinity of the mobile client 108. The service provider application 208 may support the

handoff of the mobile client 108.

The service provider application 208 may also dedicate processing resources to
maintain a wireless link or limited session with mobile clients 108 served by other ad-
hoc service providers. This may facilitate the handoff of mobile clients 108 to the ad-

hoc service provider 106.

The service provider application 208 may manage the mobile client 108
generally, and the session specifically, through the user interface 212. Alternatively, the
service provider application 208 may support a scamless operation mode with
processing resources being dedicated to servicing mobile clients 108. In this way, the
mobile client 108 is managed in a way that is transparent to the mobile subscriber. The
seamless operation mode may be desired where the mobile subscriber does not want to
be managing mobile clients 108, but would like to continue generating revenue by

sharing bandwidth with mobile clients 108.

The service provider application 208 may use a utility function and an
availability function to determine the amount of bandwidth to provide to mobile clients
108. Examples of various algorithms that may be implemented by the service provider
application 208 to determine the amount of bandwidth to provide will now be presented
with the understanding that the other algorithms may be implemented depending on the
particular application and the design constraints imposed on the ad-hoc service provider

106 and/or the overall telecommunications system.

In one configuration of an ad-hoc service provider 106, the service provider
application 208 may maximize a utility function U(x) that is a function of the revenue
R(x) to the ad-hoc service provider 106 for the bandwidth allocated to the mobile clients
108, the energy E(x) required by the ad-hoc service provider 106 to provide the
allocated bandwidth to the mobile clients, the loss of bandwidth B(x) that would
otherwise be available to the user of the ad-hoc service provider 106 to access the
network, the processing resources P(x) required by the ad-hoc service provider 106 to
provide the allocated bandwidth to the mobile clients 108, and the quality of service
metric and/or a goodness metric G(x). The quality of service metric and/or goodness

metric G(x) may be considered by the service provider application 208 because it may
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want to maintain a high quality of service metric or maintain a high perceived level of
goodness even though it may compromise the ad-hoc service provider 106 from an
energy perspective to provide service. In this example, U(x) could take an additive form

such as:
Ux) = a;R(x)- a; E(x)- a3B(x) - o4 P(x) + a5 G(x).

Alternatively, U(x) could take a multiplicative form such as:

Ukx) = R(x) G(x)/E(x)B(x)P(x).
Alternatively, U(x) could take a simplified multiplicative form such as:
Ukx) = R(x) /E(x).

Those skilled in the art will readily recognize other additive and/or
multiplicative forms that are appropriate for the utility function depending upon the
particular application. The term o, is a function of available energy that could be an
increasing step or linear or sigmoid function of the current energy state. R(x), E(x),
G(x), B(x), P(x) could also take up linear, sigmoid, other functional forms. A linear

functional form could take on a form fix + y. A sigmoidal functional form could take on

a form:

Kxol) = 1/1+ e-i(x,(;))
where: K'(x,0,4) = -4 1+ ™)
By way of example, the utility function could take on the form:

Ui) =ax - ax(Px+y) -as Kx, 0,41) - asKx, 05,43) + as (fsx + ps).

Based on an available battery energy y, a, could be a sigmoid of the form K¢y, d313).
Therefore, implicitly U(x) is a function of both x and y, i.e. U(x,y). However, available
energy y could be assumed to be fixed to determine U(x) for a given fixed y. The utility
function U(x) could be a joint non-linear function of its different dependencies of
available energy, available bandwidth, revenue, quality-of-service, processing costs, ctc.
as well. For example, the dependence on an available bandwidth x and an available

energy v, could take on a two dimensional sigmoid dependence as follows:

L (xy,01, 01,41,02) = 1/(1 + "oV oH20=92)
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Such a two-dimensional sigmoid captures a continuous dependence on both available
energy and available bandwidth. For example, ignoring processing costs and

QoS/goodness costs, U(x,y) could be of the form:
Uixy) = Rx) - (Pax+yp)as/(1+ oM =01 e—iZ(y—éZ))

to represent its dependence on R(x) and a joint non-linear function of available energy

and available bandwidth. Alternatively, using a reciprocal relationship:
Uy = RE) /LB + ) as/ (1 + 7020 207)],

The loss of bandwidth function B(x) reflects the impact to the ad-hoc service
provider 106 when it allocates bandwidth x to mobile clients 108, relative to its
available WWAN backhaul bandwidth. It is possible that small values of x may have
very little impact on the ad-hoc service provider 106, while large values of x may have a
significant impact. Therefore, the function K(x, d;,4;) was chosen in the above example

to reflect this.

The utility function is maximized when U’(x) = 0. For the last example, the

utility function is maximized when:

U (x) =01 -afs -az K'(x, 01,41) - ag K'(x, 92,42)+ as fis= 0.
The solution to U’(x) = 0 determines the value of x that the service provider application
208 can choose to use to provide service to mobile clients 108. Therefore, based on the
current state of the telecommunications system, each ad-hoc service provider 106 may

be able to support a different amount of bandwidth x.

As explained above, the utility function U¢x) is a function of, among other
things, the revenue R(x) to the ad-hoc service provider 106 for the bandwidth allocated
to the mobile clients 108. The revenue R(x) to the ad-hoc service provider 106 is
function of pricing. In one configuration, the service provider application 208, the
pricing may be set based on its available bandwidth for mobile clients 108 and/or the
differential pricing relative to other ad-hoc service providers.

The service provider application 208 may use an availability function A(?) to
determine whether an ad-hoc service provider 106 is available or not, or the degree to
which it is available. The ad-hoc service provider 106 is assumed to start providing

service at # = (). Then the availability function A(?) could be defined such that:
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A@®) = 1, whenO<t<=tl
= 0, whent>tl
Alternatively,
A = ], when 0 < t<=tl
= g(t, tl ,t2) when tl <=t <=1¢2
= 0 whent> 12,
where g(t, t1,¢2) is a decreasing function of time bounded between 1 and 0 in the time

interval /¢1, t2]. For example g(z, t1,¢2) could be (¢ — ¢2)/(t1-t2).

Based on its availability and the current value of the utility function U(x), an ad-
hoc service provider 106 may choose to handoff or terminate service when the product
of the availability and utility function falls below a given threshold u (4(z) Ux) < u) .
By way of example, the availability function 4(z) may be 1 but the utility function U(x)
may fall below a threshold value. Alternatively, the utility function U(x) may be high
but the availability function 4(z) may start dropping. When there are multiple mobile
clients 108 for which the ad-hoc service provider 106 is providing service, then the ad-
hoc service provider 106 can determine x such that 4¢z) U(x) > u. It can continue to
sustain a subset of mobile clients 108 whose aggregated bandwidth x allows A(?) U(x) >
u. The ad-hoc service provider 106 can hand off the remaining mobile clients 108 or
suspend providing service for those remaining mobile clients 108. If mobile clients 108
have different priorities in terms of quality of service, then mobile clients 108 with

higher priorities can be retained, and the others handed off.

Several examples will now be presented to illustrate a pricing scenario that may

be implemented by the service provider application 208.

In this example, the total available bandwidth is 7 for the WWAN link from the
ad-hoc service provider 106 (excluding the needs of the service provider). The short
range link between mobile client 108 and ad-hoc service provider 106 has capacity Ws.
Then the available capacity for the session is Wmin = min (W, Ws). 1f the cost is
affordable to a mobile client 108, and a mobile client 108 session needs bandwidth x
Mbps where x < Wmin, then a mobile client 108 can be admitted. Typically, it is
expected that the Wmin = W, with the short range link being of higher capacity.

Assuming, by way of example, if the ad-hoc service provider 106 desires revenue & +
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fxwhenitstruecostisae + £  x, and the mobile client 108 is willing to pay @ +

frue true

,[fcx < g+ fx.If @ + [)’Cx > @ + ,[;’t x, then the mobile client 108 and the ad-

hoc service pravider 106 could negotiate a price that results in a profitable service for

the ad-hoc service provider 106.

Assuming that »  is the minimum bandwidth for a session, and p s
mi m

13 7

associated price, then pricing can be of the formp + g (x—b ). In this case, pricing
min min
isad-tuple @ ,b , x ). In general, the ad-hoc service provider 106 can announce

(p, b} pairs (pricing, bandwidth} pairs for service options in its beacons. Alternatively,
it can announce the 4-tuple (assuming linear dependence). The mobile client’s
willingness to pay can be different sets of (p, 5} pairs typically with diminishing returns
for the mobile client 108 as b increases (non-linear). A mobile client 108 and an ad-hoc
service provider 106 may negotiate for a session if their respective (p,h) pairs are
reasonably close to each other, so that an appropriate price p can be determined for a
desired bandwidth b.

Another example will be presented where one ad-hoc service provider 106
serves multiple mobile clients 108. Assuming that ¥ = WWAN bandwidth available
for mobile clients 108 at ad-hoc service provider 106 and the ad-hoc service provider
106 itself needs B, then the WWAN support for (W+B) with the allocation of ¥ left to
available mobile clients 108. This can be treated as the solution to a binary knapsack

problem: “Given n items with price p and weight w, select a subset X of items such that

E_SX p is maximized, such that E‘SX w < W 7. Here, the weight w is the desired
X"y X i

bandwidth for mobile client 108i The problem can be solved using dynamic
programming by finding an allocation for W=, then W= I, then W= 2, and gradually

building the table for all values of W, to pick a solution that maximizes the sum over

n

prices. The execution time is Oml¥) where the size of W can be of the order of 2.
Instead, consider options for W in increments of Aw kbps (such as in steps of 50kbps)
(4w can be greatest common divisor of desired bandwidths of different clients). The
dynamic programming solution process will use all previous solutions in increments of

Aw kbps. The number of steps = O(W/ 4w} and the algorithm has complexity @ (ni¥/
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Aw). An exact solution may be available at a point that is between two solved values of
W. One can explore refining bucket-size within neighborhood of obtained solution to

refine the solution further if desired.

An example will now be presented to illustrate a pricing scenario that may be
implemented by the service provider application 208 in the presence of multiple ad-hoc
service providers 106. In this example, there are multiple ad-hoc service providers
1064, 106,, 1063, ....., 106y that can service the same mobile client 108. The effective
data rate that is available at the ad-hoc service provider 106;to support the mobile client
108 is given by x; Mbps. The advertised price by the ad-hoc service providers is P;, P,
P oo , Py, respectively, for sessions of the same duration. There is a pressure to
increase price to reduce demand based on the load at an ad-hoc service provider 106. At
the same time, reduced prices at other ad-hoc service providers 106 can cause a ad-hoc
service provider 106 to lower its prices. Likewise, an ad-hoc service provider 106 that
is charging a low price may charge a higher price if other ad-hoc service providers 106
are charging more for similar service. With multiple ad-hoc service providers 106,
pricing by a service provider can depend on price suggested by other service providers,
and the bandwidth to be supported for the mobile client 108. Therefore P; = f(x; 4P
vj ).

To understand how to determine the pricing with multiple ad-hoc service
providers 106, a general formulation is presented to derive a utility function based on
observed information from other ad-hoc service providers 106. For example, observed
information could include pricing and goodness metrics from different ad-hoc service
providers 106. We may then apply this general approach to the simpler case where only

price information from different ad-hoc service providers 106 is observed.

In this example, all ad-hoc service providers 106 compute utilities U; based on
local constraints f(x) and information that they receive from other ad-hoc service

providers 106. An example is given by the formula:
Ul U =f@ +(UNE u (U-U),
i i Fyoor

Let O; be an observable metric associated with ad-hoc service provider 106 that other

mobile nodes can observe. This could include the current price P;, the goodness metric
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G; or a ratio of P; to G;. For example, O; may equate to Py/G; (pricing to goodness

ratio). As a further example, O; may equate to f; (x;, 0). If O; could be expressed as:

O; =gi(x)—u(l/N) 2 (0: -0y,
where g; = 0, then:

(F+p)Q =g (x)+u (N 2 O
Let (I/N)X; Q; = @, then:
(F+w) O =gi(x) +p & and
O = (g () + 1 QI+ 1.

Since &; s = NQ,

(I+wNQ =Zigitx) TuNQ

Q= (I/N) Zi g (xy

Thus, it is observed that the average over observable metrics is equal to the average over
internal constraint functions. Q could vary dynamically, but slowly in general. In a

sense, it could be treated as equivalent to a mean “center of gravity” for the entire

system of ad-hoc service providers 106.

An example of the problem of price determination P; = f(x; APy ), where P;’ s

are the observed metrics, will now be presented. P; could be expressed as:

P =it Aixi- ), (uy (Pi—P))

N
where i, %; , wjare all > 0. For simplicity that u; —u v, j,then:
(]‘f’(N—])ILL)PZ =7ci+/1ixl-+,u Z Pj
Jaj#
(] +NILL)PZ' =Ki+/1ixi+,u Z P]
7
Let Z P; = Q, then:
7

(]+NILL)PZ :Ki‘f'iixi'f'//tQ
(1+NwQ :Z (ki +Aixi)TuNQ

Q=2 (ki+iix)
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If ;-4 Vi, then:

Q=Z (x;) HZ X;

This implies that:
Pi = (Ki + /L-xl- +,Lt Q)/(]+ N,Lt)

Thus the pricing at a node is a function of its local constraints, and dynamics of a mean
observable metric associated with the other service providers.

If all ad-hoc service providers 106 have complete information about other ad-
hoc service providers 106, they could each determine a price for their service. Ad-hoc
service providers 106 could monitor each other’s beacons to get such information.
Alternatively, ad-hoc service providers 106 could masquerade as mobile clients 108 to
obtain information about other ad-hoc service providers 106. However, it is likely that
ad-hoc service providers 106 may not have information about other ad-hoc service
providers 106 (some potential ad-hoc service providers 106 for a mobile client 108 may
be out of range from a given potential ad-hoc service provider 106). One possibility is
for ad-hoc service providers 106 to provide their respective information to the server
110 (see FIG. 1) and allow the server 110 to compute pricing. This would allow for a
co-operative pricing strategy.

In the absence of complete information, but in the presence of just pricing
information P;, an ad-hoc service provider 106 could employ an equation to determine
an optimal price. This can lead to a dynamic Nash equilibrium as each ad-hoc service
provider 106 modifies its price based on observations of pricing suggested by other ad-
hoc service providers 106, with incomplete information about the other ad-hoc service
providers 106. In absence of any information from other ad-hoc service providers 106
or assistance from the server 110 (see FIG. 1), an ad-hoc service provider 106 could
merely maximize its utility function U¢x) to determine its operating point, and suggest a
pricing and supportable bandwidth based on the outcome of processing U’(x) = 0 on its

platform.
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Revenue from a mobile client 108 based on the total price P that is charged for
service may be distributed as the revenue R(x) for the ad-hoc service provider 106,

revenue R for the network operator, and revenue R Se for the server, where

Network rver

P= RServer + RNez‘workjL R(x),

Therefore,

R(x) = P- RServer + Rnetwork.

Maximizing the price P then maximizes the revenue R(x) contribution to the utility
function U¢x) for the ad-hoc service provider 106, thereby maximizing the utility
function of the ad-hoc service provider 106 with all other factors in the utility function
remaining fixed.

The server 110 (see FIG. 1) may have a fixed or variable cost to provide support
for the session. The server 110 (see FIG. 1) would desire a profit that exceeds its costs.
Such a cost may include a fixed cost for setting up the session, and a variable cost as a
function of x (typically linear in x) to tunnel the bandwidth x for the session. The

revenue R Server should exceed these fixed/variable costs for the server 110 (see FIG.

1).
The WWAN operator also has fixed and variable costs that need to be addressed

to obtain a revenue R Network that exceeds its costs. In general, the WWAN operator
may charge a few cents (aN ) per MB or a fixed charge for a session while making a

profit that covers its fixed and variable costs. If a 30 minute session typically consumes
25MB, then at an example cost of 2 cents per MB, this implies a cost of 50 cents for a

30 minute session to the operator.

FIG. 3 is a graphical representation illustrating an example of a data utility
density function per mobile client. With reference to FIG. 3, an example will be
presented to illustrate a method for determining how much a WWAN operator would
need to receive as revenue to cover its costs to provide support for incremental wireless
data services around an existing mean data usage by users in the WWAN. In thus
example, 7,,.,(x) is the density function of mobile client users for a data utilization of

the amount of x GB per month. This function relates to mobile clients who have services
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provided by a given WWAN operator. Then the total number of mobile client users K
in the WWAN is given by:

K = J.Ow Nioai(x)dx

x represent a random variable representing the amount of data utilization in the network
per mobile client. ny(x) = (1/K) nui(x) can be defined as the density function for a
data utilization of x GB per month per mobile client. ny(x) is assumed normal N(u, o)
where 4 is the mean and ¢” is the variance. The total data consumption by all K mobile
clients 108 per month is given by | x #oai(x) dx =K [ x n(x) dx = K . Assuming, for
example, that for current utilization of data in the network per mobile client for ny(x) is
N(u;0), where u=0.3 GB, ¢ = 0.1 GB. Such an assumption for znx(x) implies that on an
average, a user uses 300MB of data per month with a standard deviation of about
100MB.

FIG. 4 is a graphical representation illustrating an example of amortized cost per
mobile client. With reference to FIG. 4, an exponentially decreasing function fyo(x) for
the WWAN operator’s cost per GB (for all data utilization for all mobile client users) is
given by fuvo(x) = 1 Ag €™ + By, where X is an exponential decay factor. This equation
represents an amortization in the overall cost per GB as the data utilization in the
network increases. A WWAN operator incurs fixed costs for the infrastructure that are
independent of the data transmitted on the network, and operating costs that are a
function of the data transmitted on the network. Therefore, as more data is transmitted
in the WWAN primarily due to the fixed costs getting amortized with the increased
usage in the WWAN. That increased usage results in increased revenue — eventually as
usage increases, operating costs continue to get incurred such that the profit is
maximized at a certain level of usage, and then drops for further usage. In this example,
the WWAN operator cost per GB per user due to the fixed and operating expenses can
be approximated by f(x) = fvo(x) /K. 1f 4 = Ay/K and B = By/K, then:

SN =a4™ +B

FIG. 5 is a graphical representation illustrating an example of total cost per
mobile client. Referring to FIG. 5, g(x), the cost for data utilization of x GBs by a

given mobile client is given by:

gl § flewfu=A4{l-¢ 71+ 8y
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For example, if A =$30, B=S514/GB, L =2, then atx =0.5GB, g(x) = $25.96 and at x =
5GB, g(x) =$100. The six-tuple (i, o, 4, 4, B, K) is defined as the network-state. Let

TC be the total cost over all mobile clients based on their data utilization. Then:

Aaiz

FO =K | grxmdaidy = AR + 8K -~ AR o
}G SO ¥ el K i (])
Assuming a subscription cost C,, per month for the data plan, then the total revenue:
TR = K Coup )

Here, Cy,p could be $50 for example. Then the total profit, 7P= TR - TC, is given by:
TE=TH - & }; Sixiiyidy

w e KCA + Bar - Ae™™ eV

3)

An aggregated incremental wireless data service is defined as a data service
where subscribed mobile clients start consuming additional wireless data for the service
delivery. To illustrate an example of an aggregated incremental wireless data service, a
mobile node subscriber with WWAN connectivity exposes itself as an ad-hoc service
provider to other mobile nodes, thereby becoming an ad-hoc service provider 106.
Another mobile node, without WWAN connectivity, may connect to the ad-hoc service
provider over the WLAN, and thereby becomes a mobile client. The ad-hoc service
provider may provide a short term internet access session to such a mobile client. It may
be useful to determine the pricing of the service to the mobile client to cover the costs
involved such as a payment to the ad-hoc service provider and a payment to the WWAN
operator. It is possible that the short range wireless access connection between the
mobile client and the ad-hoc service provider is based on a wireless protocol other than
that used by the WLAN. Based on the current costs of wireless data services, the
WWAN operator could use the methodology described in this disclosure to determine
its costs for supporting such an incremental wireless internet access service. Assuming
that the WWAN is in an established mean state of utilization where p=uy, and o=a0y,
then the current mean state of utilization is given by the 6-tuple (uy, o4 4, 4, B, K).
Then the total cost and total revenue are based on equations (1) and (2) respectively,
where u=uy, and o=0y. Assuming that the proposed incremental wireless data service is
deployed such that mobile clients start using incremental additional wircless data,
resulting in additional data being carried by the WWAN, then the mean utilization in the
WWAN shifts to a new normal distribution. Without loss of generality, let the new
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normal distribution be N(u;0). Then the new state of WWAN utilization is given by the
quintuple (i, o, 4, A, B, K). Assuming that the new service results in additional
revenue of a dollars per GB (where GB stands for Gigabyte), then the total revenue 7R

becomes:

TR=KCyup +Koa(u -up).
Therefore, the Marginal Revenue MR is given by:
MR = 0TR/Gu =a K.
The Marginal Cost MC is given by:
MC =0TC /du=BK + AKie " """
The profit in the network is maximized when MR = MC which implies that:
@ = B + Adie #hetr T
The incremental revenue, /R, from the aggregated incremental wireless data service is
given by:
IR= Ko -w)

The total cost for the new network state (i, o, 4, 4, B, K) is given by equation (1). The

increase in cost, /C, for the change of network state from (uy, 09, 4, 4, B, K) to (i, o, 4,
A, B, K) is given by:

T m R g e AR (S8 TR e ety
The total profit is given by equation (3). The incremental profit, /P, for this aggregated

incremental wireless data service is given by:
IP=IR - IC
=Koa(u—u,)-BK(u— o)+ AK (e e gt elz‘”’z/z)

Therefore, if:

A _ 22 _ 22
0!>B— (e;tlelo'/l_e;tolelo'o/l)’

u

then the aggregated incremental wireless data service is worthwhile considering. If ¢” =

o, then:
a> B —ielzaz/z(e’” —e ) 4)
Au
[0079] An example will now be presented where a typical mobile client consumes

approximately 25MB in an incremental wireless data session, and on an average there

are three such sessions per mobile client in a given month. Then, one can expect the
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mean to shift from gy = 0.3 GB to u = 0.375 GB. Therefore, assuming, for example,
that the WWAN shifts from the state (uy, 0y, 4, 4, B, K) to the state (i, o, 4, 4, B, K)
where A=30, B=14, A =2, 1y=0.3 GB, gy =0.1, u = 0.375 GB, ¢ = 0.1, then from
equation (4), we find that, if « > 14 - 400%(0.4839 - 0.5598), or equivalently, if o >
44 dollars/GB or approximately 4.4 cents/MB, then the aggregated incremental wireless
data service is worth considering. If a typical mobile client uses up 25MB in an
incremental wireless data session, then this suggests that the wireless network operator

needs to get paid at least $1.10 for the session.

The numbers used in the analysis for cost of data transmission in an operator’s
WWAN are only an illustration of the values for the network cost model used. For
specific costs associated with different WWAN operators, the values associated with the
models will vary. Different WWAN operators may have different pricing models as a
function of the amount of data consumed by the mobile client, so that the revenue
associated with the mobile client subscribers can change based on the pricing associated
with the data consumed. However, the analysis is still applicable under such pricing. In
addition, multiple entities may be involved in providing a service. The costs for
administering such a service can be higher than the cost of merely admitting a paid
mobile client subscriber into the WWAN and authenticating that subscriber. An
incremental data session needs to be created with security considerations with dynamic
authentication of the mobile client and dynamic enabling of the mobile client to the
service. However, since mobile clients are expected to pay higher for the service based
on the perceived value of the service at a given location and time, the incremental data
services become viable despite the additional costs involved. An ad-hoc service
provider would have to ensure that its pricing covers the costs of other entities that are
involved in providing the services, such as the WWAN operator or a
authentication/tunneling server entity in the WWAN. In some cases, the
authentication/tunneling server is supported by the WWAN operator, then the WWAN
operator needs to determine its overall costs of transporting the data in its network, and

providing the authentication/tunneling services.

It should be noted that the estimates based on the change in the mean state of
network utilization for a WWAN operator provides a mean price o for the WWAN

operator to provide an incremental wireless data service. The system load in the
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WWAN associated with the WWAN operator can vary as a function of the time of the
day. For example, the system load in the WWAN can be very high at peak hours such
as a rush hour around 8;00 a.m. or 5 p.m. At other times the system load may be lower.
Based on the system load, the mean price oo may be qualified by a change in the pricing
based on the system load. At higher system loads, the pricing onew can be higher than the
mean price o for the service, and at lower system loads, the pricing onew may be lower

than the mean price a for the service. For example the cost may be modified as follows:
Onew = MaX( Omin , o K(1))

where oqew 18 the modified price based on the system load, a is the mean price
associated with the WWAN operator, omin is the lowest price that may be agreeable to
the operator, and K(1) is a sigmoid function of the system load 1. Such a determination
can be made at the ad-hoc service provider based on availability of the current system
load 1, and the price factors o and @i, that the WWAN operator can provide to the
ad-hoc service provider. Typical the factors « and om, can be stored statically in
memory well ahead of the time of service, whereas the load 1 can be dynamically
provided by the WWAN operator to the ad-hoc service provider at the time of the
service. The form of the function used on the system load such as a sigmoid can also be
stored statically in memory at the ad-hoc service provider for future use. It should be
noted that the sigmoid function is provided as an example function, and other linear or
nonlinear functions of the system load can also be used to determine a modified pricing
associated with the WWAN operator. Based on the pricing associated with the WWAN
operator and optional external server costs, the ad-hoc service provider can then
determine its pricing based on its desired revenue and the costs that are needed to
compensate the operator or the server. In simpler variants, the WWAN operator may
dynamically provide merely its price to the ad-hoc service provider, so that the operator

cost can be used to determine a pricing by the ad-hoc service provider.

In at least one configuration of an ad-hoc service provider, a processing system
may be used to implement the WWAN and WLAN network interfaces 202, 204, the
filtered interconnection and session monitoring module 206, the service provider
application 208, and the user interface 212 (see FIG. 2). Although shown as part of the

processing system, those skilled in the art will recognize that any of these components
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may be implemented, either in whole or part, in another entity separate from the

processing system.

FIG. 6 is a flow diagram illustrating an example of an algorithm implemented
by the service provider application 208 (see FIG. 2) in the ad-hoc service provider. It
will be understood, however, that the other algorithms may be used by ad-hoc service
providers to perform the same or similar functions. In this example, a WWAN interface
202 (see FIG. 2) supports a wireless connection from an ad-hoc service provider to a
WWAN in step 602. The algorithm implemented by the service provider application
provides access to the WWAN for one or more mobile clients in step 604, and allocates
bandwidth to the one or more mobile clients for accessing the WWAN based on at least
one parameter related to the effect on the ad-hoc service provider for providing such
access in step 606. A user interface 212 (see FIG. 2) provides a user with access to the

WWAN through the ad-hoc service provider in step 608.

The algorithm to allocate bandwidth to one or more mobile clients in step 606
may be implemented in various ways. By way of example, the bandwidth allocated to
the one or more mobile clients is determined by maximizing a utility function that is a
function of one or more parameters, the utility function being maximized when the
derivative of the utility function is zero. The one or more parameters may include
revenue R(x) generated by the ad-hoc service provider for the bandwidth allocated to the
one or more mobile clients, energy E(x) required by the ad-hoc service provider to
provide the allocated bandwidth to the one or more mobile clients, loss of bandwidth
B(x) that would otherwise be available to the user to access the network, processing
resources P(x) required by the ad-hoc service provider to provide the allocated
bandwidth to the one or more mobile clients, and a quality of service metric G(x), where

x 18 the bandwidth allocated to the one or more mobile clients.

FIG. 7 is a simplified diagram illustrating an example of a hardware
configuration for a processing system in an ad-hoc service provider. In this example,
the processing system 700 may be implemented with a bus architecture represented
generally by a bus 702. The bus 702 may include any number of interconnecting buses
and bridges depending on the specific application of the processing system 700 and the
overall design constraints. The bus links together various circuits including a processor
704, machine-readable media 706, the WWAN and WLAN network interfaces 202, 204,



WO 2010/138638 PCT/US2010/036263

[0086]

[0087]

[0088]

27

and the user interface 212. The bus 702 may also link various other circuits such as
timing sources, peripherals, voltage regulators, power management circuits, and the like,
which are well known in the art, and therefore, will not be described any further.

The processor 704 is responsible for managing the bus and general processing,
including the execution of software stored on the machine-readable media 706. The
software includes instructions that when executed by the processor 704 cause the
processing system 700 to perform the various functions described earlier in connection
with the filtered interconnection and session monitoring module 206 and service
provider application 208 (see FIG. 2), as well as perform various protocol functions
running on top of the WWAN and WLAN network interfaces 202, 204.

FIG. 8 is a simplified diagram illustrating an example of a hardware
configuration for a mobile client. In this example, the mobile client is implemented
with a processing system 800 having a bus architecture represented generally by 802.
The bus 802 may include any number of interconnecting buses and bridges depending
on the specific application of the processing system 800 and the overall design
constraints. The bus links together various circuits including a network interface 804, a
processor 806, machine-readable media 808, and a user interface 810 (e.g., a keypad,
display, speaker, microphone, joystick, and/or any other combination user interface
devices). Although shown as part of the processing system 800, those skilled in the art
will recognize that any of these components may be implemented, either in whole or
part, in another entity separate from the processing system 800. The bus 802 may also
link various other circuits such as timing sources, peripherals, voltage regulators, power
management circuits, and the like, which are well known in the art, and therefore, will
not be described any further.

Similar to the WWAN and WLAN network interfaces 202, 204 (see FIGS 2
and 6) discussed earlier in connection with the ad-hoc service provider 106, the network
interface 804 may be configured to implement the physical layer by providing the
means to transmit data in accordance with the physical and electrical specifications
required to interface to the transmission medium. The network interface 804 may also
be configured to implement the lower portion of the data link layer by managing access

to the transmission medium.
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The processor 806 is responsible for managing the bus and general processing,
including the execution of software stored on the machine-readable media 808. The
software includes instructions that when executed by the processor 806 cause the
processing system 800 to perform the various functions, which include means for using
an ad-hoc service provider to support a wireless connection to a network. The
processing system 800 may also be used to support registration and authentication of the
mobile client with the server, searching for and selecting ad-hoc service providers,
control session management, handoffs between multiple ad-hoc service providers, data
tunneling, and various protocol functions running on top of the network interface 804.

As discussed above, the processing system 800 provides a means for selecting
the ad-hoc service provider based on at least one parameter related to the ad-hoc service
provider’s ability to support the wireless connection. The process of selecting between
available ad-hoc service providers may be based on any number of parameters such as,
by way of example, the cost of the service, the duration of available service, the quality
metric of the ad-hoc service provider, the average WWAN backhaul bandwidth
available from the ad-hoc service provider, and/or the wireless link quality between the
mobile client and the ad-hoc service provider.

FIG. 9 is a flow diagram illustrating an example of an algorithm implemented
by the processing system to select an ad-hoc service provider. It will be understood,
however, that the other algorithms may be used by mobile clients. In this example, a
subset of ad-hoc service providers that can provide good wireless link quality is selected
in step 902. The subset may be selected based on the strength of the received signal,
which is commonly referred to as received signal strength indicator (RSSI), or by some
other suitable means. The ad-hoc service providers that can support the duration of
service are then selected from this subset in step 904. Next, in step 906, the quality of
service metric G, the bandwidth available B, and the cost of service C may then be used
to select the ad-hoc service provider to connect with. The selection may be based on a
metric such as (G)(B)/P. Alternatively, the appropriate ad-hoc service provider may be
selected using the metric B/P among those ad-hoc service providers whose quality of
service metric G exceeds a certain threshold. Those skilled in the art will be readily
able to determine the best suited algorithm for selecting an ad-hoc service provider

based on the particular application and the design constraints imposed on the mobile
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client and/or the overall telecommunications system. Once an ad-hoc service provider
is selected, the mobile client uses the selected provider to support a wireless connection

to the WWAN.

In one configuration of telecommunications systems, a mobile client may
cooperate with another mobile client to increased the bandwidth/time available to each.
An example will now be presented with reference to FIG. 1 where two mobile clients
108; and 108, both have the ability to directly connect to the a WWAN 104, In this
example, it is possible that the first mobile client 108, has a better link to the WWAN
104 relative to the second mobile node 108, link to the WWAN 104. In this case, the
first mobile client 108; could become an ad-hoc service provider 106 for the second

mobile client 108,.

This configuration may provide a benefit to each of the mobile clients 108. An
example will now be presented with the first mobile client 108; having a 800 kbps link
with the WWAN 104 and the second mobile client 108, having a 200 kbps link with the
WWAN 104. If the WWAN 104 allocates 1 second of time to each of the mobile
clients 108, then the links carry 700 kbits total data in 2 seconds. If, on the other hand,
the second mobile client 108, uses the first mobile client 108; as an ad-hoc service
provider 106, then the link between the first mobile client 108, and the WWAN 104 can
carry 700 kbits in 1.4 seconds. Therefore, essentially 0.6 seconds of time becomes
available in the telecommunications system. The additional 0.6 seconds can be shared
by all three entities (e.g., the first mobile client 108; could send additional 100 kbits in
0.2 seconds, the second mobile client 108, a could also send another 100 kbits using the
first mobile client 108, in 0.2 seconds, and the remaining 0.2 seconds could be given

back to the WWAN 104 to be allocated to other mobile clients 108).

FIG. 10 is a simplified diagram illustrating an example of the functionality of an
ad-hoc service provider. The ad-hoc service provider 106 includes a module 1002,
which provides the means for supporting a wireless connection to a network; a module
1004, which provides the means for providing access to the network for one or more
mobile clients; a module 1006, which provides the means for allocating bandwidth to
the one or more mobile clients for accessing the network based on at least one parameter
related to the effect on the ad-hoc service provider for providing such access; and a

module 1008, which provides the means for providing a user with access to the network
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through the ad-hoc service provider. The modules may be implemented by the various
functional blocks and hardware/software components, as described above, or by any
other means now known or later developed.

FIG. 11 is a simplified diagram illustrating an example of the functionality of a
mobile client. The mobile client 108 includes a module 1012, which provides the
means for using an ad-hoc service provider to support a wireless connection to a
network; and a module 1014, which provides the means for selecting the ad-hoc service
provider based on at least one parameter related to the ad-hoc service provider’s ability
to support the wireless connection. The modules may be implemented by the various
functional blocks and hardware/software components, as described above, or by any
other means now known or later developed.

Those of skill in the art would appreciate that the various illustrative blocks,
modules, elements, components, methods, and algorithms described herein may be
implemented as electronic hardware, computer software, or combinations of both. To
illustrate this interchangeability of hardware and software, various illustrative blocks,
modules, elements, components, methods, and algorithms have been described above
generally in terms of their functionality. Whether such functionality is implemented as
hardware or software depends upon the particular application and design constraints
imposed on the overall system. Skilled artisans may implement the described
functionality in varying ways for each particular application.

In various configurations of a telecommunications described thus far, a
processor has been disclosed as one means for implementing a processing system in the
ad-hoc service provider 106 and mobile client 108. The processor may be implemented
with one or more general-purpose and/or special-purpose processors. Examples include
microprocessors, microcontrollers, DSP processors, and other circuitry that can execute
software. Software shall be construed broadly to mean instructions, data, or any
combination thereof, whether referred to as software, firmware, middleware, microcode,
hardware description language, or otherwise. Machine-readable media may include, by
way of example, RAM (Random Access Memory), flash memory, ROM (Read Only
Memory), PROM (Programmable Read-Only Memory), EPROM (Erasable
Programmable Read-Only Memory), EEPROM (Electrically Erasable Programmable
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Read-Only Memory), registers, magnetic disks, optical disks, hard drives, or any other
suitable storage medium, or any combination thereof.

In the processing systems presented in this disclosure, the machine-readable
media is shown as part of the processing system separate from the processor. However,
as those skilled in the art will readily appreciate, the machine-readable media, or any
portion thereof, may be external to the processing system. By way of example, the
machine-readable media may include a transmission line, a carrier wave modulated by
data, and/or a computer product separate from the server, all which may be accessed by
the processor through the network interface. Alternatively, or in addition to, the
machine readable media, or any portion thereof, may be integrated into the processor,
such as the case may be with cache and/or general register files.

The software supported by the machine-readable media may reside in a single
storage device or distributed across multiple memory devices. By way of example,
software may be loaded into RAM from a hard drive when a triggering event occurs
(e.g., a mobile node decides to become an ad-hoc service provider 106). During
execution of the software, the processor may load some of the instructions into cache to
increase access speed. One or more cache lines may then be loaded into a general
register file for execution by the processor. When referring to the functionality of
software, it will be understood that such functionality is implemented by the processor
when executing instructions from such software.

The processing system may be configured as a general-purpose processing
system with one or more microprocessors providing the processor functionality and
external memory providing at least a portion of the machine-readable media, all linked
together with other supporting circuitry through an external bus architecture.
Alternatively, the processing system may be implemented with an ASIC (Application
Specific Integrated Circuit) with the processor, the network interface, supporting
circuitry (not shown), and at least a portion of the machine-readable media integrated
into a single chip, or with one or more FPGAs (Field Programmable Gate Array), PLDs
(Programmable Logic Device), controllers, state machines, gated logic, discrete
hardware components, or any other suitable circuitry, or any combination of circuits that
can perform the various functionality described throughout this disclosure. Those

skilled in the art will recognize how best to implement the described functionality for
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the processing system depending on the particular application and the overall design
constraints imposed on the overall system.

It is understood that the specific order or hierarchy of steps in the processes
disclosed is an illustration of exemplary approaches. Based upon design preferences, it
is understood that the specific order or hierarchy of steps in the processes may be
rearranged. The accompanying method claims present elements of the various steps in a
sample order, and are not meant to be limited to the specific order or hierarchy
presented.

The previous description is provided to enable any person skilled in the art to
practice the various aspects described herein. Various modifications to these aspects
will be readily apparent to those skilled in the art, and the generic principles defined
herein may be applied to other aspects. Thus, the claims are not intended to be limited
to the aspects shown herein, but is to be accorded the full scope consistent with the
language claims, wherein reference to an element in the singular is not intended to mean
“one and only one” unless specifically so stated, but rather “one or more.” Unless
specifically stated otherwise, the term “some” refers to one or more. Pronouns in the
masculine (e.g., his) include the feminine and neuter gender (e.g., her and its) and vice
versa. All structural and functional equivalents to the elements of the various aspects
described throughout this disclosure that are known or later come to be known to those
of ordinary skill in the art are expressly incorporated herein by reference and are
intended to be encompassed by the claims. Moreover, nothing disclosed herein is
intended to be dedicated to the public regardless of whether such disclosure is explicitly
recited in the claims. No claim element is to be construed under the provisions of 35
U.S.C. §112, sixth paragraph, unless the element is expressly recited using the phrase
“means for” or, in the case of a method claim, the element is recited using the phrase

“step for.”
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CLAIMS
WHAT IS CLAIMED IS:
1. An ad-hoc service provider, comprising:

means for supporting a wireless connection to a network;

means for providing access to the network for one or more mobile
clients;

means for allocating bandwidth to the one or more mobile clients for
accessing the network based on at least one parameter related to the effect on the ad-hoc
service provider for providing such access; and

means for providing a user with access to the network through the ad-hoc

service provider.

2. The ad-hoc service provider of claim 1 wherein said at least one
parameter comprises revenue generated by the ad-hoc service provider for the

bandwidth allocated to the one or more mobile clients.

3. The ad-hoc service provider of claim 1 wherein said at least one
parameter comprises energy required by the ad-hoc service provider to provide the

allocated bandwidth to the one or more mobile clients.

4, The ad-hoc service provider of claim 1 wherein said at least one
parameter comprises loss of bandwidth that would otherwise be available to the user to

access the network.

5. The ad-hoc service provider of claim 1 wherein said at least one
parameter comprises processing resources required by the processing system to provide

the allocated bandwidth to the one or more mobile clients.
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6. The ad-hoc service provider of claim 1 wherein said at least one

parameter comprises a quality of service or goodness metric.

7. The ad-hoc service provider of claim 1 wherein the means for allocating
bandwidth comprises means for maximizing a utility function that is a function of said
at least one parameter, the utility function being maximized when the derivative of the

utility function is zero.

8. The ad-hoc service provider of claim 7 wherein said at least one
parameter comprises revenue generated by the ad-hoc service provider for the
bandwidth allocated to the one or more mobile clients, energy required by the ad-hoc
service provider to provide the allocated bandwidth to the one or more mobile clients,
loss of bandwidth that would otherwise be available to the user to access the network,
processing resources required by the processing system to provide the allocated
bandwidth to the one or more mobile clients, and a quality of service or goodness

metric.

9. The ad-hoc service provider of claim 8 further comprising means for

determining the revenue for a session by maximizing the utility function.

10. The ad-hoc service provider of claim & wherein the means for
maximizing the utility function comprises means for weighting the energy required by
the ad-hoc service provider by a weighting factor that is a function of energy available

to the ad-hoc service provider.

11.  The ad-hoc service provider of claim 10 wherein the energy factor is an
increasing step function, linear function, or sigmoidal function of a current energy state

of the ad-hoc service provider.

12. The ad-hoc service provider of claim 9 wherein one or more of said at

least one parameters comprises a linear function.
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13. The ad-hoc service provider of claim 9 wherein one or more of said at

least one parameters comprises a sigmoidal function.

14.  The ad-hoc service provider of claim 7 further comprising means for
computing an availability function for the ad-hoc service provider, and means for
terminating service to said at least one of the one or more mobile clients as a function of

the utility function and the availability function.

15. The ad-hoc service provider of claim 14 wherein the means for
terminating service is configured to terminate the service to said at least one of the one
or more mobile clients by handing off said at least one of the one or more mobile clients

to another ad-hoc service provider.

16.  The ad-hoc service provider of claim 14 wherein the availability function

comprises a step function between an available state and an unavailable state.

17.  The ad-hoc service provider of claim 14 wherein the availability function

comprises a decreasing function from an available state to an unavailable state.

18. The ad-hoc service provider of claim 14 wherein the means for
terminating service is configured to terminate the service to said at least one of the one
or more mobile clients if the product of the utility function and the availability function
falls below a threshold.

19.  The ad-hoc service provider of claim 14 further comprising means for
determining said at least one of the one or more mobile clients to terminate the service

to based on priorities assigned to the one or more mobile clients.

20.  The ad-hoc service provider of claim 1 further comprising means for
determining a price for each of the one or more mobile clients to use the ad-hoc service

provider to access the network.
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21. The ad-hoc service provider of claim 20 wherein the means for
determining a price is configured to determine the price for each of the one or more

mobile clients based on the bandwidth available to allocate to each.

22. The ad-hoc service provider of claim 20 wherein the means for
determining a price is configured to determine the price for each of the one or more
mobile clients based on a price offered by each of at least one other ad-hoc service

provider.

23. The ad-hoc service provider of claim 1 wherein said at least one parameter

comprises one or more local parameters.

24, The ad-hoc service provider of claim 23 wherein said at least one
parameter comprises one or more observable parameters from other ad-hoc service

providers.

25. The ad-hoc service provider of claim 24 wherein the one or more
observable parameters represent an average of local parameters associated with the

other ad-hoc service providers.

26. The ad-hoc service provider of method of claim 24 wherein the one or
more observable parameters comprises at least one of pricing, a quality of service or
goodness metric, available bandwidth, and duration of service available for each of the

other ad-hoc service providers.

27. The ad-hoc service provider of claim 23 wherein said one or more local
parameters comprises revenue generated by the ad-hoc service provider for the
bandwidth allocated to the one or more mobile clients, energy required by the ad-hoc
service provider to provide the allocated bandwidth to the one or more mobile clients,
loss of bandwidth that would otherwise be available to the user to access the network,
processing resources required by the processing system to provide the allocated

bandwidth to the one or more mobile clients, a quality of service or goodness metric,
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network cost to support the allocated bandwidth to the one or more mobile clients, and

server cost to support the allocated bandwidth to the one or more mobile clients.

28. The ad-hoc service provider of claim 27 wherein said one or more local
parameters comprises network cost to support the allocated bandwidth to the one or

more mobile clients.

209. The ad-hoc service provider of claim 28 wherein the network cost is
related to a cost to a network operator that is dependent on the change in a mean state of
utilization of the network for the network operator for an incremental wireless data

service.

30. The ad-hoc service provider of claim 29 wherein the network cost is
further related to a cost to the network operator that is dependent on a current system

load in the network associated with the network operator.

31.  The ad-hoc service provider of claim 30 further comprising means for
determining the network cost to compensate the network operator based on dynamic
information about the system load from the network operator, static or dynamic
information associated with a mean pricing for the network operator, and a minimum

pricing for the network operator.

32. A mobile client, comprising:
means for using an ad-hoc service provider to support a wireless
connection to a network; and
means for selecting the ad-hoc service provider based on at least one
parameter related to the ad-hoc service provider’s ability to support the wireless

connection.
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33. The mobile client of claim 32 wherein said at least one parameter
comprises duration of the wireless connection to the network that the ad-hoc service

provider is able to provide to the mobile client.

34. The mobile client of claim 32 wherein said at least one parameter
comprises bandwidth that the ad-hoc service provider is able to provide to the mobile

client for the wireless connection to the network.

35. The mobile client of claim 32 wherein said at least one parameter
comprises cost for using the ad-hoc service provider to provide the wireless connection

to the network.

36. The mobile client of claim 32 wherein said at least one parameter

comprises a quality of service metric for the ad-hoc service provider.

37. The mobile client of claim 32 wherein the means for selecting the ad-hoc
service provider is configured to select the ad-hoc service provider based on the quality

of the wireless link to the ad-hoc service provider.

38. The mobile client of claim 32 wherein the means for selecting the ad-hoc
service provider comprises means for selecting a plurality of ad-hoc service providers
based on signal strength received from each, and means for selecting the ad-hoc service

provider from the plurality of ad-hoc service providers.

39. The mobile client of claim 38 wherein the means for selecting the ad-hoc
service provider from the plurality of ad-hoc service providers is configured to select,
from the plurality of service providers, one or more ad-hoc service providers that are
able to provide the mobile client with a wireless connection to the network for a desired
duration, and means for selecting the ad-hoc service provider from the one or more ad-

hoc service providers.
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40. A method of communications, comprising:

supporting a wireless connection from an ad-hoc service provider to a
network;

providing access to the network for one or more mobile clients;

allocating bandwidth to the one or more mobile clients for accessing the
network based on at least one parameter related to the effect on the ad-hoc service
provider for providing such bandwidth; and

providing a user with access to the network through the ad-hoc service

provider.

41. The method of claim 40 wherein the allocation of bandwidth comprises
determining the bandwidth allocated to the one or more mobile clients by maximizing a
utility function that is a function of said at least one parameter, the utility function being

maximized when the derivative of the utility function is zero.

42. A method of communications, comprising:
using an ad-hoc service provider to support a wireless connection from a
mobile client to a network; and
selecting the ad-hoc service provider based on at least one parameter

related to the ad-hoc service provider’s ability to support the wireless connection.

43. The method of claim 42 wherein said at least one parameter comprises at
least one of (a) duration of the wireless connection to the network that the ad-hoc
service provider is able to provide to the mobile client, (b) bandwidth that the ad-hoc
service provider is able to provide to the mobile client for the wireless connection to the
network, (c) cost for using the ad-hoc service provider to provide the wireless
connection to the network, and (d) a quality of service metric for the ad-hoc service

provider.
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