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(57) ABSTRACT 

Generally described, the present invention is directed at 
identifying malware. In one embodiment, a method is pro 
vided that performs a search for malware during the boot 
process. More specifically, the method causes a software 
module configured to scan for malware to be initialized at 
computer start up. Then, in response to identifying the 
occurrence of a scanning event, the method causes the 
Software module to search computer memory for data that is 
characteristic of malware. If data characteristic of malware 
is identified, the method handles the malware infection. 
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IDENTIFYING MALWARE INA BOOT 
ENVIRONMENT 

BACKGROUND 

0001. As more and more computers and other computing 
devices are interconnected through various networks such as 
the Internet, computer security has become increasingly 
more important, particularly from invasions or attacks deliv 
ered over a network or over an information stream. As those 
skilled in the art and others will recognize, these attacks 
come in many different forms, including, but certainly not 
limited to, computer viruses, computer worms, system com 
ponent replacements, Trojans, RootKits, spyware, denial of 
service attacks, even misuse/abuse of legitimate computer 
system features, all of which exploit one or more computer 
system vulnerabilities for illegitimate purposes. While those 
skilled in the art will recognize that the various computer 
attacks are technically distinct from one another, for pur 
poses of the present invention and for simplicity in descrip 
tion, all malicious computer programs that spread on com 
puter networks such as the Internet, will be generally 
referred to hereinafter as computer malware or, more simply, 
malware. 
0002. When a computer system is attacked or “infected 
by computer malware, the adverse results are varied, includ 
ing disabling system devices; erasing or corrupting firm 
ware, applications, or data files; transmitting potentially 
sensitive data to another location on the network; shutting 
down the computer system; or causing the computer system 
to crash. Yet another pernicious aspect of many, though not 
all, computer malware is that an infected computer system 
is used to infect other computer systems that are communi 
catively connected by a network connection. 
0003. A traditional defense against computer malware 
and, particularly, against computer viruses and worms, is 
antivirus software. Most antivirus software identifies mal 
ware by matching patterns within data to what is referred to 
as a “signature of the malware. Typically, antivirus Soft 
ware scans for malware signatures when certain events are 
scheduled to occur, such as when data is going to be written 
or read from a storage device on the computer. As known to 
those skilled in the art and others, computer users have 
ongoing needs to read and write data to storage devices Such 
as a hard drive. For example, a common operation provided 
by Some software applications is to open a file stored on a 
hard drive and display the contents of the file on a computer 
display. However, since opening a file may cause malware 
associated with the file to be executed, antivirus software 
typically performs a scan or other analysis of the file before 
the open operation is satisfied. If malware is detected, the 
antivirus software that performed the scan may prevent the 
malware from being executed, for example, by causing the 
open operation to fail. 
0004 Increasingly, malware is being distributed with one 
or more programs specifically designed to “hide the mal 
ware from Software designed to protect a computer (e.g., 
antivirus Software, anti-spyware software, and the like). 
Similar to other types of applications installed on a com 
puter, Software designed to protect a computer from mal 
ware relies on services provided by an operating system. 
However, if a malware is able to infect components of a 
computer operating system or other low level components, 
the malware may control the information that is provided to 
Software designed to protect a computer. Malware that is 
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specifically designed to conceal data that is characteristic of 
malware on a computer will be generally referred to here 
inafter as a "RootKit.” 
0005 For illustrative purposes and by way of example 
only, FIG. 1 depicts how a RootKit is able to control the 
information that is made available to software designed to 
protect a computer 100 from malware. As illustrated in FIG. 
1, the computer 100 includes an application program 102, an 
operating system 104, a storage device 106, and a RootKit 
108. Also, the operating system 104 includes an interface 
110 that provides services in the form of an Application 
Programming Interface (API) to application programs 
installed on the computer 100. The application program 102 
performs actions designed to protect the computer 100 from 
malware. For example the application program 102 may 
scan files for malware “on access' when a user attempts to 
access a file stored on the storage device 106. However, as 
illustrated in FIG. 1, the application program 102 performs 
operations in user mode and relies on services provided by 
the operating system 104 that operates, at least partially, in 
kernel mode. Moreover, the computer 100 is infected with 
the RootKit 108 that “hooks' into the operating system 104, 
where it intercepts calls used to perform basic functions on 
the computer 100. Stated differently, the RootKit 108 acts as 
a “man-in-the-middle, monitoring and altering communi 
cations between the operating system 104 and application 
programs installed on the computer 100. If an application 
program, Such as anti-virus Software, attempts to list the 
contents of a directory containing one or more files used by 
the RootKit 108, the RootKit 108 will censor the file name 
from the list. Similarly, the RootKit 108 may hide entries in 
the system registry, process list, and the like, thereby con 
trolling all of the information that the RootKit 108 wants 
hidden. 

SUMMARY 

0006. This summary is provided to introduce a selection 
of concepts in a simplified form that are further described 
below in the Detailed Description. This summary is not 
intended to identify key features of the claimed subject 
matter, nor is it intended to be used as an aid in determining 
the scope of the claimed Subject matter. 
0007 Generally described, aspects of the present inven 
tion are directed at identifying malware that uses program 
code activated in a boot environment to avoid being 
detected. In accordance with one embodiment, a method is 
provided that performs a search for malware during the boot 
process. More specifically, the method causes a software 
module configured to scan for malware to be initialized at 
computer startup. Then, in response to identifying the occur 
rence of a scanning event, the method causes the software 
module to search computer memory for data that is charac 
teristic of malware. If data characteristic of malware is 
identified, functionality is implemented to prevent the mal 
ware from executing on the computer. As a result of per 
forming a scan at computer startup, malware that performs 
obfuscation techniques to hide from antivirus software are 
identified. 

DESCRIPTION OF THE DRAWINGS 

0008. The foregoing aspects and many of the attendant 
advantages of this invention will become more readily 
appreciated as the same become better understood by ref 
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erence to the following detailed description, when taken in 
conjunction with the accompanying drawings, wherein: 
0009 FIG. 1 is a block diagram of software components 
that are configured to perform functions of a modern com 
puter and a RootKit that is designed to conceal malware; 
0010 FIG. 2 is a pictorial depiction of the computer with 
components that are configured to identify malware in a boot 
environment; 
0011 FIG. 3 is a pictorial depiction of an exemplary 
timeline that illustrates events performed at computer start 
up; and 
0012 FIG. 4 is an exemplary flow diagram of a software 
module that identifies malware during the boot process. 

DETAILED DESCRIPTION 

0013 Aspects of the present invention may be described 
in the general context of computer-executable instructions, 
Such as program modules, being executed by a computer. 
Generally described, program modules include routines, 
programs, applications, widgets, objects, components, data 
structures, and the like that perform particular tasks or 
implement particular abstract data types. Moreover, the 
present invention may be implemented in distributed com 
puting environments where tasks are performed by remote 
processing devices that are linked through a communica 
tions network. In a distributed computing environment, 
program modules may be located on local and/or remote 
computer storage media. 
0014) Now with reference to FIG. 2, a computer 200 with 
components that implement aspects of the present invention 
will be described. Those skilled in the art and others will 
recognize that the computer 200 may be any one of a variety 
of devices including, but not limited to, personal computing 
devices, server-based computing devices, mini- and main 
frame computers, laptops, personal digital assistants 
("PDAs), set-top boxes, entertainment and gaming sys 
tems, or other electronic devices having some type of 
memory. The computer 200 illustrated in FIG. 2 contains 
many of the same components of like-name described above 
with reference to FIG. 1. In this regard, the computer 200 
includes an application program 202, an operating system 
204 with an associated interface 205, and a storage device 
206. For ease of illustration and because it is not important 
for an understanding of the present invention, FIG. 2 does 
not show the typical components of many computers, such 
as a keyboard, a mouse, a printer, a display, CPU, memory, 
etc. However, in this embodiment, the computer 200 also 
includes a scan engine 208 and a boot detection module 210. 
As described in further detail below, the scan engine 208 and 
the boot detection module 210 collectively provide a way to 
identify malware. Such as a RootKit, that starts executing 
before the services provided by traditional antivirus software 
are available. In this regard, a RootKit or other malware that 
infects the computer 200 is identified while the computer is 
being booted so that the RootKit is unable to continue to 
conceal data that is characteristic of malware. 
0015 The operating system 204 illustrated in FIG.2 may 
be a general-purpose operating system Such as a Microsoft(R) 
operating system, UNIX(R) operating system, or Linux.R. 
operating system. Also, the operating system 204 may be 
configured to use non-generic hardware designed for spe 
cialized computer systems. In any event, as known to those 
skilled in the art and others, the operating system 204 
controls the general operation of the computer 200 and is 
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responsible for management of hardware and basic system 
operations as well as executing application programs. More 
specifically, the operating system 204 insures that computer 
programs, such as the application program 202, are able to 
use resources like the storage device 206. Modem computers 
allow application programs to extend the functionality of the 
operating system 204 by providing mechanisms for code to 
execute in the memory space reserved for the operating 
system 204. The problem with these types of systems is that 
a RootKit or other malware may be able to compromise the 
integrity of the data provided by the operating system 204 to 
application programs such as antivirus Software. As a result, 
a RootKit is able to implement obfuscation techniques that 
prevent antivirus software from identifying the RootKit 
and/or any other associated malware. 
0016 Those skilled in the art and others will recognize 
that a RootKit typically adds itself to Auto Start Extensibil 
ity Point (hereinafter “ASEP) on a computer. Generally 
described, ASEPs refer to extensibility points that allow 
programs to begin executing without explicit user invoca 
tion. As a result of being added to an ASEP, a RootKit may 
begin executing during the boot process, once a user per 
forms a “login,” or sometime thereafter. Typically, antivirus 
Software uses services provided by an operating system to 
search for malware and may only protect a computer once 
the services provided by the operating system are available. 
As a result, a RootKit that infects an operating system or 
other low-level component of a computer before the services 
of the operating system are available may be able to conceal 
data that is characteristic of malware. In one embodiment of 
the present invention, a boot detection module 210 is pro 
vided that causes malware to be identified before the ser 
vices provided by an operating system are available. Since 
various aspects of the boot detection module 210 are 
described in further detail below with reference to FIG. 4, a 
detailed description of the boot detection module 210 will 
not be provided here. However, generally described, the 
boot detection module 210 causes the scan engine 208 to be 
loaded into memory and executed during the boot process. 
If malware is identified, the malware may be removed from 
the computer or the malware may be “quarantined so that 
antivirus Software may handle the infection once the com 
puter has booted. 
(0017. As further illustrated in FIG. 2, the computer 200 
also includes a scan engine 208 for determining whether 
data in computer memory is characteristic of malware. Any 
currently existing or yet to be developed techniques may be 
used by the scan engine 208 to identify malware that starts 
executing before services provided by the operating system 
204 are available. In this regard, the scan engine 208 may 
employ integrity checking to verify whether program code 
that implements the operating system is digitally signed by 
a trusted entity Such as an operating system provider. More 
over, the scan engine 208 may search for Suspicious activi 
ties such as jump instructions in unexpected locations, 
hidden processes, references to memory addresses that are 
outside of a range allocated to the operating system 204, and 
the like. For example, Some operating systems maintain a 
data structure, sometimes referred to as a process table, with 
a list of programs that are currently executing. Removing an 
entry from a process table or a similar data structure may be 
a strong heuristic indicator that a RootKit is present. Also, 
the scan engine 208 may employ traditional signature-based 
techniques in a boot environment to detect malware. In this 
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regard, file data that implements a malware may be identi 
fied by matching patterns within the data to what is referred 
to as a “signature' of the malware. In this instance, data that 
is known to implement a malware, or a characteristic Subset 
of the data, is processed with a function that converts the 
data into a signature which uniquely identifies the malware. 
Once a signature for the malware is available, the scan 
engine 208 may search data in the memory for a match. 
0.018. As known to those skilled in the art and others, 
FIG. 2 is a simplified example of one computer 200 capable 
of implementing aspects of the present invention. Actual 
embodiments of the computer 200 will have additional 
components not illustrated in FIG. 2 or described in the 
accompanying text. Also, FIG. 2 shows one component 
architecture capable of performing a search for malware in 
a boot environment. Thus, the Software components illus 
trated in FIG. 2 should be construed as exemplary and not 
limiting 
0019 Now with reference to FIG. 3, an exemplary time 
line 300 that illustrates events performed when a computer 
is booted will be described. Those skilled in the art and 
others will recognize that the timeline 300 is a highly 
simplified example of a generalized and non-exclusive set of 
events that may occurat computer start up. In other embodi 
ments, additional or fewer events may occur or events may 
occur in a different order than the description provided 
below. Thus, the timeline 300 illustrated in FIG. 3 is merely 
illustrative and should be construed as exemplary. 
0020. As illustrated in FIG. 3, at event 302 a power 
supply is switched “on” so that power is applied to the 
computer. When sufficient power is available, a CPU begins 
executing Basic Input/Output System (“BIOS) code, at 
event 304. The BIOS code contains computer instructions 
that enable the computer to perform functions for initializing 
the computers hardware. Typically, once a computer is 
powered on, the computer's BIOS conducts a hardware 
check, commonly referred to as a Power-On Self Test 
(POST) to determine whether the support hardware is 
present and working correctly. Those skilled in the art and 
others will recognize that the BIOS is typically located in 
non-volatile memory to ensure that the BIOS is always 
available and will not be damaged by failures affecting 
Volatile memory or mass data storage. Moreover, those 
skilled in the art and others will recognize that a BIOS 
provides low-level input/output control. For example, in a 
personal computer, the BIOS contains the computer instruc 
tions required to control the keyboard, display screen, disk 
drives, perform basic input/output (“I/O), and other mis 
cellaneous functions. 

0021. At event 306, instructions in the BIOS direct con 
trol to an operating system loader. Typically, the operating 
system loader performs hardware detection, loads the oper 
ating system into a computer's volatile memory, e.g., a bank 
of random access memory (RAM) memory devices, and 
begins initializing the operating system. At event 307, the 
operating system "kernel is loaded and is available to 
provide services to other components. In this regard, initial 
ization of a component of the operating system known as an 
I/O manager initiates the process of loading and initializing 
boot drivers, at event 308. In this regard, a prioritized list of 
the boot drivers is assembled by the I/O manager and each 
driver on the list is loaded into memory. Boot drivers 
typically provide services that enable optimized access to 
the resources of hardware devices such as video cards, 
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printers, disk drives, and the like. Once all of the boot drivers 
have been loaded, the user mode Subsystem is launched, at 
event 310. Generally described, the user mode subsystem 
provides Support services to the user mode application 
space. In this regard, launching the user mode Subsystem 
may include establishing a local security authority and 
eventually presenting a "login” prompt to the user. At event 
312, a login is performed and user mode services are made 
available. For example, Server Message Block (“SMB) is 
a protocol for sharing files, printers, serial ports, and com 
munication abstractions between computers that becomes 
available when the login is performed. Once the user mode 
services are available, at event 314, the user-mode applica 
tion space may be accessed to execute programs. Once event 
314 is reached, programs designed to perform specific tasks 
on a general purpose computer may be executed. In this 
regard, when a program is selected for execution in the user 
mode application space, an operating system may cause 
program code associated with the selected program to be 
loaded from a storage device (e.g., hard drive) into memory 
where the program code is accessible to a CPU. 
0022. As described in further detail below, aspects of the 
present invention cause a search for malware to be per 
formed during the boot process. More specifically, at any 
number of different locations in the timeline 300, a software 
module (e.g., the scan engine 208) may be loaded into 
memory. Then, a search for data that is characteristic of 
malware may be performed. In this regard, components that 
execute during the boot process may be continually scanned 
until traditional antivirus software is available to protect the 
computer once the boot process is complete. 
0023 Depending on the configuration of the computer, 
aspects of the present invention may be implemented in a 
BIOS, operating system loader, or boot driver. In this regard 
and as illustrated FIG. 3, the scan engine 208 may be loaded 
into memory and begin executing at events 304,306, or 310. 
Generally stated, it is desirable to start scanning for malware 
as early as possible in the boot process to prevent malware 
that infects a previous component from having the oppor 
tunity to implement obfuscation techniques. However, even 
if a malware is able to implement obfuscation techniques 
during the boot process, the resources available to the 
malware may not be sufficient to avoid detection. In this 
regard, a boot environment is restricted and the ability of a 
malware to conceal itself and/or perform malicious acts on 
a computer that implements the present invention is limited. 
0024. The location in the timeline 300 or boot process 
where protection from malware is provided may depend on 
the configuration of the computer. For example, those skilled 
in the art and others will recognize that computer vendors 
may each provide a different BIOS for initializing the 
hardware on a computer. Thus, services provided by the 
BIOS may not be standardized so that a single implemen 
tation of the present invention could be provided regardless 
of the computer platform. Stated differently, implementing 
aspects of the present invention in the BIOS may more 
readily be performed if the services provided by the BIOS 
are standardized across computer platforms. More generally, 
the location in the boot process where the scan engine 208 
is loaded into memory and begins executing may depend on 
any number of factors that affect how a computer can be 
configured. 
(0025 Now with reference to FIG. 4, an exemplary boot 
detection module 210 mentioned briefly above with refer 
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ence to FIG. 2 will be described in more detail. Generally 
described, the boot detection module 210 provides a way to 
identify malware, such as RootKit, that becomes active 
during the boot process. By becoming active during the boot 
process, a malware is more readily able to implement 
obfuscation techniques to filter data that is communicated to 
traditional antivirus Software. As an initial matter, prior to 
the boot detection module 210 being executed, a power 
supply is switched “on” so that power is available to the 
computer. 
0026. As illustrated in FIG. 4, the boot detection module 
210 begins at block 400 where a determination is made 
regarding whether one or more scans for malware will be 
performed in the current boot. As mentioned previously, 
when power is applied to a computer, a sequence of events 
occur that cause the computer to boot. In one embodiment, 
the boot detection module 210 may be configured to scan for 
malware each time the computer is booted. However, 
depending on the techniques used, Scanning for malware 
may be a resource-intensive process. Thus, in other embodi 
ments, a scan for malware is selectively performed based on 
whether a prerequisite was satisfied to minimize the use of 
computer resources. 
0027. A first prerequisite that may be used to differentiate 
between instances when a scan for malware will or will not 
be performed is the identification of “suspicious’ activity. 
Antivirus software may identify activity that could be char 
acteristic of malware but have insufficient information to 
definitively declare that a malware infection exists. In this 
instance, a computer or computer network may transition 
into a heightened State in which extensive searching for 
malware is conducted. The transition to the heightened State 
may cause a scan for malware to be performed during each 
boot of a computer. In this regard, a variable that persists 
across boots may be set when the Suspicious activity is 
identified to indicate that a scan for malware will be per 
formed at computer start up. In this instance, the boot 
detection module 210 checks the value of the variable, at 
block 400, to determine whether a scan for malware will be 
performed. 
0028. Another prerequisite that may be used to differen 

tiate between instances when a scan will or will not be 
performed is based on user input. In this regard, controls 
may be integrated into antivirus Software that enable a user 
to generate input that causes a scan for malware to be 
performed during the boot process. Also, a user may be 
prompted during the boot process to provide input regarding 
whether scan should be performed. Similar to the descrip 
tion provided above, a variable that persists may be set when 
the appropriate user input is received to indicate that a scan 
will be performed. 
0029. By way of additional examples, a scan for malware 
may be scheduled automatically without the identification of 
Suspicious activity or receipt of user input. In this regard, 
aspects of the present invention may be configured to 
perform a scan for malware at regular intervals such as every 
five (5) times the computer is booted, or other arbitrarily 
established value. Moreover, the determination as to 
whether a scan for malware will occur may be made 
randomly. For example, those skilled in the art and others 
will recognize that a hardware device such as an Advanced 
Programmable Interrupt Controller (“APIC) may be used to 
generate a random value. In this regard, a determination as 
to whether a scan for malware will be performed in the 

Jan. 3, 2008 

current boot may be based on this value. If a determination 
is made at block 400 that a scan for malware will not be 
performed since the appropriate prerequisite was not satis 
fied, the boot detection module 210 proceeds to block 414, 
where it terminates. Conversely, if a determination is made 
that a scan will be performed, the boot detection module 210 
proceeds to block 402. 
0030. At block 402, the scan engine 208 (FIG. 2) is 
initialized and starts executing at a predetermined location in 
the boot process. As mentioned previously, aspects of the 
present invention may start searching for malware at poten 
tially different locations as a computer is being booted. In 
this regard, program code that implements the present inven 
tion may be integrated into a BIOS, an operating system 
loader, or boot driver. As a result, the initialization of the 
scan engine 208, at block 402, may occur at different 
locations in the timeline 300 (FIG. 3). Moreover, initializa 
tion of the scan engine 208 may, and typically will, be 
assigned the highest priority within the component in which 
it is integrated. For example, as mentioned previously, a 
prioritized list is used to identify the order in which boot 
drivers are initialized. If the scan engine 208 is initialized by 
a boot driver, the boot driver is assigned the highest priority 
when compared to other boot drivers. As a result, subse 
quently initialized boot drivers are scanned for malware as 
they are loaded into memory. In this way, the possibility that 
a malware could conceal itself during the boot process is 
minimized. 

0031. As illustrated in FIG. 4, at decision block 404, the 
boot detection module 210 remains idle until a scanning 
event occurs. In one embodiment, a scan for malware is 
automatically performed as soon as the scan engine 208 is 
initialized. However, Scanning events may be defined that 
cause additional scans for malware to be performed during 
the boot process. Similar to an "on-access Scan performed 
by existing antivirus Software, each piece of software loaded 
into memory during the boot process may be scanned by the 
scan engine 208 before being allowed to execute. For 
example, as each boot driver is loaded into memory, at event 
310 (FIG. 3), a scanning event may be generated so that the 
boot driver is scanned for malware. Moreover, those skilled 
in the art and others will recognize that scanning events may 
be generated in other instances once the scan engine 208 is 
initialized without departing from the scope of the claimed 
Subject matter. 
0032. Upon a scanning event being identified, the boot 
detection model 210 causes a scan for malware to be 
performed at block 406. As mentioned briefly above with 
reference to FIG. 2, any currently existing or yet to be 
developed techniques may be used to search for malware. In 
this regard, the scan engine 208 may implement an integrity 
check to determine whether program code in the memory 
address space allocated to the operating system originated 
from a trusted entity. Also, in addition to an integrity check, 
it is contemplated that signature-based techniques and/or 
search for “suspicious modifications' may be performed in 
the scan. 

0033. In one embodiment, the scan performed at block 
406 searches for a subset of the known malware. As men 
tioned previously, Scanning for malware may be a resource 
intensive process. Moreover, the services requested by the 
scan engine 208 when performing a scan may not be 
satisfied quickly in a boot environment when compared to a 
non-boot environment. In this regard, performing a scan for 
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all known malware in a boot environment may negatively 
impact the user experience. Thus, a scan may be performed, 
at block 406, to identify the type of malware that is most 
likely to start executing in a boot environment (e.g., Root 
Kits). However, those skilled in the art and others will 
recognize that this is merely an optimization technique and 
should not be construed as limiting on the claimed Subject 
matter. Then, at decision block 408, a determination is made 
regarding whether malware was identified as a result of the 
scan performed at block 406. If a malware was not identi 
fied, the boot detection module 210 proceeds to block 412, 
described in further detail below. Conversely, if a malware 
infection was identified, the boot detection module 210 
proceeds to block 410. 
0034. As illustrated in FIG. 4, at block 410, the boot 
detection module 210 causes the malware infection to be 
handled. If block 410 is reached, data characteristic of 
malware was identified during the boot process. In one 
embodiment, handling the infection at block 412 includes 
attempting to remove the malware from the computer by 
killing processes, deleting files, removing entries in con 
figuration files that are associated with the malware, and the 
like. However, since the resources available in a boot 
environment are limited, successfully removing all compo 
nents of a malware, at block with 412, may be difficult or 
impossible. For example, Some malware implement self 
preservation techniques in which the malware's resources 
(e.g., files, processes, entries in configuration files, and the 
like) are monitored. When an attempt to remove the malware 
is identified, functionality designed to preserve the mal 
ware's resources and maintain the infection are performed. 
Thus, handling the malware infection may also include 
“quarantining the component of the malware that is active 
in the boot environment. In this regard, a “'stub” module may 
be used as a placeholder for the malware. For example, the 
stub module may be configured to Sustain a malware pro 
cess, accept and/or return valid data in response to being 
called, or perform any other action to prevent triggering of 
a malware self-preservation technique. In this embodiment, 
when the malware is quarantined, data will typically be 
communicated to antivirus Software that executes once the 
computer boots so that all of the components of the malware 
may be removed. 
0035. As illustrated in FIG. 4, at block 412, a determi 
nation is made regarding whether the computer Successfully 
booted. As mentioned previously, aspects of the present 
invention identify malware that becomes active in a boot 
environment, before traditional antivirus software is able to 
provide protection. However, once the boot process is com 
plete and traditional antivirus software is available. Func 
tionality by the present invention is dormant until the boot 
process is again initiated. When the boot process is com 
plete, the boot detection model 210 proceeds to block 414, 
where terminates. However, if a determination is made at 
block 412 that the boot process is not complete, the boot 
protection module proceeds back to block 404, and blocks 
404-412 repeat until the boot process does complete. 
0036 While illustrative embodiments have been illus 
trated and described, it will be appreciated that various 
changes can be made therein without departing from the 
spirit and scope of the invention. 
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The embodiments of the invention in which an exclusive 
property or privilege is claimed are defined as follows: 

1. In a computer that employs a boot process at computer 
start up, a computer-implemented method of identifying 
malware that becomes active during the boot process, the 
method comprising: 

(a) causing a software module that is configured to 
perform a scan for malware to be initialized during the 
boot process; 

(b) in response to identifying the occurrence of a scanning 
eVent: 

(i) causing the Software module to Scan computer 
memory for data that is characteristic of malware; 
and 

(ii) if data characteristic of malware is identified, han 
dling the malware infection. 

2. The method as recited in claim 1, wherein the software 
module that is configured to perform a scan for malware is 
initialized at the stage in the boot process in which the BIOS 
eXecuteS. 

3. The method as recited in claim 1, wherein the software 
module that is configured to perform a scan for malware is 
initialized at the stage in the boot process in which the 
operating system loader executes. 

4. The method as recited in claim 1, wherein the software 
module that is configured to perform a scan for malware is 
implemented in a boot driver. 

5. The method as recited in claim 1, wherein scans for 
malware are selectively performed at computer start up 
when a prerequisite is satisfied. 

6. The method as recited in claim 5, wherein user input is 
the prerequisite used to determine whether a scan will be 
performed during the current boot. 

7. The method as recited in claim 1, wherein the scan for 
malware is selectively performed at regularly scheduled 
boots of the computer. 

8. The method as recited in claim 1, wherein scans for 
malware are performed at randomly selected boots of the 
computer. 

9. The method as recited in claim 1, wherein causing the 
Software module to scan computer memory for data that is 
characteristic of malware includes comparing data in 
memory with signatures that are associated with malware. 

10. The method as recited in claim 1, wherein causing the 
Software module to scan computer memory for data that is 
characteristic of malware includes performing an integrity 
check to determine whether program code in the memory 
space allocated to the operating system originates from a 
trusted entity. 

11. The method as recited in claim 1, wherein the scan is 
configured to identify a subset of all known malware that are 
likely to be active in a boot environment. 

12. The method as recited in claim 1, wherein handling 
the malware infection includes killing processes, deleting 
files, and removing entries in configuration files that are 
associated with the malware. 

13. The method as recited in claim 1, wherein handling 
the malware infection includes using a stub module as a 
placeholder to prevent triggering of a malware self-reserva 
tion technique. 

14. A computer-readable medium containing computer 
readable instructions which, when executed in a computer 
that implements a boot environment at Start up, performs a 
method of determining whether the computer is infected 
with malware, the method comprising: 



US 2008/0005797 A1 

(a) integrating a malware scan engine into a component of 
the boot environment; 

(b) determining whether a scan for malware will be 
performed during the current boot; and 

(c) if a determination is made that a scan for malware will 
be performed during the current boot, causing the scan 
engine to search components of the boot environment 
for malware. 

15. The computer readable-medium as recited in claim 14, 
wherein the malware scan engine is integrated into a BIOS, 
operating system loader, or boot driver. 

16. The computer readable-medium as recited in claim 14, 
wherein the determination whether a scan for malware will 
be performed during the current boot is made by receiving 
user input in response to a prompt. 

17. The computer readable-medium as recited in claim 14, 
wherein causing the scan engine to search components of the 
boot environment for malware includes searching for Sus 
picious activity characteristic of RootKit. 

18. The computer readable-medium as recited in claim 17, 
wherein performing the search for Suspicious activities that 
are characteristic of RootKit includes: 
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(a) identifying jump instructions in unexpected locations; 
(b) identifying processes that are hidden; and 
(c) identifying references to memory addresses that are 

outside of a range allocated to the operating system. 
19. A computer-readable medium having computer 

executable components for identifying malware in a boot 
environment, comprising: 

(a) a scanning component configured to search computer 
memory for data that is characteristic of malware; 

(b) a boot detection component for initializing the scan 
ning component during the boot process; and 

(c) an optimization component that causes the scanning 
component to search memory for a Subset of known 
malware. 

20. The computer readable-medium as recited in claim 19, 
wherein the boot detection component is further configured 
to handle the malware infection by replacing malware 
program code with a stub module. 


