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FAIL-SAFE CLOCK MONITOR WITH FAULT INJECTION

PRIORITY
This application claims priority to U.S. Provisional Application No. 62/694,112 filed
July 5, 2018, the contents of which are hereby incorporated in their entirety.

TECHNICAL FIELD

The present disclosure relates to methods and systems for clock monitoring and, more
particularly, to a fail-safe clock monitor (FSCM) with fault injection.

BACKGROUND

A FSCM may be included in various systems for monitoring whether an oscillator or a
clock has failed. Oscillators may include oscillators internal or external to a chip, die,
processor, or other electronic device. Internal oscillators may be R-C based and therefore have
high tolerances and low temperature stability. External oscillators may be circuit-based,
quartz-based, or crystal-based, and a signal from the oscillator may be routed to an external pin
of the electronic device. External oscillators may be more reliable, stable, and precise sources
of clock frequency, but may be subject to assembly errors and printed circuit board damage.

Oscillators may experience various faults. For example, an oscillator may fail to start
up, may fail to lock into phase, or may experience a power failure. A connection from the
oscillator to its intended targets may fail and thus the oscillator may merely appear to fail. Load
capacitance may cause faults. FEach quartz crystal may be designed for a specific load
capacitance. Capacitors may be used between a pin of the quartz crystal and ground. During
oscillation, electric charge flows from a capacitor through the quartz and into another and back
again. The attached capacitors may need to match the crystal’s internal capacitance for a stable
and precise oscillation. Given a specific load capacitance identified by designers of the
oscillators, the crystal may oscillate with the specified frequency. If the load is too low, the
crystal might not start oscillating, as there is insufficient electric charge to oscillate between
the capacitors and the crystals. If the load is too high, the voltage swing of the oscillation may
be reduced because of the additional charge in the capacitors that cannot flow through the
crystal. A pin can form a parasitic capacitance, which can increase if sockets are used. The
copper lines or leads of a printed circuit board can add parasitic capacitance. These
capacitances might need to be subtracted from the load capacitors’ values to match the required

load. If parasitic capacitance increases or decreases, performance of the crystal may suffer.
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SUMMARY

Embodiments of the present disclosure include an apparatus. The apparatus may
include a fault injection circuit, a control circuit, and a clock monitor circuit configured to
evaluate a clock source signal from a clock source. The fault injection circuit may be
configured to modify or replace the clock source signal from the clock source to yield a
modified clock signal, and to send the modified clock signal to the clock monitor circuit. The
clock monitor circuit may be configured to receive an input clock signal, determine whether
the input clock signal indicates a faulty clock source, and issue a clock corrective action based
upon a determination that the input clock signal indicates a faulty clock source. The control
circuit may be configured to monitor for the clock corrective action, and determine based on
whether the clock corrective action is issued whether the clock monitor circuit is operating
correctly. In combination with any of the above embodiments, the control circuit may be
further configured to determine that the clock monitor is operating correctly based upon the
clock monitor circuit issuing the clock corrective action.

In combination with any of the above embodiments, one or more peripheral circuits
may be configured to use the clock source signal while the fault injection circuit sends the
modified clock signal to the clock monitor circuit.

In combination with any of the above embodiments, the fault injection circuit may be
further configured to selectively modify or replace the clock source signal from the clock
source to yield a modified clock signal based upon a clock monitor testing mode for the system,
wherein the clock monitor circuit is to be tested during the clock monitor testing mode.

In combination with any of the above embodiments, the control circuit may be further
configured to monitor for the clock corrective action and determine whether the clock monitor
circuit is operating correctly based upon the clock monitor testing mode.

In combination with any of the above embodiments, the clock monitor circuit may be
configured to evaluate the modified clock signal as its input clock signal during the clock
monitor testing mode.

In combination with any of the above embodiments, the fault injection circuit may be
further configured to selectively forward the clock source signal instead of the modified clock

signal to the clock monitor circuit in a pass-through mode.
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In combination with any of the above embodiments, during the pass-through mode the
control circuit may be further configured to determine, from clock corrective action issued by
the clock monitor circuit, that the clock source is faulty.

In combination with any of the above embodiments, the clock monitor circuit may be
configured to evaluate the clock source signal as its input clock signal during the pass-through
mode.

In combination with any of the above embodiments, the control circuit may be
configured to suppress clock corrective action to be taken on other elements of the system
based upon the clock monitor circuit issuing the clock corrective action after evaluating the
modified control signal.

Embodiments of the present disclosure may include a system, electronic device, or
microcontroller including any of the apparatuses of the above embodiments.

Embodiments of the present disclosure may include methods performed by any of the
apparatuses, systems, electronic devices, or microcontrollers of the above embodiments.

BRIEF DESCRIPTION OF THE DRAWINGS

FIGURE 1 illustrates a system including an FSCM with fault injection, according to
embodiments of the present disclosure.

FIGURES 2A-2D illustrate example operation of a system including an FSCM with
fault injection, according to embodiments of the present disclosure.

FIGURE 3 illustrates a method of performing fault injection with an FSCM, according
to embodiments of the present disclosure.

DETAILED DESCRIPTION

FIGURE 1 illustrates a system 100 including an FSCM with fault injection, according
to embodiments of the present disclosure. The FSCM with fault injection may be implemented
in any suitable system. For example, system 100 may include a microcontroller, automobile,
mobile device, computer, smartphone, consumer electronics, or other electronic devices. The
FSCM may be configured to monitor a clock signal of an oscillator to determine whether the
oscillator is working properly. In one embodiment, the fault injection may insert an artificial,
simulated, or emulated fault into a clock signal. In a further embodiment, the FSCM may be
configured to detect the fault and issue a notification or other corrective action based upon the
detected fault. In yet a further embodiment, other parts of the system may be configured to

suppress corrective action upon determination of a fault by the FSCM when fault injection has
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issued the fault, rather than the fault arising from actual failure of the oscillator. In another
embodiment, other elements depending upon the same oscillator may continue to operate
normally with the unaltered clock signal from the same oscillator while the FSCM perceives a
fault.

For example, system 100 may include an oscillator 102. Oscillator 102 may be an
external oscillator with respect to, for example, microcontroller 104. In other examples,
oscillator 102 may be an internal oscillator with respect to microcontroller 104. Oscillator 102
may be configured to generate a clock signal 116. Clock signal 116 may be used by various
elements of microcontroller for timing, to execute cycles of execution, or other suitable
purposes. Oscillator 102 may be implemented in any suitable manner, such as by a crystal,
driver circuit, and other combinations of digital or analog circuitry, wherein a periodic clock
signal is generated.

System 100 may include an FSCM 110. FSCM 110 may be implemented by any
suitable combination of circuitry, digital logic, application specific integrated circuit (ASIC),
field programmable gate array (FPGA), instructions for execution by a processor, firmware, or
other hardware. FSCM 110 may be implemented as an internal peripheral (IP) for a
microcontroller such as microcontroller 104. FSCM 110 may serve microcontroller 104 or
another system.

In one embodiment, FSCM 110 may be configured to evaluate whether a received clock
signal is faulty. If the clock signal is faulty, then the source may be identified as faulty. The
results of an incorrect clock signal might be disastrous, as system 100 may be controlling
critical operations or processes. The failure of, for example, PWM controller 108 controlling
a speed of revolution of an automobile part because of a faulty clock signal is dangerous. Upon
determining that a clock signal is faulty, FSCM 110 may generate an interrupt, set a register,
or take other corrective action or notifications. System 100 may in turn use such notifications
to take further corrective action. For example, if FSCM 110 detects that a clock signal is faulty,
a processor or interrupt handler circuit of system 100 may be configured to issue commands to
a motor driver that uses the clock signal to slowly ramp down usage. Other elements dependent
upon that motor may take further corrective action. In another example, warning lights may
be issued to users of system 100. Software executing on microcontroller 104 may be notified

and take corrective action specific to the application. In yet another example, a back-up,
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secondary, or other oscillator may be rerouted to peripherals that otherwise would use the
output of oscillator 102.

System 100 may include any suitable number and kind of instances of FSCM 110. For
example, an instance of FSCM 110 may be included for each oscillator of system 100. In
another example, an instance of FSCM 110 configured to check multiple clock signals may be
included if system 100 include multiple oscillators. FSCM 110 may be configured to check
internal or external oscillators.

FSCM 110 may use any suitable criteria to determine whether or not a given clock
signal is faulty. The criteria may be defined by registers, commands, or hard-coded into FSCM
110. For example, a clock signal may have too low or too high of a frequency. FSCM 110
may include counters or other frequency detection to identify the frequency of the received
clock signal. Thus, a clock signal might still be oscillating, but at a skewed or altered rate. In
such a case, FSCM 110 may determine that the clock signal is faulty. Oscillator 102 may be
improperly configured such that it is issuing a clock signal with a frequency that is too high or
too low. FSCM 110 may be configured to identify a flat line of the clock signal, whether high
or low. Such a case may indicate that oscillator 102 has stopped working altogether, or that
communication with oscillator 102 has been completely interrupted. In yet another example,
a clock signal may have an improper duty cycle, wherein the duty cycle is too long or too short.
During normal operation, wherein testing of FSCM 110 1s not engaged, FSCM 110 may receive
clock signal 116 and evaluate its integrity.

Microcontroller 104 may include various other IPs that utilize clock signal 116.
Microcontroller 104 may include any suitable number and kind of such elements. For example,
microcontroller 104 may include a timer circuit 106, a pulse width (PWM) modulation
controller 108, or a serial peripheral interface (SPI) module 112. These other elements may
depend upon the correct operation of clock signal 116. Clock signal 116 issued by oscillator
102 or otherwise received at microcontroller 104 may be issued to these peripherals. If clock
signal 116 is interrupted, these other peripherals might not work correctly. Thus, clock signal
116 cannot be interrupted for testing during operation of the other peripherals.

In one embodiment, system 100 may be configured to test FSCM 110. In another
embodiment, system 100 may be configured to test FSCM 110 during normal operation of
microcontroller 104. In such normal operation, peripherals such as peripherals 106, 108, 112

may continue to perform their tasks FSCM 110 is tested. Such performance may include use
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of clock signal 116, unaltered. Correct operation of FSCM 110 may provide assurance that
oscillator 102 is working correctly. If FSCM 110 fails or is working incorrectly, then a faulty
clock signal might be unknowingly used by system 100. If the clock failure cannot be detected
because FSCM 110 has itself failed, these dangerous conditions may arise. Thus, not only does
system 100 include a check for the clock signal in the form of FSCM 110, system 100 may be
configured to also include test mechanisms for testing FSCM 110. Correct operation of FSCM
110 may provide assurance that oscillator 102 is operating correctly and that, if oscillator 102
is not operating correctly, that corrective actions may be taken to prevent harm to system 100
or users of system 100. When FSCM 110 detects a failure of oscillator 102, corrective action
may be taken by Failure of the clock may result in the system not operating correctly. The
system or users of the system need to be aware that the clock has failed so that, for example,
motors may be shut down or slowed.

Accordingly, in one embodiment, system 100 may perform a test, debugging, or other
evaluations of the viability of FSCM 110. In a further embodiment, such evaluations may be
made while elements of system 100 are otherwise operating while using the same clock signal
116 of oscillator 102 that FSCM 110 is to evaluate. While the system is operating, clock signal
116 of oscillator 102 may continue to be used by parts of system 100 other than FSCM 110.

Other solutions for testing a clock monitor may include stopping or altering the
oscillator to be tested. As a result, such a test might not be performed while the system is
otherwise running. If such a test was performed while the system is otherwise running, other
parts of the system may fail without the use of the clock. Thus, such a test might be performed
in other solutions in a particular test or debug mode, such as at Built-in System Test (BIST),
start-up, or another time in which operation of the system is reserved for testing the clock or
the clock monitor. Other peripherals running off the same oscillator that is to be interrupted
would be disrupted by stopping the oscillator. Thus, the test cannot be performed when such
other peripherals are to be running correctly. In contrast, embodiments of the present
disclosure may facilitate testing of FSCM 110 simultaneously while other parts of system 100,
such as processors or peripherals 106, 108, 112, are operating and using clock signal 116 from
oscillator 102.

In one embodiment, system 100 may include a fault injection circuit (FI) 114. FI 114
may be configured to test operation of FSCM 110. FI 114 may be placed between a source of
the clock signal to be tested and FSCM 110. System 100 may include any suitable number and
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kin of instances of FI 114. For example, if multiple instances of FSCM 110 are to be used in
system 100, then an instance of FI 114 may be placed between each such instance of FSCM
110 and a source of the clock signal to be tested.

FI 114 may be configured to receive clock signal 116 from oscillator 102. In one
embodiment, FI 114 may be configured to selectively and conditionally issue clock signal 116
or modified clock signal 118 to FSCM 110. FI 114 may be configured to operate in a pass-
through mode and in a FSCM-test mode. In a pass-through mode, FI 114 may be configured
to route clock signal 116 to FSCM 110. In such a pass-through mode, FSCM 110 may be
configured to evaluate clock signal 116 as a representation of operation of oscillator 102 and
monitor this signal on behalf of other peripherals. In a FSCM-test mode, FI 114 may be
configured to alter or stop clock signal 116 and route, instead, modified clock signal 118 to
FSCM 110. Modified clock signal 118 may be implemented in any form that will cause FSCM
110 to believe that its received clock signal is faulty. Inthe FSCM-test mode, FSCM 110 may
be unaware that FSCM 110 is being tested. FSCM 110, detecting the faulty nature of modified
clock signal 118 according to the prescribed criteria, will correctly diagnose the apparently
faulty signal if FSCM 110 is working correctly. However, if FSCM 110 is not working
correctly, FSCM 110 might not identify modified clock signal 118 as faulty.

FSCM 110 may be configured to generate a notification or corrective action upon
determining that its clock signal is faulty. In one embodiment, during FSCM-test mode, system
100 may intercept, modify, or suppress such a notification or corrective action generated by
FSCM 110. The corrective action might otherwise unnecessarily shut down or modify
operation of parts of system 100 such as peripherals 106, 108, 112. In another embodiment,
during FSCM-test mode, system 100 may determine whether or not FSCM 110 generated a
correct identification of the faulty nature of modified clock signal 118. If FSCM 110 did
generate a correct identification, then operation of FSCM 110 may be validated. If FSCM 110
did not generate a correct identification, then system 100 may be configured to determine that
FSCM 110 is itself faulty, not working, or incorrectly configured. Corrective action for faulty
operation of FSCM 110 may be taken. For example, an interrupt may be generated to system
software.

Evaluation of performance of FSCM 110 during FSCM-test mode may be performed
by any suitable entity of system 100. For example, evaluation of performance of FSCM 110
during FSCM-test mode may be performed by FI 114, a debug circuit, an interrupt handler
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circuit or software, a processor of microcontroller 104. An instance of such an entity may
implement control circuit 202 of FIGURE 2.

FSCM-test mode and the parameters of its performance may be set in any suitable
manner. For example, registers that are programmable by software may be used to enable or
disable FSCM-test mode or pass-through mode, frequency of its occurrence, the type of
modified clock signal 118 to use, or which instances of oscillator 102 and FSCM 110 to test.
These may be set by, for example system 100, software running on system 100, upon user
request, or by test or debug circuits or subsystems.

FI 114 may be implemented in any suitable manner, such as by digital logic, analog
circuitry, instructions for execution by a processor, or any other suitable combination of
circuitry. FI 114 may include a source of modified clock signal 118, or may be configured to
receive or route modified clock signal 118 from another source. For example, FI 114 may
include an input for an oscillator that includes a frequency that is too high or low compared to
the expected frequency at FSCM 110. FI 114 might inject a one Hertz clock signal into the
clock signal bus. FI might inject a clock signal that includes a frequency that is too high,
representing an overclocked source. In another example, FI 114 may include a high or low
reference voltage input, representing a flat line clock. The line may be high, low, or mid-state
(neither representing a zero or one), depending upon the default state that FSCM 110 would
expect. FI 114 may include a periodic signal that has a duty cycle that is too long or too short.
These inputs may each represent a fault and be routed as modified clock signal 118 during
FSCM-test mode. In yet another example, FI 114 may actually modify, rather than simply
replace, clock signal 116. In such a case, FI 114 may periodically toggle values, randomly but
intermittently suppress, or add noise to clock signal 116 to yield modified clock signal 118.
During pass-through mode, FI 114 may be configured to route clock signal 116 to FSCM 110.

In a simplest implementation, FI 114 might be implemented with an OR gate. A high
or low bit representing FSCM-test mode enabled or disabled, respectively, may be routed to
one input of the OR gate. Clock signal 116 may be routed to another input of the OR gate. If
FSCM-test mode is enabled, FI 114 may issue a constant “one” output. If pass-through mode
is enabled, F1 114 may issue clock signal 116.

In one embodiment, during FSCM-test mode, other processor and peripherals of system
100 such as peripherals 106, 108, 112 may continue to operate as-if pass-through mode is

utilized, using clock signal 116. FSCM-test mode may be performed after initialization, BIST,
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or start-up of system 100. FSCM-test mode may be performed at any suitable time during
operation of system 100. FSCM-test mode may be performed periodically such as every or
every other second, minute, hour, or day; periodically upon a certain number of clock cycles
of operation of microcontroller 104; or upon demand by a user, a push-button, or function or
signal issued by another component of system 100 that is performing real-time systems
diagnostics. For example, on a consumer electronics device or an appliance, FSCM-test mode
may be enabled upon engaging a motor. This may occur, for example, when pressing a “start”
button on a washing machine. Only upon passing the verification of FSCM 110 may the washer
be spun. FSCM-test mode may be initiated when other periodic, real-time diagnostics are
performed, such as firmware or memory verification.

As discussed above, some corrective actions upon identification of a fault during
FSCM-test mode may be suppressed. This arises from use of FSCM-test mode during real-
time operation of system 100 wherein other peripherals such as peripherals 106, 108, 112 are
still using clock signal 116. Thus, FSCM-test mode may be performed while altering other
measures of system 100 that are performed when a clock failure is detected. For example,
during pass-through mode FSCM 110 might generate a soft reboot upon detecting a clock
failure. Thus, during FSCM-test mode, system 100 may be configured to suppress the reboot
signal generated by FSCM 110. In another example, although the reboot signal is generated,
recipients of the reboot signal may check the associated registers to identify whether FSCM-
test mode is enabled, and thus ignore the soft reboot.

In one embodiment, system 100 may provide enhanced opportunities for Class B
compliance by testing FSCM 110. FSCM 110 may be tested in real-time as-if oscillator 102
has stopped or is malfunctioning, but without having to actually stop or modify oscillator 102.
Other peripherals and processors may continue to operate while FSCM 110 tested. The
operation of these other peripherals and processors need not be disrupted.

FIGURE 2 illustrates example operation of a system including an FSCM with fault
injection, according to embodiments of the present disclosure. FIGURE 2A may illustrate a
test of FSCM 110 wherein FSCM 110 is working correctly. FIGURE 2B may illustrate a test
of FSCM 110 wherein FSCM 110 is working incorrectly. FIGURE 2C may illustrate operation
of FSCM 110 wherein oscillator 102 is working correctly. FIGURE 2D may illustrate

operation of FSCM 110 wherein oscillator 102 is working incorrectly.
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In FIGURE 2A, system 100 may have enabled test-FSCM mode. FSCM 110 may be
working correctly. Thus, pass-through mode may be disabled. Oscillator 102 may generate a
clock signal. The clock signal may be a correct clock signal. FI 114 may modify or replace
the clock signal received from oscillator 102 with an injected fault. The modified clock signal
may be issued to FSCM 110. FSCM 110, working correctly, may identify the faulty nature of
its received clock signal (the modified clock signal). Accordingly, FSCM 110 may generate
an interrupt or other corrective action to other parts of system 100 with the identification of the
faulty signal. The interrupt may be sent to or intercepted by control circuit 202. Control circuit
202 may be implemented by any suitable part of system 100 with analog circuitry, digital
circuitry, instructions for execution by a processor, or a combination thereof. For example,
control circuit 202 may implement an interrupt handler, debug engine, or fault module. Control
circuit 202 may, based upon the interrupt, determine that FSCM 110 is working correctly.
Other corrective actions that would be taken in response to clock failure or error may be
suppressed.

In FIGURE 2B, system 100 may have enabled test-FSCM mode while FSCM may be
incorrectly working. Pass-through mode may be disabled. Oscillator 102 may generate a clock
signal. The clock signal may be a correct clock signal. FI 114 may modify or replace the clock
signal received from oscillator 102 with an injected fault. The modified clock signal may be
issued to FSCM 110. FSCM 110, working incorrectly, may fail to identify the faulty nature of
its received clock signal (the modified clock signal). Accordingly, FSCM 110 might fail to
generate an interrupt or other corrective action to other parts of system 100 with the
identification of the faulty signal. Control circuit 202 may, based upon the lack of an expected
interrupt, determine that FSCM 110 is working incorrectly. Corrective action for the FSCM
110 may be taken.

In FIGURE 2C, system 100 may have disabled test-FSCM mode. Thus, pass-through
mode may be enabled. Oscillator 102 may generate a clock signal. The clock signal may be a
correct clock signal. FI 114 may pass the clock signal received from oscillator 102 through to
FSCM 110. FSCM 110 may identify the correct nature of its received clock signal. FSCM
110 does not need to generate an interrupt or other corrective action to other parts of system
100 with the identification of the faulty signal. Control circuit 202 might not need to take

corrective action.
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In FIGURE 2D, system 100 may have disabled test-FSCM mode. Thus, pass-through
mode may be enabled. Oscillator 102 may generate a clock signal. The clock signal may be
an incorrect or faulty clock signal, or no signal might be sent at all. FI 114 may pass the clock
signal received from oscillator 102 through to FSCM 110. FSCM 110 may identify the
incorrect nature of its received clock signal. FSCM 110 may generate an interrupt or other
corrective action to other parts of system 100 with the identification of the faulty signal. The
interrupt may be sent to or intercepted by control circuit 202. Control circuit 202 may take
corrective action for a faulty clock, or otherwise allow corrective actions that would have been
taken in FIGURE 2A.

FIGURE 3 illustrates a method 300 of performing fault injection with an FSCM,
according to embodiments of the present disclosure. Method 300 may be initialized at any
given point, such as 305. Method 300 may include more or fewer elements than those shown
in FIGURE 3. Method 300 may be performed by the elements of system 100. Method 300
may be implemented in part by instructions for execution by a processor, such as in firmware
or software. Various elements of method 300 may be omitted, repeated, or performed in
parallel with one another. Variations of the order of the elements of method 300 may be
implemented.

At 305, a system may be initialized. Peripherals and processors in the system that use
clock signals may be operating. These may continue to operate in parallel with the execution
of the other steps of method 300.

At 310, a clock signal to be used by the peripherals may be sampled. The clock signal
may be, for example faulty or dead, or correct.

At 315, if the clock signal is to be tested, it may be further determined whether a test-
FSCM mode is to be entered wherein the FSCM is to itself be tested. In an alternate, pass-
through mode, the FSCM is not to be tested itself but instead simply operated to test the clock
signal. If the test-FSCM is enabled, method 300 may proceed to 320. Otherwise, method 300
may proceed to 345.

At 320, the received clock signal may be modified, cancelled, or replaced with a faulty
clock signal. This may be, for example, a flat voltage value. At 325, the modified clock signal
may be issued to the FSCM. The FSCM may analyze the modified clock signal to determine
whether it operates within specified parameters of, for example, frequency. At 330, it may be

determined whether, as a result of the FSCM’s analysis, did the FSCM generate an interrupt or
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other corrective action identifying the modified clock signal as faulty. If the FSCM did identify
the modified clock signal as faulty, method 300 may proceed to 335. Otherwise, method 300
may proceed to 340.

At 335, FSCM operation may be verified. Corrective actions for a faulty clock may be
suppressed. Method 300 may proceed to 365.

At 340, FSCM operation may be identified as faulty. Corrective action for a faulty
FSCM may be issued. Such corrective action may include warnings to users or further
diagnostics. While a faulty FSCM does not necessarily imply a faulty clock signal, a faulty
clock signal might not be detected. If an undetected faulty clock signal would be sufficiently
dangerous, preemptive corrective action may be taken. For example, upon detection of a faulty
FSCM, the oscillators evaluated by the faulty FSCM may be disused, and backup oscillators
protected by other FSCM instances used instead. In another example, another FSCM may be
switched to evaluate the given oscillator and the faulty FSCM instance disused. Method 300
may proceed to 365.

At 345, the clock signal sampled may be issued to the FSCM. The FSCM may evaluate
whether the clock signal is of an expected or acceptable form. At 350, it may be determined
whether the FSCM issued an interrupt or other notice or action indicating that the clock signal
was faulty. If such an interrupt was generated, method 300 may proceed to 355. Otherwise,
method 300 may proceed to 360.

At 350, it may be determined, based upon the evaluation by the FSCM, that the clock
is faulty. Corrective action for the faulty clock may be issued. In one embodiment, the
corrective action for the faulty clock may be different than the corrective action for the faulty
FSCM. In another embodiment, the corrective action for the faulty clock and the corrective
action for the faulty FSCM may overlap or be the same. Method 300 may proceed to 365.

At 355, it may be determined, based upon the evaluation by the FSCM, that the clock
is working correctly. No corrective action need be taken. Method 300 may proceed to 365.

At 365, method 300 may optionally repeat at, for example, 310, or may terminate at
370.

Although example embodiments have been described above, other variations and
embodiments may be made from this disclosure without departing from the spirit and scope of

these embodiments.
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CLAIMS

1. A system for testing a clock monitor, comprising:
a fault injection circuit;
a control circuit; and
a clock monitor circuit configured to evaluate a clock source signal from a clock source;
wherein:
the fault injection circuit is configured to:
modify or replace the clock source signal from the clock source to yield
a modified clock signal; and
send the modified clock signal to the clock monitor circuit;
the clock monitor circuit is configured to:
receive an input clock signal;
determine whether the input clock signal indicates a faulty clock source;
and
issue a clock corrective action based upon a determination that the input
clock signal indicates a faulty clock source; and
the control circuit is configured to:
monitor for the clock corrective action; and
determine based on whether the clock corrective action is issued whether

the clock monitor circuit is operating correctly.

2. The system of Claim 1, wherein the control circuit is further configured to
determine that the clock monitor is operating correctly based upon the clock monitor circuit

issuing the clock corrective action.

3. The system of any of Claims 1-2:
further comprising a peripheral circuit;
wherein the peripheral circuit is configured to use the clock source signal while the fault

injection circuit sends the modified clock signal to the clock monitor circuit.
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4. The system of any of Claims 1-3, wherein the fault injection circuit is further
configured to selectively modify or replace the clock source signal from the clock source to
yield a modified clock signal based upon a clock monitor testing mode for the system, wherein

the clock monitor circuit is to be tested during the clock monitor testing mode.

5. The system of Claim 4, wherein the control circuit is further configured to
monitor for the clock corrective action and determine whether the clock monitor circuit is

operating correctly based upon the clock monitor testing mode.

6. The system of any of Claims 4-5, wherein the clock monitor circuit is
configured to evaluate the modified clock signal as its input clock signal during the clock

monitor testing mode.

7. The system of any of Claims 1-6, wherein the fault injection circuit is further
configured to selectively forward the clock source signal instead of the modified clock signal

to the clock monitor circuit in a pass-through mode.

8. The system of Claim 7, wherein during the pass-through mode the control
circuit is further configured to determine, from clock corrective action issued by the clock

monitor circuit, that the clock source is faulty.

9. The system of any of Claims 7-8, wherein the clock monitor circuit is
configured to evaluate the clock source signal as its input clock signal during the pass-through

mode.

10. The system of any of Claims 1-9, wherein the control circuit is configured to
suppress clock corrective action to be taken on other elements of the system based upon the
clock monitor circuit issuing the clock corrective action after evaluating the modified control

signal.
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11. A method for testing a clock monitor, comprising:
operating a fault injection circuit;
operating a control circuit; and
receiving a clock source signal from a clock source;
modifying or replace the clock source signal from the clock source to yield a modified
clock signal;
sending the modified clock signal to a clock monitor circuit;
at the clock monitor circuit:
receiving an input clock signal;
determining whether the input clock signal indicates a faulty clock
source; and
issuing a clock corrective action based upon a determination that the
input clock signal indicates a faulty clock source; and
monitoring for the clock corrective action; and
determining based on whether the clock corrective action is issued whether the clock

monitor circuit is operating correctly.

12. The method of Claim 11, further comprising determining that the clock monitor

is operating correctly based upon the clock monitor circuit issuing the clock corrective action.

13. The method of any of Claims 11-12, further comprising operating a peripheral
circuit with the clock source signal while the modified clock signal is routed to the clock

monitor circuit.

14. The method of any of Claims 11-13, further comprising selectively modifying
or replacing the clock source signal from the clock source to yield a modified clock signal
based upon a clock monitor testing mode for the method, wherein the clock monitor circuit is

to be tested during the clock monitor testing mode.

15. The method of Claim 14, further comprising monitoring for the clock corrective
action and determining whether the clock monitor circuit is operating correctly based upon the

clock monitor testing mode.
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16. The method of any of Claims 14-15, further comprising evaluating the modified
clock signal as an input clock signal for the clock monitor circuit during the clock monitor

testing mode.

17.  The method of any of Claims 11-16, further comprising selectively forwarding
the clock source signal instead of the modified clock signal to the clock monitor circuit in a

pass-through mode.

18. The method of Claim 17, further comprising, during the pass-through mode,
determining, from clock corrective action issued by the clock monitor circuit, that the clock

source is faulty.

19. The method of any of Claims 17-18, further comprising evaluating the clock
source signal as an input clock signal for the clock monitor circuit during the pass-through

mode.

20. The method of any of Claims 11-19, further comprising suppressing clock
corrective action to be taken on other elements of the system based upon the clock monitor

circuit issuing the clock corrective action after evaluating the modified control signal.

21. An electronic device, comprising;
any of the systems of Claims 1-10; and

the clock source configured to generate the clock source signal.

22. The electronic device of Claim 21, wherein the electronic device is a

microcontroller.



WO 2020/009879 PCT/US2019/039371

i/3

100

R 104
s

116 MICROCONTROLLER
102 106
5 R !
OSCILLATOR |-t ST o TMER
108
4
FLIL T
CONTROLLER
118
FLLL | FAULT INJECTION | oflee
"I CIRCUIT > FSCM
/ )
114 110
= SPIMODULE
N\
112

FIG. 1



PCT/US2019/039371

WO 2020/009879

FAVTA oL 7il o » .
N / / d?d oid
TUNTIVE MO0T0 HOA OnodIs | NoSd L LINOHID
NOLLOY JALLOTHNOD L ™ TOHINGD | LdnuusiNg T ey | NOLOSMNIANVE| i
31VHINID
3AIZ03M TYNDIS MOO'0 ALINYH ‘G318YSIC 3A0N WOSH-153L
FAVA Oki Pil .
\ / J JC Did
<WJSd A8 LINDYID LINOHID
(3I4IHEA MO0 LANUUIINION> | WOSd e
NOLLOY ON OHLNGD NOLLOIPNI 1Y
QIATIOI TYNDIS MO0 MY INOTH ‘0I1avSIa 300N WOS4-183L
o
o~
FAVTA Obi PiLl e
WS HO4 NOLLOY D £ L d4¢ Dld
LINOYID LINDHID
IALLOIHEOD WYL e <LANUMAINION> | WOSd |
I osd TOHLNOD —ir | NOLLO3MNI LNV
WOSH AB GILOALIANA LNV “TYNDIS MO0 OLNI GILOIMNI LNv+ ‘03 1avNT J00W WOS4-1531
FAVTA 0L vil .
ATV HIOTO 3 £ £ M
_ LINOYID LINDHIO
HO4 NOLLOY JALLOTHHOD e » WoSH e
SSTIA S QLA PO 1S3l MWMM,WMM ——ar | NOLLO3INI L7nV4

WOSH A8 GFL03L30 LNV "IYNDIS MO0 OINI G3LO3MNI LNV 'G318YNT 300N WOS4-183L



WO 2020/009879

PCT/US2019/039371

305~  INITIALIZE SYSTEM.
OPERATE PERIPHERALS
v
310~  SAMPLE CLOCK SIGNAL
FROM OSCILLATOR
315 .
" TESTESCM o
<. MODE ENTERED > ]
ISSUE CLOCK SIGNAL TO FScM |~ 345
y
L o 380
320 MODIFY OR REPLACE S EseM N
™ CLOCK SIGNAL WITH " GENERATED AN ™SNO
FAULTY CLOCK SIGNAL ™. INTERRUPT? "
4 ~ I
| 1SSUE MODIFIED CLOCK TYES ook
325 SIGNAL TO FSCM
FAULTY CLOCK IDENTIFIED. VERIFIED
ISSUE FAULTY CLOCK
N CORRECTIVEACTION | 355
7OFSCM N I .
¢~ GENERATEDAN "\NO -
“~_ INTERRUPT?
!
FAULTY FSCM OPERATION. ISSUE
340

Yves

FSCM OPERATION VERIFIED.
SUPPRESS FAULTY CLOCK

]
335 CORRECTIVE ACTION

CORRECTIVE ACTION FOR FSCM

%
¥

TERMINATE }

FIG. 3

365
3707




INTERNATIONAL SEARCH REPORT

International application No

PCT/US2019/039371

A. CLASSIFICATION OF SUBJECT MATTER

INV. GO1R31/317
ADD.

According to International Patent Classification (IPC) or to both national classification and IPG

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

GOIR

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

EPO-Internal, WPI Data, INSPEC

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

X US 2615/033101 Al (CHEBRUCH IGOR [US] ET 1-22
AL) 29 January 2015 (2015-01-29)
abstract; claims 1-20; figures 1-5
paragraph [0004] - paragraph [0007]
paragraph [0014] - paragraph [0057]
X US 2017/255223 Al (BANSAL VIRENDRA [IN] ET 7-9,
AL) 7 September 2017 (2017-09-07) 17-19
claims 1-30; figures 1-7

paragraph [0003] - paragraph [0011]
paragraph [0020] - paragraph [0085]
X US 20117234417 Al (ALEMAN ENRIQUE [US] ET 7-9,
AL) 29 September 2011 (2011-09-29) 17-19
claims 1-19; figures 1-2

paragraph [0003] - paragraph [0005]
paragraph [0011] - paragraph [0018]

_/__

Further documents are listed in the continuation of Box C. See patent family annex.

* Special categories of cited documents : i i . " .
"T" later document published after the international filing date or priority
date and not in conflict with the application but cited to understand

"A" document defining the general state of the art which is not considered the principle or theory underlying the invention

to be of particular relevance
"E" earlier application or patent but published on or after the international "X* document of particular relevance; the claimed invention cannot be

filing date considered novel or cannot be considered to involve an inventive
"L" document which may throw doubts on priority claim(s) or which is step when the document is taken alone

cited to establish the publication date of another citation or other "Y" document of particular relevance; the claimed invention cannot be
speoial reason (as specified) considered to involve an inventive step when the document is

"Q" document referring to an oral disclosure, use, exhibition or other combined with one or more other such documents, such combination
means being obvious to a person skilled in the art
"P" document published prior to the international filing date but later than
the priority date claimed "&" document member of the same patent family
Date of the actual completion of the international search Date of mailing of the international search report
19 September 2019 27/09/2019
Name and mailing address of the ISA/ Authorized officer

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswik

Tel, (+31-70) 340-2040
sz:((+31-78) 340-3018 Nadal, Rafael

Form PCT/ISA/210 (second sheet) (April 2005)




INTERNATIONAL SEARCH REPORT

International application No

PCT/US2019/039371

C(Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT

claims 1-20; figures 1-8
paragraph [0011] - paragraph [0016]
paragraph [0030] - paragraph [0068]

Category* | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X US 2012/044000 Al (HSIEH HONG-YEAN [US] ET 7-9,
AL) 23 February 2012 (2012-02-23) 17-19

Form PCT/ISA/210 (continuation of second sheet) (April 2005)




INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

PCT/US2019/039371
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 2015033101 Al 29-01-2015  NONE
US 2017255223 Al 07-09-2017 CN 108700633 A 23-10-2018
EP 3423849 Al 09-01-2019
US 2017255223 Al 07-09-2017
WO 2017151265 Al 08-09-2017
US 2011234417 Al 29-09-2011 CN 102782603 A 14-11-2012
EP 2553541 Al 06-02-2013
ES 2525378 T3 23-12-2014
KR 20130020652 A 27-02-2013
TW 201205233 A 01-02-2012
US 2011234417 Al 29-09-2011
WO 2011119790 Al 29-09-2011
US 2012044000 Al 23-02-2012 CN 102412830 A 11-04-2012
TW 201225538 A 16-06-2012
US 2012044000 Al 23-02-2012

Form PCT/ISA/210 (patent family annex) (April 2005)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - claims
	Page 16 - claims
	Page 17 - claims
	Page 18 - claims
	Page 19 - drawings
	Page 20 - drawings
	Page 21 - drawings
	Page 22 - wo-search-report
	Page 23 - wo-search-report
	Page 24 - wo-search-report

