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HERARCHICAL DATA SECURITY 
MEASURES FOR A MOBILE DEVICE 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

This is a continuation of U.S. patent application Ser. No. 
13/800,587, filed on Mar. 13, 2013, which claims the benefit 
of U.S. provisional patent application No. 61/660,376, filed 
on Jun. 15, 2012, both of which are incorporated herein by 
reference in their entirety. 

BACKGROUND 

This specification relates to data security. 
The number of mobile devices, e.g., laptops, tablet com 

puters, Smart phones, etc., has increased over recent years. 
These mobile devices can be used for a variety of purposes. 
These purposes can include handling or processing sensitive 
or private user information. For example, mobile devices 
can be configured to run online banking applications and 
applications that allow users to make or receive mobile 
payments. These types of applications can have access to a 
user's private or sensitive information, such as, for example, 
bank account numbers, credit card numbers, Personal Iden 
tification Numbers (PINs) associated with Smart cards and/ 
or debit cards, and other banking information. 
Some mobile devices can include hostile or malicious 

Software applications or processes (e.g., malware) that 
attempt to compromise the applications executed on the 
mobile device. For example, a malicious software developer 
(sometimes referred to as a “hacker') or user can install 
malicious software libraries on a mobile device or can 
attempt to modify applications to gain access to the user's 
private or sensitive information. 

SUMMARY 

This specification describes techniques for providing data 
security on a mobile device, including techniques for pro 
viding a hierarchy of data security measures on a mobile 
device. 
One issue is detecting that a mobile device has been 

compromised. Although the presence of malicious Software 
can modify some characteristics of an application environ 
ment, these characteristics can also vary depending on the 
version of the operating system. However, by accumulating 
data regarding the application environment from a large 
number of mobile devices, anomalous characteristics (and 
therefore potentially compromised mobile devices) can be 
identified. 

Another issue is that a hacker can react to corrective 
actions, e.g., by modifying the malicious Software to avoid 
the feature that triggers the corrective action. However, by 
deliberately introducing a delay between the trigger and the 
corrective action, identification of the feature that triggers 
the corrective action becomes more difficult for the hacker. 

In general, one aspect of the Subject matter described in 
this specification may be embodied in methods that include 
the actions of storing a plurality of stored fingerprints, 
wherein each of the stored fingerprints is associated with a 
respective Software environment and a respective mobile 
device; receiving from a first mobile device a first fingerprint 
of a first software environment in the first mobile device; 
determining whether the stored fingerprints include less than 
a threshold amount of fingerprints identical to the first 
fingerprint; based on a determination that the stored finger 
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2 
prints include less than the threshold amount of fingerprints 
identical to the first fingerprint, determining that the first 
Software environment is a compromised software environ 
ment; and performing a corrective measure. 

Implementation may include one or more of the follow 
ing. The threshold amount is a percentage. Determining 
whether the stored fingerprints include less than the thresh 
old amount includes calculating an amount of stored finger 
prints that are identical to the first fingerprint. Storing a set 
of unique fingerprints, storing an amount of stored finger 
prints identical to each unique fingerprint from the set of 
unique fingerprints. Comparing the first fingerprint to the set 
of unique fingerprints and determining whether the first 
fingerprint matches a unique fingerprint from the set of 
unique fingerprints. Determining whether the stored finger 
prints include less than the threshold amount includes deter 
mining the amount associated with the unique fingerprint. 
Determining whether the stored fingerprints include less 
than the threshold amount includes determining a frequency 
that the first fingerprint is identical to fingerprints from an 
install base, where the install base comprises identical user 
devices that execute identical operating systems and iden 
tical versions of the software applications. At least a Subset 
of stored fingerprints represent valid software environments. 
The corrective measure includes disabling an account asso 
ciated with a user, disabling an account associated with the 
first mobile device, or performing risk evaluation. Delaying 
the performance of the corrective measure until a predeter 
mined amount of time has elapsed or a pseudo-random 
amount of time has elapsed. Delaying the performance of the 
corrective measure until a predetermined number of requests 
from the mobile device have been received or a pseudo 
random number of requests from the mobile device have 
been received. The first fingerprint is a CRC, a cryptographic 
hash function, or sampling of the first Software environment. 
The first software environment comprises software libraries 
associated with a mobile operating system, wherein the 
mobile operating system is associated with the first mobile 
device. The stored fingerprints further include less than the 
threshold percentage of fingerprints substantially similar to 
the first fingerprint. The compromised software environment 
comprises a malicious software component. 

In general, another aspect of the Subject matter described 
in this specification may be embodied in methods that 
include the actions of determining, at a remote computing 
device, whether a first security measure has been compro 
mised, wherein the first security measure is executed on a 
mobile device; and based on a determination that the first 
security measure has been compromised, performing a cor 
rective measure, wherein the corrective measure is per 
formed after a delay. 

Implementation may include one or more of the follow 
ing. The delay comprises a predetermined amount of time or 
a pseudo-random amount of time. Receiving a type of 
security failure and calculating the delay based on the type 
of security failure. Calculating the delay includes a pseudo 
random contribution to the amount of time. Calculating the 
delay, starting a timer, and performing the corrective mea 
Sure when the timer expires. Calculating the delay, deter 
mining a current time from a clock, adding the delay to the 
current time to determine a delayed time, and performing the 
corrective measure when the clock reaches the delayed time. 
The predetermined delay comprises a predetermined num 
ber of requests from the mobile device or a pseudo-random 
number of requests from the mobile device. Determining, at 
the remote computing device, whether a second security 
measure has been compromised, wherein the second secu 
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rity measure is executed on the mobile device; based on a 
determination that the first security measure or the second 
security measure have been compromised, performing the 
corrective measure, wherein the corrective measure is per 
formed after the predetermined delay. The corrective mea 
Sure comprises disabling an account associated with a user, 
disabling an account associated with the first mobile device, 
or performing risk evaluation. The first security measure and 
the second security measure are associated with a hierarchy 
of security measures and wherein the second security mea 
sure is associated with a higher level of security than the first 
security measure. Determining whether a first security mea 
Sure has been compromised includes receiving an indication 
from the mobile device that an application in the mobile 
device can access a memory location outside of allocated 
memory for the application. Determining whether a first 
security measure has been compromised includes determin 
ing whether stored fingerprints include less than a threshold 
amount offingerprints identical to a first fingerprint received 
from the mobile device. Determining whether a first security 
measure has been compromised includes determining 
whether a fingerprint of an application on the mobile device 
matches a stored fingerprint for the application. Determining 
whether a first security measure has been compromised 
includes receiving an indication from the mobile device that 
a debugging mode is active. 

Other embodiments of this aspect include corresponding 
systems, apparatus, and computer programs, configured to 
perform the actions of the methods, encoded on computer 
storage devices. 

Potential advantages of implementations may include one 
or more of the following. Security measures can determine 
if the operating system or software application has been 
compromised (e.g., hacked or modified). If the security 
measures detect a compromised operating system or that the 
Software application has been compromised, the security 
measures can alert a host system. The security measures can 
deauthorize the software application such that the software 
application no longer is able to interact with the host system. 
Multiple security measures can be combined to increase the 
overall security of the application. 
The details of one or more embodiments are set forth in 

the accompanying drawings and the description below. 
Other features and advantages will be apparent from the 
description and drawings, and from the claims. 

DESCRIPTION OF DRAWINGS 

FIG. 1A is a block diagram of an example system that 
includes a hierarchy of data security measures. 

FIG. 1B is a block diagram of example sandboxed appli 
cations. 

FIG. 2 is a flowchart of an example process for providing 
data security. 

FIG. 3 is a flowchart of an example process to determine 
whether a sandbox environment has been compromised. 

FIG. 4 is a flowchart of an example process for deter 
mining whether an application has been compromised. 

FIG. 5 is a flowchart of an example process for deter 
mining whether the debugging mode is active. 

FIG. 6 is an illustration of an example process for 
providing data security. 

FIG. 7 is a block diagram of an exemplary electrical 
device. 
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4 
Like reference symbols in the various drawings indicate 

like elements. 

DETAILED DESCRIPTION 

FIG. 1A is a block diagram of an example system 100 that 
includes a hierarchy of data security measures. The example 
system 100 includes a user device 102, an input/output 
device 104, a network 106 and a host system 108. 
The user device 102 can be any appropriate type of mobile 

data processing apparatus that can access or interact with the 
host system 108 through the network 106. For example, the 
user device 102 can be a laptop, a tablet computer, a network 
accessible phone, e.g., a Smartphone, and so on. The user 
device 102 can include various hardware and software 
components. For example, the user device 102 can include 
a processing system 112, an operating system 114 and a 
software application 116 that includes or is associated with 
one or more security measures 118. 
The processing system 112 can include various hardware 

components and be configured to execute the operating 
system 116. For example, the processing system 112 can 
include a processor, such as, for example, an ARM-based 
processor or a Digital Signal Processor. The processing 
system 112 can also include a communication module, e.g., 
a wireless internet module, a Bluetooth module, etc., for 
transmitting and/or receiving data from other user devices 
102 or from the host system 108. The processing system 112 
can also include an input/output module to receive user 
inputs, e.g., touch screen inputs, interactions with physical 
buttons or switches on the user device 102, and can receive 
input from one or more data ports or connectors, e.g., 
Universal Serial Bus (USB) ports, Apple Inc.’s 30 pin 
connector and an audio port, Such as a headphone jack. 
Similarly, the input/output module can output data via a 
display associated with the user device 102, a speaker 
included in the user device 102, the audio port, etc. In some 
implementations, the processing system 112 is a system on 
a chip. 
The operating system 114 can be any appropriate oper 

ating system. For example, the operating system 114 can be 
an operating system to be executed on a mobile device. Such 
as, for example, Apple Inc.’s iOS. Google's Android oper 
ating system, an embedded Linux operating system, etc. The 
operating system 114 can allow for Software applications 
116 to be installed on the user device 102 and can execute 
the software applications 116. The operating system 114 can 
manage resources available to a Software application 116. 
For example, the operating system 114 can sandbox a 
Software application 116 Such that each software application 
116 installed on the user device 102 has limited access to 
various hardware and/or Software resources, e.g., software 
libraries, databases, memory, frame buffers, network inter 
faces, etc. The operating system 114 can sandbox a software 
application 116 by controlling permissions for the software 
application 116 to system functions or by preventing access 
to other Software applications. 
The software application 116 can be various types of 

software executed by the operating system 114. For 
example, the software application 116 can be a mobile 
payment application that can receive or access credit card 
data and allows a user to transfer funds from an account 
associated with the user or receive funds from another user. 
The software application 116 can access or interact with 
components of the operating system 114. For example, the 
Software application 116 can interact with operating system 
libraries 122 (see FIG. 1B), such as, for example, a library 
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including functions to read data received at a data port or 
through a communication interface. 
As described above, the software application 116 can be 

sandboxed such that the software application 116 has limited 
access to various hardware and/or software resources. FIG. 5 
1B is a block diagram of example Sandboxed applications 
116a and 116b. Each sandboxed application is executed 
within a sandbox environment 120. For example, the appli 
cation 116a is executed within the sandbox environment 
120a, and the application 116b is executed within the 10 
sandbox environment 120b. Each application 116a, 116b 
can interact with hardware and software resources made 
available to the respective application by the operating 
system 114. For example, the application 116a can interact 
with software libraries 122a and 122b and interact with a 15 
portion of memory 124a that has been allocated for the 
applications use (“allocated memory”). Similarly, the appli 
cation 116b can interact with software libraries 122c and 
122d and a portion of memory 124b that has been allocated 
for the applications use. The software libraries 122a-d can 20 
be libraries included or associated with the operating system 
114, e.g., libraries that are installed with or shipped with the 
operating system 114, or can be libraries associated with the 
applications 116a, 116b, e.g., libraries that are installed or 
associated with the applications 116a,116b. On the other 25 
hand, the operating system 114 can interact with the com 
ponents in either sandbox environment 120a, 120b. 

Although the applications 116a and 116b can interact with 
the hardware and software resources included or available in 
the sandbox environments 120a, 120b, respectively, the 30 
applications 116a and 116b cannot interact with resources 
not included in the sandbox environments 120a, 120b. For 
example, under normal circumstances, e.g., a properly run 
ning or uncompromised operating system, the application 
116a cannot interact or access the portion of memory 124b 35 
that is allocated to application 116b. However, if the oper 
ating system is compromised, i.e., the operating system has 
been hacked or protective measures associated with the 
operating system have been defeated, the application 116a 
can interact or access hardware and/or software resources 40 
outside of the sandboxed environment 120a. A jailbroken 
iOS device and a rooted Android OS device are examples of 
user devices that include a compromised operating system. 

Returning to FIG. 1, one or more of the software appli 
cations 116 can be associated with or can include security 45 
measures 118. The security measures 118 can be software 
routines or libraries that can protect sensitive or private user 
data accessed by the application 116 and can determine 
whether the user device 102 or the software application 116 
has been compromised. For example, as further explained 50 
below, the security measures 118 can determine if the 
operating system has been compromised (e.g., hacked or 
modified). In addition, the security measures 118 can deter 
mine if the software application 116 has been compromised. 
If the security measures 118 detect a compromised operating 55 
system or that the Software application has been compro 
mised, the security measures 118 can alert the host system 
108. 

In addition, the security measures 118 can be organized in 
a hierarchical manner Such that multiple security measures 60 
can be combined to increase the overall security of the 
application. In some implementations, the first level of 
security detects whether the operating system has been 
compromised, the second level of security detects whether 
the environment in which the application executes has been 65 
compromised, e.g., whether the sandbox environment 
includes unexpected software, and the third level of security 

6 
detects whether the application itself has been compromised, 
e.g., the application has been modified or corrupted. This 
does not imply any particular order in which the securities 
measures are performed. 

In some implementations, the security measures 118 can 
be organized in a hierarchical manner Such that the amount 
of security provided by each security measure increases. For 
example, the security measures 118 can be organized Such 
that the first security measure provides for a first level of 
assurance that an application hasn't been compromised. A 
first security measure can provide a basic level of assurance 
and the second security measure provides for a greater level 
of assurance. 

Returning to FIG. 1, the input/output device 104 can be a 
separate hardware component that interacts with the user 
device 102. For example, the input/output device 104 can be 
a credit card reader and/or a Smart card/smart chip reader 
that can read information stored in a credit cards magnet 
stripe or information stored in the smart card. The input/ 
output device 104 can communicate with the user device 
102 via the audio port or other data connector included in the 
user device 102, or via a wireless connection Such as 
Bluetooth. For example, a card reader and/or a smart card/ 
Smart chip reader can include a 3.5 mm connector that can 
be inserted into the user device's headphone jack and can 
provide the information read from a credit card or smart card 
to the user device 102 or an application executed on the user 
device 102. The input/output device 104 can communicate 
with the user device 102 using other communication or data 
ports included in the user device 102. 
The network 106 can be any type of network, e.g., a local 

area network (LAN), wide area network (WAN), the Inter 
net, a cellular network or a combination hereof. The network 
106 facilitates connectivity between the user device 102 and 
the search system 106. 
The host system 108 can be a computing apparatus such 

as a computer system similar to a server, workstation or 
personal computer. The host system 108 can communicate 
with a software application 116 and/or a user device 102 via 
the network 116. For example, the host system 108 can 
receive messages from the Software application 116 execut 
ing on the user device 102. The messages can indicate that 
the security measures 118 have detected that the operating 
system 114 and/or application 116 have been compromised. 
In response, the host system 108 can implement or take 
corrective measures to prevent sensitive data or personal 
data associated with the application from being stolen or 
accessed. Example corrective measures are further 
explained below in connection with FIGS. 2-5. 
The host system 108 can also include a database or 

storage device 110. The database 110 can be any appropriate 
type of memory or storage device. The database 110 can 
store various data, such as, fingerprints of execution envi 
ronments that are received from user devices 102, which are 
described below. 

FIG. 2 is a flowchart of an example process 200 for 
providing data security. Although the example process 200 
is illustrated and described with steps 202, 204, 206, 208 in 
a particular order, other orders are possible, and some steps 
could be performed simultaneously. 

In the example, the process 200 begins by determining 
whether the operating system is compromised (at 202). For 
example, a security measure 118 associated with a software 
application 116, e.g., a mobile payment application, can 
include a first security measure 118 that determines whether 
the operating system 114, in which the Software application 
is executed, is compromised. 
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The security measure 118 can use various techniques to 
determine whether the operating system 114 is compro 
mised. For example, the security measure 118 can determine 
if the operating system 114 is compromised by attempting to 
access a memory location outside of the applications allo 
cated memory 124a (e.g., read from or write to memory 
outside of the allocated memory 124a). If the security 
measure 118 can access the memory location (e.g., access 
files or execute other programs) outside of the allocated 
memory 124a then the security measure 118 can determine 
that the operating system 114 has been compromised. 

If the security measure 118 determines that the operating 
system has been compromised, the security measure 118 can 
provide a message to the host system 108. The message can 
indicate that the operating system 114 on the user device 102 
has been compromised. In response, the host system 108 can 
take corrective measures to protect the sensitive data or 
private data stored on the user device 102 or associated with 
the user of the user device 102 (e.g., credit card numbers, 
security access codes, etc.). For example, the host system 
108 can deauthorize the software application 116 such that 
the software application 116 no longer is able to interact with 
the host system 108 and/or continue to operate. As another 
example, the host system 108 can report the mobile device 
as compromised to a cellular carrier and the cellular carrier 
can deactivate access of the mobile device to the cellular 
network. 

Other corrective measures can be performed. For 
example, after detecting that the operating system 114 has 
been compromised, the host system 108 can disable user 
accounts associated with the application 116. In some imple 
mentations, the host system 108 can disable user accounts 
associated with a unique identifier associated with the user 
device 102, e.g., a phone 10, Such that the user account 
cannot interact with the host system 108 (e.g., cannot receive 
or transfer funds). Another example corrective measure is to 
require human verification of the user associated with the 
user device 102. For example, after detecting that the 
operating system 114 has been compromised, the host sys 
tem 108 can disable/deauthorize the software application, 
disable the user accounts associated with the user device 102 
and require the user to contact the developer of the software 
application (or an associated customer Support entity), 
request evidence of user business activity (e.g., invoices), or 
request data verifying user identity (e.g., address, phone 
number). 

In some implementations, the host system 108 can delay 
the execution or performance of corrective measure to 
remove temporal locality of the corrective measure from the 
detection of the compromised operating system. For 
example, the host system 108 can wait an amount of time 
before executing the corrective measure. This deliberate 
delay should be distinguished from delays inherent in per 
forming the corrective action, e.g., due to time required for 
messages to transit a network. For example, the host system 
108 can calculate a delay time, set a timer, and perform the 
corrective measure when the timer reaches the delay time. 
As another example, the host system 108 can calculate a 
delay time, determine a current time from a host system 
clock, add the delay time to the current time to determine the 
time to perform the corrective action, and perform the 
corrective measure when the clock reaches the delay time. 
The delay time, for example, can be hours or days. This 
delay can increase the overall security of the sensitive data 
because the delay can remove or obscure the causality of 
detecting the compromised operating system and the execu 
tion of the corrective measure. 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

8 
The amount of time can be predetermined, or can be a 

random or pseudo-random amount of time. The amount of 
time can also be a function of the triggering action, e.g., the 
amount of time can depend on which or how many of steps 
202-208 indicate that the mobile device is compromised. If 
the host system 108 receives additional indications that the 
mobile device is compromised, then the amount of time can 
be adjusted. 

Process 200 continues by determining whether the sand 
box environment 120a has been compromised (at 204). For 
example, the security measure 118 can calculate a fingerprint 
of the sandbox environment 120a in which the software 
application 116a executes. An example process 300 to 
determine whether the sandbox environment has been com 
promised is illustrated in FIG. 3. 

Process 300 begins by generating a fingerprint of the 
sandbox environment 120a (at 302). For example, the secu 
rity measure 118 can calculate a fingerprint of the software 
resources included in the Sandbox environment 120a (e.g., 
software libraries 122, allocated memory 124 and the appli 
cation 116). The security measure 118 can calculate the 
fingerprint using various error detection techniques. The 
security measure 118 can obtain data regarding the software 
resources included in the sandbox environment 120a, e.g., 
the name, size and/or memory location of the resources, and 
then apply a hash function to the data to generate the 
fingerprint. For example, the security measure 118 can apply 
cyclic redundancy check (“CRC) algorithm, such as, for 
example, a CRC 32 algorithm, to generate the fingerprint. 
The fingerprint is provided to the host system (at 304). For 

example, the security measure 118 associated with the 
software application 116 can provide the fingerprint to the 
host system 108 via the network 106. 
The validity of the fingerprint can be checked (at 306). 

For example, the host system 108 can determine the validity 
of the fingerprint using crowd-sourced fingerprints. For 
example, the host system 108 can store fingerprints that are 
received from other user devices and can compare the 
fingerprint received at 304 to the set of stored fingerprints. 
The stored fingerprints can include fingerprints associated 
with sandbox environment executing the Software applica 
tion 116 and received from various types of user devices that 
are executing various operating systems. For example, the 
stored fingerprints can include fingerprints received from a 
Samsung Galaxy phone executing a first version of the 
Android operating system and a version of the software 
application associated with the first version of the Android 
operating system, a second Samsung Galaxy phone execut 
ing a second version of the Android operating system and a 
version of the software application associated with the 
second version of the Android operating system, multiple 
versions of Motorolas Droid smartphone executing a first 
version of the Android operating system and a version of the 
software application associated with the first version of the 
Android operating system, multiple versions of Motorola's 
Droid Smartphone executing a second version of the Android 
operating system and a version of the Software application 
associated with the second version of the Android operating 
system, multiple versions of Apple's iPhone executing iOS 
5.1 and a version of the software application associated with 
iOS 5.1 and multiple versions of Apple's iPhone executing 
a different iOS version and a version of the software 
application associated with the version iOS. 

In one implementation, the host system 108 stores an 
association, e.g., in a relational database, between an iden 
tification code for each user device 102 and the fingerprint 
received for that mobile device. The host system 108 can 
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calculate a relative frequency for any particular fingerprint, 
e.g., the number or percentage of devices that have a 
fingerprint that is identical to the particular fingerprint. Since 
the fingerprints are generated based on the content of the 
sandboxed environment, fingerprints generated from user 
devices that are the same and are executing the same 
operating system and the same version of the Software 
application 116 should match (e.g., fingerprints should be 
similar or identical). For example, if two user devices are 
both iPhones and are executing the same version of iOS and 
the same version of the software application 116, then the 
fingerprints associated with the two user devices should be 
identical. Since compromised devices constitute a very 
Small percentage of the total number of devices, the finger 
prints associated with normally operating devices should 
have a significantly higher relative frequency. 
When the host system 108 receives a fingerprint from the 

mobile device 102, the host system 108 analyzes the 
received fingerprint and body of fingerprints to find anoma 
lies. For example, the host system can determine the relative 
frequency of the received fingerprint as compared to finger 
prints received across mobile devices from an install base 
(e.g., across user devices that are the same and executing the 
same operating system and version of the Software applica 
tions), and compare the relative frequency to a threshold 
value. If the relative frequency is above a threshold value, 
then the host system 108 can determine that the fingerprint 
is valid. If the relative frequency is below the threshold 
value, then the host system 108 can determine that the 
fingerprint is invalid. The predetermined threshold can be 
based on the number of stored fingerprints. 

If the fingerprint is determined to be invalid, the security 
measure can perform a corrective measure (at 308) as 
described above in connection with FIG. 2. For example, the 
security measure 118 can deauthorize the software applica 
tion Such that the Software application no longer is able to 
interact with the host system 108 and/or continue to operate. 
In addition, the security measure 118 can wait until a 
predetermined amount of time or a random/pseudo-random 
amount of time has elapsed before executing the corrective 
CaSU. 

Returning to FIG. 2, the process 200 can then determine 
whether the Software application has been compromised, 
e.g., whether the Software application has been modified (at 
206). For example, the security measure 118 can calculate a 
fingerprint for the software application 116. An example 
process 400 to determine whether the software application 
116 has been compromised is illustrated in FIG. 4. 

Process 400 begins by generating a fingerprint for the 
software application (at 402). For example, the security 
measure 118 can calculate a fingerprint of the software 
application 116 using various error detection techniques. For 
example, the security measure 118 can apply a CRC algo 
rithm, such as, for example, a CRC 32 algorithm, to the 
Software application 116 to generate the fingerprint. 
The security measure can then determine if the fingerprint 

is valid (at 404). For example, the security measure 118 can 
compare the fingerprint to a stored fingerprint that was 
generated by the manufacturer or producer of the software 
application 116. The stored fingerprint can be included in the 
application 116 when the application is distributed or 
installed on the user device 102. If the fingerprint and the 
stored fingerprint are identical or Substantially identical, 
then the security measure 118 can determine that the soft 
ware application 116 has not been compromised. 

If the fingerprint and the stored fingerprint are not iden 
tical or substantially identical, then the security measure 118 
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can determine that the software application 116 has been 
compromised and perform a corrective measure (at 406) as 
described above in connection with FIG. 2. For example, the 
security measure 118 can deauthorize the software applica 
tion Such that the Software application no longer is able to 
interact with the host system 108 and/or continue to operate. 
In addition, the security measure 118 can wait until a 
predetermined amount of time or a random/pseudo-random 
amount of time has elapsed before performing the corrective 
CaSU. 

Returning to FIG. 3, the process 300 can then determine 
whether a debugging mode associated with the user device 
has been initiated (at 208). For example, the process 300 can 
instruct the operating system 114 not to permit a debugger 
to attach to the application 116. The process 300 can detect 
insertion of debugging code into a software application 
based on fingerprints of the user device. The initiation of the 
debugging mode can be an indication that the application 
116 and/or the operating system 114 are being attacked or an 
indication of an attempt to compromise the operating system 
114 or the application 116. An example process 500 to 
determine whether a debugging mode has been initiated is 
illustrated in FIG. 5. 

Process 500 begins by performing an instruction and 
measuring the time needed to perform the instruction (at 
502). For example, the software application 116 can perform 
a predetermined Software routine or execute a predetermined 
instruction (e.g., a memory access, a calculation, or a 
comparison) and measure the time needed to complete the 
routine or instruction. 
The measured time can be compared to a predetermined 

value (at 504). The predetermined value can be determined 
based on an expected amount of time needed to perform the 
instruction/routine. For example, the manufacturer or devel 
oper of the Software application can determine an expected 
amount of time needed to perform the predetermined 
instruction/routine using different user devices and different 
operating systems (e.g., an Android based phone, a fourth 
generation iPhone executing iOS 4.0 and a fourth generation 
iPhone executing iOS 5.1, etc). If the measured time is less 
than the predetermined value, the security measure 118 can 
determine that the debugging mode has not been initiated. 

If the measured time is greater than the predetermined 
value, the security measure 118 can determine that the 
debugging mode has been initiated and is active (at 504). In 
response, as described above, the security measure 118 can 
perform a corrective measure (at 506) as described above in 
connection with FIG. 2. For example, the security measure 
118 can deauthorize the software application such that the 
Software application no longer is able to interact with the 
host system 108 and/or continue to operate. In addition, the 
security measure 118 can wait until a predetermined amount 
of time or a random/pseudo-random amount of time has 
elapsed before performing the corrective measure. 

FIG. 6 is an illustration of an example process 600 for 
providing data security. Process 600 begins by receiving a 
user input (at 602). For example, a software application, e.g., 
a mobile payment application, can receive user input via a 
touch screen included in the user device 102. The user input 
can be an entry of a first character or number of a user's 
password or PIN. The user input can be in the form of 
coordinates associated with the touch screen that indicate the 
location of the users input (e.g., the location at which the 
user's finger or stylus makes contact with the touch screen). 
The coordinates can be mapped to an onscreen number pad 
and can be translated to identify a digit or character that 
corresponds to the users input. 
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In response to receiving the user input, the application 116 
can encrypt the user input (at 604). For example, the security 
measure 118 can use various encryption techniques, such as, 
for example, an Advanced Encryption Standard (AES) 
cipher, a Data Encryption Standard (“DES) cipher, an RSA 
encryption algorithm, and so on, to encrypt the received 
coordinates. 
The encrypted input can be provided to the host system 

108 (at 606). For example, the application 116 can transmit 
the encrypted coordinates to the host system 108 via the 
network 106. 
The host system 108 can then store the encrypted input 

and decrypt the encrypted input (at 610). For example, the 
host system 108 can store the encrypted input and decode the 
encrypted input using the decryption algorithm correspond 
ing to the encryption algorithm. In some implementations, 
the encrypted input is decoded after the entire password or 
PIN has been received. 
By encrypting the coordinates as the user input is received 

and decrypting the coordinates on the host system 108, data 
security can be improved. For example, the unencrypted 
coordinates would not be stored in memory included in the 
user device 102 (e.g., the allocated memory 124a) and this 
can prevent a malicious application from attempting to 
access the coordinates in memory. 

FIG. 7 shows a simplified schematic diagram of an 
exemplary electrical device or devices in accordance with 
some embodiments of the present invention. Apparatus 700 
can be implemented in or as any type of electrical device or 
devices, such as, for example, handheld device 102 and/or 
electrical device 202 discussed above. In some embodi 
ments, the circuitry of apparatus 300 could be implemented, 
for example, using a multi-chip module including two or 
more separate integrated circuits. 

Apparatus 700 can be configured to request, receive, store 
and/or present one or more types of data (e.g., text, video, 
audio, image, etc.) to a user and/or other device. Data that 
represents video, images, and/or audio is sometimes referred 
to herein as media. Additional data, such as descriptive text 
data associated with media is sometimes referred to herein 
as metadata. Apparatus 700 can be integrated into or can be 
any type of portable, fixed, and/or mobile device, including 
but not limited to a laptop computer, a desktop computer, an 
audio player (e.g., walkman, compact disc player, etc.), a 
video player, a media player (e.g., an iPodTM sold by Apple 
Inc. of Cupertino, Calif., etc.), a television set top box (Such 
as, e.g., an Apple TVTM), a portable video game system (e.g., 
Sony's PSP, Nintendo's Game Boy, etc.), an electronic book, 
a cellular telephone, a wireless telephone, a hand held 
computer, a GPS device, a flashlight, a personal digital 
assistant (PDA) (e.g., PalmPilot, etc.), a wireless headset for 
a telephone, a satellite radio, a remote control, an automobile 
key fob, a printer, an automobile radio, an automobile 
computing system, a watch, a Surge protector, an AC/DC 
converter, etc., or any combination thereof. 

Apparatus 700 can include (but is not limited to) one or 
more of the following components: processor 702, storage 
704, bus 706, wired communications circuitry 708, wireless 
communications circuitry 710, input circuitry 712, output 
circuitry 714 and memory 716. One skilled in the art would 
appreciate that apparatus 700 can also include additional 
components that are not shown in FIG. 7 (Such as, e.g., at 
least one user input interface, etc.), that the components 
shown in FIG. 7 could be combined with one another and/or 
with components that are not shown in FIG. 7, and that the 
components shown in FIG. 7 can represent one or more 
components (e.g., wireless communications circuitry 710 
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can represent the components necessary for WiFi, Bluetooth, 
and/or cellular telephone communications. 

Processor 702 can be configured to control the operation 
of apparatus 700. For example, processor 702 can control 
wired communications circuitry 708 and/or wireless com 
munications circuitry 710, thereby enabling apparatus 700 to 
communicate with one or more other devices (such as, e.g., 
data servers). These communications can be used to, for 
example, verify the authenticity of apparatus 700 to one or 
more servers, verify the authenticity of one or more other 
devices, receive a direct input (from, e.g., a USB drive) 
using input circuitry 712, request and receive media from 
one or more servers, and/or provide data to a display device 
using output circuitry 714. Processor 702 can, for example, 
stream data directly from an interface component (e.g., 
wired communications circuitry 708, wireless communica 
tions circuitry 710, input circuitry 712, etc.) to output 
circuitry 714 and/or store data in storage 704 and/or memory 
716. 

Storage 704 can be configured to store data, including 
media, configuration data for apparatus 700, metadata, oper 
ating instructions, etc. Storage 704 can be any type of 
non-volatile storage, including a hard disk device, flash 
memory, a Solid-state drive, etc. For example, media or any 
other data received from a remote server can be stored on 
storage 704. The data can then be locally accessed and 
processed by, e.g., processor 702. Further, configuration 
information, Such as the resolution of a coupled display 
device or information identifying an associated media 
server, can be stored on storage 704. Additionally, storage 
704 can include operating instructions executed by proces 
sor 702 for controlling operation of the media processing 
device 100. For example, storage 704 can be divided into a 
plurality of partitions, wherein each partition can be utilized 
to store one or more types of information and can have 
custom access control provisions. 

Bus 706 couples the components of apparatus 700 
together. Bus 706 can be configured to permit unidirectional 
and/or bidirectional communications between the compo 
nents of apparatus 700. For example, processor 702 can 
retrieve information from and transmit information to Stor 
age 704 over bus 706. Bus 706 can include, for example, a 
plurality of buses, each of which couples at least one 
component of apparatus 700 to another component of appa 
ratus 700 or to a device external to apparatus 700. 
The input, output and communications components of 

apparatus 700 can be used for communicating with other 
devices, including media servers and presentation devices. 
Wired communications circuitry 708 and wireless commu 
nications circuitry 710 each can be configured to permit 
apparatus 700 to transmit and receive information over a 
network, such as a local area network (LAN), the Internet, 
etc. Additionally, input circuitry 712 can be configured to 
receive an input from another device through a direct 
connection, which may be a wired/physical connection (e.g., 
USB, IEEE 1394, etc.) or wireless connection (e.g., infrared, 
etc.). 

Other types of input interfaces, which are not shown in 
FIG. 7, may also be implemented in apparatus 700. For 
example, an input interface may use touch-based operations, 
near-contact operations, speech-based operations, opera 
tions based on tracking a user's eyes or physical presence, 
any other type of input, oran combination thereof. An input 
interface, such as a remote control for example, can utilize 
any type of sensor(s) to generate one or more input signals 
based on receiving, for example, physical stimuli (e.g., a 
touch event). In some embodiments, apparatus 700 can 
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include or be coupled to a keyboard and/or one or more other 
Suitable input components (e.g., mouse, trackball, stylus, 
touch screen, etc.), or any combination thereof. The input 
components and devices that can be used in conjunction 
with some embodiments of the present invention are repre- 5 
sented in FIG. 7 by circuitry 712, which can be configured 
to convert any type of physical stimuli into corresponding 
electrical (digital and/or analog) signal(s). One skilled in the 
art would appreciate that a plurality of input circuitry can be 
used in connection with the invention and that circuitry 712 
is shown as being singular to avoid overcomplicating the 
drawing. 

Apparatus 700 also can comprise output circuitry 714 that 
can be used to output data and/or information from appara 
tus 700 to one or more external devices, including, for 15 
example, a television, a monitor, an audio receiver, and/or 
one or more speakers. Output circuitry 714 can be, for 
example, one or more of an optical audio interface, an RCA 
connector interface, a component video interface, a High 
Definition Multimedia Interface (HDMI), coaxial cable, or 
any other port(s) used to pass data from apparatus 700 to 
another device or component. In embodiments, output cir 
cuitry 714 can be used to provide a first type of signal, such 
as an audio stream, to a first device and another type of 
signal. Such as a video stream, to a second device. Output 
circuitry 714 can also include driver circuitry of at least one 
integrated or other display Screen or device, speaker, tele 
phone ringer, vibration component, any other component or 
device, or any combination thereof. Like any other compo 
nent discussed herein, output circuitry 714 may need to be 
configured, either automatically or manually, and/or require 
certain software/firmware before being used as discussed 
herein. 

Apparatus 700 also can comprise memory 716, which can 
be, for example, random access memory (RAM), read only 
memory (ROM) and/or any other type of data storage 
device. As with storage 704, a plurality of types of data can 
be stored in memory 716, including the types of data 
discussed above as well as, for example, Software that is 
implemented in apparatus 700. One skilled in the art would 
appreciate that various components of apparatus 700 can be 
combined or subdivided without departing from the spirit of 
the present invention. For example, a portion of storage 704 
can be allocated to act as memory 716, which may or may 
not allow memory 716 to be omitted from apparatus 700. 

Embodiments of the subject matter and the operations 
described in this specification can be implemented in digital 
electronic circuitry, or in computer Software, firmware, or 
hardware, including the structures disclosed in this specifi 
cation and their structural equivalents, or in combinations of 50 
one or more of them. Embodiments of the subject matter 
described in this specification can be implemented as one or 
more computer programs, i.e., one or more modules of 
computer program instructions, encoded on non-transitory 
computer storage medium for execution by, or to control the 55 
operation of data processing apparatus. Alternatively or in 
addition, the program instructions can be encoded on an 
artificially generated propagated signal, e.g., a machine 
generated electrical, optical, or electromagnetic signal, that 
is generated to encode information for transmission to 60 
Suitable receiver apparatus for execution by a data process 
ing apparatus. A computer storage medium can be, or be 
included in, a computer-readable storage device, a com 
puter-readable storage substrate, a random or serial access 
memory array or device, or a combination of one or more of 65 
them. Moreover, while a computer storage medium is not a 
propagated signal, a computer storage medium can be a 
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Source or destination of computer program instructions 
encoded in an artificially generated propagated signal. The 
computer storage medium can also be, or be included in, one 
or more separate physical components or media (e.g., mul 
tiple COS, disks, or other storage devices). 
The operations described in this specification can be 

implemented as operations performed by a data processing 
apparatus on data stored on one or more computer-readable 
storage devices or received from other sources. 
The term “data processing apparatus' encompasses all 

kinds of apparatus, devices, and machines for processing 
data, including by way of example a programmable proces 
Sor, a computer, a system on a chip, or multiple ones, or 
combinations, of the foregoing The apparatus can include 
special purpose logic circuitry, e.g., an FPGA (field pro 
grammable gate array) or an ASIC (application specific 
integrated circuit). The apparatus can also include, in addi 
tion to hardware, code that creates an execution environment 
for the computer program in question, e.g., code that con 
stitutes processor firmware, a protocol stack, a database 
management system, an operating system, a cross-platform 
runtime environment, a virtual machine, or a combination of 
one or more of them. The apparatus and execution environ 
ment can realize various different computing model infra 
structures, such as web services, distributed computing and 
grid computing infrastructures. 
A computer program (also known as a program, Software, 

Software application, Script, or code) can be written in any 
form of programming language, including compiled or 
interpreted languages, declarative or procedural languages, 
and it can be deployed in any form, including as a stand 
alone program or as a module, component, Subroutine, 
object, or other unit Suitable for use in a computing envi 
ronment. A computer program may, but need not, correspond 
to a file in a file system. A program can be stored in a portion 
of a file that holds other programs or data (e.g., one or more 
Scripts stored in a markup language document), in a single 
file dedicated to the program in question, or in multiple 
coordinated files (e.g., files that store one or more modules, 
Sub programs, or portions of code). A computer program can 
be deployed to be executed on one computer or on multiple 
computers that are located at one site or distributed across 
multiple sites and interconnected by a communication net 
work. 
The processes and logic flows described in this specifi 

cation can be performed by one or more programmable 
processors executing one or more computer programs to 
perform actions by operating on input data and generating 
output. The processes and logic flows can also be performed 
by, and apparatus can also be implemented as, special 
purpose logic circuitry, e.g., an FPGA (field programmable 
gate array) or an ASIC (application specific integrated 
circuit). 

Processors suitable for the execution of a computer pro 
gram include, by way of example, both general and special 
purpose microprocessors, and any one or more processors of 
any kind of digital computer. Generally, a processor will 
receive instructions and data from a read only memory or a 
random access memory or both. The essential elements of a 
computer are a processor for performing actions in accor 
dance with instructions and one or more memory devices for 
storing instructions and data. Generally, a computer will also 
include, or be operatively coupled to receive data from or 
transfer data to, or both, one or more mass storage devices 
for storing data, e.g., magnetic, magneto optical disks, or 
optical disks. However, a computer need not have Such 
devices. Moreover, a computer can be embedded in another 
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device, e.g., a mobile telephone, a personal digital assistant 
(PDA), a mobile audio or video player, a game console, a 
Global Positioning System (GPS) receiver, or a portable 
storage device (e.g., a universal serial bus (USB) flash 
drive), to name just a few. Devices suitable for storing 
computer program instructions and data include all forms of 
non Volatile memory, media and memory devices, including 
by way of example semiconductor memory devices, e.g., 
EPROM, EEPROM, and flash memory devices; magnetic 
disks, e.g., internal hard disks or removable disks; magneto 
optical disks; and CD ROM and DVD-ROM disks. The 
processor and the memory can be supplemented by, or 
incorporated in, special purpose logic circuitry. 

To provide for interaction with a user, embodiments of the 
Subject matter described in this specification can be imple 
mented on a computer having a display device, e.g., a CRT 
(cathode ray tube) or LCD (liquid crystal display) monitor, 
for displaying information to the user and a keyboard and a 
pointing device, e.g., a mouse or a trackball, by which the 
user can provide input to the computer. Other kinds of 
devices can be used to provide for interaction with a user as 
well; for example, feedback provided to the user can be any 
form of sensory feedback, e.g., visual feedback, auditory 
feedback, or tactile feedback; and input from the user can be 
received in any form, including acoustic, speech, or tactile 
input. In addition, a computer can interact with a user by 
sending documents to and receiving documents from a 
device that is used by the user; for example, by sending web 
pages to a web browser on a user's client device in response 
to requests received from the web browser. 

Embodiments of the subject matter described in this 
specification can be implemented in a computing system that 
includes a back end component, e.g., as a data server, or that 
includes a middleware component, e.g., an application 
server, or that includes a front end component, e.g., a client 
computer having a graphical user interface or a Web browser 
through which a user can interact with an implementation of 
the Subject matter described in this specification, or any 
combination of one or more Such back end, middleware, or 
front end components. The components of the system can be 
interconnected by any form or medium of digital data 
communication, e.g., a communication network. Examples 
of communication networks include a local area network 
(“LAN”) and a wide area network (“WAN”), an inter 
network (e.g., the Internet), and peer-to-peer networks (e.g., 
ad hoc peer-to-peer networks). 
A system of one or more computers can be configured to 

perform particular operations or actions by virtue of having 
Software, firmware, hardware, or a combination of them 
installed on the system that in operation causes or cause the 
system to perform the actions. One or more computer 
programs can be configured to perform particular operations 
or actions by virtue of including instructions that, when 
executed by data processing apparatus, cause the apparatus 
to perform the actions. 

The computing system can include clients and servers. A 
client and server are generally remote from each other and 
typically interact through a communication network. The 
relationship of client and server arises by virtue of computer 
programs running on the respective computers and having a 
client-server relationship to each other. In some embodi 
ments, a server transmits data (e.g., an HTML page) to a 
client device (e.g., for purposes of displaying data to and 
receiving user input from a user interacting with the client 
device). Data generated at the client device (e.g., a result of 
the user interaction) can be received from the client device 
at the server. 
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While this specification contains many specific imple 

mentation details, these should not be construed as limita 
tions on the scope of the disclosed subject matter or of what 
may be claimed, but rather as descriptions of features 
specific to particular embodiments of the disclosed subject 
matter. Certain features that are described in this specifica 
tion in the context of separate embodiments can also be 
implemented in combination in a single embodiment. Con 
versely, various features that are described in the context of 
a single embodiment can also be implemented in multiple 
embodiments separately or in any suitable Subcombination. 
Moreover, although features may be described above as 
acting in certain combinations and even initially claimed as 
Such, one or more features from a claimed combination can 
in Some cases be excised from the combination, and the 
claimed combination may be directed to a Subcombination 
or variation of a Subcombination. 

Similarly, while operations are depicted in the drawings in 
a particular order, this should not be understood as requiring 
that such operations be performed in the particular order 
shown or in sequential order, or that all illustrated operations 
be performed, to achieve desirable results. In certain cir 
cumstances, multitasking and parallel processing may be 
advantageous. Moreover, the separation of various system 
components in the embodiments described above should not 
be understood as requiring such separation in all embodi 
ments, and it should be understood that the described 
program components and systems can generally be inte 
grated together in a single Software product or packaged into 
multiple software products. 

Thus, particular embodiments of the subject matter have 
been described. Other embodiments are within the scope of 
the following claims. In some cases, the actions recited in 
the claims can be performed in a different order and still 
achieve desirable results. In addition, the processes depicted 
in the accompanying figures do not necessarily require the 
particular order shown, or sequential order, to achieve 
desirable results. In certain implementations, multitasking 
and parallel processing may be advantageous. 

What is claimed is: 
1. A method comprising: 
determining, by a host computer system, that a first 

security measure in a mobile device separate from the 
host computer system has been compromised by mali 
cious Software, wherein the first security measure is a 
software routine or library that protects sensitive infor 
mation associated with a user of the mobile device, and 
wherein said determining includes detecting a trigger 
ing feature of the malicious software; 

determining, by the host computer system, a corrective 
measure against the malicious Software to be executed 
by the mobile device, wherein the corrective measure 
includes deauthorization of an application executing on 
the mobile device to prevent malicious communication 
with an operating system of the mobile device, the host 
computer system, or both; 

calculating, by the host computer system, a delay to be 
applied before execution of the corrective measure; and 

causing, by the host computer system, execution of the 
corrective measure to occur only after a time period 
corresponding to the delay has passed since detection 
of the triggering feature. 

2. The method of claim 1, wherein the time period is a 
predetermined amount of time. 

3. The method of claim 2, wherein the predetermined 
amount of time corresponds to a predetermined number of 
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requests from the mobile device or a pseudo-random number 
of requests from the mobile device. 

4. The method of claim 1, wherein the time period is a 
pseudo-random amount of time. 

5. The method of claim 1, further comprising receiving, 
by the host computer system, a type of security failure, 
wherein calculating the delay is based on the type of security 
failure. 

6. The method of claim 1 further comprising: 
determining that a second security measure in the mobile 

device has been compromised by the malicious Soft 
ware, wherein the first security measure and the second 
security measure are part of a hierarchy of security 
measures in which the second security measure is 
associated with a higher level of security than the first 
security measure. 

7. The method of claim 6, wherein determining that the 
second security measure has been compromised includes 
receiving an indication from the mobile device that an 
application in the mobile device can access a memory 
location outside of allocated memory for the application. 

8. The method of claim 6, wherein determining that the 
second security measure has been compromised includes 
determining that one or more stored fingerprints include less 
than a threshold number of fingerprints identical to a first 
fingerprint received from the mobile device. 

9. The method of claim 6, wherein determining that the 
second security measure has been compromised includes 
determining that a fingerprint of an application on the 
mobile device does not match a stored fingerprint for the 
application. 

10. The method of claim 6, wherein determining that the 
second security measure has been compromised includes 
receiving an indication from the mobile device that a debug 
ging mode is active. 

11. The method of claim 1, wherein the corrective mea 
Sure comprises at least one of disabling an account associ 
ated with the user, disabling an account associated with the 
mobile device, or performing risk evaluation. 

12. A processing system comprising: 
communication circuitry to enable the processing system 

to communicate with a remote mobile device via a 
network; 

a processor coupled to the communication circuitry; and 
a computer-readable medium coupled to the processor 

and having instructions stored thereon, which, when 
executed by the processor, cause the processing system 
to perform operations including: 

determining that a first security measure of an operating 
system in the remote mobile device has been compro 
mised by malicious software, where the first security 
measure is a software routine or library that protects 
sensitive information associated with a user of the 
mobile device, and where said determining includes 
detecting a triggering feature of the malicious Software; 

determining a corrective measure against the malicious 
software to be executed by the mobile device, wherein 
the corrective measure includes deauthorization of an 
application executing on the remote mobile device to 
prevent further communication with the operating sys 
tem, the processing system, or both; 

calculating a delay to be applied before execution of the 
corrective measure, where the delay impedes recogni 
tion of a causal relationship between the triggering 
feature and the corrective measure; and 
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causing execution of the corrective measure to occur only 

after a time period corresponding to the delay has 
passed since detection of the triggering feature. 

13. The processing system of claim 12, wherein the time 
period is a predetermined amount of time. 

14. The processing system of claim 13, wherein the 
predetermined amount of time corresponds to a predeter 
mined number of requests from the remote mobile device or 
a pseudo-random number of requests from the remote 
mobile device. 

15. The processing system of claim 12, wherein the time 
period is a pseudo-random amount of time. 

16. The processing system of claim 12, wherein said 
operations further comprise receiving a type of security 
failure, wherein calculating the delay is based on the type of 
security failure. 

17. The processing system of claim 12, wherein said 
operations further comprise: 

determining that a second security measure in the remote 
mobile device has been compromised by the malicious 
software, wherein the first security measure and the 
second security measure are part of a hierarchy of 
security measures in which the second security measure 
is associated with a higher level of security than the first 
security measure. 

18. The processing system of claim 17, wherein deter 
mining that the second security measure has been compro 
mised includes receiving an indication from the remote 
mobile device that an application in the remote mobile 
device can access a memory location outside of allocated 
memory for the application. 

19. The processing system of claim 17, wherein deter 
mining that the second security measure has been compro 
mised includes determining that one or more stored finger 
prints include less than a threshold number of fingerprints 
identical to a first fingerprint received from the remote 
mobile device. 

20. The processing system of claim 17, wherein deter 
mining that the second security measure has been compro 
mised includes determining that a fingerprint of an applica 
tion on the remote mobile device does not match a stored 
fingerprint for the application. 

21. The processing system of claim 17, wherein 
determining that the second security measure has been 

compromised includes receiving an indication from the 
remote mobile device that a debugging mode is active. 

22. A non-transitory machine-readable storage medium 
storing instructions that, when executed by a host processing 
system, cause the host processing system to perform opera 
tions comprising: 

receiving a type of security failure associated with a 
mobile device separate from the host computer system; 

determining that a first security measure in the mobile 
device has been compromised by malicious Software, 
wherein the first security measure is implemented by an 
operating system or an application executing on the 
mobile device, and wherein said determining includes 
detecting a triggering feature of the malicious Software; 

determining a corrective measure against the malicious 
software to be executed by the mobile device, wherein 
the corrective measure includes deauthorization of the 
application executing on the mobile device to prevent 
malicious communication with the operating system, 
the host processing system, or both; 

calculating a delay to be applied before execution of the 
corrective measure, based on the type of security fail 
ure; and 
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causing execution of the corrective measure to occur only 
after a time period corresponding to the delay has 
passed since detection of the triggering feature. 

23. The non-transitory machine-readable storage medium 
of claim 22, wherein said determining that the first security 
measure in the mobile device has been compromised by the 
malicious Software comprises: 

receiving a fingerprint of a sandbox environment in which 
a Software application associated with the host process 
ing system operates; and 

checking validity of the fingerprint by comparing the 
fingerprint to a set of stored fingerprints that are 
received from other mobile devices. 
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