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TECHNICAL FIELD
MULTI-HOST PERIPHERAL CONTROLLER
[0001] - The present subject matter relates, in general, to multi-host processors
and, in particular, to a multi-host peripheral controller for the multi-host processors.
BACKGROUND
[0002] A typical computing system includes, among other things, host
processors, memory controllers (or a north bridge), media hardware acéelerators, and a
peripheral controller or a south bridge). While the ‘memory controller helps the host
processor to interface with a local memory, the péripheral cdntroller’ provides the
accesses to all the input and output (1/0) devices, viz., serial ATA (hard disk drive or
BD/DVD/CD ROM drives), Universal Seriai Bus (Key board/Mouse, external ports),
Peripheral Connect Interface;Express (PCle) expansion slots, Ethernet (network
connectivity), etc.
[0003] Generally, the 1/0 devices are virtualized by software, such és a
hypervisor, to enable multiple hosts to share the same system resources. The hypervisor
or a virtual machine monitor (VMM) provides a platform for isolated execution of
system images, and manages access between the system images and the attached I/O
devices. Standards for PCle based /O virtualization, where multiple system images are
implemented on a single host processor, are specified by Peripheral Component
Interconﬁect Special Interest Group (PCI-SIG) in the singlé root input-output
virtualization (SR-IOV) standard. However, the dverhead of such virtualization
techniques results in lesser performance and consume higher compute resources.
[0004] The capabilities of thé SR-IOV standard have been extended by a multi
root input-output virtualization (MR-IOV) standard to allow virtualization of the I/O
devices between multiple host processors based on the standards of MR-IOV provided
by the PCI-SIG. However, in order to virtualize the complete system in hardware
following MR-IOV standards, a lot of components need to be made MR-IOV compliant.
In addition, a MR-IOV switch needs to be implemented which adds additional

component to the system.
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SUMMARY

[0005] This summary is provided to introduce concepts related to a multi-host
peripheral controller, which are further described in the detailed description. This
summary is not intended to identify essential features of the present subject matter nor is’
it intended for use in determining or limiting the scope of the present subject matter.
[0006] . In one implementation, the multi-host peripheral controller is configured
to allow a plurality of host processors to simultaneously access the 1/0 devices through
one of per-host dedicated system bus architecture and a common system bus
architecture. Such bus architecture is one of AXI, AHB, PCI, PCle, OCP, etc. The
multi-host peripheral controller allows operating systems, running on the plurality of
host processors, to operate asynchronously with minimal or no inter operating system
dependency. For addressability, either address based or sideband signal based
demarcation may be used.

. BRIEF DESCRIPTION OF THE DRAWINGS
[0007] The detailed description is described with reference to the accompanying

figures. In the figures, the left-most digit(s) of a reference number identifies the figure in

~ which the reference number first appears. The same numbers are used throughout the

drawings to reference like features and components.

[0008] Fig. 1 illustrates a multi-host computing system implementing a multi-

host peripheral controller, according to an embodiment of the present subject matter.

[0009] Fig. 2 illustrates a multi-host computing system implementing a multi-

- host peripheral controller based on per-host dedicated system bus architecture,

according to an embodiment of the present subject matter.
[0010] Fig. 3(a) illustrates a multi-host computing system ‘implementing a multi-
host peripheral controller based on common system bus architecture, according to
another embodiment of the present subject matter.
[0011] Fig. 3(b) illustrates address based ‘demarcation, according to another
embodiment of the present subject matter. |
[0012] Fig. 3(c) illustrates sideband signal based demarcation, according to
another embodiment of the present subject matter. ‘

* DETAILED DESCRIPTION
[0013] - The present subject matter is based on the platform system
implementation, and, in particular, to integrated circuit chip implemenfation, which

enables multiple hosts to concurrently access the I/O devices. In general, 1/0
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virtualization relates to a capability of the I/O devices to be_uséd by more than one
system image, in other words, by rﬁore than one operating system executing on a single
host processor. Conventionally, a virtualization intermediary (VI) or a hypervisor, such
as a virtual machine monitor (VMM), is used to enable sharing of the I/O devices
connected to the single host processor. For a single root I/O virtualization, where
multiple system images work on a single host processor and share virtualized 1/0
devices, a single root input-output virtualization (SR-IOV) has been developed by the
Peripheral Component Interconnect Special Interest Group (PCI-SIG).

[0014] Additionally, the standard for virtualizing I/O devices and fﬁrther,

~

routing information between the virtualized I/O devices and the multiple host processors

‘based on PCle protdcol has been defined by the PCI-SIG in the multi-root [/O

virtualization (MR-IOV) standard. However, for virtualizing the entire system using
MR-IOV, a lot of MR-IOV compliant components are used. To this end, method and
systems to enable a plurality of hosts running parallel operating systems to share a given
set of I/O devices with minimum or no communication between each other are
described herein.

[0015] In one embodiment, a multi-host peripheral controller includes /O
controllers, which may either be single host aware or multi-host aware. The siﬁgle host
aware [/O controllers may be virtualized through a virtualization controller. Depending
on the nature of the interface protocol supported by the I/O controller, or processing
protocol supported by one or more acceleration engines, the virtualization method
changes. Accordingly, the I/O controllers and the accelerator engines can arbitrate
between the host processors at a determined boundary. Further, for communication
between the host processors and I/0O controllers/accelerator engines, a bus architecture is
provided. The implementation of the multi-host peripheral controller may either be
based on per-host dedicated system bus architecture or common system bus architecture.
[0016] Devices that can implement‘ the disclosed system(s) and method(s)
include, but are not limited to, desktop computers, hand-held devices, multiprocessor
systems, microprocessor based programmable consumer electronics, laptops, network
computers, minicomputers, mainframe computers, and the like which utilize mﬁltiple
processors on the same hardware platform. In one implementation, the method can also
be implemented for systems running any opérati.ng system such as Linux, Unix,
Microsoft®‘Windows®, Mac OS X%, Android, and the like. Although the description‘

herein is with reference to certain multi-host computing systems running particular
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operating systems, the systems and methods may be implemented in other operating
systems and computing systems, albeit with a few Variatiohs, as will be understood by a
person skilled in the art.

[0017] Multiple operating systems are typically used to perform different
functions on the same hardware platform. Each operating system may provide a -
particular advantage over different operating system (OS). For example, in a multi-host
computing system which may run two different operating systems, OS 1 and OS 2, the'
OS 1 may provide better performance or support more applications than OS 2 however,
the OS 2 may consume less resources such as memory, proceséing power, battery power
when compared to OS 1. In such a scenario, the computing system may implement OS 1
for application processing and computational purposes whereas may implement OS 2
during idle state. |

[0018] Fig. 1 illustrates a multi-host computing system 100 implementing a
multi-host peripheral controller 102, according to an erﬁbodiment of the present subject
matter. In said embodiment, the multi-host computing system 100, hereinafter referred
to as system 100, includes host processors 104-1, 104-2,...,104-N, collectively referred
to as host processors 104. The host processors 104 may include microprocessors,
microcomputers, microcontrollers, digital signal processors, central processing units,
state machines, logic circuitries, and/or any devices that manipulate signals and data
based on operational instructions. Further, the system 100 includes memory-controllers
106-1, 106-2,...,106-N. Optionally, each of the host processors 104 may have a
dedicated graphics controller (not shown in the figure). . »
[0019] The system 100 further includes the intelligent peripheral controller 102 to allow
the host processors 104 to simultaneously access one or more /O devices 108-1, 108-2,
.....,108-N, collectively referred to as I/O device(s) 108. Exémples of the 1/0 devices
108 include USB devices, storage devices, communication devices, human interface

devices, audio devices, etc. The I/O devices 108 may or may not be multi-host aware.

" Accordingly, in one implementation, the single host aware 1/O controller(s) 110-1

corresponding to the 1/O device 108 may be virtualized by building a virtualization
wrapper around the [/O controller 110. Alternatively, -the virtualization may be
supported through a virtualization controller 112 and virtualization related components
like inter host communication channels (not shown in the figure) included within the
multi-host peripheral controller 102. The multi-host aware I/O controllers 110-2, on the

other hand, are pre-configured to arbitrate between multiple host processors 104.

4
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[0020] The I/O controllers 110 can be integrated with any standard bus
architecture, such as the bus architecture 114. The bus architecture 114 includes one or
more buses each capable of supporting different interface standard for different type of
standard. Further, the bus architecture 114 is used to send commands and data from each
of the I/O controllers 110 or accelerator engines 116, such as graphics engines, media
accelerators, and security engines via buses. For example there may be an Advanced
High-performance Bus (AHB) bus for commands and AXI bus for 'data transfers.
Further, the I/O controllers 110 may read commands from the host processor’s system
memory connected to the memory controller 106 through inbuilt DMAs. The I/O
controllers 119 may be further configured to implement data transfers through DMA
read-writes directly from the system memory connected to the host’s mefnory controller
106. Further, the bus architecture 114 may either be per-host dedicated system bus
architecture or common system bus architecture. Based on the type of bus architecture
114, the implementation of the multi-host controller 102 may vary. This is explained in
detail with reference to subsequent ﬁgurés.

[0021] The bus architecture 114 is also associated with a bus interconnect 118,
which includes an address decoder 120 and an arbitration unit 122. In one
implementation, the bus interconnect 118 helps to interconnect master units and slave
units with each other. A master unit, for example, the host processor 104-1, can request
ownership of the bus, while a slave unit, such as the I/O device 108, is passive and only
respond to requests. The arbitration unit(s) 122 is configured to determine bus
ownership based on inputs received from each of requesting unit, for example the host
processors 104 and I/O dévices 108. The arbitration unit(s) 122 may then grant bus
ownership to the requesting unit, as determined by the bus protocol. Further, the bus
interconnect 118 may either be single layered or multiple layered. In case of single
layered bus interconnect 118; one transfer is supported at a time. Thus, at any point of
time, one master unit is allowed to interact with one slave unit. In this case, the address
decoding and inter host arbitration may be performed by a single address decoder 120
énd the arbitration unit 122 included within a central block.

[0022] However, if the bus interconnect 118 is multiple layered, multiple
transfers can be supported, which means that while one master unit is interacting with
one slave unit, another master unit may interact with another slave unit. Such parallel
paths enable higher bandwidth. As each of the slave unit can have an active transfer in

parallel, an individual arbitration unit 122 is associated with each slave unit. Further, in
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order to determine which slave unit is being targeted by the master unit, address
decoders 120 may be placed physically closer to the master unit.

[0023] Further, the multi-host peripheral controller 102 may also include a
bridge unit 124 for handling protocol conversion between two buses operating on
different protoéols, traffic segmentation,” frequency translation, and/or bus-width
modification. |

[0024] In operation, the multi-host peripheral controller 102 is configured to
enable a plurality of host processors 104 running on different operating systems to share

the I/O devices 108 with minimal or no inter-communication. The multi-host peripheral

controller 102 does not require virtualization of the bus architecture 114 as the I/O

controllers 110 are configured to cater to multiple host processors 104 simultaneously.

Depending on the nature of the interface protocol supported by the I/O controller 110 or

processing protobol supported by the acceleration engines 116, the virtualization method

changes. Accordingly, the I/O controllers 110 and the accelerator engines 116 can
arbitrate between the host processors 104 at a determined boundary. It will be noted that
a part of the 1/O controllers 110 and the accelerator engines 116 support only stateless
transfers (i.e., context can be changed from transaction to transaction), whereas a part of
the I/O controllers 110 and the accelerator engines 116 complete a g'iven flow of
transactions before the context can be changed. For example, for a USB flash drive, a
set of transactions go through the USB host controller before the transaction context can
change. So a read transfer going to a sector needs to be completely finished before a
read to another sector is initiated.

[0025] In one implementation, for all the 1/0O controllers 110 and the accelerator
engines 116, which can have a context change per transfer, the host processors 104 may
be arbitrated per transfer. For the I/O controllers 110 ahd the accelerator engines 116,
which require maintaining context for a féw transfers, the arbitration can be done at a
context switch point. The multi-host aware 1/O controllers and/or accelerator engines
116 take care of this arbitration while serving the host proceésors 104, simultaneously.

[0026] Fig. 2 illustrates a multi-host computing system 100 implementing a

‘multi-host peripheral controller 102 based on per-host dedicated system bus

architecture, according to an embodiment, of the present subject matter. As mentioned
before, the system 100 includes host processors 104, memory controllers 106, and a
multi-host peripheral controller 102 to interact with I/O devices 108 (not shown in this

figure). As an illustration, only two host processors 104 are shown to interact with the



10

15

20

25

30

WO 2012/143947 PCT/IN2012/000280

/O devices 108; however multiple host processors 104 may be present as will be
understood by a person skilled in the art.
[0027] In said embodiment, the multi-host peripheral controller 102 includes one

or more bridge units 124 for protocol conversion between buses operating on different

. standards, etc., the accelerator engines 116, and the virtualization controller 112. In

a_ddition, as mentioned in Fig. 1, the multi-host peripheral controller 102 includes I/O
controllers. 110, which may either be single host aware or multi-host aware. Further,
such I/O controllers 110 may either be dedicated to the host processors 104 or shared
between the plurality of host processors 104. For example, the dedicated I/O controllers
202-1 are I/O controllers for I/O devices 108 dedicated to host processof 104-1, whereas
the dedicated I/0 controllers 202-2 are peripheral controllers for I/O devices 108
dedicated to host processor 104-2. Shared I/O controllers 204 are peripheral controllers
for peripherals that are shared between the host processor 104-1 and 104-2. Further,
each of the host processors 104 has a dedicated bus. Thus, a bus 206-1 sends commands
and data to and from the host processor 104-1 and another bus 206-2 is meant for same
purpose for host processor 104-2. It will be appreciated that even though the bus 206-1
and 206-2 is shown as single interfaces, both may support multiple interface standards
for different types of transfers.

[0028] Further, as shown in Fig. 2 with the help of bi-directional arrows, the‘
shared I/O controllers 204 can interface with multiple host-specific bus architecture.
Thus, the shared I/O controllers 204 are configured to receive comrhands/requests from
the plurality of host processors 104 through the corresponding host-speciﬁc' bus
interface. In said implementation, the shared I/O controllers 204 keep a register copy of
each of the host processors 104, which may command the shared I/O controllers 204 for
I/0 device access. The host-specific interface also supports the copy of host registers.
[0029] The shared I/O controllers 204 based on the commands received from
each of the host processors 104, on the host specific bus interface, schedule the received
requests from-each of the host processor 104 and route the data, responses and interrupts
back to the appfopriate host processor 104. Accordingly, host-specific commands are
executed. |
[0030] Fig. 3(a) illustrates a multi-host computing system 100 implementing a
multi-host peripheral controller 102 based on common system bus architecture,
according to another embodiment of the present subject matter. As mentioned before,

the system 100 includes host processors 104, memory controllers 106, and a multi-host
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peripheral controller 102 tb interact with I/O devices 108 (not shown in this figure). As
an illustration, only two host processors are shown to interact with the I/O devices 108;
however multiple host processors may be present as will be understood by a person
skilled in the art, |

[0031] In said embodiment, the multi-host péripheral controller 102 includes one
or more bridge units 124 for protocol conversion between buses operating on different
standards, etc., the accelerator engines 116, and the virtualization controller 112. In
addition, as mentioned in Fig. 1, the multi-host peripheral controller 102 includes /O
controllers 110, which may either be single host aware or multi-host aware. Further,
each of the host processors 104 has a dedicated bus. Thus, the bus 206-1 sends
commands and data to and erm the host processor 104-1 and the bus 206-2 commands
and data to and from the_host processor 104-2. However, the bus 206-1 .and bus 206-2
merge into a bus 302. The bus 302 is connected to all the I/O controllers 110,
accelerators engines 116, and the virtualization controller 112. It will be appreciated that
even though the bus 206-1 and 206-2 is shown as single interfaces, both may support
multiple interface standards for different types of transfers.

[0032] As shown in Fig. 3(a) with the help of bi-directional arrows, the DMAs
(not shown in this figure) within the 1/O controllers 110 transfer data to the desired host

processor’s 104 system memory connected to the Memory controller 106 through a

- common bus interface. As a result, address/protocol specific signal based demarcation

of the I/O controllers 110 and/or the accelerator engines 116 configuration space from
the host’s 104 perspective and address based demarcation of the host’s 104 memory
space from the I/O controllers 110 and/or accelerator engines 116 perspective is
employed to ensure that the transfers happen from a source to an intended destination,
i.e., between a barticular host processor 104 and a particular I/O controller 110 space. To
address addressability on the common system bus, either address based demarcation or
sideband signal based demarcation may be performed.

[0033] According to an embodiment of the present subject matter, the address
based demarcation includes allocating separate address spaces to each host processor
104, 1/O controllers 110, and host memory, etc. Referring to Fig. 3(b), such address
demarcation may be enabled through a bus interconnect 118 (also shown in Fig. 3(a)).
The bus interconnect 118 extends addresses say from “N” bits on the host processor 104
side to “N-+M?” bits on the I/O controller 110 side through a control path arbiter 304,

which also arbitrates between the host processor 104-1 and the host processor 104-2. As
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mentioned before, the bus interconnect 118 interfaces the host processors 104, for
example a first host processor 104-1 and a second host processor 104-2, with the /O
devices 108. The addressing on the host side is N-bit, while the addressing on the
peripheral side is N+M bits wide, where M is a function of the number of host
‘processors 104. The bus interconnect 118 maps the host’s system views to contiguous
spaces.' While each host can see only 2N space from its side, the I/O devices 108 in the
system can see up to 2™™ address space. From each of the I/O controller 110 and/or
accelerator engine’s 116 perspective, each host processor 104 can address its
corresponding register set thfough a unique address space. While initiating a DMA
transfer from the [/O controller, each host’s 104 local memory can be addressed at a
unique location. Though the above example states the spaces to be contiguous, different
implementations are possible where host processors 104 can be placed in non-
contiguous space as well.

[0034] According to another embodiment of the present subject matter shown in
Fig. 3(c), the sideband signal based demarcation includes assigning a separate ID to
each host processor 104, which can then be routed through sideband signals. The
following example describes a system where all host’s 104 interface with the 1/O
controllers 110 through a single on chip bus interconnect 118 and the DMA 306 of the
I/O controllers 110 initiate transfers on to the hosts 104 through the same bus
interconnect 118. For the sake of simplicity in explanation, the implementation
described herein shows only one standard being followed in both the directions,
however there can be different implementations using different bus standards, such as
AHB, PCI, PCle, OCP, etc., for thev host processor 104 to the I/O controller 110 and the
1O controller 110 to the host processor 104. k ,

[0035] Further, in said implementation, the bus interconnect 118 adds a host ID
sideband signal for each of the host interface. After arbitration by the control path
arbiter 304, the interface is routed to an I/0 controller 110, such as ‘the' multi-host aware
I/O controller 110-2. Based on the host ID generated by the bus interconnect 118, the
I/0 controller 110-2 can direct the accesses on the command bus. IF to the host specific
register space. On the Data Bus [F frorﬁ a data path arbiter 308, the DMA 306 generates
the host ID sideband signal based on the target host processor 104, The bus interconnect
118 uses the host ID to route the transfers from the /O controller 110-2 to the

appropriate host processor 104.
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[0036] Even though the example shows one implementation of the sideband
signals; however, it will be understood by a person skilled in the art that different
variations in the implementation may be possible where the hosts 104 can generate a
host ID along with the bus interface éignals (instead of bus interconnect 118), I/O
controllers 110 can use the host ID as an extension to the address. In short the value on
the host ID sideband signal can be used in different ways to enable transfers accesses
between multiple hosts and slaves.. v

[0037] Although implementations of the multi-host peripheral controller 102
have been described in language specific to structural features and/or methods, it is to be
understood that the invention is not necessarily limited to the specific features or
methods described. Rather, the specific features and methods are disclosed as exemplary

implementations for the multi-host peripheral controller 102.

10
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We claim:

1.

A multi-host computing system (100) comprising:

a multi-host peripheral controller (102) configured to share a input-
output (I/O) device (116) amongst a plurality of host processors (104), wherein
each of the plurality of host processors (104) is configured to run operating
systems asynchronously, in a multi-host computing system (100), the multi-host
peripheral controller (102) comprising:- |

- at least one /O controller (110), communicatively coupled to at
least one of the plurality of host proceséors (104), wherein the at least
one I/O controller (110) is directly and simultaneously addressable by the
host processors (104), and configured to: '

control the 1/0 device (116); and
| access a local memory associated with each of the
plurality of host processors (104) for fetching commands and
transferring data;
a bus architecture (114) configured to transmit instructions
generated by of the plurality of host processors (104) to the I/O device

(116); |

a virtualization controller (112) configured to act as virtualization
wrapper for the I/O controller (110), wherein the virtualization wrappers
enable virtualization of the I/O device (116) with respect to the operating

system running on each of the plurality of host processors (104).

2. The multi-host computing system (100) as claimed in claim 1, wherein the bus

architecture (114) is further configured to support bus architecture conforming to
at least one of Advanced eXtensible Interface (AXT) standards, Advanced High-
performance Bus (AHB) standards, Peripheral Controller Interface (PCI)
standards, Peripheral Controller Interface express (PCle) standards, and an Open
Core Protocol (OCP) standards. ‘ | _

The multi-host computing system (100) as claimed in claim 1, wherein the bus
architecture (114) is dedicatedly coﬁtrolled by each of the plurality of host
processors (104).

The multi-host computing system (100) as claimed in claim 1, wherein the bus
architecture (114) is dedicatedly controlled by the plurality of host processors

(104) simultaneously.

11
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5. The multi-host computing system (100) as claimed in claim 1, wherein the

multi-host peripheral controller (102) further comprises a bus interconnect (118)
configured to interconnect at least one of the plurality of host processors (104)
with the I/O device (116).

. The multi-host computing system (100) as claimed in claim 5, wherein the bus

interconnect (118) further comprises:

an arbitration unit (122) configured to,

determine ownership of the bus architecture (114) based on
signals received from at Jeast one of the plurality of host processors (104)
and the 1/O device (116);

grant access of the bus architecture (114) to at:least one of the
plurality of host processors (104) based on the determined ownership;
and
an address decoder (120), communicatively coupled to the arbitration
unit (122) and configured to arbitrate requests to access the bus

architecture (114) from a plurality of host processors (114).

. The multi-host computing system (100) as claimed in claim 1, wherein the

multi-host peripheral controller (102) is further configured to demarcate each of
the plurality of host processors (114) based on access of addresses on the bus

architecture (114)

. The multi-host computing system (100) as claimed in claim 1, wherein the

multi-host peripheral controller (102) further comprises a bridge unit (124)
configured to translate commands received from the plurality of host processors
(104) from a first protocol to a second protocol, wherein the first protocol and
the second protocol conform to at least one of Advanced eXtensible Interface
(AXI) standards, Advanced High-performance Bus (AHB) standards, Peripheral
Controller Interface’ (PCI) standards, Peripheral Controller Interface express
(PCle) standards; and an Open Core Protocol (OCP) standards.

. The multi-host computing system (100) as claimed in claim 1, wherein the at

least one I/O controller (110) further comprises at least one of a Single Root I/O
Virtualization ('SRIOV) controller (110-1) configured to interface with I/O
device (116) not supporting virtualization and a Multi-Root /0 Virtualization
(MRIOV) controller (110-2) configured to- interface with the 1I/O device (116)

supporting virtualization.

12
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10. The multi-host computing system (100) as claimed in claim 1, wherein the
multi-host peripheral controller (102) is further conﬁguréd to assign each of the
p]urality host processors (104) an unique identity (ID) so as to demarcate
between each of the plurality of host processors (104) using a sideband signal,
wherein the sideband signal comprises the ID for each of the plurality of host

processors (104).
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