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1
ADVERSARIALLY GENERATED
COMMUNICATIONS

CROSS-REFERENCE TO RELATED
APPLICATION

This application claims the benefit of U.S. Provisional
Application No. 62/802,730, filed on Feb. 8, 2019, which is
incorporated herein by reference.

TECHNICAL FIELD

This specification generally relates to communications
systems that use machine learning.

BACKGROUND

Communications systems involve transmitting and
receiving various types of communication media, e.g., over
the air, through fiber optic cables or metallic cables, under
water, or through outer space. In some cases, communica-
tions channels use radio frequency (RF) waveforms to
transmit information that is modulated onto one or more
carrier waveforms operating at RF frequencies. In other
cases, RF waveforms are themselves information, such as
outputs of sensors or probes. Information that is carried in
RF waveforms, or other communication channels, is typi-
cally processed, stored, and/or transported through other
forms of communication, such as through an internal system
bus in a computer or through local or wide-area networks.

SUMMARY

In general, the subject matter described in this disclosure
can be embodied in methods, apparatuses, and systems for
training and deploying machine-learning networks to gen-
erate, using a generator machine-learning network, commu-
nications signals, which are then communicated over a
communications channel, and specifically to generate sig-
nals which share characteristics with one or more preexist-
ing signals. The one or more preexisting signals can be used
as input to train the generator machine-learning network.

The methods, apparatuses, and systems realize a genera-
tive adversarial network (GAN)-based communications sys-
tem. In this context, a GAN refers to a system in which a
generator machine-learning network (for example, an arti-
ficial neural network) generates a product which is evaluated
by a discriminator machine-learning network (for example,
another artificial neural network). The generator machine-
learning network updates its output with successive evalu-
ations by the discriminator machine-learning network. By
updating the output in this manner, the generator machine-
learning network can yield refined communications signals
that are indistinguishable from target communications sig-
nals, as described in detail below.

In one aspect, a method is performed by at least one
processor to train at least one machine-learning network to
generate information used to communicate over a commu-
nications channel. In some cases, the communications chan-
nel can be a form of radio frequency (RF) communications
channel. The method includes: determining first information
to be used as input for a generator machine-learning net-
work; determining target information to be used for training
at least one of the generator machine-learning network or a
discriminator machine-learning network that is communica-
bly coupled to the generator machine-learning network,
where the generator machine-learning network and the dis-
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2

criminator machine-learning network are used for commu-
nications over the communications channel; generating sec-
ond information by using one of (i) the generator machine-
learning network to process the first information and
generate the second information as a function of the first
information, or (ii) the target information; sending the
second information to the discriminator machine-learning
network; generating discriminator information by process-
ing the transferred second information using the discrimi-
nator machine-learning network, where generating the dis-
criminator information includes performing a determination
by the discriminator machine-learning network whether the
transferred second information originated from the genera-
tor machine-learning network or the target information;
sending, to an optimizer, decision information indicating the
determination performed by the discriminator machine-
learning network; processing, using the optimizer, the deci-
sion information using one or more iterative optimization
techniques; and updating at least one of the generator
machine-learning network or the discriminator machine-
learning network based on the optimizer processing the
discriminator information and results of the one or more
iterative optimization techniques. Other implementations of
this aspect include corresponding computer systems, appa-
ratus, and computer programs recorded on one or more
computer storage devices, each configured to cause at least
one operably connected processor to perform the actions of
the methods.

Implementations may include one or more of the follow-
ing features. The one or more iterative optimization tech-
niques may include a stochastic gradient descent (SGD) or
Adam optimization algorithm. The transferred second infor-
mation may be an altered version of the second information
that is obtained by processing the second information using
either a real or simulated communications channel. Process-
ing the secondary information may include modulation,
digital to analog conversion, amplification, frequency mix-
ing, filtering, wireless or wired channel propagation effects,
noise, analog to digital conversion, change of modulation
basis, or other traditional processing, modulation, or coding
operations.

The method may further include: deploying the generator
machine-learning network in a communications system in
conjunction with signal encoding performed by an encoder
machine-learning network; determining an objective func-
tion using a measure of distance between input information
to the encoder machine-learning network and output infor-
mation produced from a decoder machine-learning network
that is communicably coupled to the encoder machine-
learning network, where the output information is produced
as a function of a transmission received from the encoder
machine-learning network, the transmission being based on
the input information; calculating a rate of change of the
objective function relative to variations in at least one of the
encoder machine-learning network or the decoder machine-
learning network; selecting, based on the calculated rate of
change of the objective function, at least one of a first
variation for the encoder machine-learning network or a
second variation for the decoder machine-learning network;
and updating at least one of the encoder machine-learning
network or the decoder machine-learning network based on
the at least one of the selected first variation for the encoder
machine-learning network or the selected second variation
for the decoder machine-learning network. The encoder
machine-learning network and the decoder machine-learn-
ing network may be jointly trained as an auto-encoder to
learn communications over a communications channel, and
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the auto-encoder may include at least one channel-modeling
layer representing effects of the communications channel on
transmitted waveforms. The communications channel may
include at least one of a radio communications channel, an
acoustic communications channel, or an optical communi-
cations channel. Updating at least one of the generator
machine-learning network or the discriminator machine-
learning network may include at least one of: updating at
least one generating network weight or network connectivity
in one or more layers of the generator machine-learning
network, or updating at least one discriminating network
weight or network connectivity in one or more layers of the
discriminator machine-learning network. At least one of the
generator machine-learning network or the discriminator
machine-learning network may include at least one of a deep
dense neural network (DNN), a convolutional neural net-
work (CNN), or a recurrent neural network (RNN) including
parametric multiplications, additions, and non-linearities.
The generator machine-learning network may be trained to
generate at least one of 4th Generation Long-term Evolution
(4G LTE), 5th Generation New Radio (5G NR), or 6th
Generation (6G) cellular communications signals, Wi-Fi
signals, satellite signals, auditory signals, visual signals, or
radar signals.

In another aspect, a method includes transmitting and
receiving information through a communications channel. In
some cases, the communications channel can be a form of
radio frequency (RF) communications channel. The method
includes: determining first information to be used as input
for a generator machine-learning network; determining tar-
get information to be used for training at least one of the
generator machine-learning network or a discriminator
machine-learning network that is communicably coupled to
the generator machine-learning network, where the genera-
tor machine-learning network and the discriminator
machine-learning network are used for communications
over the communications channel; generating second infor-
mation by using one of (i) the generator machine-learning
network to process the first information and generate the
second information as a function of the first information, or
(i1) the target information; sending the second information to
the discriminator machine-learning network; generating dis-
criminator information by processing the transferred second
information using the discriminator machine-learning net-
work, where generating the discriminator information
includes performing a determination by the discriminator
machine-learning network whether the transferred second
information originated from the generator machine-learning
network or the target information; sending, to an optimizer,
decision information indicating the determination performed
by the discriminator machine-learning network; processing,
using the optimizer, the decision information using one or
more iterative optimization techniques; and updating at least
one of the generator machine-learning network or the dis-
criminator machine-learning network based on the optimizer
processing the discriminator information and results of the
one or more iterative optimization techniques. Other imple-
mentations of this aspect include corresponding computer
systems, apparatus, and computer programs recorded on one
or more computer storage devices, each configured to cause
at least one operably connected processor to perform the
actions of the methods.

Implementations may include one or more of the follow-
ing features. The one or more iterative optimization tech-
niques may include a stochastic gradient descent (SGD) or
Adam optimization algorithm. The transferred second infor-
mation may be an altered version of the second information
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that is obtained by processing the second information using
either a real or simulated communications channel. Process-
ing the secondary information may include modulation,
digital to analog conversion, amplification, frequency mix-
ing, filtering, wireless or wired channel propagation effects,
noise, analog to digital conversion, change of modulation
basis, or other traditional processing, modulation, or coding
operations.

The method may further include: deploying the generator
machine-learning network in a communications system in
conjunction with signal encoding performed by an encoder
machine-learning network; determining an objective func-
tion using a measure of distance between input information
to the encoder machine-learning network and output infor-
mation produced from a decoder machine-learning network
that is communicably coupled to the encoder machine-
learning network, where the output information is produced
as a function of a transmission received from the encoder
machine-learning network, the transmission being based on
the input information; calculating a rate of change of the
objective function relative to variations in at least one of the
encoder machine-learning network or the decoder machine-
learning network; selecting, based on the calculated rate of
change of the objective function, at least one of a first
variation for the encoder machine-learning network or a
second variation for the decoder machine-learning network;
and updating at least one of the encoder machine-learning
network or the decoder machine-learning network based on
the at least one of the selected first variation for the encoder
machine-learning network or the selected second variation
for the decoder machine-learning network. The encoder
machine-learning network and the decoder machine-learn-
ing network may be jointly trained as an auto-encoder to
learn communications over a communications channel, and
the auto-encoder may include at least one channel-modeling
layer representing effects of the communications channel on
transmitted waveforms. The communications channel may
include at least one of a radio communications channel, an
acoustic communications channel, or an optical communi-
cations channel. Updating at least one of the generator
machine-learning network or the discriminator machine-
learning network may include at least one of: updating at
least one generating network weight or network connectivity
in one or more layers of the generator machine-learning
network, or updating at least one discriminating network
weight or network connectivity in one or more layers of the
discriminator machine-learning network. At least one of the
generator machine-learning network or the discriminator
machine-learning network may include at least one of a deep
dense neural network (DNN), a convolutional neural net-
work (CNN), or a recurrent neural network (RNN) including
parametric multiplications, additions, and non-linearities.
The generator machine-learning network may be trained to
generate at least one of 4th Generation Long-term Evolution
(4G LTE), 5th Generation New Radio (5G NR), or 6th
Generation (6G) cellular communications signals, Wi-Fi
signals, satellite signals, auditory signals, visual signals, or
radar signals.

Another aspect involves a system including: at least one
processor; and at least one computer memory coupled to the
at least one processor having stored thereon instructions
which, when executed by the at least one processor, cause
the at least one processor to perform operations including:
determining first information to be used as input for a
generator machine-learning network; determining target
information to be used for training at least one of the
generator machine-learning network or a discriminator
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machine-learning network that is communicably coupled to
the generator machine-learning network, where the genera-
tor machine-learning network and the discriminator
machine-learning network are used for communications
over the communications channel; generating second infor-
mation by using one of (i) the generator machine-learning
network to process the first information and generate the
second information as a function of the first information, or
(i1) the target information; sending the second information to
the discriminator machine-learning network; generating dis-
criminator information by processing the transferred second
information using the discriminator machine-learning net-
work, where generating the discriminator information
includes performing a determination by the discriminator
machine-learning network whether the transferred second
information originated from the generator machine-learning
network or the target information; sending, to an optimizer,
decision information indicating the determination performed
by the discriminator machine-learning network; processing,
using the optimizer, the decision information using one or
more iterative optimization techniques; and updating at least
one of the generator machine-learning network or the dis-
criminator machine-learning network based on the optimizer
processing the discriminator information and results of the
one or more iterative optimization techniques. Other imple-
mentations of this aspect include corresponding computer
systems, apparatus, and computer programs recorded on one
or more computer storage devices, each configured to cause
at least one operably connected processor to perform the
actions of the methods.

Implementations may include one or more of the follow-
ing features. The one or more iterative optimization tech-
niques may include a stochastic gradient descent (SGD) or
Adam optimization algorithm. The transferred second infor-
mation may be an altered version of the second information
that is obtained by processing the second information using
either a real or simulated communications channel. Process-
ing the secondary information may include modulation,
digital to analog conversion, amplification, frequency mix-
ing, filtering, wireless or wired channel propagation effects,
noise, analog to digital conversion, change of modulation
basis, or other traditional processing, modulation, or coding
operations.

The operations may further include: deploying the gen-
erator machine-learning network in a communications sys-
tem in conjunction with signal encoding performed by an
encoder machine-learning network; determining an objec-
tive function using a measure of distance between input
information to the encoder machine-learning network and
output information produced from a decoder machine-learn-
ing network that is communicably coupled to the encoder
machine-learning network, where the output information is
produced as a function of a transmission received from the
encoder machine-learning network, the transmission being
based on the input information; calculating a rate of change
of the objective function relative to variations in at least one
of the encoder machine-learning network or the decoder
machine-learning network; selecting, based on the calcu-
lated rate of change of the objective function, at least one of
a first variation for the encoder machine-learning network or
a second variation for the decoder machine-learning net-
work; and updating at least one of the encoder machine-
learning network or the decoder machine-learning network
based on the at least one of the selected first variation for the
encoder machine-learning network or the selected second
variation for the decoder machine-learning network. The
encoder machine-learning network and the decoder
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machine-learning network may be jointly trained as an
auto-encoder to learn communications over a communica-
tions channel, and the auto-encoder may include at least one
channel-modeling layer representing effects of the commu-
nications channel on transmitted waveforms. The commu-
nications channel may include at least one of a radio
communications channel, an acoustic communications
channel, or an optical communications channel. Updating at
least one of the generator machine-learning network or the
discriminator machine-learning network may include at
least one of: updating at least one generating network weight
or network connectivity in one or more layers of the gen-
erator machine-learning network, or updating at least one
discriminating network weight or network connectivity in
one or more layers of the discriminator machine-learning
network. At least one of the generator machine-learning
network or the discriminator machine-learning network may
include at least one of a deep dense neural network (DNN),
a convolutional neural network (CNN), or a recurrent neural
network (RNN) including parametric multiplications, addi-
tions, and non-linearities. The generator machine-learning
network may be trained to generate at least one of 4th
Generation Long-term Evolution (4G LTE), 5th Generation
New Radio (5G NR), or 6th Generation (6G) cellular
communications signals, Wi-Fi signals, satellite signals,
auditory signals, visual signals, or radar signals.

In some implementations, information can be learned to
take on new signal properties through the use of a machine
learning model. The machine learning model may be trained
using a form of a GAN. The machine-learning model may be
trained to produce communications signals that are indis-
cernible from another set of signals taken from a target
information source. For example, the GAN-based machine-
learning network model can be paired with a communica-
tions signal encoder, to generate a radio signal that matches
a desired spectral mask, and existing standard or appearance,
or other signal properties from a target information source.
The generated artificial signal can be encoded into an
encoded signal by an encoder machine-learning based mod-
ule. The encoded signal can be decoded by a decoder
machine-learning based module. Both the encoder and
decoder automatically adjust communications encoding and
decoding based on noise, or other communications distur-
bances. In this way, communications efficiency can be
improved.

Other implementations of this and other aspects include
corresponding systems, apparatuses, and computer pro-
grams, configured to perform the actions of the methods,
encoded on computer storage devices. A system of one or
more computers can be so configured by virtue of software,
firmware, hardware, or a combination of them installed on
the system that in operation cause the system to perform the
actions. One or more computer programs can be so config-
ured by virtue of having instructions that, when executed by
data processing apparatus, cause the apparatus to perform
the actions.

All or part of the features described throughout this
application can be implemented as a computer program
product including instructions that are stored on one or more
non-transitory machine-readable storage media, and that are
executable on one or more processing devices. All or part of
the features described throughout this application can be
implemented as an apparatus, method, or electronic system
that can include one or more processing devices and
memory to store executable instructions to implement the
stated functions.
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The details of one or more implementations of the subject
matter of this disclosure are set forth in the accompanying
drawings and the description below. Other features, aspects,
and advantages of the subject matter will become apparent
from the description, the drawings, and the claims.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a diagram showing an example of a system for
adversarially generated communications.

FIG. 2 is a diagram showing an example of a system for
training a generator machine-learning network.

FIG. 3 is a diagram showing an example of a system for
training a generator machine-learning network.

FIG. 4 is a flow diagram illustrating an example of a
process for training a generator machine-learning network.

FIG. 5 is a diagram showing an example output of an
adversarially trained generator machine-learning network.

FIG. 6 is an image showing an example of adversarially
generated spectrograms showing long-term evolution (LTE)
signals.

FIG. 7 is a diagram illustrating an example of a computing
system used for adversarially generated communications
over one or more communications channels.

Like reference numbers and designations in the various
drawings indicate like elements.

DETAILED DESCRIPTION

The disclosed implementations present an approach for
generating communications signals that can be used for
encoding, transmitting, receiving, and decoding network
information, while also taking on desired signal properties,
structure or appearances, or other properties that can
improve its function, such as spectral shaping, structure,
interoperability, and performance of learned communica-
tions systems. The system uses a generator function that
maps a latent space into a generated space. The latent space,
in some implementations, represents random values sampled
from a distribution, such as a set of uniform or Gaussian
distributions and can take the form of a vector. The system
allows for learning of a generator that may follow a number
of different generation objective functions.

The training of a generator machine-learning network or
a discriminator machine-learning network may be designed
to achieve various communications systems objectives, such
as low bit error rate, low power, low bandwidth, high
information density, low complexity, low energy density,
performing well in particular regimes such as at a low signal
to noise (SNR) ratio or under specific types of channel
fading or interference, and/or other criteria. The results of
training such machine-learning networks may then be uti-
lized to deploy real-world generators in communications
scenarios to generate information over various types of
communications media. In some implementations, further
learning and adaptation of the generator are implemented
during deployment, based on feedback information. These
generators may replace or augment one or more signal
processing functions such as modulation, demodulation,
mapping, error correction, spreading, encoding, or other
components in existing communications systems.

The training can also take place at an encoder or decoder
within a system that includes a generator machine-learning
network. By doing so, the encoder or decoder can be
designed to achieve more efficient and/or robust communi-
cations channels, for example, for evaluating the encoding
and/or decoding performance against some loss metric and
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using the loss metric to update the encoding and/or decoding
process for example through a method like stochastic gra-
dient descent. In some cases, the encoder or the decoder can
be designed together with a generator to achieve the various
objectives for the encoder, decoder or the generator.

The disclosed implementations present a novel approach
to how communications systems are designed and deployed
for communications applications. For example, by imple-
menting machine-learning networks that are trained to learn
new communications signals through an adversarial mecha-
nism, the implementations improve a typically slow and
incremental process (that can often include manual signal
processing algorithm design, which can take months or
years) of signal processing engineering, enabling a paradigm
shift in designing, constructing, and using communications
systems. The disclosed implementations further help pro-
vide an efficient and robust method of generating particular
communications signals for transmission from one party to
another. The disclosed techniques offer various other advan-
tages, such as improved power, resiliency, greater efficiency,
and complexity advantages over presently available sys-
tems. This can be useful for communications channels which
are congested, monitored, have very complex sets of effects
that are hard to model, or hard to optimize for using other
approaches.

The disclosed implementations can further combine ele-
ments of the generator machine-learning network with ele-
ments of machine-learning encoder or decoder networks for
different types of communications media. The combination
can enable one or more of the advantages listed above.

Implementations disclosed herein may be applied to a
wide range of radio communications systems, such as cel-
lular, satellite, optical, acoustic, physical, emergency hand-
held, broadcast, point-to-point, Wi-Fi, Bluetooth, and other
forms of radio frequency communications. Signals may
suffer channel impairments. Channel impairments may
include, for example, thermal noise, such as Gaussian-like
noise, non-whitened noise, or more complex impairments
such as multi-path fading, impulse noise, spurious or con-
tinuous jamming, interference, distortion, hardware effects,
and other impairments.

The generator may implement generating techniques that
are learned from one or more machine-learning networks
that have been trained to learn suitable output based on one
or more objective criteria. For example, the machine-learn-
ing networks may be artificial neural networks. During
training, the machine-learning networks may be adapted
through selection of model architecture, weights, and param-
eters in the generator and/or the discriminator. The generator
and discriminator machine-learning networks may be
trained jointly or may be trained iteratively.

For example, a generator machine-learning network and
discriminator machine-learning network may be jointly opti-
mized or iteratively optimized. In some implementations,
the one or more machine-learning networks may be trained
by modeling the effects of an impaired channel as one or
more channel-modeling layers, such as stochastic layers
which may include regularization layers (e.g. regularization
layers, transforming layers, variational layers/samplers,
noise layers, mixing layers, etc.) in the one or more
machine-learning networks or as another set of differentiable
functions representing the behavior of a wireless channel.
The layers that model the channel may form a regularization
function across random behavior of a channel.

During training, a generator machine-learning network
and discriminator machine-learning network may be trained
to perform supervised, unsupervised, or partially supervised,
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machine learning to determine techniques for transmitting
and receiving information over a communications channel.
Therefore, in some scenarios, rather than being reliant upon
pre-designed systems for target information, error correc-
tion, modulation, pre-coding, and shaping, the disclosed
implementations herein may adaptively learn techniques for
generating signals over a channel. The generator machine-
learning network may be trained on real or simulated data,
often exploiting measurement data for accuracy in training
target data. Generators that utilize results of training such
machine-learning networks may further be updated during
deployment, thus providing advantages in adapting to dif-
ferent types of wireless system requirements, and in some
cases improving the throughput, error rate, complexity, and
power consumption performance of such systems.

As such, regardless of the type of communications chan-
nel, implementations disclosed herein can provide broadly
applicable techniques for learning representations of infor-
mation that enable reliable communications over the com-
munications channels. Depending on the configuration of
the training system and data sets and channel models used,
such machine-learning communications techniques can spe-
cialize in performance for a narrow class of conditions,
signal or channel types, or may generalize and optimize
performance for a wide range of signal or channel types or
mixtures of one or more signals or channels.

FIG. 1 illustrates an example of a communications system
100. The system 100 includes a transmission component
having input information 102, encoding/decoding updates
103, an encoder network 105, a generator network 107, a
transmitted signal 110, and a transmission device 112; a
communications channel 115; and a reception component
having received signal 117, a receiving device 120, a
decoder network 122, and reconstructed information 125.

In some implementations, the generator network 107 has
been trained previously and used to generate signals for
transmission. In some cases, the communications system
100 can be a cellular network used to transmit a signal from
a base station to a user equipment. The communications
system 100 can also be used to transmit a signal from the
user equipment to the base station. The user equipment can,
in some cases, be a smartphone, cellphone, or laptop.

In some implementations, the encoder network 105 and
the decoder network 122 are optionally added to the gen-
eration of the transmission signal by the generator network
107. Furthermore, if the encoder network 105 and decoder
network 122 are used for communications, the communica-
tions may or may not result in the encoding/decoding
updates 103. In some cases, the encoding/decoding updates
103 are ignored by the encoder network 105 or the decoder
network 122. In some cases, the encoding/decoding updates
103 are not generated. In some cases, the encoder network
105 or the decoder network 122 is the result of training
performed prior to the system 100 communicating one or
more signals.

In some implementations that are used for training, the
generator network 107 includes a machine-learning network
that learns how to represent first information, which is
discussed below. In the system 100, the first information
originates from the encoder network 105. During training, a
discriminator network that also includes a machine-learning
network helps train the generator network 107 how to
produce signals that share traits and features with target
information. Further details on the training process are
described below, for example with reference to FIG. 2 and
FIG. 3.
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In scenarios of training, the encoder network 105 includes
a machine-learning network that learns how to represent the
input information 102. Analogously, during training, the
decoder network 122 includes a machine-learning network
that learns how to decode a received signal into recon-
structed information 125 that approximates the original
input information 102. During training, the encoder 105
and/or decoder 122 may be trained by a network update
process, for example, the encoding/decoding updates 103.
The encoder 105 and decoder 122 may be trained to achieve
various types of objective functions, such as a measure of
reconstruction error, a measure of computational complex-
ity, bandwidth, latency, power, or various combinations
thereof and other objectives.

In some implementations of deployment, the generator
network 107 implements signal generation techniques that
were previously learned from training, or may be (further)
trained during deployment. The generator 107 may be
deployed in various application scenarios to perform com-
munications, using the information representations that were
learned during training. In some implementations, the gen-
erator 107 is further updated during deployment based on
real-time performance results such as construction error,
power consumption, delay, etc. Further details of deploy-
ment are described below. Error feedback of distance mini-
mization may occur in some instances via a communications
bus, or a protocol message within the system 100 which can
be used to update the generator 107.

In scenarios of deployment, the encoder 105 and decoder
122 may implement encoding and decoding techniques that
were previously learned from training, or may be (further)
trained during deployment. The encoder 105 and decoder
122 may be deployed in various application scenarios to
perform communications, using the encoding and decoding
representations that were learned during training. In some
implementations, the encoder 105 and/or decoder 122 may
be further updated during deployment based on real-time
performance results such as reconstruction error, power
consumption, delay, etc. In these cases, error feedback of
loss functions may occur in some instances via a commu-
nications bus, or a protocol message within the wireless
system which can be used to update the encoder 105 and/or
decoder 122.

The input information 102 and reconstructed information
125 may be any suitable form of information that is to be
communicated over a channel, such as a stream of bits,
packets, images, discrete-time signals, or continuous-time
waveforms. Implementations disclosed herein are not lim-
ited to any particular type of input information 102 and
reconstructed information 125, and are generally applicable
to generating techniques for communicating a wide variety
of types of information over the communications channel
115.

In some implementations, the encoder network 105 or the
decoder network 122 is a neural network (e.g. deep neural
networks (DNN), convolutional neural networks (CNN),
recurrent neural networks (RNN), residual neural network,
(ResNet), echo state networks (ESN), graph neural net-
works, variational neural networks, etc.). In some imple-
mentations, either or both the encoder network and the
decoder network are another form of machine-learning
network, e.g., where they take some input, include a set of
encoder parameters or decoder parameters, as applicable,
and produce some output information. Optimized architec-
tures may vary but retain the form of a directed computation
graph of neurons, parameters, and intermediate values pro-
ducing an output.
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The encoder network 105 is used to produce first infor-
mation from the input information 102. The first information
can be used as input in a latent space to the generator
network 107 to produce second information that can be
transmitted as the transmitted signal 110 by the transmitting
device 112. The transmitted signal 110 may be a signal
covering a subset of the latent space used by the generator
network 107. The transmitted signal 110 may be similar to,
or share certain characteristics with, one or more signals
used to train the generator network 107. Further discussion
of training the generator network 107 is provided with
respect to FIG. 2 and FIG. 3. In some instances, the encoder
network and the generator network may be combined or
trained jointly in arbitrary order where both functions exists
but are less distinct or ordered.

As shown, the transmitted signal 110 is transmitted over
the communications channel 115. The transmitted signal 110
is received as the received signal 117 by the receiving device
120. The decoder network 122 may decode the received
signal 117 and produce the reconstructed information 125.
Both the input information 102 and the reconstructed infor-
mation 125 can be used to determine encoding/decoding
updates 103 in instances where the encoder network 105 or
the decoder network 122 is being trained or updated. The
communications system 100 can perform with or without
determining updates for the encoder network 105 or the
decoder network 122.

In some cases, the encoder network 105 or the decoder
network 122 can be replaced with traditional signal process-
ing operations. For example, the encoder network 105 can
be replaced with a traditional quadrature amplitude (QAM)
or phase-shift keying (PSK) modulation, and in some cases
this may additionally include error correction encoding, or
other forms of information processing traditionally used in
non-learned communications systems. In these cases, the
encoder network may provide additional shaping, refine-
ment, processing, or augmentation to the traditional non-
learned signal processing stages.

The encoder network 105 and the generator network 107
can optionally incorporate additional processing stages, such
as modulation, Fourier transforms, wavelet transforms, map-
ping onto alternate basis functions or representations, filter-
ing, shaping, analog to digital conversion, amplification,
among others. In these cases, the learning may provide
additional augmentation, shaping or changing in represen-
tation, while also retaining existing well known representa-
tions or encodings for portions of the modem encoding
process.

In some implementations, the generator network 107 use
a simulated or modeled communications channel instead of
the real communications channel 115. A simulated or mod-
eled communications may include transmitter/receiver
effects, such as filtering impairments, additive noise, and
simulation of a range of propagation effects such as fading,
path simulation, dispersion, interference, distortion, genera-
tive adversarial channel modeling, or other impairments in
the transmitter and/or receiver components.

In some implementations, the encoder 105 and decoder
122 employ one or more signal processing operations, which
are suited to the type of communications domain. As
examples, the encoder 105 and/or decoder may implement
filtering, modulation, analog-to-digital (A/D) or digital-to-
analog (D/A) conversion, equalization, or other signal pro-
cessing methods that may be suitable for a particular types
of RF signals or communications domains. In some imple-
mentations, the encoder 105 and/or decoder 122 implement
one or more transmit and receive antennas, and other hard-
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ware or software suitable for transmitting and receiving
signals over the communications channel 115.

In some cases, the transmitted signal 110 and received
signal 117 represent actual RF waveforms that are transmit-
ted and received over the communications channel 115 using
one or more antennas. The communications channel 115
may represent an RF channel in such cases, e.g., a wireless
cellular network channel (e.g. a single input single output
(SISO) or multiple input multiple output (MIMO) 4G, 5G or
6G base station or user equipment propagation channel), a
Wi-Fi channel, IoT channel, or an industrial device channel
among others.

In some implementations, the system 100 implements
signal processing and RF transmission/reception processes
separately from the generator 107. In such implementations,
one or more signal transmission and/or signal reception
components, such as filtering, modulation, A/D or D/A
conversion, single or multiple antennas, etc., are represented
as part of the communications channel 115. The communi-
cations channel 115 may therefore include transmitter/re-
ceiver effects, such as filtering impairments, additive noise,
or other impairments in the transmitter and/or receiver
components. Therefore, in such scenarios, the transmitted
signal 110 and received signal 117 represent intermediate
representations of information 102/125, and the channel 115
represents a general transformation of those intermediate
representations of information to and from actual RF wave-
forms that are transmitted and received over an RF medium.
For example, the transmitted signal 110 and received signal
117 may represent basis coefficients for RF waveforms,
time-domain samples of RF waveforms, distributions over
RF waveform values, or other intermediate representations
that may be transformed to and from RF waveforms.

In scenarios of training, the reconstructed information 125
may be compared with the input information 102, and the
encoder 105 and/or the decoder 122 may be trained (up-
dated) based on results of the reconstruction. In some
implementations, updating the encoder 105 and/or decoder
122 may also be based on other factors, such as computa-
tional complexity of the machine-learning networks (which
can be measured, for example, by the number of parameters,
number of multiplies/adds, execution time, Kolmogorov
complexity, or otherwise), transmission bandwidth or power
used to communicate over the channel 115, or various
combinations thereof and other metrics.

In some implementations, the encoder 105 and the
decoder 122 include artificial neural networks that consist of
one or more connected neurons or layers of parametric
multiplications, additions, and non-linearities. In such sce-
narios, updating the encoder 105 and/or decoder 122 may
include updating weights of the neural network layers,
updating connectivity in the neural network layers, or other
modifications of the neural network architecture, so as to
modify a mapping of inputs to outputs.

The encoder 105 and the decoder 122 may be configured
to encode and decode using any suitable machine-learning
technique. In general, the encoder 105 may be configured to
learn a mapping from input information 102 into a lower-
dimensional or higher-dimensional representation as the
transmitted signal 110. Analogously, the decoder 122 may be
configured to learn a reverse mapping from a lower-dimen-
sional or higher-dimensional received signal 117 into the
reconstructed information 125

As an example, the mappings that are implemented in the
encoder 105 and decoder 122 may involve learning a set of
basis functions for RF signals. In such scenarios, for a
particular set of basis functions, the encoder 105 may
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transform the input information 102 into a set of basis
coeflicients corresponding to those basis functions, and the
basis coeflicients may then be used to generate a transmitted
RF waveform (for example, by taking a weighted combina-
tion of the basis functions weighted by the basis coefficients)
. Analogously, the decoder 122 may generate the recon-
structed information 125 by generating a set of basis
coeflicients from a received RF waveform (for example by
taking projections of the received RF waveform onto the set
of basis functions). The basis functions themselves may be
any suitable orthogonal or non orthogonal set of basis
functions, subject to appropriate constraints on energy,
amplitude, bandwidth, or other conditions.

During deployment, in some implementations, the
encoder 105 and/or decoder 122 utilize simplified encoding
and decoding techniques based on results of training
machine-learning networks. For example, the encoder 105
and/or decoder 122 may utilize approximations or compact
look up tables based on the learned encoding/decoding
mappings. In such deployment scenarios, the encoder 105
and/or decoder 122 may implement more simplified struc-
tures, rather than a full machine-learning network. For
example, techniques such as distillation may be used to train
smaller machine-learning networks which perform the same
signal processing function

In some implementations, the encoder 105 and/or decoder
122 may include one or more fixed components or algo-
rithms that are designed to facilitate communications over
communications channels, such as expert synchronizers,
equalizers, etc. As such, during training, the encoder 105
and/or decoder 122 may be trained to learn encoding/
decoding techniques that are suitable for such fixed compo-
nents or algorithms.

In some cases, the generator network 107 can transmit a
signal without using the encoder network 105 or the decoder
network 122.

In situations where RF signals are transmitted and
received by system 100, the RF signals may include any
suitable radio-frequency signal, such as acoustic signals,
optical signals, or other analog waveforms. The spectrum of
RF signals that are processed by system 100 may be in a
range of 1 kHz to 300 GHz. For example, such RF signals
include very low frequency (VLF) RF signals between 1
kHz to 30 kHz, low frequency (LF) RF signals between 30
kHz to 300 kHz, medium frequency (MF) RF signals
between 300 kHz to 1 MHz, high frequency (HF) RF signals
between 1 MHz to 30 MHz, and higher-frequency RF
signals up to 300 GHz.

The communications channel 115 can be used to transport
information embedded within a signal. The embeddings of
information can include any of the following: image embed-
ding, video embedding, audio embedding, optical embed-
ding, or other form of embedding.

FIG. 2 illustrates an example of a system 200 for training
a generator machine-learning network 205. In some imple-
mentations, the system 200 is used to train the generator
machine-learning network 107 of FIG. 1. The system 200
includes first information 202, the generator network 205,
second information 207, target information 210, a commu-
nications channel 212, communicated information 215, a
discriminator network 220, discriminator information 222,
and an optimizer 225.

The generator network 205 is trained adversarially by
using the discriminator network 220 and the target informa-
tion 210. Parameters of both the generator network 205 and
the discriminator network 220 are optimized.
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The first information 202 is used as input for the generator
network 205. The generator network 205 produces the
second information 207 using learned techniques, the first
information 202, and the target information 210. The first
information 207 may represent a list of all possible values of
an n-dimensional vector ‘z’. In some implementations, ‘z’
represents random values sampled from a distribution (e.g.,
uniform distribution, Gaussian distribution, etc.).

In some implementations, the generator network 205 is a
neural network (e.g., a deep neural network (DNN), multi-
layer perceptron (MLP), convolutional neural network
(CNN), recurrent neural network (RNN) a network formed
at least in part from one or more of these types of layers,
similar parametric network of neural network-like matrix
operations, etc.). In some cases, the generator network 205
is a variational neural network that takes an input, the first
information 202, and maps it to an output, the second
information 207, either deterministically, based on param-
eters within the generator network 205 or stochastically
where one or more additional random sampling procedures
within the generator network 205 (e.g., variational generator
network features) are used to make the network non-deter-
ministic, but shape the distribution. The generator produces
values of the second information 207 within the space of all
possible values of the second information 207.

The second information 207 may be formed from outputs
of the generator network 205, or it may be sampled from the
target information source 210, (e.g., examples of a commu-
nications signal, simulations of various signals, samples
from a closed form distribution over possible values of the
second information 207, masked or shaped signals which
may represent some desired set of signal properties, etc.).

In some implementations, the communicated information
215 is produced by transmitting the second information
through the real or simulated communications channel 212.
In some implementations, this includes one or more of the
following steps in hardware and propagation: digital to
analog conversion, amplification, frequency mixing, filter-
ing, wireless or wired channel propagation effects, noise, or
analog to digital conversion. In some implementations,
producing the communicated information 215 by transmit-
ting the second information through the real or simulated
communications channel 212 also includes additional pro-
cessing steps, such as change of modulation basis, or other
traditional signal processing or modulation or coding opera-
tions. The communicated information 215 then represents an
altered version of the second information 207, which has
been modified by the real or simulated effects of one or more
target communications channels.

The discriminator machine learning network 220, lever-
ages at least one of the second information 207 or the
communicated information 215 to produce the discrimina-
tion network 220, which includes at least a decision on
whether the second information 207 came from the target
information 210 source or the generator network 205. The
discriminator 220 includes a set of parameters which control
the discriminator information 222 output.

The source of the target information 210, or another
oracle, can provide label information of the second infor-
mation 207 to the optimizer 225. This information can be
used to indicate if the second information 207 came from the
target information 210 or is a product of the generator
network 205.

The optimizer 225 uses an iterative optimization tech-
nique, such as stochastic gradient descent (SGD) or another
form, such as Adam, to update one or more network weights
within the discriminator network 220 or the generator net-
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work 205. Approximations, such as variational methods or
adversarial approximations, can be used to assist in this
optimization, e.g., by approximating the gradient of the
communications channel 212 to facilitate forwards passes
(computing communicated information 215 from second
information 207), or backwards passes (computing a gradi-
ent which depends in part on the change of the communi-
cated information 215 over the second information 207).

The generator network 205, with respect to FIG. 2, can be
used to produce simulations of radio phenomena, such as
signals, emissions, interference, multi-user behavior, proto-
cols, or other radio events, which may otherwise be difficult,
expensive, computationally complex, or hard to simulate
through a traditional procedural approach. There are mul-
tiple applications in test and measurement, verification,
interference testing, research and simulation where such a
generator network can be leveraged, either in software
simulation or in connection with signal generation over
radio hardware.

FIG. 3 illustrates an example of a system 300 for training
a generator machine-learning network. In some implemen-
tations, the system 300 is a detailed view of network layer
updates used in a system used to train the generator
machine-learning network 107 of FIG. 1 or the generator
machine-learning network 205 of FIG. 2.

The system 300 shows a network structure of one or more
layers that form the generator network 305 and the discrimi-
nator network 315. The output of each layer is used as input
to the next layer in the network. Each layer of the network
generates an output from a received input in accordance with
current values of a respective set of parameters. For
example, in some implementations, the generator network
305 and/or discriminator network 315 include a plurality of
networks that may be collectively or iteratively trained. As
such, the first information 302 in FIG. 3 may be the first
information 202 in FIG. 2, above, or may be an output of
previous one or more layers in the generator network 305.
Analogously, decision 317 may represent the discriminator
information 222 in FIG. 2, above, or may be an input into
subsequent one or more layers in the discriminator network
315. In some instances, networks are not sequential in
nature, leveraging connections between various layers or
neurons which bypass or route through a plurality of pos-
sible architectures.

During training, the generator network 305 and/or dis-
criminator network 315 are trained to learn generating
and/or discriminating techniques for communicating over
various types of communications channels. During deploy-
ment, the generator network 305 (having been trained) may
be implemented to produce a communications signal for
transmission. Alternatively, in some scenarios of deploy-
ment, a deployed generator may utilize simplified generative
mappings based on results of training the generator network
305 and/or discriminator network 315. In the latter scenario,
the generator network 305 and/or discriminator network 315
is only utilized during training, and provide learned genera-
tive techniques that may be utilized in more simplified
generators that are deployed in real-world systems.

In the example of FIG. 3, the generator network 305 and
discriminator network 315 are implemented using a neural
network structure 306 and 316, respectively. In the scenario
of' a communications signal generator structure, the genera-
tor 305 and discriminator 315 are jointly trained to learn
information generation that best matches the target infor-
mation 303. During training, the generator network 305
and/or discriminator network 315 may be updated by a
network update process 320.
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The generator network 305 produces second information
307. The second information can also be produced form the
target information 303. The second information can either
become communicated information 312 by communications
channel effects 310 or be sent to the discriminator network
315. The discriminator network 315 can receive three varia-
tions of information including second information generated
from the generator network 305, second information gener-
ated from the target information 303, or communicated
information 312 derived from either forms of second infor-
mation.

In general, the generator network 305 and/or discrimina-
tor network 315 may include one or more collections of
multiplications, divisions, and summations or other opera-
tions of inputs and intermediate values, optionally followed
by non-linearities (such as rectified linear units, sigmoid
function, or otherwise) or other operations (e.g., normaliza-
tion), which may be arranged in a feed-forward manner or
in a manner with feedback and in-layer connections (e.g., a
recurrent neural network (RNN) where sequences of training
information may be used in some instances). For example,
a recurrent neural network may be a long-short term
memory (LSTM) neural network that includes one or more
LSTM memory blocks, or a quasi-recurrent neural network
(QRNN) which combines elements of convolutional net-
works with recurrent networks.

Parameters and weight values in the generator network
305 and/or discriminator network 315 may be used for a
single multiplication, as in a fully connected neural network
(DNN), or they may be “tied” or replicated across multiple
locations within the network to form one or more receptive
fields, such as in a convolutional neural network, a dilated
convolutional neural network, a residual network unit, or
similar. A collection of one or more of these layers may
constitute both the encoder 305 and the discriminator 315, as
shown in the example of FIG. 3. The specific structure for
the networks may be explicitly specified at design time, or
may be selected from a plurality of possible architecture
candidates to ascertain the best performing candidate.

In some implementations, the generator network 305 may
include an output layer that includes a linear regression layer
or another layer which seeks to provide regression across
desired output value ranges. The discriminator network 315
may include at least one of (i) an output layer that includes
a linear layer for regression of decision information 317 in
determining the origin of the second information 307 or the
communicated information 312, or (ii) a sigmoid or hard-
sigmoid activation layer for probability regression or slicing
of the discriminator input, or (iii) an activation of a combi-
nation of sigmoid expressions such as a SoftMax or hierar-
chical SoftMax which can compute a probabilistic expres-
sion determining the likely origin of the second information
307 or the communicated information 312, or (iv) another
form of pseudo-probability or likelihood regression layer at
the output of the network.

In some implementations, the generator network 305
and/or discriminator network 315 include one or more layers
that implement fixed communications algorithms, such as
synchronization, equalization, etc. As such, in some sce-
narios, the generator network 305 and/or discriminator net-
work 315 may be trained and deployed to learn suitable
generative or discriminative techniques based on such fixed
layers in the networks. Therefore, in general, the network
structure 306 or 316 disclosed herein enables flexible design
and training of the generator network 305 and discriminator
network 315, for example by incorporating one or more
existing algorithms that may be deployed in real-world
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systems to generate communications signals in conjunction
with machine-learning techniques to optimize around those
fixed algorithms.

The example of FIG. 3 shows only one possible imple-
mentation of a network structure that may be implemented.
In general, implementations are not limited to these specific
types of layers, and other configurations of layers and
non-linearities may be used, such as dense, fully connected,
and/or DNN layers, including rectified linear-unit (ReL.U),
leaky-Rel.U, sigmoid, tanh, and others. The network struc-
ture 306 or 316 uses these layers to produce a decision 317
based on the input of the second information 307 or the
communicated information 312.

The discriminator network 315 can receive as input either
the second information 307 or the communicated informa-
tion 312. The second information can originate from either
the target information 303 or the generator network 305. The
communicated information 312 is produced by transmitting
the second information through a real or simulated commu-
nications channel represented by the communications chan-
nel effects 310. In some implementations, this includes one
or more of the following steps in hardware and propagation:
digital to analog conversion, amplification, frequency mix-
ing, filtering, wireless or wired channel propagation effects,
noise, or analog to digital conversion. In some implemen-
tations, producing the communicated information 312 by
transmitting the second information through a real or simu-
lated communications channel also includes additional pro-
cessing steps, such as change of modulation basis, or other
traditional signal processing or modulation or coding opera-
tions. The communicated information 312 then represents an
altered version of the second information 307, which has
been modified by the real or simulated communications
channel effects 310.

In some implementations, the communications channel
effects 310 model impairment effects, which include various
types of impairments in an RF, optical, or acoustic medium
and/or transmission and reception components. Channel
effects 310 may be implemented during training of the
network structure 306 or 316. During evaluation or deploy-
ment over a real RF channel, the communications channel
effects 310 would be from a real-world communications
channel (including possible transmitter and/or receiver
effects).

In scenarios of using communications channel effects 310
to model information transmission, the network structure
306 or 316 may implement domain-specific regularization to
model communications channel impairment effects. For
example, the communications channel effects 310 may
include different types of impairments that occur during
over-the-air transmission in a wireless RF system, such as
additive Gaussian thermal noise, unknown time and rate of
arrival, carrier frequency and phase offset, fading, hardware
distortions, interference, and/or delay spread in the received
signal.

A general design objective for the network structure 306
or 316 may be to obtain a desired decision performance for
the decision 317 (e.g., ability to ‘fool’ the discriminator
network 315 by producing either second information or
communicated information sufficiently similar to the target
information 303), subject to other objectives or constraints.
For example, certain realizations of the system may favor
reduced power and/or bandwidth, other improved properties
of the communications signals transmitted over the channel,
or improved computational complexity. As such, the system
may evaluate a trade-off between these objectives, which
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may be used in order to help determine the specific archi-
tecture used for generating, discriminating, or other com-
munications tasks.

FIG. 4 is a flowchart illustrating an example method 400
of training a generator machine-learning network. In some
implementations, the method 400 is performed by one or
more components of the system 100, e.g., the generator
network 107 or the transmission device 112, or one or more
components of the system 200, e.g., the generator network
205, the discriminator network 220, or the optimizer 225.
The method 400 is performed by one or more processors,
such as one or more CPUs, GPUs, DSPs, FPGAs, ASICs,
TPUs, or neuromorphic chips or vector accelerators that
execute instructions encoded on a computer storage
medium.

The method 400 includes determining training data that
corresponds to target information (402). For example, as
discussed above, the target information may be examples of
a communications signal, simulations of various signals,
samples from a closed form distribution over possible values
of the second information 207 from FIG. 2, or masked or
shaped signals which may represent some desired set of
signal properties.

The method 400 includes determining first data that
corresponds to first information (404). For example, the first
information may represent a list of all possible values of an
n-dimensional vector ‘z’. In some implementations, ‘z’
represents random values sampled from a distribution (e.g.,
uniform distribution, Gaussian distribution, etc.).

The method 400 includes using a generator network to
process the first data and generate second information (406).
For example, the first information can be used as input into
a machine learning network of the generator network 305 as
shown in FIG. 3. Each generating layer of item 306 can be
used to shape the resulting generated communications sig-
nal.

The method 400 includes transferring the second infor-
mation to a discriminator network (408). The second infor-
mation can be either generated from a machine learning
network or from target information as the system 300 shows.
The second information 307 can either originate from the
generator network 305 or the target information 303. Fur-
thermore, the second information transferred to the discrimi-
nator can, in some cases, be altered either from simulated or
real communications channel effects as shown in system
300.

The method 400 includes using a discriminator network to
process the transferred secondary information and generate
discriminator information including a decision on whether
the secondary information was obtained from target infor-
mation or generated by the generator network (410). As
discussed above, a general design objective for the method
400 may be to obtain a desired decision performance for the
generator (e.g., ability to ‘fool” the discriminator network by
producing second information sufficiently similar to the
target information).

In some implementations, the method 400 is subject to
other objectives or constraints. For example, certain real-
izations of the system may favor reduced power and/or
bandwidth, other improved properties of the communica-
tions signals transmitted over the channel, or improved
computational complexity. As such, the system may evaluate
a trade-off between these objectives, which may be used in
order to help determine the specific architecture used for
generating, discriminating, or other communications tasks.

The method 400 includes based on the discriminator
information, update the generator network or the discrimi-
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nator network (412). The updating of the generator or the
discriminator network may take the form of adjusting
weights or parameters within the machine-learning network
associated with either the generator network or the discrimi-
nator network. Updating the generator network or the dis-
criminator network may also involve performing one or
more iterative optimization techniques (e.g., stochastic gra-
dient descent (SGD) or Adam).

FIG. 5 is a diagram illustrating an example 500 that is an
output of an adversarially trained generator machine-learn-
ing network. The example 500 shows an area 502, which is
a plot of a learned distribution in x, formed from latent
values in z, which is then partitioned using an encoder into
symbol regions within z.

The area 502 illustrates a probability density distribution
within the space of possible second information values x.
The probability density distribution 502 is formed from a
first information or latent space z using a generator network.
The distribution 502 within x is sufficiently similar to a
target information source used to train the generator net-
work. S,, S;, S,, and S; represent learned points or regions
within the distribution z. An encoder network can be used to
encode information with 4 discrete values into the latent
space distribution z.

In the case of a deterministic encoder or generator net-
work, fixed points for S values are obtained within this
distribution. In the case of a variational encoder or generator
network, the corresponding grey regions within the distri-
bution may be formed instead of the singular points in space.

FIG. 6 illustrates an example 605 of an adversarially
generated signal (in this case as a spectrogram) showing
long-term evolution (LTE) signals. Item 602 shows the
target information used train the variational generator net-
work and enable the variational generator network to create
the example 605. Spectrograms are a visual representation of
the spectrum of frequencies of a signal as it varies with time.

The comparison 600 illustrates one form of information
representation which can be used with a generator network
as described in this application. In the time-frequency spec-
tral domain, target information 602 from real world mea-
surement data of a cellular LTE signal transmitted over the
air is used to train a generator network.

FIG. 6 demonstrates that, by using the system 200 illus-
trated in FIG. 2, a generator network produces similar
second information 605. The second information shown in
605 from the generator network can be sampled from a
random set of first information. The resulting set of
examples in time-frequency shown in 605 are novel and yet
difficult to discern from those shown in the target informa-
tion.

FIG. 7 is a diagram illustrating an example of a computing
system used for adversarially generated communications
over one or more communications channels. The computing
system includes a computing device 700 and a mobile
computing device 750 that can be used to implement the
techniques described herein. For example, one or more parts
of an encoder machine-learning network system or a
decoder machine-learning network system, or a generator
machine-learning network system, could be an example of
the computing device 700 described here, such as a com-
puter system implemented in any of the machine-learning
networks, devices that access information from the machine-
learning networks, or a server that accesses or stores infor-
mation regarding the encoding and decoding performed by
the machine-learning networks.

The computing device 700 is intended to represent vari-
ous forms of digital computers, such as laptops, desktops,
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workstations, personal digital assistants, servers, blade serv-
ers, mainframes, and other appropriate computers. The
mobile computing device 750 is intended to represent vari-
ous forms of mobile devices, such as personal digital assis-
tants, cellular telephones, smart-phones, mobile embedded
radio systems, radio diagnostic computing devices, and
other similar computing devices. The components shown
here, their connections and relationships, and their func-
tions, are meant to be examples only, and are not meant to
be limiting.

The computing device 700 includes a processor 702, a
memory 704, a storage device 706, a high-speed interface
708 connecting to the memory 704 and multiple high-speed
expansion ports 710, and a low-speed interface 712 con-
necting to a low-speed expansion port 714 and the storage
device 706. Each of the processor 702, the memory 704, the
storage device 706, the high-speed interface 708, the high-
speed expansion ports 710, and the low-speed interface 712,
are interconnected using various busses, and may be
mounted on a common motherboard or in other manners as
appropriate. The processor 702 can process instructions for
execution within the computing device 700, including
instructions stored in the memory 704 or on the storage
device 706 to display graphical information for a GUI on an
external input/output device, such as a display 716 coupled
to the high-speed interface 708. In other implementations,
multiple processors and/or multiple buses may be used, as
appropriate, along with multiple memories and types of
memory. In addition, multiple computing devices may be
connected, with each device providing portions of the opera-
tions (e.g., as a server bank, a group of blade servers, or a
multi-processor system). In some implementations, the pro-
cessor 702 is a single threaded processor. In some imple-
mentations, the processor 702 is a multi-threaded processor.
In some implementations, the processor 702 is a quantum
computer.

The memory 704 stores information within the computing
device 700. In some implementations, the memory 704 is a
volatile memory unit or units. In some implementations, the
memory 704 is a non-volatile memory unit or units. The
memory 704 may also be another form of computer-readable
medium, such as a magnetic or optical disk.

The storage device 706 is capable of providing mass
storage for the computing device 700. In some implemen-
tations, the storage device 706 includes a computer-readable
medium, such as a floppy disk device, a hard disk device, an
optical disk device, or a tape device, a flash memory or other
similar solid-state memory device, or an array of devices,
including devices in a storage area network or other con-
figurations. Instructions can be stored in an information
carrier. The instructions, when executed by one or more
processing devices (for example, processor 702), perform
one or more methods, such as those described above. The
instructions can also be stored by one or more storage
devices such as computer- or machine readable mediums
(for example, the memory 704, the storage device 706, or
memory on the processor 702). The high-speed interface 708
manages bandwidth-intensive operations for the computing
device 700, while the low-speed interface 712 manages
lower bandwidth-intensive operations. Such allocation of
functions is an example only. In some implementations, the
high speed interface 708 is coupled to the memory 704, the
display 716 (e.g., through a graphics processor or accelera-
tor), and to the high-speed expansion ports 710, which may
accept various expansion cards (not shown). In the imple-
mentation, the low-speed interface 712 is coupled to the
storage device 706 and the low-speed expansion port 714.
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The low-speed expansion port 714, which may include
various communication ports (e.g., USB, Bluetooth, Ether-
net, wireless Ethernet) may be coupled to one or more
input/output devices, such as a keyboard, a pointing device,
a scanner, or a networking device such as a switch or router,
e.g., through a network adapter.

The computing device 700 may be implemented in a
number of different forms, as shown in the figure. For
example, it may be implemented as a standard server 720, or
multiple times in a group of such servers. In addition, it may
be implemented in a personal computer such as a laptop
computer 722. It may also be implemented as part of a rack
server system 724. Alternatively, components from the com-
puting device 700 may be combined with other components
in a mobile device (not shown), such as a mobile computing
device 750. Each of such devices may include one or more
of the computing device 700 and the mobile computing
device 750, and an entire system may be made up of multiple
computing devices communicating with each other.

The mobile computing device 750 includes a processor
752, a memory 764, an input/output device such as a display
754, a communication interface 766, and a transceiver 768,
among other components. The mobile computing device 750
may also be provided with a storage device, such as a
micro-drive or other device, to provide additional storage.
Each of the processor 752, the memory 764, the display 754,
the communication interface 766, and the transceiver 768,
are interconnected using various buses, and several of the
components may be mounted on a common motherboard or
in other manners as appropriate.

The processor 752 can execute instructions within the
mobile computing device 750, including instructions stored
in the memory 764. The processor 752 may be implemented
as a chipset of chips that include separate and multiple
analog and digital processors. The processor 752 may pro-
vide, for example, for coordination of the other components
of the mobile computing device 750, such as control of user
interfaces, applications run by the mobile computing device
750, and wireless communication by the mobile computing
device 750.

The processor 752 may communicate with a user through
a control interface 758 and a display interface 756 coupled
to the display 754. The display 754 may be, for example, a
TFT (Thin-Film-Transistor Liquid Crystal Display) display
or an OLED (Organic Light Emitting Diode) display, or
other appropriate display technology. The display interface
756 may include appropriate circuitry for driving the display
754 to present graphical and other information to a user. The
control interface 758 may receive commands from a user
and convert them for submission to the processor 752. In
addition, an external interface 762 may provide communi-
cation with the processor 752, so as to enable near area
communication of the mobile computing device 750 with
other devices. The external interface 762 may provide, for
example, for wired communication in some implementa-
tions, or for wireless communication in other implementa-
tions, and multiple interfaces may also be used.

The memory 764 stores information within the mobile
computing device 750. The memory 764 can be imple-
mented as one or more of a computer-readable medium or
media, a volatile memory unit or units, or a non-volatile
memory unit or units. An expansion memory 774 may also
be provided and connected to the mobile computing device
750 through an expansion interface 772, which may include,
for example, a SIMM (Single In Line Memory Module) card
interface. The expansion memory 774 may provide extra
storage space for the mobile computing device 750, or may
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also store applications or other information for the mobile
computing device 750. Specifically, the expansion memory
774 may include instructions to carry out or supplement the
processes described above, and may include secure infor-
mation also. Thus, for example, the expansion memory 774
may provide as a security module for the mobile computing
device 750, and may be programmed with instructions that
permit secure use of the mobile computing device 750. In
addition, secure applications may be provided via the SIMM
cards, along with additional information, such as placing
identifying information on the SIMM card in a non-hackable
manner.

The memory may include, for example, flash memory
and/or NVRAM memory (nonvolatile random access
memory), as discussed below. In some implementations,
instructions are stored in an information carrier such that the
instructions, when executed by one or more processing
devices (for example, processor 752), perform one or more
methods, such as those described above. The instructions
can also be stored by one or more storage devices, such as
one or more computer- or machine-readable mediums (for
example, the memory 764, the expansion memory 774, or
memory on the processor 752). In some implementations,
the instructions can be received in a propagated signal, for
example, over the transceiver 768 or the external interface
762.

The mobile computing device 750 may communicate
wirelessly through the communication interface 766, which
may include digital signal processing circuitry where nec-
essary. The communication interface 766 may provide for
communications under various modes or protocols, such as
GSM voice calls (Global System for Mobile communica-
tions), SMS (Short Message Service), EMS (Enhanced
Messaging Service), or MMS messaging (Multimedia Mes-
saging Service), CDMA (code division multiple access),
TDMA (time division multiple access), PDC (Personal
Digital Cellular), WCDMA (Wideband Code Division Mul-
tiple Access), CDMA2000, or GPRS (General Packet Radio
Service), LTE, 5G/6G cellular, among others. Such commu-
nication may occur, for example, through the transceiver 768
using a radio frequency. In addition, short-range communi-
cation may occur, such as using a Bluetooth, Wi-Fi, or other
such transceiver (not shown). In addition, a GPS (Global
Positioning System) receiver module 770 may provide addi-
tional navigation- and location-related wireless data to the
mobile computing device 750, which may be used as appro-
priate by applications running on the mobile computing
device 750.

The mobile computing device 750 may also communicate
audibly using an audio codec 760, which may receive
spoken information from a user and convert it to usable
digital information. The audio codec 760 may likewise
generate audible sound for a user, such as through a speaker,
e.g., in a handset of the mobile computing device 750. Such
sound may include sound from voice telephone calls, may
include recorded sound (e.g., voice messages, music files,
etc.) and may also include sound generated by applications
operating on the mobile computing device 750.

The mobile computing device 750 may be implemented in
a number of different forms, as shown in the figure. For
example, it may be implemented as a cellular telephone 780.
It may also be implemented as part of a smart-phone 782,
personal digital assistant, or other similar mobile device.

The term “system” as used in this disclosure may encom-
pass all apparatus, devices, and machines for processing
data, including by way of example a programmable proces-
sor, a computer, or multiple processors or computers. A
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processing system can include, in addition to hardware, code
that creates an execution environment for the computer
program in question, e.g., code that constitutes processor
firmware, a protocol stack, a database management system,
an operating system, or a combination of one or more of
them.

A computer program (also known as a program, software,
software application, script, executable logic, or code) can
be written in any form of programming language, including
compiled or interpreted languages, or declarative or proce-
dural languages, and it can be deployed in any form,
including as a standalone program or as a module, compo-
nent, subroutine, or other unit suitable for use in a computing
environment. A computer program does not necessarily
correspond to a file in a file system. A program can be stored
in a portion of a file that holds other programs or data (e.g.,
one or more scripts stored in a markup language document),
in a single file dedicated to the program in question, or in
multiple coordinated files (e.g., files that store one or more
modules, sub programs, or portions of code). A computer
program can be deployed to be executed on one computer or
on multiple computers that are located at one site or dis-
tributed across multiple sites and interconnected by a com-
munication network.

Computer readable media suitable for storing computer
program instructions and data include all forms of non-
volatile or volatile memory, media and memory devices,
including by way of example semiconductor memory
devices, e.g., EPROM, EEPROM, and flash memory
devices; magnetic disks, e.g., internal hard disks or remov-
able disks or magnetic tapes; magneto optical disks; and
CD-ROM and DVD-ROM disks. The processor and the
memory can be supplemented by, or incorporated in, special
purpose logic circuitry. Sometimes a server is a general-
purpose computer, and sometimes it is a custom-tailored
special purpose electronic device, and sometimes it is a
combination of these things.

Implementations can include a back end component, e.g.,
a data server, or a middleware component, e.g., an applica-
tion server, or a front end component, e.g., a client computer
having a graphical user interface or a Web browser through
which a user can interact with an implementation of the
subject matter described is this specification, or any com-
bination of one or more such back end, middleware, or front
end components. The components of the system can be
interconnected by any form or medium of digital data
communication, e.g., a communication network. Examples
of communication networks include a local area network
(“LAN”) and a wide area network (“WAN™), e.g., the
Internet.

The features described can be implemented in digital
electronic circuitry, or in computer hardware, firmware,
software, or in combinations of them. The apparatus can be
implemented in a computer program product tangibly
embodied in an information carrier, e.g., in a machine-
readable storage device, for execution by a programmable
processor; and method steps can be performed by a pro-
grammable processor executing a program of instructions to
perform functions of the described implementations by
operating on input data and generating output. The described
features can be implemented advantageously in one or more
computer programs that are executable on a programmable
system including at least one programmable processor
coupled to receive data and instructions from, and to trans-
mit data and instructions to, a data storage system, at least
one input device, and at least one output device. A computer
program is a set of instructions that can be used, directly or
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indirectly, in a computer to perform a certain activity or
bring about a certain result. A computer program can be
written in any form of programming language, including
compiled or interpreted languages, and it can be deployed in
any form, including as a stand-alone program or as a
module, component, subroutine, or other unit suitable for
use in a computing environment.

While this disclosure contains many specific implemen-
tation details, these should not be construed as limitations on
the scope of any invention or of what may be claimed, but
rather as descriptions of features that may be specific to
particular implementations of particular inventions. Certain
features that are described in this disclosure in the context of
separate implementations can also be implemented in com-
bination in a single implementation. Conversely, various
features that are described in the context of a single imple-
mentation can also be implemented in multiple implemen-
tations separately or in any suitable subcombination. More-
over, although features may be described above as acting in
certain combinations and even initially claimed as such, one
or more features from a claimed combination can in some
cases be excised from the combination, and the claimed
combination may be directed to a subcombination or varia-
tion of a subcombination.

Similarly, while operations are depicted in the drawings in
a particular order, this should not be understood as requiring
that such operations be performed in the particular order
shown or in sequential order, or that all illustrated operations
be performed, to achieve desirable results. In certain cir-
cumstances, multitasking and parallel processing may be
advantageous. Moreover, the separation of various system
modules and components in the implementations described
above should not be understood as requiring such separation
in all implementations, and it should be understood that the
described program components and systems can generally
be integrated together in a single software product or pack-
aged into multiple software products.

What is claimed is:

1. A method performed by at least one processor to train
at least one machine-learning network to generate informa-
tion used to communicate over a communications channel,
the method comprising:

determining first information to be used as input for a

generator machine-learning network;

determining target information that includes one or more

radio communication signals to be used for training at
least one of the generator machine-learning network or
a discriminator machine-learning network that is com-
municably coupled to the generator machine-learning
network, wherein the generator machine-learning net-
work and the discriminator machine-learning network
are used for communications over the communications
channel;

generating second information by using one of (i) the

generator machine-learning network to process the first
information and generate the second information
including one or more radio communication signals
generated by the generator machine-learning network
as a function of the first information, or (ii) the target
information;

sending the second information to the discriminator

machine-learning network;

generating discriminator information by processing the

transferred second information using the discriminator
machine-learning network, wherein generating the dis-
criminator information includes performing a determi-
nation by the discriminator machine-learning network
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whether the transferred second information originated
from the generator machine-learning network or the
target information;

sending, to an optimizer, decision information indicating

the determination performed by the discriminator
machine-learning network;

processing, using the optimizer, the decision information

using one or more iterative optimization techniques;
and

updating at least one of the generator machine-learning

network or the discriminator machine-learning network
based on the optimizer processing the discriminator
information and results of the one or more iterative
optimization techniques.

2. The method of claim 1, wherein the one or more
iterative optimization techniques include a stochastic gradi-
ent descent (SGD) or Adam optimization algorithm.

3. The method of claim 1, wherein the transferred second
information is an altered version of the second information
that is obtained by processing the second information using
either a real or simulated communications channel.

4. The method of claim 3, wherein processing the second
information comprises modulation, digital to analog conver-
sion, amplification, frequency mixing, filtering, wireless or
wired channel propagation effects, noise, analog to digital
conversion, change of modulation basis, or other traditional
signal processing, modulation, or coding operations.

5. The method of claim 1, further comprising:

deploying the generator machine-learning network in a

communications system in conjunction with signal
encoding performed by an encoder machine-learning
network;

determining an objective function using a measure of

distance between input information to the encoder
machine-learning network and output information pro-
duced from a decoder machine-learning network that is
communicably coupled to the encoder machine-learn-
ing network, wherein the output information is pro-
duced as a function of a transmission received from the
encoder machine-learning network, the transmission
being based on the input information;

calculating a rate of change of the objective function

relative to variations in at least one of the encoder
machine-learning network or the decoder machine-
learning network;

selecting, based on the calculated rate of change of the

objective function, at least one of a first variation for
the encoder machine-learning network or a second
variation for the decoder machine-learning network;
and

updating at least one of the encoder machine-learning

network or the decoder machine-learning network
based on the at least one of the selected first variation
for the encoder machine-learning network or the
selected second variation for the decoder machine-
learning network.

6. The method of claim 5, wherein the encoder machine-
learning network and the decoder machine-learning network
are jointly trained as an auto-encoder to learn communica-
tions over the communications channel, and

wherein the auto-encoder comprises at least one channel-

modeling layer representing effects of the communica-
tions channel on transmitted waveforms.

7. The method of claim 6, wherein the communications
channel comprises at least one of a radio communications
channel, an acoustic communications channel, or an optical
communications channel.
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8. The method of claim 1, wherein updating at least one
of the generator machine-learning network or the discrimi-
nator machine-learning network comprises at least one of:

updating at least one generating network weight or net-

work connectivity in one or more layers of the genera-
tor machine-learning network, or

updating at least one discriminating network weight or

network connectivity in one or more layers of the
discriminator machine-learning network.

9. The method of claim 1, wherein at least one of the
generator machine-learning network or the discriminator
machine-learning network comprises at least one of a deep
dense neural network (DNN), a convolutional neural net-
work (CNN), or a recurrent neural network (RNN) compris-
ing parametric multiplications, additions, and non-lineari-
ties.

10. The method of claim 1, wherein the generator
machine-learning network is trained to generate at least one
of 4” Generation Long-term Evolution (4G LTE), 5 Gen-
eration New Radio (5G NR), or 67 Generation (6G) cellular
communications signals, Wi-Fi signals, satellite signals,
auditory signals, visual signals, or radar signals.

11. A method of transmitting and receiving information
through a communications channel, the method comprising:

determining first information to be used as input for a

generator machine-learning network;

determining target information that includes one or more

radio communication signals to be used for training at
least one of the generator machine-learning network or
a discriminator machine-learning network that is com-
municably coupled to the generator machine-learning
network, wherein the generator machine-learning net-
work and the discriminator machine-learning network
are used for communications over the communications
channel;

generating second information by using one of (i) the

generator machine-learning network to process the first
information and generate the second information
including one or more radio communication signals
generated by the generator machine-learning network
as a function of the first information, or (ii) the target
information;

sending the second information to the discriminator

machine-learning network;

generating discriminator information by processing the

transferred second information using the discriminator
machine-learning network, wherein generating the dis-
criminator information includes performing a determi-
nation by the discriminator machine-learning network
whether the transferred second information originated
from the generator machine-learning network or the
target information;

sending, to an optimizer, decision information indicating

the determination performed by the discriminator
machine-learning network;

processing, using the optimizer, the decision information

using one or more iterative optimization techniques;
and

updating at least one of the generator machine-learning

network or the discriminator machine-learning network
based on the optimizer processing the discriminator
information and results of the one or more iterative
optimization techniques.

12. The method of claim 11, wherein the one or more
iterative optimization techniques include a stochastic gradi-
ent descent (SGD) or Adam optimization algorithm.
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13. The method of claim 11, wherein the transferred
second information is an altered version of the second
information that is obtained by processing the second infor-
mation using either a real or simulated communications
channel.

14. The method of claim 13, wherein processing the
second information comprises modulation, digital to analog
conversion, amplification, frequency mixing, filtering, wire-
less or wired channel propagation effects, noise, analog to
digital conversion, change of modulation basis, or other
traditional signal processing, modulation, or coding opera-
tions.

15. The method of claim 11, further comprising:

deploying the generator machine-learning network in a

communications system in conjunction with signal
encoding performed by an encoder machine-learning
network;

determining an objective function using a measure of

distance between input information to the encoder
machine-learning network and output information pro-
duced from a decoder machine-learning network that is
communicably coupled to the encoder machine-learn-
ing network, wherein the output information is pro-
duced as a function of a transmission received from the
encoder machine-learning network, the transmission
being based on the input information;

calculating a rate of change of the objective function

relative to variations in at least one of the encoder
machine-learning network or the decoder machine-
learning network;

selecting, based on the calculated rate of change of the

objective function, at least one of a first variation for
the encoder machine-learning network or a second
variation for the decoder machine-learning network;
and

updating at least one of the encoder machine-learning

network or the decoder machine-learning network
based on the at least one of the selected first variation
for the encoder machine-learning network or the
selected second variation for the decoder machine-
learning network.

16. The method of claim 15, wherein the encoder
machine- learning network and the decoder machine-learn-
ing network are jointly trained as an auto-encoder to learn
communications over the communications channel, and

wherein the auto-encoder comprises at least one channel-

modeling layer representing effects of the communica-
tions channel on transmitted waveforms.

17. The method of claim 16, wherein the communications
channel comprises at least one of a radio communications
channel, an acoustic communications channel, or an optical
communications channel.

18. The method of claim 11, wherein updating at least one
of the generator machine-learning network or the discrimi-
nator machine-learning network comprises at least one of:

updating at least one generating network weight or net-

work connectivity in one or more layers of the genera-
tor machine-learning network, or

updating at least one discriminating network weight or

network connectivity in one or more layers of the
discriminator machine-learning network.

19. The method of claim 11, wherein at least one of the
generator machine-learning network or the discriminator
machine-learning network comprises at least one of a deep
dense neural network (DNN), a convolutional neural net-
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work (CNN), or a recurrent neural network (RNN) compris-
ing parametric multiplications, additions, and non-lineari-
ties.

20. The method of claim 11, wherein the generator
machine-learning network is trained to generate at least one
of 4th Generation Long-term Evolution (4G LTE), 5th
Generation New Radio (5G NR), or 6th Generation (6G)
cellular communications signals, Wi-Fi signals, satellite
signals, auditory signals, visual signals, or radar signals.

21. A system comprising:

at least one processor; and

at least one computer memory coupled to the at least one

processor having stored thereon instructions which,
when executed by the at least one processor, cause the
at least one processor to perform operations compris-
ing:

determining first information to be used as input for a

generator machine-learning network;

determining target information that includes one or more

radio communication signals to be used for training at
least one of the generator machine-learning network or
a discriminator machine-learning network that is com-
municably coupled to the generator machine-learning
network, wherein the generator machine-learning net-
work and the discriminator machine-learning network
are used for communications over a communications
channel;

generating second information by using one of (i) the

generator machine-learning network to process the first
information and generate the second information
including one or more radio communication signals
generated by the generator machine-learning network
as a function of the first information, or (ii) the target
information;

sending the second information to the discriminator

machine-learning network;

generating discriminator information by processing the

transferred second information using the discriminator
machine-learning network, wherein generating the dis-
criminator information includes performing a determi-
nation by the discriminator machine-learning network
whether the transferred second information originated
from the generator machine-learning network or the
target information;

sending, to an optimizer, decision information indicating

the determination performed by the discriminator
machine-learning network;

processing, using the optimizer, the decision information

using one or more iterative optimization techniques;
and

updating at least one of the generator machine-learning

network or the discriminator machine-learning network
based on the optimizer processing the discriminator
information and results of the one or more iterative
optimization techniques.

22. The system of claim 21, wherein the one or more
iterative optimization techniques include a stochastic gradi-
ent descent (SGD) or Adam optimization algorithm.

23. The system of claim 21, wherein the transferred
second information is an altered version of the second
information that is obtained by processing the second infor-
mation using either a real or simulated communications
channel.

24. The system of claim 23, wherein processing the
second information comprises modulation, digital to analog
conversion, amplification, frequency mixing, filtering, wire-
less or wired channel propagation effects, noise, analog to
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digital conversion, change of modulation basis, or other
traditional signal processing, modulation, or coding opera-
tions.
25. The system of claim 21, further comprising:
deploying the generator machine-learning network in a
communications system in conjunction with signal
encoding performed by an encoder machine-learning
network;
determining an objective function using a measure of
distance between input information to the encoder
machine-learning network and output information pro-
duced from a decoder machine-learning network that is
communicably coupled to the encoder machine-learn-
ing network, wherein the output information is pro-
duced as a function of a transmission received from the
encoder machine-learning network, the transmission
being based on the input information;
calculating a rate of change of the objective function
relative to variations in at least one of the encoder
machine-learning network or the decoder machine-
learning network;
selecting, based on the calculated rate of change of the
objective function, at least one of a first variation for
the encoder machine-learning network or a second
variation for the decoder machine-learning network;
and
updating at least one of the encoder machine-learning
network or the decoder machine-learning network
based on the at least one of the selected first variation
for the encoder machine-learning network or the
selected second variation for the decoder machine-
learning network.
26. The system of claim 25, wherein the encoder machine-
learning network and the decoder machine-learning network
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are jointly trained as an auto-encoder to learn communica-
tions over a communications channel, and

wherein the auto-encoder comprises at least one channel-
modeling layer representing effects of the communica-
tions channel on transmitted waveforms.

27. The system of claim 26, wherein the communications
channel comprises at least one of a radio communications
channel, an acoustic communications channel, or an optical
communications channel.

28. The system of claim 21, wherein updating at least one
of the generator machine-learning network or the discrimi-
nator machine-learning network comprises at least one of:

updating at least one generating network weight or net-
work connectivity in one or more layers of the genera-
tor machine-learning network, or

updating at least one discriminating network weight or
network connectivity in one or more layers of the
discriminator machine-learning network.

29. The system of claim 21, wherein at least one of the
generator machine-learning network or the discriminator
machine-learning network comprises at least one of a deep
dense neural network (DNN), a convolutional neural net-
work (CNN), or a recurrent neural network (RNN) compris-
ing parametric multiplications, additions, and non-lineari-
ties.

30. The system of claim 21, wherein the generator
machine-learning network is trained to generate at least one
of 4th Generation Long-term Evolution (4G LTE), 5th
Generation New Radio (5G NR), or 6th Generation (6G)
cellular communications signals, Wi-Fi signals, satellite
signals, auditory signals, visual signals, or radar signals.
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