
(19) United States 
US 20060021026A1 

(12) Patent Application Publication (10) Pub. No.: US 2006/0021026A1 
de Bonet (43) Pub. Date: Jan. 26, 2006 

(54) SYSTEMAND METHOD FOR MODULAR Publication Classification 
NETWORKTRANSACTION PROCESSING 
WITH PLUG-IN PROCESSING MODULES (51) Int. Cl. 
AND INTERFACES G06F 12/14 (2006.01) 

(52) U.S. Cl. ................................................................ 726/17 
(76) Inventor: Jeremy S. de Bonet, N. Andover, MA 

(US) (57) ABSTRACT 

Correspondence Address: Systems and methods for processing network transactions 
SPRINKLE PLAW GROUP by breaking down the transactions into Several Stages and 
1301 W. 25TH STREET performing the processing corresponding to each Stage using 
SUTE 408 a different plug-in module. One embodiment of the inven 
AUSTIN, TX 78705 (US) tion comprises an application programming interface (API) 

that enables the use of individual plug-in modules to per 
(21) Appl. No.: 11/217,761 form different Stages of the processing of a transaction. The 
(22) Filed: Sep. 1, 2005 API defines a Series of interfaces to corresponding plug-in 

9 processing modules, where each interface corresponds to a 
Related U.S. Application Data Stage of processing of a transaction and the API conveys 

transaction information from one plug-in module to the next, 
(63) Continuation of application No. 10/360,172, filed on until all of the processing stages have been completed. The 

Feb. 7, 2003. API may be embodied in a network transaction processing 
application that is adaptable to different functionalities and 

(60) Provisional application No. 60/354,976, filed on Feb. different protocols by plugging different modules into the 
7, 2002. 

Operating system 

Operating system 

interface provided by the API. 

54C 55C. 56C 57c 52C 53C 

Open. Get Login 
state. request & auth. 

Transaction processing application 

HTTP FTP 

Sto 

52d 53d 56 

Open. Get Send 
state. I request resp 

Transaction processing application 

57d 

Trans 
term. 

  

    

    

  



Patent Application Publication Jan. 26, 2006 Sheet 1 of 11 US 2006/0021026A1 

16 

Fig. 1 

  



Patent Application Publication Jan. 26, 2006 Sheet 2 of 11 US 2006/0021026 A1 

Server Computer 
20 

Fig. 2 

  



Patent Application Publication Jan. 26, 2006 Sheet 3 of 11 US 2006/0021026 A1 

51 52 53 54 55 56 57 

Module I Module Module Module || Module Module Module 
1 2 3 4. 5 6 7 

Network Server (transaction processing) application 

Operating System 

40 

Fig. 3 

  



Patent Application Publication Jan. 26, 2006 Sheet 4 of 11 US 2006/0021026A1 

1 OO 

Transaction processing application 

Operating system - 

30 
(Prior Art) 
Fig. 4 

  



Patent Application Publication Jan. 26, 2006 Sheet 5 of 11 US 2006/0021026 A1 
so as as as us as 4 as as am as p as us - in as s or up r 

5 8 
N 

40 

  

  



Patent Application Publication Jan. 26, 2006 Sheet 6 of 11 US 2006/0021026 A1 

52 53 54 55a 

Gen. Open. Get Login 
state. request & auth. (A) d 

Transaction processing application 

Operating system 

51 56 57 

Gen. 
resp. 

(A) 

51 52 53 54 55b 56 57 

Get 
request 

Transaction processing application 

Operating system. 

Fig. 6 

  

  

  

  

    

  

  



Patent Application Publication Jan. 26, 2006 Sheet 7 of 11 US 2006/0021026 A1 

52C 53C 54C 55C. 56C 57c 

o Gen. 
Open. Get Login resp Send Trans. 
state. request & auth. (As resp. term. 

Transaction processing application 

Operating system 

HTTP FTP 

51d 52d 53d 54C 55d 56C 57d 

Get 
request 

Transaction processing application 

Operating system 

Fig. 7 

  

    

    

  



Patent Application Publication Jan. 26, 2006 Sheet 8 of 11 US 2006/0021026 A1 

60 

Transaction 

  



Patent Application Publication Jan. 26, 2006 Sheet 9 of 11 US 2006/0021026 A1 

60 
110 

Transaction 

Transaction processing RX 

(Prior Art) 
Fig. 9 

  



Patent Application Publication Jan. 26, 2006 Sheet 10 of 11 US 2006/0021026 A1 

- Initialize pathway 

Initialize session 

Transaction 

Transaction 

Transaction 

Terminate session. 

-Terminate pathway 

Fig. 10 

  



Patent Application Publication Jan. 26, 2006 Sheet 11 of 11 US 2006/0021026 A1 

Transaction 

Transaction initialization 

Send opening statement 

Get request 

Login and authorization 

Generate response 

Send response 

Transaction termination 

Fig.11 

  



US 2006/0021026 A1 

SYSTEMAND METHOD FOR MODULAR 
NETWORKTRANSACTION PROCESSING WITH 

PLUG-IN PROCESSING MODULES AND 
INTERFACES 

RELATED APPLICATIONS 

0001. This application claims priority to U.S. Provisional 
Patent Application No. 60/354,976, entitled “A Plug-In API 
For Modular Network Transaction Processing,” by Jeremy 
S. de Bonet, filed Feb. 7, 2002 which is hereby fully 
incorporated by reference herein. Additionally, U.S. Provi 
sional Patent Application No. 60/349,344, entitled “Modular 
Plug-In Transaction Processing Architecture' by de Bonet et 
al., filed Jan. 18, 2002 and U.S. Provisional Patent Appli 
cation No. 60/349,424, entitled “Network Proxy Platform 
that Simultaneously Supports Data Transformation, Storage, 
and Manipulation for Multiple Protocols” by de Bonet et al., 
filed on Jan. 18, 2002, U.S. patent application Ser. No. 
10/342,113, entitled “Method and System of Performing 
Transactions Using Shared Resources and Different Appli 
cations,” by de Bonet et al., filed Jan. 14, 2003 are incor 
porated by reference herein. 

BACKGROUND 

0002) 1. Field of the Invention 
0003. The invention relates generally to computer and 
Software architectures, and more particularly to Systems and 
methods for constructing network transaction processing 
platforms that comprise plug-in modules which control the 
manner in which transactions between a client and a server 
are processed. 

0004 2. Related Art 
0005) A vast majority of the computer systems that are 
currently in use are not configured Strictly as Stand-alone 
devices. In other words, they are coupled to other computers, 
and possibly other types of devices, through one or more 
networks. For example, it is typical for a personal computer 
Set up for use at a person's home or business to be connected 
to other computers (e.g., web servers) via the Internet. 
Communications between networked computers can be 
handled in many different ways. For example, a Single 
computer can run multiple network programs at the same 
time, and each program can use any communication proto 
col (or protocols) that chooses. The only restriction on these 
programs is that only one program can bind to a SpecificTCP 
or UDP port at a time. Thus, only one program can listen for 
requests on any given port (e.g., port 80, which is the 
standard port for HTTP), but a second program (e.g., an FTP 
Server or even another Web server) running at the same time 
can only listen for requests on a different port. 
0.006) Just as a particular program can use different 
protocols, a particular program can perform one or many 
tasks. For example, a program can perform the tasks of a 
content Server, a content proxy, a caching proxy, a transfor 
mation proxy, an advertisement insertion proxy, a content 
optimization Server or proxy, and So on. 
0007 Even though it is possible for programs to perform 
multiple tasks, prior art programs for handling network 
communications have typically been designed to perform a 
Single task per program. Prior art programs that perform 
multiple tasks are actually quite rare. In Some instances, 
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prior art programs act as dispatchers to other programs that 
perform different tasks. For example, a Web server can be 
configured to dispatch received requests to different pro 
grams (e.g., CGIS), depending upon the actual URL that is 
requested. 
0008 Prior art programs therefore present a number of 
difficulties in designing a System that performs multiple 
tasks. For example, because prior art programs are typically 
designed to perform a Single task, chaining these Single tasks 
with others often involves rewriting most or all of the 
corresponding programs. Further, because different pro 
grams are typically used to perform different tasks (e.g., as 
in the foregoing example of the Web Server that dispatches 
requests to other programs), there is little or no sharing of 
functionality between these programs. Thus, each program 
may have to independently provide Such functionality as 
caching, logging, configuration, authorization, monitoring, 
communications, and So on. 

SUMMARY OF THE INVENTION 

0009. One or more of the-problems outlined above may 
be solved by the various embodiments of the invention. 
Broadly Speaking, the invention comprises Systems and 
methods for processing network transactions by breaking 
down the transactions into Several Stages and performing the 
processing corresponding to each Stage using a different 
plug-in module. 
0010. One embodiment of the invention comprises an 
application programming interface (API) that enables the 
use of individual plug-in modules to perform different Stages 
of the processing of a transaction. The API defines a Series 
of interfaces to corresponding plug-in processing modules, 
where each interface corresponds to a Stage of processing of 
a transaction and the API conveys transaction information 
from one plug-in module to the next, until all of the 
processing Stages have been completed. 
0011. The API may be implemented, for example, in a 
Server application that is designed to process network trans 
actions. In one embodiment, transactions are broken down 
into Seven Stages: initializing the transaction; Sending an 
opening Statement, getting a request; logging in and obtain 
ing authorization, generating a response, Sending the 
response; and terminating the transaction. A set of plug-in 
modules, each one corresponding to one of the Stages, is 
provided to handle the processing for each of the Stages. The 
plug-in modules use the API to pass transaction information 
from one module to the next and to thereby completely 
process the transaction. Depending upon the type of com 
munication that is being carried on between two parties, 
different Sets of plug-in modules can be installed to provide 
the needed processing, whether it be different functionality, 
or different protocols. 
0012. The software application and/or API described 
above are embodied in a computer-readable medium Such as 
a floppy disk, hard disk drive, CD-ROM, DVD-ROM, 
RAM, ROM, DASD array, magnetic tape, optical storage 
device and the like. It should be noted that the computer 
readable medium may comprise a RAM or other memory 
which forms part of a computer System. The computer 
system would thereby be enabled to perform a method in 
accordance with the present disclosure and is believed to be 
within the Scope of the appended claims. 
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0013 Numerous additional embodiments are also pos 
sible. 

0.014. The various embodiments of the invention may 
provide a number of advantages over prior art Systems and 
methods. For example, because many modules can run 
within the same program, a Single port can be shared by 
different modules and thereby different tasks can be per 
formed on requests to a Single port. Further, the present 
architecture Supports listening to multiple ports, each with 
the same or different protocols and module dispatching 
rules. Further, rather than dispatching requests to completely 
new programs, the present method allows for dynamically 
Selecting different Series of modules to process the transac 
tion, making possible Substantial overlap and reuse of func 
tionality. Still further, changing the tasks performed by a 
program can be achieved by writing new modules or simply 
by rearranging or recombining preexisting modules. Still 
further, modules within the program may access common 
resources and make calls to functions provided by other 
modules (e.g., caching, logging, configuration, authoriza 
tion, monitoring, communications, etc.). Thus, for example, 
different caching modules (which might have slightly dif 
ferent behaviors) can store and retrieve their content from 
the same cache-thus maximizing the chances of achieving 
a cache hit. 

0.015 Further, by creating a system that breaks down 
network transactions into a Series of Stages, and by proceSS 
ing each of the Stages in a modular fashion, the number of 
protocols Supported by the System may be rapidly increased. 
The modular processing of the Stages may also increase the 
ability of the system to adjust and modify the functionality 
that is provided in the processing of the transactions (e.g., 
adding new tasks). The use of the API may therefore provide 
greater control and flexibility over the various Stages of 
transaction processing. Still further, by extending the API to 
include plug-in functionality, new modules can be created by 
parties other than the producer of the Server application and 
plugged into the System without the need to expose Source 
code. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0016 Other objects and advantages of the invention may 
become apparent upon reading the following detailed 
description and upon reference to the accompanying draw 
ings. 

0017 FIG. 1 is a diagram illustrating some of the basic 
components of a network System in one embodiment. 
0.018 FIG. 2 is a diagram illustrating the components of 
an exemplary computer System in one embodiment. 
0.019 FIG. 3 is a diagram illustrating the modular struc 
ture of a Server application in accordance with one embodi 
ment. 

0020 FIG. 4 is a diagram illustrating the structure of a 
Server application in accordance with the prior art. 
0021 FIG. 5 is a diagram illustrating the flow of data 
from one plug-in module to the next in the processing of a 
network transaction in accordance with one embodiment. 

0022 FIG. 6 is a diagram illustrating the replacement of 
a plug-in module to the transaction processing application in 
accordance with one embodiment. 

Jan. 26, 2006 

0023 FIG. 7 is a diagram illustrating the replacement of 
multiple plug-in modules to the transaction processing appli 
cation in accordance with one embodiment. 

0024 FIG. 8 is a diagram illustrating the processing of a 
network transaction using the server application of FIG. 3. 
0025 FIG. 9 is a diagram illustrating the processing of a 
network transaction using the prior art Server application of 
FIG. 4. 

0026 FIG. 10 is a diagram illustrating the initialization 
and termination of pathways and Sessions, and the proceSS 
ing of transactions within a Session in one embodiment. 
0027 FIG. 11 is a diagram illustrating the initialization 
and termination of pathways and Sessions, and the proceSS 
ing of transactions within a Session in one embodiment. 
0028. While the invention is subject to various modifi 
cations and alternative forms, Specific embodiments thereof 
are shown by way of example in the drawings and the 
accompanying detailed description. It should be understood, 
however, that the drawings and detailed description are not 
intended to limit the invention to the particular embodiment 
which is described. This disclosure is instead intended to 
cover all modifications, equivalents and alternatives falling 
within the scope of the present invention as defined by the 
appended claims. 

DETAILED DESCRIPTION 

0029. One or more preferred embodiments of the inven 
tion are described below. It should be noted that these and 
any other embodiments described below are exemplary and 
are intended to be illustrative of the invention rather than 
limiting. 
0030 Broadly speaking, the invention comprises systems 
and methods for processing transactions in a Server by 
breaking down the transaction into Several Stages and per 
forming the processing corresponding to each stage using a 
different plug-in module that is interfaced with the server 
application. 

0031 One embodiment of the invention comprises an 
application programming interface (API) that enables the 
use of individual plug-in modules to perform different Stages 
of the processing of a transaction. The API may be imple 
mented, for example, in a Server application that is designed 
to proceSS network transactions. In one embodiment, trans 
actions are broken down into Seven Stages: initializing the 
transaction; Sending an opening Statement, getting a request; 
logging in and obtaining authorization, generating a 
response, Sending the response, and terminating the trans 
action. A Set of plug-in modules, each one corresponding to 
one of the Stages, is provided to handle the processing for 
each of the Stages. The plug-in modules use the API to pass 
transaction information from one module to the next and to 
thereby completely process the transaction. Depending upon 
the type of communication that is being carried on between 
two parties, different Sets of plug-in modules can be installed 
to provide the needed processing, whether it be different 
functionality, or different protocols. 
0032. The various embodiments of the invention may 
provide a number of advantages over prior art Systems and 
methods. For example, by creating a System that breaks 
down network transactions into a Series of Stages, and by 
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processing each of the Stages in a modular fashion, the 
number of protocols Supported by the System can be rapidly 
increased. The modular processing of the Stages also 
increases the ability of the System to adjust and modify the 
communication that takes place within the processing of the 
transactions. The use of the API therefore provides greater 
control and flexibility over the various Stages of transaction 
processing. Still further, by extending the API to include 
plug-in functionality, new modules can be created by parties 
other than the producer of the Server application and plugged 
into the System without the need to expose Source code. 
0033. It should be noted that, while the description of the 
various embodiments contained in this disclosure focus on 
communications between a client and a Server, other 
embodiments of the invention may concern communications 
between any two parties. There need not be a client-server 
relationship between them. Thus, embodiments of the inven 
tion may be designed to handle processing of a facsimile 
communications between one facsimile machine and 
another, Voice-over-IP communications between a cellular 
phone and a computer, or any other type of network com 
munications. 

0034. One embodiment of the invention is implemented 
in a network environment. Referring to FIG. 1, a diagram 
illustrating Some of the basic components of a network 
System is shown. AS depicted in this figure, the System 
comprises a client 12 and a server 14, each of which is 
interconnected to a network 16. Server 14 is configured to 
provide information responsive to requests from client 12 
(i.e., to Service the requests). 
0035. The communications between client 12 and server 
14 comprise network transactions. In a typical transaction, 
client 12 generates a request and transmits the request Via 
network 16 to Server 14. Upon receiving the request, Server 
14 processes the request and generates a response to the 
request. For example, Server 14 may retrieve a web page that 
was requested by client 12. This response is then transmitted 
from server 14 to client 12 via network 16. 

0036. It should be noted that the network configuration 
illustrated in FIG. 1 is intended to be exemplary rather than 
limiting. Other embodiments may employ alternative con 
figurations. For example, there may be multiple clients and 
multiple Servers that are interconnected by multiple indi 
vidual networks. Alternatively, a client may be directly 
coupled to a server without an intervening network. Many 
Such variations are possible. 

0037 Communications between client 12 and server 14 
can be accomplished using electronic, optical, radio-fre 
quency, or other Signals. For example, client 12 may convert 
Signals received from Server 14 to a human understandable 
form and may convert input from a human understandable 
form to appropriate electronic, optical, radio-frequency, or 
other signals to be used by server 14. Similarly, when an 
operator is at Server 14, Server 14 may convert the Signals to 
a human understandable form when Sending a communica 
tion to the operator and may convert input from a human 
understandable form to appropriate electronic, optical, 
radio-frequency, or other signals to be used by client 12. 

0.038. In one embodiment, each of client 12 and server 14 
is implemented in a corresponding computer System. These 
computer Systems may comprise general purpose desktop 
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computers, laptop computers, or other types of devices 
capable of communicating over network 16 and processing 
the information communicated between them. Referring to 
FIG. 2, a diagram illustrating the components of an exem 
plary computer System is shown. The computer System 
illustrated in this figure may be used as a platform for either 
client 12 or server 14. 

0039. As shown in FIG. 2, computer system 20 com 
prises a central processing unit (“CPU”) 22, read-only 
memory (“ROM”) 24, random access memory (“RAM”) 26, 
hard disk drive (“HD") or storage memory 28, and input/ 
output device(s) (“I/O”) 29. I/O 29 can include a keyboard, 
monitor, printer, electronic pointing device (e.g., mouse, 
trackball, Stylus, etc.), or the like. 
0040. The computer systems that provide platforms for 
the client and server may each have more than one CPU, 
ROM, RAM, HD, I/O, or other hardware components. For 
simplicity, the computer illustrated in FIG. 2 is depicted in 
as having one of each of the listed hardware components. It 
should be noted that FIG. 2 is a simplification of an 
exemplary hardware configuration. Many other alternative 
hardware configurations are possible and known to perSons 
of skill in the art. 

0041) “Computer” and “computer system,” as used 
herein, are intended to include any type of data processing 
System capable of performing the functions described 
herein. “Computer-readable media, as used herein, refers to 
any medium that can Store program instructions that can be 
executed by a computer, and includes floppy disks, hard disk 
drives, CD-ROMs, DVD-ROMs, RAM, ROM, DASD 
arrays, magnetic tapes, floppy diskettes, optical Storage 
devices and the like. 

66 

0042. As explained above, the different protocols that can 
be Supported and functionalities that can be provided by 
different servers may result from the use of different soft 
ware applications. The Support of different protocols and 
functionalities is facilitated in the present embodiment by 
running a modular Software application on the Server com 
puter. More particularly, the Software application uses an 
API that enables individual plug-in modules to be used to 
perform different Stages of the processing of network trans 
actions. 

0043 Referring to FIG. 3, a diagram illustrating the 
Structure of a Server application in accordance with one 
embodiment is shown. AS shown in the figure, a network 
server application 40 runs on top of the operating system 30 
of the server computer. Network server application 40 
interfaces with a plurality of plug-in modules 51-57 which 
perform the processing of transactions handled by the Server. 
Server application 40 interfaces with plug-in modules 51-57 
via an API (not shown in FIG. 3) that defines the interface 
with each module. Plug-in modules 51-57 correspond to the 
Seven Stages of the transaction processing identified above 
(initializing the transaction, sending an opening statement; 
getting a request; logging in and obtaining authorization; 
generating a response, Sending the response, and terminating 
the transaction). These stages will be described in more 
detail below. 

0044) The structure of the present application as illus 
trated in FIG. 3 stands in stark contrast to the typical 
Structure of prior art applications, which are represented by 
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the structure illustrated in FIG. 4. As shown in this figure, 
rather than using plug-in modules to perform the transaction 
processing, prior art applications employed a Single appli 
cation 100 running on the operating system 30 to provide the 
necessary processing. If it was necessary to change the 
processing (e.g., modifying the functionality or Supported 
protocols), the entire application had to be rewritten or 
replaced. Using the present methodologies, the same 
changes can be made by replacing one or more of the plug-in 
modules (51-57), which requires substantially fewer 
CSOUCCS. 

0.045 Referring to FIG. 5, a diagram illustrating the flow 
of data from one plug-in module to the next in the processing 
of a network transaction is shown. FIG. 5 corresponds to the 
structure of FIG. 3, but includes only a portion of the 
Structure. AS depicted in this figure, plug-in modules 58 and 
59 interface with server application 40 via API 45. Each of 
modules 58 and 59 performs the processing for a corre 
sponding portion of the total processing for the transaction 
(i.e., each performs the processing for a corresponding 
Stage). It should be noted that the plug-in modules in this 
figure are referenced by numbers 58 and 59, rather than any 
of 51-57 because FIG. 5 is representative of any pair of 
consecutive modules in the group 51-57. Thus, for example, 
modules 58 and 59 may correspond to modules 51 and 52, 
modules 52 and 53, modules 53 and 54, and so on. 
0.046 Plug-in module 58 receives any transaction infor 
mation it requires and begins performing its stage of pro 
cessing for the transaction. If module 58 corresponds to 
module 51, it receives this information from the client via 
the network. Otherwise, module 58 receives the necessary 
transaction information from the preceding plug-in module 
via API 45. When module 58 completes its stage of the 
processing, the resulting transaction information is con 
veyed to plug-in module 59 via API 45. Plug-in module 59 
then performs its stage of the processing. If there are 
modules Subsequent to module 59, the resulting transaction 
information is conveyed to the Subsequent module via API 
45. If module 59 corresponds to module 57 of FIG. 3, 
processing of the transaction is complete, and the results are 
conveyed to the client via the network. 
0047 The flow of processing described above corre 
sponds to a Single transaction processing pathway. A Single 
program may instantiate multiple pathways that use different 
combinations of modules to perform the necessary proceSS 
ing. A Single pathway may perform one or multiple taskS. 
The processing associated with each pathway will be per 
formed in generally the same manner as described above, 
using the modules called upon instantiation of that pathway. 
It should be noted that different pathways may call the same 
modules and thereby reuse the same program code. 
0.048 Referring to FIG. 6, a diagram illustrating the 
replacement of a plug-in module to the transaction proceSS 
ing application is shown. In this example, the application is 
first configured with plug-in modules 51-54, 55a, 56 and 57. 
Module 55a corresponds to the generation of a response to 
a request. In order to modify the manner in which a response 
to the request is generated, it is only necessary to provide a 
new plug-in module, 55b, that provides the desired func 
tionality and to replace the original module, 55a, with the 
new module, 55b. 
0049 Referring to FIG. 7, an alternative module-replace 
ment Scenario is illustrated. In this figure, the transaction 
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processing application is initially configured to proceSS 
HTTP transactions. If it is desired to handle transactions 
using other protocols, this can be accomplished by replacing 
the HTTP modules (51c-57c) with modules (51d-57d) sup 
porting the alternative protocol (e.g., FTP). It should be 
noted that, although the illustration of FIG. 7 depicts the 
replacement of all Seven plug-in modules, it may be possible 
to accomplish the same purpose through replacement of 
fewer modules the same processing is performed in a 
particular stage, independent of the protocol change. It 
should also be noted that the replacement of modules may be 
accomplished dynamically (i.e., while the application is 
executing) by making the modules available and Simply 
instantiating a communication pathway using calls to the 
modules that are appropriate for the pathway (this will be 
addressed in more detail below). 
0050 Portions of the methods described herein may be 
implemented in Suitable Software code that may reside 
within ROM 24, RAM 26, hard disk drives 28 or other 
computer-readable media within the system. The software 
code may also be contained on a separable data Storage 
device, Such as a removable hard disk, or on removable 
computer-readable media Such as a DASD array, magnetic 
tape, floppy diskette, optical Storage device, or the like. In 
one embodiment, the Software code may comprise lines of 
compiled C", Java, or other language code. 

0051. The various software components may reside on a 
Single computer or on any combination of Separate comput 
erS. Other configurations may also be used. For example, the 
functions of server 14 may be implemented in multiple 
computers that interact to perform the functions of the 
Server. Additionally, a computer program or its Software 
components within Such code may be embodied in more 
than one computer-readable medium. Similarly, components 
of the Software may reside on multiple computers. 

0052 Referring to FIG. 8, a diagram illustrating the 
processing of a network transaction using the Server appli 
cation of FIG. 3 is shown. In this figure, the processing of 
the transaction is depicted as block 60. The processing 
within block 60 is broken down into seven stages repre 
sented by blocks 61-67. Block 61 corresponds to the pro 
cessing that is performed by plug-in module 51 (i.e., initial 
ization of the transaction), while block 62 corresponds to the 
processing of plug-in module 52 (i.e., sending an opening 
Statement), and So on. Upon completion of all of the indi 
vidual Stages, processing of the transaction is completed. 
Again, this processing contrasts the prior art, in which the 
transaction processing was not segregated into Stages, but 
was instead combined into one block (see item 110 of FIG. 
9) So that even minor changes required the application as a 
whole to be rewritten or replaced. 

0053. In the embodiments described above, the process 
ing of the network transactions is broken down into the 
Seven Stages of initializing the transaction, Sending an 
opening Statement, getting a request; logging in and obtain 
ing authorization, generating a response, Sending the 
response; and terminating the transaction. These Stages are 
used because processing for every network transaction 
includes these stages, although the Sending of an opening 
Statement may be optional. The processing of a network 
transaction will be described below to illustrate the functions 
of each of the Stages. 
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0054. In one embodiment, the processing of the network 
transactions is based upon the notion of a transaction pro 
cessing pathway. A pathway is a type of communication that 
may be employed to carry on communications between the 
client and a Server. For example, the client and Server may 
set up a pathway for HTTP communications, POP commu 
nications, MMS communications, SMS communications, 
instant messaging, file transfers (via FTP), or the like. There 
may be several pathways Set up between the client and 
Server, each one for a different type of communications. 

0.055 The client and server use a particular pathway for 
communications of a corresponding type. A Series of com 
munications between the client and Server using this path 
way comprise a Session. Each individual communication 
between the client and server (e.g., a request for a web page 
and the resulting Service of that page) is a transaction. Thus, 
in a simple example (illustrated in FIG. 10), a client and 
Server may communicate by: initializing a pathway (71); 
initializing a session (72); processing a set of transactions 
(73-76); terminating the session (77); and then terminating 
the pathway (78). 

0056. Just as there may be multiple sessions within a 
pathway and multiple transactions within a Session, there are 
multiple Stages within the processing of each transaction. 
The Stages of the transaction processing in one embodiment 
are illustrated in FIG. 11. As shown in this figure, the overall 
processing of the transaction (80) consists of transaction 
initialization (81), sending an opening Statement (82), get 
ting a request from the client (83), logging in and obtaining 
authorization (84), generating a response (85), sending the 
response to the client (86) and terminating the transaction 
(87). AS described above, these processing stages are imple 
mented in one embodiment using individual plug-in mod 
ules that interface with the server application via an API. The 
API can be defined as described below. 

0057 During initialization of the pathway, pathway 
parameters can be set up. An example is shown below. A 
preferred way of Setting up the parameters is to use the 
method described in “System And Method For Program 
Configuration” (U.S. patent application Ser. No. 10/345,084, 
filed Jan. 15, 2003), which is incorporated by reference as if 
set forth herein in its entirety). Other suitable methods could 
be used, however. Additionally, as with all Stages, log 
information can be generated. 

i. typedef bool (Pathway Initialization) 
ii. ( 

1. const Parameters &pathway parameters, 
2. Log &pathway log 

iii.); 

0.058 Each new connection is considered a session. 
When a new connection is established, the Step of Session 
initialization occurs. An example is shown below. During 
this stage, parameters for the Session are set up. Session 
parameters can make use of the pathway parameters, for 
example, to Set up default or Systemwide values. Session 
parameters exist only for the duration of the current Session, 
and are unique to the current Session (i.e. multiple concur 
rent Sessions each have their own Session parameters) 
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i. typedef bool (*Session Initialization) 
ii. ( 

Parameters &session parameters, 
const Parameters &pathway parameters, 
Log &Session log, 
const Log &pathway log 
Connection &connection 

iii.); 

0059 Each session comprises a series of transactions. 
During initialization of a new transaction, transaction 
parameters are set up. An example of the API definition for 
this stage is shown below. Like Session parameters, trans 
action parameters exist only for a single transaction. 

i. typedef bool (Transaction Initialization) 
ii. ( 

Parameters & transaction parameters, 
const Parameters &session parameters, 
const Parameters &pathway parameters, 
Log &transaction log, 
const Log &Session log, 
int number of transactions 

iii.); 

0060 Depending on the communication protocol, each 
transaction can begin with Zero, one or a Series of messages 
being Sent from the System to the client. An example of the 
API definition for this stage is shown below. This stage may 
not be required in Some types of transactions. 

i. typedef bool (Send Opening Message) 
ii. ( 

Parameters & transaction parameters, 
const Parameters &session parameters, 
const Parameters &pathway parameters, 
Log &transaction log, 
Connection &connection 

iii.); 

0061 Next, a request is received from the client. An 
example of the API definition for this stage is shown below. 
Depending on the nature of the communication protocol, a 
request optionally comprises a request header and/or a 
request buffer. 

i. typedef bool (Get Request) 
ii. ( 

Parameters & transaction parameters, 
const Parameters &session parameters, 
const Parameters &pathway parameters, 
Header &request header, 
Buffer &request buffer 
Log &transaction log, 
Connection &connection 

iii.); 

0062. In the next stage of processing, authorization of the 
request is performed. An example of the API definition for 
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this stage is shown below. Authorization can be based on 
many different factors, including user ID, client IP address, 
account information, System usage information, etc. 

i. typedef bool (Authorization) 
ii. ( 

Parameters & transaction parameters, 
const Parameters &session parameters, 
const Parameters &pathway parameters, 
Request &request, 
Log & transaction log 

iii.); 

0.063. In the next stage of processing, the request is 
analyzed and a response is generated. An example of the API 
definition for this stage is shown below. In the case where 
the System is acting as a proxy, a Secondary request may be 
generated to Some other content Server and that response can 
be optionally manipulated and put in place of the response 
header and buffer. 

i. typedef bool (*Generate Response) 
ii. ( 

Parameters & transaction parameters, 
const Parameters &session parameters, 
const Parameters &pathway parameters, 
const Header &request header, 
const Buffer &request buffer 
Header &response header, 
Buffer &response buffer 
Log & transaction log 

iii.); 

0064. It should be noted that the Generate Response 
Stage is the point at which the processing performed by a 
proxy typically differs from that of a Server. In the case of a 
Server, the information responsive to the client request is 
generated locally. In the case of the proxy, the proxy 
attempts to locally generate the information responsive to 
the request (e.g., by retrieving the information from a 
cache). If the proxy cannot provide the responsive informa 
tion itself, the proxy forwards the request on behalf of the 
client to a Server, which returns the responsive information 
to the proxy. In other words, the proxy either generates the 
requested information by itself, or it obtains the information 
from a Server. 

0065 One or many modules can be used to issue requests 
to servers on behalf of the client (see the http make re 
quest to server module in the multi-task example below). A 
whole fleet of Such modules, e.g.: pop make request 
to Server, nintp make request to Server, https make re 

quest to Server, ftp make request to Server, etc. CroSS 
protocol applications can be easily created by just plugging 
in a different make request to server module. For example, 
HTTP requests can be converted to POP so that the web can 
be used to access email attachments. Further, many requests 
to Servers could be made in response to receiving a single 
client request. For example, a proxy could: Speed up the 
download of information by requesting information Simul 
taneously from multiple Servers, or could combine informa 
tion from multiple different requests to the same Server. 
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0066 Finally, the response is sent to the client. An 
example of the API definition for this stage is shown below. 

i. typedef bool (*Send Response) 
ii. ( 

Parameters & transaction parameters, 
const Parameters &session parameters, 
const Parameters &pathway parameters, 
ResponseHeader &responseHeader, 
ResponseBuffer &responsebuffer 
Log &transaction log, 
Connection &connection 

iii.); 

0067. At the end of a transaction, a cleanup function can 
be called which can generate logs, free allocated resources 
etc. An example of the API definition for this stage is shown 
below. 

i. typedef bool (Transaction Termination) 
ii. ( 

Parameters & transaction parameters, 
const Parameters &session parameters, 
const Parameters &pathway parameters, 
Log &transaction log, 
Connection &connection 

iii.); 

0068. At the end of a session, the connection is closed 
and a cleanup function can be called which can generate 
logs, free allocated resources, etc. An example is shown 
below. 

i. typedef bool (*Session Termination) 
ii. ( 

1. const Parameters &session parameters, 
2. const Parameters &pathway parameters, 
3. Log &Session log, 
4. Connection &connection 

iii.); 

0069. When the system is shut down, or a soft restart is 
required, the pathway is terminated. A cleanup function can 
be called at these times to generate logs, free allocated 
reSOurceS, etc. 

i. typedef bool (Pathway Termination) 
ii. ( 

1. const Parameters &pathway parameters, 
2. Log &pathway log 

iii. ); 

0070 If any of the functions for the stages return a false 
value, the transaction and Session can be immediately ter 
minated, and the connection closed. In the case of a false 
response from the Pathway functions, the pathway can be 
terminated, and connections will not be made or accepted. 
0071. A new pathway can be created by calling an 
installation function. During the use of this pathway, each of 
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the Specified functions is called for the corresponding Stage 
of processing (e.g., Setting up the pathway and its Sessions, 
and processing the transactions). 

i. bool Install New Pathway( 
1. const Pathway Initialization pathway initialization, 

const Session Initialization session initialization, 
const Transaction Initialization transaction initialization, 
const Send Opening Message send opening message, 
const Get Request get request, 
const Authorization authorization, 
const Generate Response generate response, 
const Send Response send response, 

9. const Transaction Termination transaction termination, 
10.const Session Termination session termination, 
11...const Pathway Termination pathway termination 

ii. ); 

0.072 Many simpler installation functions can be created 
on top of the general function Set forth above by allowing the 
function caller to only Specify functions for Some of the 
pathway Stages. Default functions are inserted for the non 
Specified Stages. An example of this would be the function 
below, which allows for the creation of an HTTP module 
that can generate requests on the fly. 

i. bool Install SimpleHTTPResonse Pathway( 
1. const Generate Response generate response, 

ii. ) 
iii. { 
iv. return Install New Pathway( 

1. General HTTP Pathway Initialization, 
General HTTP Session Initialization, 
General HTTP Transaction Initialization, 
General HTTP Send Opening Message, 
General HTTP Get Request, 
General HTTP Authorization, 
generate response, 
General HTTP Send Response, 

9. General HTTP Transaction Termination, 
10. General HTTP Session Termination, 
11.General HTTP Pathway Termination 

v. ); 
vi. } 

0.073 By decomposing the transaction processing system 
into these modular Stages, e.g. using the API Specified here, 
the creation of new pathways to Support different function 
ality and protocols becomes Substantially easier than was the 
case for the methods of the prior art. 

0.074. It should be noted that the pathways described 
above perform a single task. That is, they process each 
transaction in the same manner. AS noted above, a pathway 
may alternatively be configured to perform multiple taskS. 
Thus, rather than dispatching requests to completely differ 
ent programs, a pathway can be configured to dynamically 
Select different Series of modules to process a particular 
transaction. There can be Substantial overlap and reuse of 
functionality between the different series of modules. An 
example which might perform one of Several tasks in a web 
proxy is shown below. 
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==> do nothing module 
==> get http request module 
==>http proxy authorization 

i. Send Opening Message 
ii. Get Request 

iii. Authorization 
iv. if (task is caching proxy){ 

. Generate Response 
b. http make request to server 
c. http add to cache 

ii. else if (task is transformation proxy){ 
. Generate Response ==> 

http make request to server 
d. optimize content 

==>http check cache 

i. } 
ii. else if (task is pass-thru proxy){ 

. Generate Response ==> 
http make request to server 

iii. } 
iv. else if (task is web server){ 

. Generate Response 
v. } 
vi. Send Response 
vii. Transaction Termination 

==> get file off disk 

==>http send response 
==> do nothing module 

0075. In this example, “<stages==> modules” means 
that that identified transaction stage (<Stage>) is associated 
with the list of modules (modules) following the arrows 
(==>). It can be seen in this example that most of the 
modules are shared across all tasks (e.g. get http request 
module is used by all), while other modules (e.g. http 
make request to Server) used only for certain ones of the 

taskS. 

0076. The benefits and advantages which may be pro 
vided by the present invention have been described above 
with regard to specific embodiments. These benefits and 
advantages, and any elements or limitations that may cause 
them to occur or to become more pronounced are not to be 
construed as critical, required, or essential features of any or 
all of the claims. AS used herein, the terms “comprises, 
"comprising,” or any other variations thereof, are intended 
to be interpreted as non-exclusively including the elements 
or limitations which follow those terms. Accordingly, a 
System, method, or other embodiment that comprises a Set of 
elements is not limited to only those elements, and may 
include other elements not expressly listed or inherent to the 
claimed embodiment. 

0077. While the present invention has been described 
with reference to particular embodiments, it should be 
understood that the embodiments are illustrative and that the 
Scope of the invention is not limited to these embodiments. 
Many variations, modifications, additions and improve 
ments to the embodiments described above are possible. It 
is contemplated that these variations, modifications, addi 
tions and improvements fall within the Scope of the inven 
tion as detailed within the following claims. 

1-24. (canceled) 
25. A computer-readable medium embodying computer 

executable program instructions of a Software program 
product comprising: 

an application programming interface (API) for modular 
network transaction processing, wherein the API 
defines a Series of interfaces to a Series of plug-in 
processing modules, each interface corresponding to 
one of the Series of plug-in processing modules, 



US 2006/0021026 A1 

wherein the Series of interfaces corresponds to a Series of 
Stages of processing a network transaction; and 

wherein the API conveys transaction information from a 
first plug-in processing module for a current Stage of 
processing to a Second plug-in processing module for a 
Subsequent Stage of processing. 

26. The software program product of claim 25, wherein 
task of processing is passed from Stage to Stage until the 
network transaction is completed. 

27. The software program product of claim 25, wherein 
the current Stage and the Subsequent Stage are consecutive 
Stages. 

28. The software program product of claim 27, wherein 
the Stages of processing comprise: initializing a transaction; 
getting a request; logging in and obtaining authorization; 
generating a response, Sending the response, and terminating 
the transaction. 

29. The software program product of claim 28, wherein 
the Stages of processing further comprise Sending an open 
ing Statement. 

30. The Software program product of claim 25, further 
comprising a plurality of plug-in modules, wherein the 
Series of plug-in processing modules is Selected from the 
plurality of plug-in modules. 

31. The software program product of claim 30, wherein 
each of the plug-in processing modules is configured to 
handle one of the Stages of processing the network transac 
tion. 

32. The software program product of claim 25, wherein 
the API is a component of a network transaction processing 
application. 

33. The software program product of claim 32, wherein 
the network transaction processing application is configured 
to dynamically establish a plurality of communication path 
ways. 

34. The software program product of claim 33, wherein 
the communication pathways comprise at least a first path 
way configured to process transactions according to a first 
protocol and a Second pathway configured to proceSS trans 
actions according to a Second protocol which is different 
from the first protocol. 

35. The Software program product of claim 34, further 
comprising a plurality of plug-in modules, wherein the 
different protocols are embodied in different plug-in mod 
ules, and wherein the Series of plug-in processing modules 
is one of at least two different Series of plug-in processing 
modules dynamically Selected from the plurality of plug-in 
modules to handle network transactions according to differ 
ent protocols. 

36. The software program product of claim 33, wherein 
the communication pathways comprise at least a first path 
way configured to provide a first functionality and a Second 
pathway configured to provide a Second functionality which 
is different from the first functionality. 

37. The software program product of claim 36, wherein 
the different functionalities are embodied in different plug-in 
modules. 

38. The software program product of claim 25, wherein 
the API further defines an interface to a plug-in module for 
initiating a Session. 

39. The software program product of claim 25, wherein 
the API further defines an interface to a plug-in module for 
terminating a Session. 
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40. The Software program product of claim 25, wherein 
the API further defines an interface to a plug-in module for 
initiating a pathway. 

41. The Software program product of claim 25, wherein 
the API further defines an interface to a plug-in module for 
terminating a pathway. 

42. A computer System programmed to implement the 
Software program product of claim 25. 

43. A computer-implemented method for modular net 
work transaction processing, comprising: 

configuring a Series of plug-in processing modules for 
processing a Series of Stages of a network transaction, 
each plug-in processing module corresponding to one 
of the Stages, and 

defining a Series of interfaces corresponding to the Series 
of plug-in processing modules for passing transaction 
information from a first plug-in processing module 
corresponding to a current Stage to a Second plug-in 
processing module corresponding to a Subsequent 
Stage. 

44. The method according to claim 43, further compris 
Ing: 

passing task of processing from Stage to Stage until the 
network transaction is completed. 

45. The method according to claim 43, wherein the stages 
comprise initializing a transaction, getting a request; logging 
in and obtaining authorization, generating a response, Send 
ing the response, and terminating the transaction. 

46. The method according to claim 45, wherein the Stages 
further comprise Sending an opening Statement. 

47. The method according to claim 43, further comprising 
replacing one or more existing plug-in processing modules 
with corresponding one or more replacement plug-in pro 
cessing modules. 

48. The method according to claim 47, wherein the 
existing plug-in processing modules conform to a first 
protocol and the replacement plug-in processing modules 
conform to a different protocol. 

49. The method according to claim 47, wherein the 
existing plug-in processing modules provide a first function 
ality and the replacement plug-in processing modules pro 
vide a different functionality. 

50. The method according to claim 47, further comprising 
performing the replacing Step dynamically. 

51. The method according to claim 43, further comprising 
configuring additional Series of plug-in processing modules 
to handle different network protocols. 

52. The method according to claim 51, further comprising 
dynamically establishing one or more communication 

pathways for processing the network transactions 
according to one or more network protocols, and 

dynamically Selecting different Series of plug-in process 
ing modules to correspondingly process each of the 
network transactions in Series of Stages. 

53. A computer-readable medium carrying program 
instructions implementing the method claim 43, the program 
instructions being executable by a central processing unit 
(CPU) of a computer system. 

54. A computer System programmed to implement the 
method of claim 43. 


