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AUTOMATED EVENT MANAGEMENT
BACKGROUND

[0001] With advancement of increasingly powerful computing devices and expansion of data storage capacity in
large scale, networked data centers have moved consumer and business-oriented applications away from local
computing environments, to that of computing environments provided over the Internet or other types of networks.
[0002] In particular, computer systems have been coupled to one another and to other electronic devices to form
both wired and wireless computer networks, over which the computer systems and other electronic units can transfer
electronic data. Accordingly, the performance of many computing tasks are distributed across a number of different
computer systems and/or a number of different computing environments.

[0003] For example, one entity can run an application on machines in another entities’ data center. Such
arrangement can typically be referred to as "cloud-based" computing systems, wherein applications can be offered as
hosted services. When applications are run in the cloud, computing resources and storage resources of the data
center are allocated to auser. Accordingly, cloud computing represents a robust computing model, wherein tasks
can be assigned to a combination of connections, software and services accessed over a network. The powerful
processing power of cloud computing is enabled via distributed, large-scale computing clusters, which typically
operate in conjunction with server virtualization software, and parallel processing systems.

[0004] Moreover, the computing resources can be maintained within the client enterprise, or made available by a
service provider. Such further enables client to benefit from supercomputer-level computing power, wherein clients
can access the enormous and elastic resources whenever so is required.

[0005] Such model of cloud Computing can further be considered an evolution from concepts of utility computing,
autonomic computing, grid computing, and software as a service (SaaS). Moreover, as clients become more
sophisticated, they require more than a mere aggregation of such hosted services and usage of pay-per-use resources,

and further demand continuous management of the resources as they are consumed.
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BRIEF DESCRIPTION OF THE DRAWINGS
[0006] Fig. 1 illustrates an example of a block diagram for an automated event management system according to
an aspect of the subject disclosure.
[0007] Fig. 2 illustrates another example for an automated event management system according to a further aspect
of the subject disclosure.
[0008] Fig. 3 illustrates a related example of a block diagram for an automated event management system, in
accordance with an aspect of the subject disclosure.
[0009] Fig. 4 illustrates an example of a methodology for automated event management according to an aspect of
the subject disclosure.
[0010] Fig. 5 illustrates a related methodology of automating event management according to a further aspect of
the subject disclosure.
[0011] Fig. 6 illustrates an inference component that interacts with an automated event management system
according to a further aspect of subject disclosure.
[0012] Fig. 7 provides a schematic diagram of an exemplary networked or distributed computing environment in
which embodiments described herein can be implemented.
[0013] Fig. 8 illustrates an example of a suitable computing environment in which one or aspects of the

embodiments described herein can be implemented.

DETAILED DESCRIPTION
[0014] Several embodiments are now described with reference to the drawings, wherein like reference numerals
are used to refer to like elements throughout. In the following description, for purposes of explanation, numerous
specific details are set forth in order to provide a more thorough understanding of one or more embodiments. It is
evident, however, that such embodiments can be practiced without these specific details. In other instances,
structures and devices are shown in block diagram form in order to facilitate describing one or more embodiments.
[0015] Ttis to be appreciated that in accordance with various aspects presented in this disclosure, clients or users
can be provided the opportunity to opt-out of having information (e.g., personal information, sensitive information,
location information, etc.) collected and/or shared with servers, devices, or applications. Moreover, embodiments
can anonymize data collected from respective clients or users.
[0016] Various aspects of the subject disclosure automates servicing of event managements within a cloud
network, via employing an “automated event management system”. Such system further includes a plurality of
components, namely: 1) a policy management component -which identifies and receives controlled instructions and
policies from clients; and enables authoritative control over autonomous or controlled event response to events (e.g.,
service events) as they occur; 2) an orchestration engine & cloud controller, which can distribute flow for
responding proactively to service events and executing automations as a result of such events; 3) an element
lifecycle automation component that controls resources at points of operations, and further executes the associated
domain automation processes across the resources that are employed by the clients for servicing requirements, 4) a

monitoring & data collection component that monitors resources as they are used (e.g., in real-time or substantially
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real time) and collects associated data, 5) an aggregation component that aggregates data that from across the event
management system for preparing parsing/correlation, and to facilitate correlating data with patterns of events; 6) a
correlation component that filters incoming monitored and aggregated events, to relevant actionable event that are
parsed against standard events, which are prescribed in the event management system; 7) an event processing
component that can map correlated events to standard prescriptive events/actions; 8) an event handler component
that maps events to other actions that correct or remedy the events; 9) a pooling component that enables access to
the resources based on occurrence of events and/or in response to initiations by client services; and 10) an isolation
component that define zones of operations, wherein resources are initially placed therein to execute workloads on
behalf of clients (e.g., each client can have an isolation zone, wherein associated resources, network services and
appliances can interact as part thereof.)

[0017] Fig. 1 illustrates an example of an automated event management system 110 that operates in a cloud
computing environment 115, according to an aspect of the subject disclosure. As described in detail below with
respect to various figures, the automated event management system 110 can manage monitoring, aggregation,
correlation, event mapping, and policy-driven remediation and scaling for problems, incidents, and business value-
driven events for the clients 105, 107, 109. Hence, support can be provided for model-driven (hosting provider)
and/or client-driven (client specific) processes for horizontal and/or vertical scaling, as well as remediation and
multi-site events (e.g., client services spanning multiple locations in the cloud computing environment 115.)
[0018] The cloud computing environment 115 can support applications that are enabled by virtualized computing
resources 111, which can be rapidly scaled up and down in a secure manner to deliver high quality of service.
Moreover, clients 105, 107, 109 (and their associated end users) can gain seamless access to their applications from
anywhere through their connected devices. For example, end user merely observes delivery of service, and not the
implementation or infrastructure required for its delivery.

[0019] For instance, the cloud computing environment 115 can include technology services such as storage, data
protection, applications, business processes and even business and consumer services, such as email and office
applications. Moreover, the cloud computing environment 115 can enable end users and clients, to employ the
services and storage that they need, and when they so require, wherein end users and clients 105, 107, 109 can be
charged based upon server utilization, processing power used or bandwidth consumed, and the like.

[0020] The cloud computing environment 115 can implement various type of services such as: application services
121, which resides in the cloud computing environment 115 (e.g., Web 2.0 application); platform services 123 that
can hide virtual machine instances & computing resources 111 behind higher-level APIs; and infrastructure services
that can supply raw virtual machine instances, storage, and computation at pay-as-you-go utility pricing

[0021] The automated event management system 110 can further provide for closed-loop automation end-to-end
system, wherein multiple clients 105, 107, 109 in the same system and/or the same data construct can be managed.
This can include dynamically managing from initial monitoring to multi-client event processing and eventual
client/provider policy-driven prescriptive event handling, up to actioning and to loop closure, for example.
Moreover, multiple permutations of the various scaling scenarios can be accommodated, which can be dynamically

updated based on multiple events, across various domains. Additional optimization can be provided based on ability
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to remediate incidents and problems based on client reservations, continuance of resource execution, and adherence
to resource usage policy and thresholds.

[0022] In addition, resources can be efficiently managed (e.g., dynamically and in real-time) and predicted (e.g.,
on-the-fly) based real-time event management updates to the system. Such system further mitigates (or eliminates)
complexities associated with client responsibilities and managing of resources. It is noted that a client can still
select and supply their administrative control.

[0023] Fig. 2 illustrates an example of a block diagram 200 for an automated event management system, according
to an aspect of the subject disclosure. The policy management component 212 can store customized customer-
specific policies, thresholds, guidelines, and directives to govern autonomous actions on events handled within the
automated event management system 200. Such policies can include multidimensional — (e.g., both elemental and at
the technology domain; and/or vertical and at the service level encompassing elemental and other composite
domains) in support of a client industry-specific service level, for example. The policy management component 212
can be actively employed in real-time event processing and handling, to autonomously control remediation, scaling,
and other event processing actions at various degrees of handling or go/no-go handling. To this end, the policy
management component 212 can identify and receive controlled instructions and policies from clients; and further
enable authoritative control over autonomous or controlled event response to events as they occur. It is noted that
various data types and formats (e.g., relational models, XML formats, and the like) can be supported by the policy
management component 212 of the subject disclosure.

[0024] Likewise, the orchestration engine & cloud controller 214 can represent an intelligent unit that can execute
controlled actions against lower level processes within the overall cloud computing environment. Such intelligent
unit can handle policy, workload management, interfaces between the Infrastructure-as-a-Service (IaaS) and
Platform-as-a-Service (PaaS) domains, which can readily facilitate DevOps interactions and the handoffs associated
with development, deployment, and continuous run/operations of cloud services in the cloud computing
environment. In one aspect, the orchestration engine & cloud controller 214 can serve as an active participant —
(e.g., when the automated event management system supplies intrinsic service management for its clients) - to
execute proactive instructions to the other systems in the automation model (e.g., during occurrences of events and
against policies governing autonomous controlled executions.) To this end, the orchestration engine & cloud
controller 214 can distribute flow for responding proactively to service events and executing automations, as a result
of occurrence of various events, for example. In one aspect, the orchestration engine & cloud controller 214 can
control the element life cycle automation component, as they control the resources in a client service segment. And
operating in conjunction with the policy management component 212, the combination of client-controlled
governance over automated executions can reach the resources used at the point of operations — thereby setting the
stage for autonomous or controlled changes for the clients, for example.

[0025] Similarly, the element life cycle automation component 216 can execute automation processes that are
associated with domains across the resources, which the clients employ for their service needs — hence controlling
resources at point of operations. Moreover, the monitoring and data collection component 218 can monitor (e.g.,

on-the-fly) resources being consumed by the clients, wherein real-time or substantially real-time data can be
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analyzed for resources associated with (e.g., in the zone) of such clients. Accordingly, the monitoring and data
collection component 218 can provide for monitoring, collecting, aggregating, parsing, and processing complete
event data from an aggregate client base that includes both information technology and applications/services to a
multi-client database construct, which in turn pushes to a multitenant event handler component for client specific
actions and client-specific, or provider-aggregate actions, reporting, auditing, and associated visibility.

[0026] Moreover, different pieces of information, such as prescriptive action, patterns for occurrence of events,
probabilistic/stochastic models; operating instructions, and the like can also be maintained in the storage medium
225. Such storage medium 225 can further include storage systems having a complex model based database
structure, wherein an item, a sub-item, a property, and a relationship can be defined to allow representation of
information within a database, for example. The storage medium 225 can further employ a set of basic building
blocks for creating and managing rich, persisted objects and links between objects - wherein an item can be defined
as the smallest unit of consistency within the data storage system, which can be independently secured, serialized,
synchronized, copied, backup/restored, for example. The stored data can further include provider-prescriptive
known remediations and known positive event actions that can relate to scaling, availability, and the like.

[0027] Fig. 3 illustrates a related example block diagram 300 for an automated event management system
associated with a cloud enabled system, according to an additional aspect of the subject disclosure. An aggregation
component 305 can receive data acquired by the monitoring and data collection component, for further analyzing &
parsing related to event management processing. As such, the correlation component 306 can filter incoming
monitored and aggregated events into relevant actionable events to be parsed against standard event prescribed in
the automated event management system 302.

[0028] Similarly, the event processing component 307 facilitates event antomation/remediation/scaling by
mapping correlated events 362 to standard prescriptive events 364 and actions. For example, data sets associated
with such mapping can include: known problems - which represent events from correlation being directly mapped
to preexisting incidents that also have corresponding event actions to remediate them; known expected normal
events — which represent events from correlation that map to actual positive or environmentally (usage-based) driven
events that have corresponding event actions to perform positive event actions on behalf of the event, such as scaling
up or down as usage takes place on the resources events occur; and new incidents - which represent the collection of
incoming events that no known cause or remediable action has been established, and thereby may be a reason to
analyze prior to establishing a remediable action to handle them. Such new incidents can also be automatically
collected for these new unknown incidents, to show they have been identified and that they may have recurred, for
example.

[0029] Likewise, the event hander component 308 can map the events to actions that correct or address them in a
positive manner. For example, the event handler component 308 can store an updatable data set consisting of:
known remediation actions, which can represent operations to address correctable events, such as: restartCaaSUnits
— that restarts one or more Compute as a Service (CaaS) units based on the event identification and reference to the
unit IDs; replaceCaaSUnit — that replaces one or more dead Caa$ units with another from the pooling model or

additionally from space on the hypervisor that the virtual machine (VM) ran.
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[0030] Also, the event handler component 308 can store known normal environmental actions, which represent
operations to address usage-based events that are governed by client policy, such as; scale up (e.g., adding a CaaS
unit based on event action and capacity need identified in the event data); scale down (e.g., terminating a Caa$ unit
based on event action and capacity drop identified in the event data.) It is noted that various fine-grained (e.g.,
elemental) and/or coarse grained scaling functions, such as scaling resources associated with a Caa$S unit (storage,
memory, CPUs) or a composite service (scaling web tier units in a 3-tiered service or database resources in such a
service, and the like) — can further be implemented as part of various aspects of the subject disclosure. Likewise,
remediable events and actions can further be so scaled (up or down), for example.

[0031] Asillustrated in Fig. 3, the automated event management system 302 can further include a pooling
component 312, which enables accessing resources that are available in the cloud computing environment. Such
pooling component 312 can further be communicatively coupled to an isolation component 314, for supplying
resources thereto. For example, the pooling component 312 can feed client zones of operation that are defined by
the isolation component 314 for operation of the clients - in response to initiations of client services and/or in
response to the runtime events that are encountered.

[0032] Fig. 4 illustrates a related methodology 400 for automated event management according to a further aspect
of the subject disclosure. While this exemplary method is illustrated and described herein as a series of blocks
representative of various events and/or acts, the subject innovation is not limited by the illustrated ordering of such
blocks. For instance, some acts or events may occur in different orders and/or concurrently with other acts or
events, apart from the ordering illustrated herein, in accordance with the invention. In addition, not all illustrated
blocks, events or acts, may be required to implement a methodology in accordance with the subject innovation.
Moreover, it will be appreciated that the exemplary method and other methods according to the innovation may be
implemented in association with the method illustrated and described herein, as well as in association with other
systems and apparatus not illustrated or described.

[0033] Initially and at 410 the automated event management system receives a set of policies from the client. For
example, such received policies can be associated with reservation for a maximum number of Caa$ units that can be
employed by the client. Such limit can be used to govern thresholds for controlled and autonomous event
management scaling. The policies can further include various service level agreements that relate to handling and
management of negative events— such as failed virtual machines (VMSs), client applications that cause VM failure,
and the like. It is noted that the automated event management system can also supply a best practice auto-
remediation policy to recover from all events, yet the client can specify circumstances that inhibit or over-ride the
model’s inherent remediation functionality.

[0034] Other examples include employing a record in the client service policy database, as a governing mechanism
(e.g., updatable) to control autonomic actions. It is noted that the client can regularly perform policy changes, such
as lowering or raising the reservation limit and enhance the ability to drive more business value, to the model by
expanding their usage of available resources - while employing the automated event management system. Hence,
up & down scaling can be provided, to optimally employ reservation policies based on services that are consumed

by the clients.
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[0035] At 420 the orchestration engine & cloud controller can instantiate a client environment, which typically
includes performing automated tasks through direct and delegated/orchestrate automation/actuation. Examples can
include, but are not limited to; automating the startup instantiation of a client’s cloud service runtime environment
that itself further includes: actuating network automation (either through the orchestration engine or directly to setup
the client compartment), actuating network segment or firewall(s) or load balancer(s) or tiers; preparing IP address
management for CaaS resource setups, including preparing address reservations of public and private addressing for
the client compartment, and the like.

[0036] Another act relating to instantiation can include: actuating the server and virtualization automation lifecycle
managers through the orchestration engine & cloud controller to setup the initial set of CaaS resources from the
clients reservation policy, according to client startup order (e.g., the client reserves “one hundred” Caa$ units with
an initial running set at “ten”.) Such can further include configuration of CaaS units, standard security policies, and
the like — which can also occur where the prescriptive monitoring agents are setup in order to be ready for real-time
collection during full runtime.

[0037] Moreover, Caa$ setups can also include IP addressing, backup settings, and routing (e.g., for both Internet
and private Internet based), for example. In cases where the client has selected applications to be loaded, such
actuation may also instantiate orchestrated apps loads on the CaaS resources during the Server/VM orchestration
phase, to facilitate setting up third party or client-created inbound apps on the resources as required.

[0038] Next and at 430, the automated event system can initiate monitoring data and collection. In one aspect, as
clients and customers start using the services, the CaaS resources can in turn cause monitoring data to be generated.
Such monitoring data can subsequently be collected and aggregated, to be further processed by the monitoring and
data collection component. As with other areas, such process can remain concurrent across clients, to support multi-
tenancy capabilities of the subject disclosure.

[0039] Moreover, the data can be collected using standard interfaces to the server, hypervisor, and VMs on which
the client CaaS resources are instantiated — wherein protocols and formats, such as Web Based Enterprise
Management (WBEM), Web Services Management (WS-MAN), Simple Network Management Protocol (SNMP),
and the like can be employed, for example. In addition, predetermined periods of data collection can be set (e.g.,
minute-by-minute, hourly, and the like), wherein an agent can transmit in-progress monitoring data to the
aggregation component for aggregation.

[0040] Thereafter and at 440, the correlation component can perform analytics on the aggregate data for each
client and across all clients. Such analytics can further normalize the data that is intended to parse items, such as:
false positive data — (which represents data generated by the system that result from root cause of the event, yet
occurring only as a result of the root event); informational data — (which represents data generated by the systems
and considered non-actionable, such as timestamp data.) Often, such can be related to the root event, but not the
event to act on. Additional data can include root cause data — (which represents data that is directly responsible for
events to be acted on.) As explained earlier, the event processing component and the correlation component can
readily cooperate together, and parse such data into events, which can be subsequently be mapped to actions for the

event handler component.
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[0041] Similarly, the event handler component can acquire filtered events on a per client basis, which also can be
mapped to automatable actions that are populated from the cloud architecture, delivery and offering teams.
Typically, such events can be prescribed to handle known actions, updated actions, or creations of new actions from
events, which are previously discovered and prescribed as an automatable action based on their repeated occurrence.
[0042] Next and at 450, verifications can be established for determining actionable and non-actionable events.
This can include determining presence of actionable events, and if such actionable events are identified , the
methodology 400 subsequently proceeds to act 460, wherein actionable events are passed to the orchestration
engine/ cloud controller for further policy validation and subsequent automation execution.

[0043] Alternatively, and if non-actionable events are encountered, the methodology 400 proceeds to act 470 -
wherein notifications can be raised to the cloud service desk for direct attention by the client and delivery teams, as
well as consideration by the architecture/automation development teams for new action creation and placement into
the event management system. To this end, the methodology 400 can serve as a feedback loop to trend itself as well
as grow its event management knowledge base simultaneously.

[0044] Fig. 5 illustrates a related methodology 500 for automated event management - wherein when receiving an
actionable event at 510, the cloud controller can check against client policy to verify whether an action should occur
through autonomous automation. To this end, a decision is made at 520 whether the client service limit is in range
(e.g., regardless of being high or low), and if so — authorize the action to change at 530. Otherwise and if not within
the range, the action is not authorized to autonomously change (e.g., inhibiting the change), and the methodology
500 bifurcates.

[0045] In this regard, for limit-violating actions, the event can be raised to the service desk associated with the
cloud environment at 540 (e.g., in a similar manner as event processing for event action). In particular, since the
event cannot be directly handled, the context of the raised event can pertain to the nature of control on the event and
client intermediation prior to performing it (e.g., raising the thresholds in the policy database; manually invoking the
change from the associated portal, and the like) — as opposed to - creation of a new event handler of an unknown
incident.

[0046] Alternatively and for in-limit events, the action can be readily handled and automated at 550, wherein the
controller can invoke the orchestrator and underlying element automation, to perform such action. Since the
automated event management system of the subject disclosure can support both remediation events and scaling
events, the actions can be directly related to the incoming action based on the identified event examples. Such can
include; scaling up the client environment for a predetermined number of CaaS units; scaling down the client
environment for a predetermined number of Caa$ units; remediating a failed Caa$S unit by replacing it with another,
and the like.

[0047] Next and at 560, the orchestration engine & cloud controller can invoke the automated event management
system, to perform sequence of steps against standard workflows for these actions. Examples can include: calling
the VM lifecycle automation system to add/remove VMs to/from the hypervisor, (e.g., which the client’s Caa$ units
execute against); or calling server lifecycle automation and virtualization lifecycle automation, to create a new

server and hypervisor instance to add CaaS Units; or calling the network lifecycle automation system to change the
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network components per the added/deleted/remediated CaaS unit changes; or updating the client configurations in
the associated cloud computing configuration databases on the updated state of running client components; or
updating the related service interfaces for client change visibility, and the like. Subsequently and at 570, the
methodology 500 can submit the resources over to the client and client systems, so that runtime operations and client
interactions can continue.

[0048] Hence, the methodology 500 enables continuous operations for closed-looped process, and event
management lifecycles (e.g., while client operations occur/continue), throughout automation of the cloud computing
environment. Additionally, the system flow can be designed to accommodate both the problem that causes the event
itself, as well as the business value of event having the same architecture.

[0049] In addition, various aspects of the subject disclosure enable clients to: setup threshold policies based on
their reservation settings (maximum limit) and low setting (directly associated with reservation initial provisioning
CaaS service counts); or employ the cloud computing portal to create changes to resources as normal; or add
software, or upload virtual images, and the like. Moreover, the automated event management functionality of the
subject disclosure can dynamically (e.g., on-the-fly) monitor, or aggregate, or correlate, or map events and handle
incidents and usage-based events for clients as their resources are employed within the computing environment. In
this regard, a requirement for clients having to perform the automation work themselves can be mitigated or
eliminated.

[0050] Likewise, various users with portal-based interfaces can provision resources, or configure monitoring, or
observe the monitoring data — wherein based on such observations, resources can subsequently be
added/changed/deleted from the resource pool. Such can provide a close-looped automated approach to provider-
driven service management for clients, via an intrinsic handling of monitoring, aggregation, correlation, event
mapping, and policy-driven remediation and scaling for problems, incidents, and business value-driven events. It is
noted that if clients so request, they can delay various autonomous functions (e.g., scaling, remediation) and opt-out
as desired.

[0051] Fig. 6 illustrates an inference component 630 (e.g., an artificial intelligence - AI) that can facilitate
inferring and/or determining when, where, how to automate event management and/or train models that identify
remedial actions in accordance with an aspect of the subject disclosure. As used herein, the term “inference” refers
generally to the process of reasoning about or inferring states of the system, environment, and/or user from a set of
observations as captured via events and/or data. Inference can identify a specific context or action, or can generate a
probability distribution over states, for example. The inference can be probabilistic—that is, the computation of a
probability distribution over states of interest based on a consideration of data and events. Inference can also refer
to techniques employed for composing higher-level events from a set of events and/or data. Such inference results
in the construction of new events or actions from a set of observed events and/or stored event data, whether or not
the events are correlated in close temporal proximity, and whether the events and data come from one or several
event and data sources.

[0052] The system 600 with inference component 630 can employ any of a variety of suitable Al-based schemes

as described supra in connection with facilitating various aspects of the herein described disclosure. For example, a
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process for learning explicitly or implicitly how parameters are to be created for training models based on
occurrence of events can be facilitated via an automatic classification system and process. Classification can
employ a probabilistic and/or statistical-based analysis (e.g., factoring into the analysis utilities and costs) to
prognose or infer an action that a user desires to be automatically performed. For example, a support vector
machine (SVM) classifier can be employed. Other classification approaches include Bayesian networks, decision
trees, and probabilistic classification models providing different patterns of independence can be employed.
Classification as used herein also is inclusive of statistical regression that is utilized to develop models of priority.
[0053] As will be readily appreciated from the subject specification, the subject disclosure can employ classifiers
that are explicitly trained (e.g., via a generic training data) as well as implicitly trained (e.g., via observing user
behavior, receiving extrinsic information) so that the classifier is used to automatically determine according to a
predetermined criteria which answer to return to a question. For example, SVM’s can be configured via a learning
or training phase within a classifier constructor and feature selection module. A classifier is a function that maps an
input attribute vector, x = (x1, x2, x3, x4, xn), to a confidence that the input belongs to a class - that is, f(x) =

confidence(class).
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EXEMPLARY NETWORKED AND DISTRIBUTED ENVIRONMENTS
[0054] Itis to be appreciated that the various embodiments described herein can be implemented
in connection with any computer or other client or server device, which can be deployed as part
of a computer network or in a distributed computing environment, and can be connected to any
kind of data store where media may be found. In this regard, the various embodiments described
herein can be implemented in any computer system or environment having any number of
memory or storage units, and any number of applications and processes occurring across any
number of storage units. This includes, but is not limited to, an environment with server
computers and client computers deployed in a network environment or a distributed computing
environment, having remote or local storage.
[0055] Distributed computing provides sharing of computer resources and services by
communicative exchange among computing devices and systems. These resources and services
include the exchange of information, cache storage and disk storage for objects, such as files.
These resources and services can also include the sharing of processing power across multiple
processing units for load balancing, expansion of resources, specialization of processing, and the
like. Distributed computing takes advantage of network connectivity, allowing clients to
leverage their collective power to benefit the entire enterprise. In this regard, a variety of devices
may have applications, objects or resources that may participate in the various embodiments of
this disclosure.
[0056] Fig. 7 provides a schematic diagram of an exemplary networked or distributed computing
environment 700 in which embodiments described herein can be implemented. The distributed
computing environment includes computing objects 710, 712, etc. and computing objects or
devices 720, 722, 724, 726, 728, etc., which can include programs, methods, data stores,
programmable logic, etc., as represented by applications 730, 732, 734, 736, 738. It is to be
appreciated that computing objects 710, 712, etc. and computing objects or devices 720, 722,
724, 726, 728, etc. can include different devices, such as personal digital assistants (PDAs),
audio/video devices, mobile phones, MPEG-1 Audio Layer 3 (MP3) players, personal
computers, laptops, tablets, etc.
[0057] Each computing object 710, 712, etc. and computing objects or devices 720, 722, 724,
726, 728, etc. can communicate with one or more other computing objects 710, 712, etc. and
computing objects or devices 720, 722, 724, 726, 728, etc. by way of the communications
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network 740, either directly or indirectly. Even though illustrated as a single element in Fig. 7,
communications network 740 can include other computing objects and computing devices that
provide services to the system of Fig. 7, and/or can represent multiple interconnected networks,
which are not shown. Each computing object 710, 712, etc. or computing objects or devices 720,
722,724,726, 728, etc. can also contain an application, such as applications 730, 732, 734, 736,
738, that might make use of an application programming interface (API), or other object,
software, firmware and/or hardware, suitable for communication with or implementation of the
various embodiments of the subject disclosure.

[0058] There are a variety of systems, components, and network configurations that support
distributed computing environments. For example, computing systems can be connected
together by wired or wireless systems, by local networks or widely distributed networks.
Currently, many networks are coupled to the Internet, which provides an infrastructure for
widely distributed computing and encompasses many different networks, though any network
infrastructure can be used for exemplary communications made incident to the systems as
described in various embodiments.

[0059] Thus, a host of network topologies and network infrastructures, such as client/server,
peer-to-peer, or hybrid architectures, can be utilized. The client can be a member of a class or
group that uses the services of another class or group. A client can be a computer process, e.g.,
roughly a set of instructions or tasks, that requests a service provided by another program or
process. A client can utilize the requested service without having to know all working details

about the other program or the service itself.

29 < 29 < 2% &c

[0060] As used in this application, the terms “component,” “module,” “engine”, “system,” and
the like are intended to refer to a computer-related entity, either hardware, software, firmware, a
combination of hardware and software, software and/or software in execution. For example, a
component can be, but is not limited to being, a process running on a processor, a processor, an
object, an executable, a thread of execution, a program, and/or a computer. By way of
illustration, both an application running on a computing device and/or the computing device can
be a component. One or more components can reside within a process and/or thread of
execution and a component can be localized on one computer and/or distributed between two or
more computers. In addition, these components can execute from various computer-readable

storage media having various data structures stored thereon. The components can communicate
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by way of local and/or remote processes such as in accordance with a signal having one or more
data packets (e.g., data from one component interacting with another component in a local
system, distributed system, and/or across a network such as the Internet with other systems by
way of the signal).

[0061] Morecover, the term “or” is intended to mean an inclusive “or” rather than an exclusive
“or.” That is, unless specified otherwise, or clear from the context, the phrase “X employs A or
B” is intended to mean any of the natural inclusive permutations. That is, the phrase “X employs
A or B” is satisfied by any of the following instances: X employs A; X employs B; or X employs
both A and B. In addition, the articles “a” and “an” as used in this application and the appended
claims should generally be construed to mean “one or more” unless specified otherwise or clear
from the context to be directed to a singular form.

[0062] In a client/server architecture, particularly a networked system, a client can be a computer
that accesses shared network resources provided by another computer, e.g., a server. In the
illustration of Fig. 7, as a non-limiting example, computing objects or devices 720, 722, 724,
726, 728, etc. can be thought of as clients and computing objects 710, 712, etc. can be thought of
as servers where computing objects 710, 712, etc. provide data services, such as receiving data
from client computing objects or devices 720, 722, 724, 726, 728, etc., storing of data,
processing of data, transmitting data to client computing objects or devices 720, 722, 724, 726,
728, etc., although any computer can be considered a client, a server, or both, depending on the
circumstances. Any of these computing devices can process data, or request transaction services
or tasks that can implicate the techniques for systems as described herein for one or more
embodiments.

[0063] A server can be typically a remote computer system accessible over a remote or local
network, such as the Internet or wireless network infrastructures. The client process can be
active in a first computer system, and the server process can be active in a second computer
system, communicating with one another over a communications medium, thus providing
distributed functionality and allowing multiple clients to take advantage of the information-
gathering capabilities of the server. Any software objects utilized pursuant to the techniques
described herein can be provided standalone, or distributed across multiple computing devices or

objects.
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[0064] In a network environment in which the communications network/bus 740 can be the
Internet, for example, the computing objects 710, 712, etc. can be Web servers, file servers,
media servers, etc. with which the client computing objects or devices 720, 722, 724, 726, 728,
etc. communicate via any of a number of known protocols, such as the hypertext transfer
protocol (HT'TP). Computing objects 710, 712, etc. can also serve as client computing objects or
devices 720, 722, 724, 726, 728, etc., as can be characteristic of a distributed computing

environment.

EXEMPLARY COMPUTING DEVICE
[0065] As mentioned, advantageously, the techniques described herein can be applied to any
suitable device. It is to be understood, therefore, that handheld, portable and other computing
devices and computing objects of all kinds are contemplated for use in connection with the
various embodiments, e.g., anywhere that a device may wish to read or write transactions from
or to a data store. Accordingly, the below remote computer described below in Fig. 8 is but one
example of a computing device. Additionally, a suitable server can include one or more aspects
of the below computer, such as a media server or other media management server components.
[0066] Although not required, embodiments can be partly implemented via an operating system,
for use by a developer of services for a device or object, and/or included within application
software that operates to perform one or more functional aspects of the various embodiments
described herein. Software can be described in the general context of computer executable
instructions, such as program modules, being executed by one or more computers, such as client
workstations, servers or other devices. Those skilled in the art will appreciate that computer
systems have a variety of configurations and protocols that can be used to communicate data, and
thus, no particular configuration or protocol is to be considered limiting.
[0067] Fig. 8 thus illustrates an example of a suitable computing environment 800 in which one
or aspects of the embodiments described herein can be implemented, although as made clear
above, the computing environment 800 is only one example of a suitable computing environment
and is not intended to suggest any limitation as to scope of use or functionality. Neither is the
computing environment 800 to be interpreted as having any dependency or requirement relating
to any one or combination of components illustrated in the exemplary computing environment
800.

14



WO 2013/165369 PCT/US2012/035884

[0068] With reference to Fig. 8, an exemplary computing environment 8§00 for implementing one
or more embodiments includes a computing device in the form of a computer 810 is provided.
Components of computer 810 can include, but are not limited to, a processing unit 820, a
memory 830, and a system bus 822 that couples various system components including the
system memory to the processing unit 820. Computer 810 can for example implement systems
and/or components described in connection with various aspect of the subject disclosure.

[0069] Computer 810 typically includes a variety of computer readable media and can be any
available media that can be accessed by computer 810. The memory 830 can include computer
storage media in the form of volatile and/or nonvolatile memory such as read only memory
(ROM) and/or random access memory (RAM). By way of example, and not limitation, memory
830 can also include an operating system, application programs, other program modules, and
program data.

[0070] A user can enter commands and information into the computer 810 through input devices
840, non-limiting examples of which can include a keyboard, keypad, a pointing device, a
mouse, stylus, touchpad, touch screen, trackball, motion detector, camera, microphone, joystick,
game pad, scanner, video camera or any other device that allows the user to interact with the
computer §10. A monitor or other type of display device can be also connected to the system
bus 822 via an interface, such as output interface 850. In addition to a monitor, computers can
also include other peripheral output devices such as speakers and a printer, which can be
connected through output interface 850.

[0071] The computer 810 can operate in a networked or distributed environment using logical
connections to one or more other remote computers, such as remote computer §70. The remote
computer 8§70 can be a personal computer, a server, a router, a network PC, a peer device or
other common network node, or any other remote media consumption or transmission device,
and can include any or all of the elements described above relative to the computer 810. The
logical connections depicted in Fig. 8 include a network 872, such local area network (LAN) or a
wide area network (WAN), but can also include other networks/buses e.g., cellular networks.
[0072] As mentioned above, while exemplary embodiments have been described in connection
with various computing devices and network architectures, the underlying concepts can be
applied to any network system and any computing device or system in which it is desirable to

publish or consume media in a flexible way.
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[0073] Also, there are multiple ways to implement the same or similar functionality, e.g., an
appropriate API, tool kit, driver code, operating system, control, standalone or downloadable
software object, etc. which enables applications and services to take advantage of the techniques
detailed herein. Thus, embodiments herein are contemplated from the standpoint of an API (or
other software object), as well as from a software or hardware object that implements one or
more aspects described herein. Also, various embodiments described herein can have aspects
that are wholly in hardware, partly in hardware and partly in software, as well as in software.
[0074] Computing devices typically include a variety of media, which can include computer-
readable storage media and/or communications media, in which these two terms are used herein
differently from one another as follows. Computer-readable storage media can be any available
storage media that can be accessed by the computer, can be typically of a non-transitory nature,
and can include both volatile and nonvolatile media, removable and non-removable media. By
way of example, and not limitation, computer-readable storage media can be implemented in
connection with any method or technology for storage of information such as computer-readable
instructions, program modules, structured data, or unstructured data. Computer-readable storage
media can include, but are not limited to, RAM, ROM, electrically erasable programmable read
only memory (EEPROM), flash memory or other memory technology, compact disc read only
memory (CD-ROM), digital versatile disk (DVD) or other optical disk storage, magnetic
cassettes, magnetic tape, magnetic disk storage or other magnetic storage devices, or other
tangible and/or non-transitory media which can be used to store desired information. Computer-
readable storage media can be accessed by one or more local or remote computing devices, e.g.,
via access requests, queries or other data retrieval protocols, for a variety of operations with
respect to the information stored by the medium.

[0075] On the other hand, communications media typically embody computer-readable
instructions, data structures, program modules or other structured or unstructured data in a data
signal such as a modulated data signal (e.g., a carrier wave or other transport mechanism) and
include any information delivery or transport media. The term “modulated data signal” or
signals refers to a signal that has one or more of its characteristics set or changed in such a
manner as to encode information in one or more signals. By way of example, and not limitation,
communication media include wired media, such as a wired network or direct-wired connection,

and wireless media such as acoustic, radio frequency (RF), infrared and other wireless media.
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[0076] It is to be understood that the embodiments described herein can be implemented in
hardware, software, firmware, middleware, microcode, or any combination thereof. For a
hardware implementation, the processing units can be implemented within one or more
application specific integrated circuits (ASICs), digital signal processors (DSPs), digital signal
processing devices (DSPDs), programmable logic devices (PLDs), field programmable gate
arrays (FPGAs), processors, controllers, micro-controllers, microprocessor and/or other
electronic units designed to perform the functions described herein, or a combination thereof.
[0077] When the embodiments are implemented in software, firmware, middleware or
microcode, program code or code segments, they can be stored in a machine-readable medium
(or a computer-readable storage medium), such as a storage component. A code segment can
represent a procedure, a function, a subprogram, a program, a routine, a subroutine, a module, a
software package, a class, or any combination of instructions, data structures, or program
statements. A code segment can be coupled to another code segment or a hardware circuit by
passing and/or receiving information, data, arguments, parameters, or memory contents.
Information, arguments, parameters, data, etc. can be passed, forwarded, or transmitted using any
suitable means including memory sharing, message passing, token passing, network
transmission, etc.

[0078] For a software implementation, the techniques described herein can be implemented with
modules or components (e.g., procedures, functions, and so on) that perform the functions
described herein. The software codes can be stored in memory units and executed by processors.
A memory unit can be implemented within the processor or external to the processor, in which
case it can be communicatively coupled to the processor via various structures.

[0079] The word “exemplary” is used herein to mean serving as an example, instance, or
illustration. For the avoidance of doubt, the subject matter disclosed herein is not limited by
such examples. In addition, any aspect or design described herein as “exemplary” is not
necessarily to be construed as preferred or advantageous over other aspects or designs, nor is it
meant to preclude equivalent exemplary structures and techniques known to those of ordinary

29 <

skill in the art. Furthermore, to the extent that the terms “includes,” “has,” “contains,” and other
similar words are used in either the detailed description or the claims, for the avoidance of doubt,
such terms are intended to be inclusive in a manner similar to the term “comprising” as an open
transition word without precluding any additional or other elements.
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[0080] What has been described above includes examples of one or more embodiments. It is, of
course, not possible to describe every conceivable combination of components or methodologies
for purposes of describing the aforementioned embodiments, but one of ordinary skill in the art
can recognize that many further combinations and permutations of various embodiments are
possible. Accordingly, the described embodiments are intended to embrace all such alterations,
modifications and variations that fall within the spirit and scope of the appended claims.

[0081] The aforementioned systems have been described with respect to interaction between
several components. It can be appreciated that such systems and components can include those
components or specified sub-components, some of the specified components or sub-components,
and/or additional components, and according to various permutations and combinations of the
foregoing. Sub-components can also be implemented as components communicatively coupled
to other components rather than included within parent components (hierarchical). Additionally,
it is to be noted that one or more components can be combined into a single component
providing aggregate functionality or divided into several separate sub-components, and that any
one or more middle layers, such as a management layer, can be provided to communicatively
couple to such sub-components in order to provide integrated functionality. Any components
described herein can also interact with one or more other components not specifically described
herein but generally known by those of skill in the art.

[0082] In view of the exemplary systems described above methodologies that can be
implemented in accordance with the described subject matter will be better appreciated with
reference to the flowcharts of the various figures. While for purposes of simplicity of
explanation, the methodologies are shown and described as a series of blocks, it is to be
understood and appreciated that the claimed subject matter is not limited by the order of the
blocks, as some blocks can occur in different orders and/or concurrently with other blocks from
what is depicted and described herein. Where non-sequential, or branched, flow is illustrated via
flowchart, it can be appreciated that various other branches, flow paths, and orders of the blocks,
can be implemented which achieve the same or a similar result. Moreover, not all illustrated
blocks can be required to implement the methodologies described hereinafter.

[0083] In addition to the various embodiments described herein, it is to be understood that other
similar embodiments can be used or modifications and additions can be made to the described

embodiment(s) for performing the same or equivalent function of the corresponding
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embodiment(s) without deviating there from. Still further, multiple processing chips or multiple
devices can share the performance of one or more functions described herein, and similarly,
storage can be affected across a plurality of devices. The subject disclosure is not to be limited
to any single embodiment, but rather can be construed in breadth, spirit and scope in accordance

with the appended claims.
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CLAIMS

‘What is claimed is:

1. A system of automated event management for a cloud network, comprising;:

a policy management component that identifies controlled instructions associated with service
events on the cloud network, the controlled instructions received from clients of the cloud network;

an orchestration engine and cloud controller that respond to the service events based in-part on the
controlled instructions; the orchestration engine and the cloud controller automatically execute instructions based on
the service events; and

an element lifecycle automation component that controls resources of the cloud network at points
of operations, and further executes automation processes for domains of the cloud network based in-part on the

service events and the resources.

2. The system of claim 1 further comprising a monitoring and data collection component that monitors

the resources as the resources are used in real-time.

3. The system of claim 2 further comprising an aggregation component that aggregates data from across

the cloud network for a parsing thereof to identify event patterns.

4, The system of claim 3 further comprising a correlation component that filters the service events to

designate actionable events that are parsed against standard events.

5. The system of claim 4 further comprising an event processing component that maps correlated events

to actions in the cloud network.

6. The system of claim 5 further comprising an event handler component that maps an event to an action

that corrects the event.

1. The system of claim 6 further comprising a pooling component that enables access of clients to the
resources.
8. The system of claim 7 further comprising an isolation component that defines zones of operations in

the cloud network for the clients.

9. A method of managing events for cloud services, comprising:
receiving control instructions from clients of cloud services;

instantiating a run time environment for the clients in the cloud services;
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correlating collected data to identify event patterns associated with operations on domains of the
cloud services; and

mapping actions to the event patterns, to automatically supply remedial measures.

10. The method of claim 9 further comprising checking the control instructions to determine whether an

action is to be generated.

11. The method of claim 9 further comprising verifying whether a client service limit is in range.

12. The method of claim 11 further comprising inhibiting an action.

13. The method of claim 12 further comprising inferring actions based on events of the cloud services.
14. The method of claim 12 further comprising submitting resources to the clients.

15. A system of event-management in a cloud, comprising:

at least one memory that stores computer-executable instructions;
at least one processor that facilitates execution of the computer-executable instructions to at least:
receive policies associated with operation of the cloud;
distribute the policies across the cloud;
aggregate data from the cloud and correlate the data to identify patterns of errors
encountered in the cloud,
automatically execute remedial actions to correct errors encountered in the cloud in

substantially real time.
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