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SYSTEM FOR EMBEDDING CORRELATED PERFORMANCE MEASUREMENTS

Field of the Invention

The present invention generally relates to distributed computing
networks and, more particularly, to techniques for embedding correlated
performance measurements in transactions associated with a distributed

application for use in application performance decomposition.

Background of the Invention

Measuring and decomposing performance application transactions often

requires distributed instrumentation co-located with application
components servicing or transporting the transaction. The application
components are implemented on the various computing devices in the
distributed network that are involved with (e.g., initiate, process,
transfer, etc.) at least a portion of a transaction. The requirement for
such co-located instrumentation results in separate streams of performance
measurement data that need to be correlated to show the relative
contribution of each application component’s service time to the overall
transaction’s response time. Correlation using time of day is difficult
as it requires synchronized time sources which tend to drift and which are
problematic to keep synchronized over long periods of time. For
performance measurements, one cannot easily derive accurate durations by
applying functions to timestamps taken from different timing sources.
Therefore, accurate duration calculations must occur based on timestamps
from the same time source. This causes multiple timestamps and/or
durations to be measured at varying locations in the transaction’s path

whenever a distributed application spans multiple time sources.

Correlation of these timestamps and durations ig typically based on
tagging them with correlation data which is later used to associate
related measurements, see, e.g., U.S. Patent No. 6,108,700, issued to
Maccabee et al. on August 22, 2000 and entitled: “Application End-to-End
Response Time Measurement and Decomposition,” the disclosure of which is
incorporated by reference herein. This introduces data management issues
(e.g., storage, movement, and consolidation of distributed duration data)
making correlation of distributed applications difficult and time

consuming.
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Further, techniques are known where embedded JavaScript is added to
HTML (HyperText Markup Language) pages to measure how long it takes for
the client to receive and render a web page. The system that adds the
JavaScript can take timestamps which can later be compared with the
information generated by the JavaScript to produce one layer of
decomposition. However, intervening application components such as web
proxies can not add their perspective of response time, therefore, this
conventional method is limited to only a pair of participants (e.g., the
client where the JavaScript runs and the server where the JavaScript was
embedded) . In addition, this embedded JavaScript method introduces
JavaScript processing not normally in the HTML page, thus necessitating an

alteration in the way the application operates.

Summary of the Invention

The present invention provides techniques for use in accordance with
application performance decomposition which take advantage of the
communications protocol used to carry a transaction between application
components in a distributed computing network. Specifically, the
invention extends the communications protocol by embedding data, such as
timestamp and duration measurement data, in the protocol itself, rather
than extending or altering the application or transaction data carried by
the protocol as in existing approaches. Thus, the invention provides
natural correlation of interactions of distributed application components
on such transactions without modification to the application or
transaction data. Because the correlation is performed in-line with the
application component interactions, minimal data management overhead is
required, and correlated performance decomposition is made possible in
real-time for the transaction. Furthermore, subsequent processing stages
of the distributed application can interpret the communications protocol
to glean processing durations of previous stages in orxder to make

decisions regarding treatment of the transaction.

In an alternative embodiment the invention provides a method for use
in accordance with one or more application components of a distributed
application in which at least a portion of the distributed application is
executed, in which the method comprises the step of adding, in accordance
with one of the application components, data relating to the performance
of the distributed application to a communications protocol used to carry
transaction data relating to the execution of the distributed application,
such that the added performance data may be transported with the

transaction data to one or more other application components so that
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correlated application performance data may be obtained at the one or more

other application components with the transaction data.

In certain cases, communications protocols are designed for
flexibility to adopt new features without breaking existing functions by
using tagged data elements in variable length data compartments. These
protocols lend themselves to this invention as the invention can add
specially tagged measurement. data without breaking the existing
interpretation mechanisms for the protocol (e.g., the added data is
ignored unless the protocol interpreter knows to look for it). Ome
example of a communications protocol that can be used in accordance with
the invention is the HyperText Transport Protocol (HTTP), although it is
to be understood that the.invention is not so limited. Also, while
illustrative embodiments are explained below in the detailed description
in the context of the World Wide Web, it is to be appreciated that the

teachings of the invention may be implemented in other distributed

computing environments.

In an illustrative embodiment of a format for embedded measurement
data, the invention combines a well-defined keyword prefix with a variable
suffix that identifies the timing source, followed by a colon delimitex
and whitespace, followed by the timestamp and/or duration information. By
“well-defined,” it is meant herein that the prefix is commonly defined or
known between participating intexpreters of the data, so as to allow them
to, for example, parse the prefix. The combination of the well-defined
prefix with the variable suffix allows multiple, uniquely identified
application components to add their performance data to the protocol.

Even cases where the applications are not unigquely identified are
supported because the lines containing keywords with the well-defined
keyword prefix can be sorted by duration to create the “onion-skin”

layering of performance decomposition.

As mentioned above, conventional approaches to performance
decomposition of distributed applications rely on collecting performance
data at distributed locations and later transporting it for correlation
using paths separate from the application itself. This results in
deferred knowledge of transaction performance. The invention provides
techniques to embed the measurement information with the same application
it describes so completion of the transaction can occur substantially
simultaneous, or at least contemporaneous, with availability of knowledge
of the performance characteristics of the transaction. Because the

invention provides for carrying correlated performance decomposition with
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the transaction, no separate storage and forwarding of performance data is

required.

Furthermore, because the invention captures the timestamp of the
application component, a natural correlator within the domain of the
application component’s time source is available to other systems
management monitors (e.g., for performance, capacity, availability, etc.).
An optional transaction identifier can also be used as a correlator to
other systems management data to extend the performance decomposition

further during off-line analysis.

Furthermore, it is to be appreciated that multiple application
components can participate by using this invention. That is, the
invention allows any number of application components along the
transaction’s path to add their performance information, thereby providing
n levels of performance decomposition. Furthermore, the invention does
not necessitate altering the way the application operates. The invention
rather extends the protocol carrying the application data, advantageously
leaving the application data unaltered. This is significant as secured
transmissions (e.g., HyperText Transport Protocol Secured (HTTPS) using
Secure Socket Layer (SSL) protocol) or content that has been compressed
using GZIP (a Mime-Type defining publicly available data compression) is
unaffected by the invention. However, these types of transmissions are
problematic for existing methods which attempt to introduce JavaScript to
HTML or alter the application data in some way, as mentioned above in the
background section, since the HTML may be encrypted or compressed and
unable to be altered. Thus, a fundamental difference between the
invention and application data-altering approaches, such as the embedded
JavaScript method, is that the invention is non-intrusively altering the
protocol used to carry the application data, whereas the existing methods
are altering the application data itself, imposing special handling by the
application. Only the protocol interpreters need be aware of the present
invention, and those unaware will simply pass our extensions along without

caring about their existence.

This is also the case with the above-mentioned technique which
extends the application data or payload with logic to take measurements
and report back it’s findings. By contrast, the invention leaves the
application data alone and instruments the protocol, i.e., the envelope
carrying the payload. 2Another difference is the logic extension approach

works only at the endpoints (e.g., application server and most notably at
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the client), whereas the present invention, as mentioned above, can be
used by multiple nodes in the transaction path, each supplying their

perspective of performance.

These and other objects, features and advantages of the present
invention will become apparent from the following detailed description of
illustrative embodiments thereof, which is to be read in connection with

the accompanying drawings.

Brief Description of the Drawings

FIG. 1 is a diagram illustrating the present invention in a client

application/server application ‘embodiment;

FIG. 2A is a diagram illustrating an HTTP request header according

to an embodiment of the present invention;

FIG. 2B is a diagram illustrating a server-side HTTP reply header

according to an embodiment of the present invention;

FIG. 2C is a diagram illustrating a client-side HTTP reply header

according to an embodiment of the present invention;

FIG. 3 is a diagram illustrating a method of processing an untagged

message according to an embodiment of the present invention;

FIG. 4 is a diagram illustrating a method of processing a tagged

message according to an embodiment of the present invention; and
FIG. 5 is a diagram of an illustrative hardware embodiment according
to the invention of a computing device for implementing an application

component.

Detailed Description of Preferred Embodiments

The present invention will be explained below in the context of the
World Wide Web (WWW) as an illustrative distributed computing network, and
in the context of the HyperText Transport Protocol (HTTP) as an
illustrative communications protocol. However, it is to be understood
that the present invention is not limited to any particular computing
network or any particular communications protocol. Rather, the invention

is more generally applicable to any environment in which it is desirable



WO 02/073412 PCT/GB02/01004

to have correlated performance decomposition without altering the
application or transaction data, and to have completion of a transaction
occur substantially simultaneous, or at least contemporaneous, with
availability of knowledge of the performance characteristics of the
transaction. Thus, the present invention may be used in a distributed
application comprising at least two application components separated and
interacting via some form of communication. For example, while the form
of communication illustratively described below is a network such as the
Internet, the form of communication may altermatively be interprocess
communication on a platform. One skilled in the art will realize various

other scenarios given the inventive teachings disclosed herein.

Referring now to FIG. 1, for an illustrative enbodiment, assume the
network is the Internet or Intranet 100 and the application components are
an application running on a client 105 and an application running on a
server 110. Again, in an illustrative embodiment, assume the protocol
being extended using this invention is HTTP defined by RFC 2098 and RFC
1945, the disclosures of which are incorporated by reference herein, the
client application is a web browser (e.g., Netscape, Internet Explorer),
and the server application runs on a web server (e.g., IBM’s Apache, IIS
(Internet Information Server from Microsoft), IHS (IBM HTTP Server)). The
distributed application transaction comprises the client application
making a request for content from the application server and the
application server responding. Performance information is generated using
this invention to measure the round trip response time from the client
application’s perspective, as well as to decompose the response time into
the time taken by the server application to service the request and

generate it’s reply.

For HTTP, there is a defined sequence of information contained in
lines of text delimited by line termination character sequences (typically
carriage return and linefeed). The HTTP header contains one or more of
these lines and is terminated with an empty line. This allows optionally
present data to be carried in the header to help manage the underlying TCP
(Transmission Control Protocol) socket communications, or to provide
caching directives, or to provide contextual information such as the type
and version of software being used by the issuer of the header (e.g.,
browser or server software). Information in these lines typically follows
a format containing “keyword: value”. Therefore, HTTP interpreters are
written to examine lines in the header, testing the keyword and, when
appropriate, taking action based on the keyword and/or it’s corresponding

data (value). Because the WWW has undergone several iterations of HTTP
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and extensions thereto, HTTP interpreters are written to be flexible with
regard to the presence or absence of expected keywords and will not
breakdown when unanticipated keywords are presented. The present
invention takes advantage of this by adding lines to the HTTP headers to
carry performance measurement data, allowing the client to receive the
gerver measurement duration in the HTTP Reply header. This is illustrated

below in the context of FIGs. 1, 2A, 2B and 2C.

As shown in FIG. 1, at the time the client application is ready to
issue it's request, the client application takes or gets a timestamp 115,
labeled TCl, capturing the time of day (e.g., from a clock source
accurately tracking time elapsed since the “epoch,” which refers to
midnight, January 1, 1970, Coordinated Universal Time), and optionally
generates a transaction sequence identifier 120, labeled TXSeq, to
identify this request from all others occurring within a reasonably long
time period (e.g., duplicate transaction identifiers are possible,
provided the duplication occurs sufficiently far apart to permit reporting
to differentiate them). This information is either added to the HTTP
Request Header 200, as shown in FIG. 2A, as additional lines 205 and 210,
respectively, for the time stamp (e.g., TS-WD_SOCKS-C46ECATE:
3A%A86C8.38C99) and transaction sequence identifier (e.g.,
TX-WD_SOCKS-C46EC47E: 3E8), or it is stored pending use by the client

application when interpreting the reply forthcoming for this request.

In the exemplary timestamp line 205, the keyword “TS-WD_SOCKS-
C46EC47E” serves as a label or identifier of the client that generated
this information. The keyword includes a well-defined prefix “TS-“ that
identifies the HTTP line which contains a timestamp and a variable suffix
"WD_SOCKS~C46EC47E” that identifies the timing source from which the
timestamp was taken. The colon and subsequent whitespace (blank space)
are used to form the above-mentioned “keyword: value” format.
“3A9A86CB.38C99” is the hexadecimal timestamp value where the number to
the left of the decimal point is the number of seconds since the epoch and
the number to the right of the decimal point is the fractional number of
seconds since the epoch. Note that the “T8-7 in the keyword gemerally

denotes a timestamp.

Further, in the exemplary transaction sequence identifier line 210,
“IX-" is a well-defined keyword prefix that identifies the HTTP line which
contains a transaction identifier. Thus, while “TS8-” generally denotes a
timestamp, “TX-” generally denotes a transaction identifier.
“"WD_SOCKS-C46EC4A7E” in line 210 is a variable suffix that identifies the
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specific source (domain) where the transaction identifier is relevant. It
is to be understood that in this particular illustrative embodiment, a
general-specific identifier is used, where “WD_SOCKS” classifies the
gsource or domain and “C46EC47E” uniquely identifies an instance of this
type of source or domain. “3E8” is the hexadecimal value identifying the
transaction sequence.

It is to be appreciated that the combination of the well-defined
prefix with the variable suffix allows multiple, uniquely identified
application components to add their performance data (e.g., timestamp,
duration, transaction sequence identifier, etec.) to the protocol. Even
cases where the applications are not uniquely identified are supported
because the lines containing keywords with the well-defined keyword prefix
can ‘be sorted by duration to create the “onion-skin” layering of

performance decomposition.

“Onion-skin” layering describes a succession of “contain”
relationships, e.g., like the outer skin of an onion contains the rest of
the inner onion and each gucceeding inner skin is said to contain the
skins within it. The analogy here is that a transaction, initiated by a
client and traversing through a proxy to a server, may be viewed as having
at least three “layers,” i.e., the client layer being the outer most
layer, the server being the inmner most layer, and the proxy (which resides
between the client and the server) being the middle layer.

As may typically be the case: (i) the elapsed time (duration) taken
by the transaction to traverse from the client through the proxy and the
server and back, will take the longest; (ii) the elapsed time taken by the
server to process the transaction will be the shortest; and (iii) the
elapsed time from receipt by the proxy of the transaction, transmission to
the server and back to the proxy will be shorter than (i) but longer than
(ii) . These timing relationships result because the communications from
an outer layer to an inner layer adds time,

Therefore, even if unique identifiers were not employed for each of
the “layers” of processing being performed on the transaction, the
durations may still be sorted and the relative positioning of the layers
with respect to one another may still be understood, e.g., the largest
duration being the closest to the transaction initiator, and the shortest
duration being closest to the transaction server.

It is to be understood that the additional lines may optionally
identify the ciient as the source that added these lines to the HTTP
Request Header to permit later searching and updating of these lines. The
HTTP Request containing this HTTP Request Header, along with other
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application data as required (e.g., POST data), is then sent by the client
application 105 through the Internet 100 to the server application 110.

It is to be understood that a main purpose of uniquely identifying
the “author” of the line in the HTTP Request Header in the variable suffix
is to permit that author to find it’s line on the return trip to calculate
the duration and update that line to store the duration, as will be
explained below. This handles the case where the timestamping source does
not have resources to store the initial timestamp and retrieve it from
these resources to calculate the duration. The invention uses the header
as a “per transaction” storage of the initial timestamp information. 1In
most cases, the “author” of the line in the header is maintaining some
information about the transaction, e.g., a proxy may maintain ‘a map of
interior sockets/ports to exterior sockets/ports so it can send data
retrieved on an exterior socket on the corresponding interior socket, and
later retrieve the reply from the interior socket and return it omn the
appropriate exterior socket. This mapping table may be expanded to hold
the initial timestamp and later retrieve it to be used in conjunction with
another timestamp to calculate the duration and write a single “completed”

line to the reply header.

Upon receipt of the HTTP Request, the server application 110
interprets the HTTP Request, parsing any timestamp or transaction sequence
identifier the request contains. The server application also takes a
timestamp 125, labeled TS1, interprets the HTTP Request Header, and begins
processing the request. The information parsed from the HTTP Request
Header as well as the timestamp are saved for later access when the server
application is preparing it’s response to the HTTP Regquest. It is to be
understood that the present invention also supports the notion of
application components that can act as both a server and a client, e.g.,
first receiving a request from another client, and then forwarding the
request (or a related request) to another server. In this case, the
invention may be used for each of these roles, e.g., adding a timestamp
and a transaction sequence identifier to it’'s request, as well as
forwarding any existing timestamp and transaction sequence identifier the

server received in the new HTTP Request to the other server.

After some period of time, e.g., after the server has determined how
to respond to the transaction’s request, the server application 110
prepares an HITP Reply to the HTTP Request containing an HTTP Reply Header
220, as shown in FIG. 2B. This involves adding any timestamp or

transaction sequence identifier lines saved from the HTTP Request Header
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(lines 205 and 210, respectively), as well as taking a seéond timestamp
130, labeled TS2. The two timestamps (TS; and TS2) may be used to
calculate a duration (e.g., duration = TS2 - TS1l) and a line 225 (e.g.,
TS-APACHE-SRIRAMA: 3ASAB6CC.4E375.4D9DDA) is added to the HTTP Reply
Header 220 identifying the server, the timestamp when it’s processing
began (TS1, which in this example is 3ASA86CC.4E375) and the duration
(which in this example is 4D9DDA) .

In the exemplary timestamp line 225, the keyword “TS-APACHE-SRIRAMA”
includes the well-defined prefix “TS-” and the variable suffix which
serves as an identifier of the timestamp source “APACHE-SRIRAMA.” Note
that in this exemplary keyword, “APACHE” infers the type of server and
“SRIRAMA” is a unidque instance of this type of server. It is to be
understood that use of this form of classification is not required by the
invention, but rather illustrates a preferred way of classifying the data
for reporting purposes, e.g., to report all durations from APACHE-type
servers. Further, “3A9A86CC.4E375” in line 225 is the hexadecimal
timestamp value where the number to the left of the decimal point is the
number of seconds since the epoch and the number to the right of the
decimal point is the fractional number of seconds since the epoch.
“"4DODDA” is the hexadecimal value representing the duration (TS2 - TS1).
It is to be understood that the present invention‘also supports the notion
of supplying both timestamps, e.g., TS2 and TS1, in lieu of a timestamp
and a duration, since one pair can be derived from the other. The HTTP
Reply Header 220 is then sent in the HTTP Reply to the client application
105.

While the invention has been described above with regard to a
particular illustrative format, it is to be understood that timestamp and
transaction sequence information may be alternatively formatted and
combined on the same header line provided the information conveys the
concepts of the present invention. For example, in an alternative
preferred embodiment, a TS-<identifier> line may be formatted to use
decimal numbers and/or with tags identifying the values such as
t=<timestamp value> or D=<duration value> or geg=<transaction sequence
identifier>. One skilled in the art will realize other formats given the

inventive teachings provided herein.

Upon receipt of the HTTP Reply containing the HTTP Reply Header 220,
the client application 105 takes another timestamp 135, labeled TC2, and
parses the HTTP Reply Header for lines containing the timestamp or

transaction sequence identifier that the client had previously generated,
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or those generated by other application components acting on behalf of the
transaction. In cases where the client application sent a timestamp line
in it’s HTTP Request Header 200, the HTTP Reply Header’s lines are
reviewed to find the timestamp line previously generated by the client
application (e.g., using the client identification information on the
line(s)). In cases where a request timestamp was generated and held for
later processing, it is retrieved for this transaction. A duration may be
generated (duration = TC2 - TC1l) to reflect the client perspective of the
transaction’s round trip response time. This may be added to the existing
line, originally generated by the client, in the HTTP Reply Header 220,
thus forming a modified HTTP Reply Header 220’, as shown in FIG. 2C. The
modified line is denoted as line 230 (e.g., TS-WD_SOCKS-C46EC47E:
3A9A86C8.38C99.1841478) in the HTTP Reply Header 220’. “1841478” denotes
the client perspective of the transaction’s round trip response time,

while the rest of the information in line 230 is the same as in line 205.

It is to be understood that, in cases where no line was previously
generated by the client, a new line may be added to the HTTP Reply Header
to form the modified Reply Header which may show the timestamp of the
client’s request and the duration (oxr, alternatively, the timestamp of the
receipt of the response), identification information for the client, and
another line containing a transaction sequence identifier. It is also to
be understood that the present invention supports the notion of a
timestamp, a timestamping source identification and a transaction seguence
identifier being added in the same location (e.g., HTTP Header line) or in

multiple locations (e.g., multiple HTTP Header lines).

Because there may be additional processing required to generate the
complete response to the client’s request, the server applicatién may
optionally take subsequent timestamps 140 for later association with the
transaction, labeled TS3 in FIG. 1. However, because these may occur
after the response has been generated to the client, they may be stored
for off-line correlation with the transaction performance information
contained in the reply. Similarly, upon receipt of subseqguent response
data from the server application, the client application may optionally
take subsequent timestamps 145 for later association with the transaction,
labeled TC3 in FIG. 1.

It is to be understood that the transaction sequence identifier may
serve as a correlator to be used to search through logs or other data

stores where subsequent timestamps, such as TS3 information, are stored.
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In other words, the header being returned to the client will already have
left by the time TS3 is taken. So, if the client later wants to associate
it’s duration TC3-TC2 with the server side duration TS3-TS2, it needs a
correlator to look up this information. The TX-<identifiers>: <sequence

identifier> may be used for this purpose.

The resulting performance decomposition information contained in the
reply may be used by the client to deduce information relating to services
rendered by other apﬁlication component (s) by examining the timestamps
and/or durations. For example, the client’s perspective of the duration
of the request issuance through receipt of the reply may be reflected as
TC2-TCl (labeled 150 in FIG. 1), and the duration of the server
application’s time to respond to the request as TS2-TS1 (labeled as 155 in
FIG. 1). The client may optionally determine the duration required to
receive the entire response to it’s request as TC3-TC2 (labeled as 160 in
FIG. 1), as well as the total transaction response time as TC3-TC1
(labeled as 165 in FIG. 1).

Referring now to FIG. 3, a general overview of a method for
processing an untagged message according to an embodiment of the present
invention is shown. An “untagged message,” as used herein, refers to a
message that does not yet have performance measurement data embedded in
the communications protocol in accordance with the present invention, for
example, as explained above in the context of FIGs. 1, 27, 2B and 2C. In
step 300, an untagged message is received. This may be, for example, a
message for which processing has not yet begun within the “instrumented
component.” An “instrumented component” refers to the component in the
transaction‘’s path that supplies the timestamp information. For example,
a proxy may be used in front of the browser on the client machine to add
timestamps since the browser’s commercial code may not be able to be
modified. The untagged message is then received by this proxy (having
been generated by the browser) and the proxy, being an instrumented
component, adds the timestamp information to the header before sending it
on it’s way toward the server. WD_SOCKS may be such a proxy running on

the client.

In step 310, a local timestamp is obtained, such as from a system
clock. 1In step 320, a tag is constructed that includes the timestamp
information and the identity of the processing element that is adding the
tag. The tag may preferably have the above-described format of “keyword:
value,” e.g., TS-WD_SOCKS-C46EC47E: 3A9A86C8.38C99 as in FIG. 2A. The tag

may also include a transaction sequence identifier,
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e.g.,TX-WD_SOCKS-C46EC47E: 3E8. This tag is added to the message, i.e.,
embedded into the communications protocol as explained above. In step
330, processing is initiated for the message. This may involve sending

the tag augmented message to other machines.

FIG. 4 illustrates a general overview of a method for processing a
tagged message according to an embodiment of the present invention. A
*“tagged message,” as used herein, refers to a message that has performance
measurement data embedded in the communications protocol in accordance
with the present invention, for example, as explained above in the context
of FIGs. 1, 2A, 2B and 2C. In step 400, a tagged message is received. In
step 410, a local timestamp is obtained, such as from a system clock. In
step 420, the tag for the component processing the message is located, and
the previously embedded timestamp is extracted. In step 430, the elapsed
time for processing the message is computed by subtracting the extracted
timestamp from that obtained in step 410. In step 440, the elapsed time
is tagged and embedded in the message. An example of such a tag may be
TS-APACHE~SRIRAMA: 3A9A86CC.4E375.4D9DDA, as shown in FIG. 2B.

FIG; 5 is a block diagram of a computing device or system, such as a
workstation or server, wherein the present invention may be practiced.
The computing device shown in FIG. 5 serves as an example of a client
computer system upon which at least a portion of a client application
(e.g., 105 in FIG. 1) may be executed, an example of a server computer
system upon which at least a portion of a server application (e.g., 110 in
FIG. 1) may be executed, as well as an example of any other computing
device in a network employing the teachings of the present invention. The
environment of FIG. 5 comprises a single representative computing device
500, such as a personal computer, laptop, workstation, hand-held computer,
information appliance, etc., including optionally present, related
peripheral devices. The workstation 500 includes a microprocessor 502 or
equivalent processing capability and a bus 504 to connect and enable
communication between the microprocessor 502 and the components of the
computing device 500 in accordance with known techniques. Note that in
gsome computing devices there may be multiple processors incorporated

therein.

The microprocessor 502 communicates with storage 506 via the bus
504. Memory 508, such as Random Access Memory (RAM), Read Only Memory
(ROM) , flash memory, etc., is directly accessible while secondary storage
device 510, such as a hard disk, and removable storage device 512, such as

a floppy diskette drive, CD ROM drive, tape storage, etc., is accessible
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with additional interface hardware and software as is known and customary
in the art. The removable storage device 512 has associated therewith an
appropriate type of removable media 514, such as a diskette, CD, tape reel
or cartridge, solid state storage, etc., that holds computer useable data
and is a form of computer useable medium. Note that a computing device
500 may have multiple memories (e.g., RAM and ROM), secondary storage
devices, and removable storage devices (e.g., floppy drive and CD ROM

drive) .

The computing device 500 typically includes a user interface adapter
516 that connects the microprocessor 502 via the bus 504 to one or more
interface devices, such as a keyboard 518, a mouse or other pointing
device 520, a ‘display 522 {such as a CRT monitor, LCD screen, etc.), a
printer 524, or any other user interface device, such as a touch sensitive
screen, digitized entry pad, etc. Note that the computing device 500 may
use multiple user interface adapters in order to make the necessary

connections with the user interface devices.

The computing device 500 may also communicate with other computing
devices, computers, workstations, etc., or networks thereof through a
communications adapter 526, such as a telephone, cable, or wireless modem,
Integrated Services Digital Network (ISDN) adapter, Digital Subscriber
Line (DSL) adapter, Local Area Network (LAN) adapter, or other
communications channel. This gives the computing device direct access to
networks 528 (LANs, Wide Area Networks (WANs), the Internet, etc.),
telephone lines 530 that may be used to access other networks or
computers, wireless networks 532, such cellular telephone networks, and
other communication mechanismg. Note that the computing device 500 may
use multiple communication adapters for making the necessary communication
connections (e.g., a telephone modem card and a Cellular Digital Packet
Data (CDPD)). The computing device 500 may be associated with other
computing devices in a LAN or WAN, or the computing device can be a client

or server in a client/server arrangement with another computer, etc.

The computing device 500 provides the environment where Operating
System 534, Middleware 536, and Application 538 software execute tasks and
may communicate with software on the same or on other computing devices.
All these configurations, as well as the appropriate communications

hardware and software, are known in the art.

As will be understood by cne of ordinary skill in the art, computer

programs such as described herein (e.g., Operating System 534, Middleware



WO 02/073412 PCT/GB02/01004

15

536, and/or Application 538 software) are typically distributed as part of
a computer program product that has a computer useable media or medium
containing the program code. Therefore, “media,” “medium,” “computer
useable medium,” or “computer useable media,” as used herein, may include
a diskette, a tape, a compact disc, an integrated circuit, a programmable
logic array (PLA), a remcte transmission over a communications circuit, a
remote transmission over a wireless network such as a cellular network, or
any other medium useable by computers with or without proper adapter
interfaces. Note that examples of a computer useable medium include but
are not limited to palpable physical media, such as a CD ROM, diskette,
hard drive and the like, as well as other non-palpable physical media,
such as a carrier signal, whether over wires or wireless, when the
program is distributed electromnically. Note alSo‘that “servlets” or
“applets” according to JAVA technology available from Sun Microsystems of

Mountain View, CA, would be considered computer program products.

Although the enabling instructions might be “written on” on a
diskette or tape, “stored in” an integrated circuit or PLA, “carried over”
a communications circuit or wireless network, it will be appreciated, that
for purposes of the present invention described herein, the computer
useable medium may be referred to as “bearing” the instructions, or the
instructions (or software) may be referred to as being “on” the medium.
Thus, software or instructions “embodied on” a medium is intended to
encompass the above and all equivalent ways in which the instructions or

software can be associated with a computer useable medium.

For simplicity, the term “computer program product” is used to refer
to a computer useable medium, as defined above, which bears or has
embodied thereon any form of software or instructions to enable a computer
system (or multiple cooperating systems) to operate according to the

above-identified invention.

The term “data structure” refers to a particular organization of
meaningful data values that can be used in a predetermined fashion. For
example, a network packet has a variety of different data elements that
are used and accessed by communications networks and computer nodes for
transporting the packet between different computer systems. The packet is
a data structure and has a tangible embodiment in a computer useable
medium when stored in a file, when loaded into system mémory, when
transported across a communications network, etc., in the same fashion as

a computer program product.
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It will be likewise appreciated that the computer hardware upon
which the invention is effected contains one or more processors, operating
together, substantially independently, or distributed over a network, and
further includes memory for storing the instructions and calculations

necessary to perform the invention.

Those skilled in the art will recognize that a system according to
the present invention may be created in a variety of different ways known
in the art. For example, a general purpose computing device as described
in the context of FIG. 5 may be configured with appropriate software so
that the computing device functions as described herein. Furthermore,
discrete electronic components may be used to create a system that
implements all or part of the functionality. Finally, note that
combinations of multiple computing deviceé running appropriate software or
discrete electrical components can be used in like fashion. Essentially,

the hardware is configured (whether by software, custom-designed, etc.) to

perform the functional elements making up the present invention.

It is to be appreciated that the WWW is considerably more complex
than the example cited above with proxies and caching servers helping to
extend the servicing and transport of transactions. Because the present
invention identifies the time source and associates it with it’'s timestamp
and duration information, multiple application components can employ the
invention to add their duration measurements, resulting in multiple lines
beiﬁgnédded to the transactions HTTP header as it flows from the
initiating client through these application components and is eventually
returned. Examination of the header can occur at any point along the
transactions path by application components to glean the invention’s
performance information. Specifically, during the return portion of the
transaction path, an application component can review preceding
application components durations and make decisions for the services it
intends to render. Upon receipt of the transaction by the transaction’s
originator, the response time of the transaction can be measured as well
as the decomposition into the durations of all preceding participating
application components by examining the HTTP Reply header for the

invention’s keywords.
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CLAIMS

1. A wethod for use in accordance with one or more application
components of a distributed application in which at least a portion of the

distributed application is executed, the method comprising the steps of:

embedding, in accordance with one of the application components,
data relating to the performance of the distributed application in a
communications protocol used to carry transaction data relating to the
execution of the distributed application, wherein the performance data is
embedded in the communications protocol without requiring alteration of
the transaction data; and

transmitting the enbedded performance data with the transaction data
to one or more other application components so that correlated applicatiomn
performance data is obtained at the one or more other application

components with the transaction data.

2. The method of claim 1, further comprising, in accordance with at
least one of the one or more other application components that obtain the

embedded performance data with the transaction data, the steps of:

processing the performance data in association with other

performance data relating to the one or more other application components;

embedding at least a portion of results associated with the
processed performance data in the communications protocol used to carry
transaction data relating to the execution of the distributed application;

and

transmitting the embedded results with the transgaction data to one

or more other application components.

3. The method of claim 1, further comprising, in accordance with at
least one of the one or more other application components that obtain the

embedded performance data with the transaction data, the steps of:

embedding data relating to the performance of the distributed
application with respect to the at least one other application component
in the communications protocol used to carry transaction data relating to

the execution of the distributed application, wherein the performance data
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is embedded in the communications protocol without requiring alteration of

the transaction data; and

transmitting the embedded performance data with the transaction data
to one or more other application components.
4, The method of claim 3, wherein the transmitting step further
comprises transmitting at least a portion of the embedded performance data
from the one application component and from the at least one other
application component with the transaction data to one or more other

application components.

5. The method of claim 1, wherein the performance data comprises
elapsed times associated with transactions relating to the distributed

application.

6. The method of claim 1, wherein the performance data comprises at
least one of a timestamp, a duration, an identifier associated with the an
application component, and an identifier associated with a transaction

relating to the distributed application.

7. The method of claim 1, wherein a format for the performance data

comprises a “keyword: value” format.

8. The method of claim 7, wherein the keyword comprises a prefix that
identifies a data format and a variable suffix that identifies an
application component as one of a timing source and a transaction

sequencing source.

9. The method of clalm 7, wherein the value comprises at least one of

timestamp and duration information.

10. The method of claim 1, wherein n application components may embed
and transmit performance data in the communications protocol so as to

provide n levels of performance decompogition.

11. The method of claim 1, wherein the correlated performance data is

reported to a performance measurement system.

12. The method of claim 1, wherein the distributed application is

executed on the World Wide Web.
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13. The method of claim 1, wherein the communications protocol is the
HyperText Transport Protocol.
14. Apparatus for use in accordance with one or more application

components of a distributed application in which at least a portion of the

distributed application is executed, the apparatus comprising:

at least one processor operative to: (i) embed, in accordance with

one of the application components, data relating to the performance of the
distributed application in a communications protocol used to carry
transaction data relating to the execution of the distributed application,
wherein the performance data is embedded in the communications protocol
without requiring alteration of the transaction datd; and (ii) transmit
the embedded performance data with the transaction data to one or more
other application components so that correlated application performance
data is obtained at the one or more other application components with the

transaction data.

15. The apparatus of claim 14, further comprising at least another
processor operative to, in accordance with at least one of the one or more
other application components that obtain the embedded performance data
with the transaction data: (i) process the performance data in association
with other performance data relating to the one or more other application
components; (ii). embed at least a portion of results associated with the
processed performance data in the communications protocol used to carry
transaction data relating to the execution of the distributed application;
and (iii) transmit the embedded results with the transaction data to one

or more other application components.

16. The apparatus of claim 14, further comprising at least another
processor operative to, in accordance with at least one of the one or more
other application components that obtain the embedded performance data
with the transaction data: (i) embed data relating to the performance of
the distributed application with respect to the at least one other
application component in the communications protocol used to carry
transaction data relating to the execution of the distributed application,
wherein the performance data is embedded in the communications protocol
without requiring alteration of the transaction data; and (ii) transmit
the embedded performance data with the transaction data to one or more

other application components.
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17. The apparatus of claim 16, wherein the transmitting operation
further comprises transmitting at least a portion of the embedded
performance data from the one application component and from the at least
one other application component with the transaction data to one or more

other application components.

18. The apparatus of claim 14, wherein the performance data comprises
elapsed times associated with transactions relating to the distributed

application.

19. The "apparatus of claim 14, wherein the performance data comprises at
least one of a timestamp, a duration, an identifier associated with the an
application component, and an identifier associated with a transaction

relating to the distributed application.

20. The apparatus of claim 14, wherein a format for the performance data

comprises a “keyword: value” format.

21. The apparatus of claim 20, wherein the keyword comprises a prefix
that identifies a data format and a variable suffix that identifies an
application component as one of a timing source and a transaction

sequencing source.

22. The apparatus of claim 20, wherein the value comprises at least one

of timestamp and duration informatiomn.

23. The apparatus of claim 14, wherein n application components may
embed and transmit performance data in the communications protocol so as

to provide n levels of performance decomposition.

24 . The apparatus of claim 14, wherein the correlated performance data

is reported to a performance measurement system.

25. The apparatus of claim 14, wherein the distributed application is
executed on the World Wide Web.

26. The apparatus of claim 14, wherein the communications protocol is

the HyperText Transport Protocol.

27. An article of manufacture for use in accordance with one or more
application components of a distributed application in which at least a

portion of the distributed application ig executed, comprising a machine
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readable medium containing one or more programs which when executed

implement the step of:

embedding, in accordance with one of the application components,
data relating to the performance of the distributed application in a
communications protocol used to carry transaction data relating to the
execution of the distributed application, wherein the performance data is
embedded in the communications protocol without requiring alteration of
the transaction data, such that the embedded performance data may be
transmitted with the transaction data to one or more other application
components so that correlated application performance data may be obtained

at the one or more other application components with the transaction data.
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