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57 ABSTRACT

An approach for selecting sets of communications channels
involves determining the performance of communications
channels. A set of channels is selected based on the results
of performance testing and specified criteria. The participant
generates data that identifies the selected set of channels and
provides that data to other participants of the communica-
tions network. The participants communicate over the set of
channels, such as by using a frequency hopping protocol.
When a specified time expires or monitoring of the perfor-
mance of the channel set identifies poor performance of the
set of channels, the participant selects another set of chan-
nels for use in communications based on additional perfor-
mance testing. By selecting channels based on the initial
performance testing and performance monitoring, the com-
munications network adaptively avoids channels with poor
performance.
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APPROACH FOR MANAGING THE USE OF
COMMUNICATIONS CHANNELS BASED ON
PERFORMANCE

PRIORITY CLAIMS AND RELATED
APPLICATIONS

[0001] This application is a continuation of U.S. patent
application Ser. No. 17/171,019 filed Feb. 9, 2021, entitled
“APPROACH FOR MANAGING THE USE OF COMMU-
NICATIONS CHANNELS BASED ON PERFOR-
MANCE”, which is a continuation of U.S. patent application
Ser. No. 17/101,380 filed Nov. 23, 2020, entitled
“APPROACH FOR MANAGING THE USE OF COMMU-
NICATIONS CHANNELS BASED ON PERFOR-
MANCE”, which is a continuation of U.S. patent application
Ser. No. 16/908,984 filed Jun. 23, 2020, now issued as U.S.
Pat. No. 10,887,893, entitled “APPROACH FOR MANAG-
ING THE USE OF COMMUNICATIONS CHANNELS
BASED ON PERFORMANCE?”, which is a continuation of
U.S. patent application Ser. No. 16/787,137 filed Feb. 11,
2020, now issued as U.S. Pat. No. 10,791,565, entitled
“APPROACH FOR MANAGING THE USE OF COMMU-
NICATIONS CHANNELS BASED ON PERFOR-
MANCE”, which is a continuation of prior U.S. patent
application Ser. No. 15/880,933 filed Jan. 26, 2018, now
issued as U.S. Pat. No. 10,602,528, entitled “APPROACH
FOR MANAGING THE USE OF COMMUNICATIONS
CHANNELS BASED ON PERFORMANCE”, which is a
continuation of prior U.S. patent application Ser. No.
15/194,091 filed Jun. 27, 2016, now issued as U.S. Pat. No.
9,883,520, entitled “APPROACH FOR MANAGING THE
USE OF COMMUNICATIONS CHANNELS BASED ON
PERFORMANCE,” which is a continuation of prior U.S.
patent application Ser. No. 14/525,120 filed Oct. 27, 2014,
now issued as U.S. Pat. No. 9,379,769, entitled
“APPROACH FOR MANAGING THE USE OF COMMU-
NICATIONS CHANNELS BASED ON PERFOR-
MANCE,” which is a continuation of prior U.S. patent
application Ser. No. 14/034,206 filed Sep. 23, 2013, now
issued as U.S. Pat. No. 8,873,500, entitled “APPROACH
FOR MANAGING THE USE OF COMMUNICATIONS
CHANNELS BASED ON PERFORMANCE,” which is a
continuation of prior U.S. patent application Ser. No.
13/043,419 filed Mar. 8, 2011, now issued as U.S. Pat. No.
8,542,643 on Sep. 24, 2013, entitled “APPROACH FOR
MANAGING THE USE OF COMMUNICATIONS CHAN-
NELS BASED ON PERFORMANCE,” which is a divi-
sional of prior U.S. patent application Ser. No. 12/352,595
filed Jan. 12, 2009, now issued as U.S. Pat. No. 7,903,608
on Mar. 8, 2011, entitled “APPROACH FOR MANAGING
THE USE OF COMMUNICATIONS CHANNELS BASED
ON PERFORMANCE,” which is a continuation of U.S.
patent application Ser. No. 11/397,443, filed Apr. 3, 2006,
now issued as U.S. Pat. No. 7,477,624 on Jan. 13, 2009,
entitled “APPROACH FOR MANAGING THE USE OF
COMMUNICATIONS CHANNELS BASED ON PER-
FORMANCE,” which is a continuation of U.S. patent
application Ser. No. 09/948,488, filed Sep. 6, 2001, now
issued as U.S. Pat. No. 7,027,418 on Jan. 13, 2009, entitled
“APPROACH FOR SELECTING COMMUNICATIONS
CHANNELS BASED ON PERFORMANCE,” which
claims the benefit of prior U.S. Provisional Patent Applica-
tion Ser. No. 60/264,594, filed on Jan. 25, 2001, titled
“ADAPTIVE FREQUENCY HOPPING—A COEXIS-
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TENCE MECHANISM FOR A FREQUENCY HOPPING
COMMUNICATION SYSTEM TO COEXIST WITH
NON-FREQUENCY-HOPPING COMMUNICATION
SYSTEMS SHARING THE SAME FREQUENCY
BAND.” The entire disclosures of each of the foregoing
applications are hereby incorporated by reference for all
purposes as if fully set forth herein.

[0002] This application is related to U.S. patent applica-
tion Ser. No. 10/052,019, filed Jan. 16, 2002, now issued as
U.S. Pat. No. 7,222,166 on May 22, 2007, entitled
“APPROACH FOR MANAGING COMMUNICATIONS
CHANNELS BASED ON PERFORMANCE AND
TRANSFERRING FUNCTIONS BETWEEN PARTICI-
PANTS IN A COMMUNICATIONS ARRANGEMENT,”
naming Bijan Treister, Hongbing Gan, and Efstratios Ska-
fidas as inventors, U.S. patent application Ser. No. 09/948,
499, filed Sep. 6, 2001, entitled “APPROACH FOR MAN-
AGING COMMUNICATIONS CHANNELS BASED ON
PERFORMANCE,” naming Bijan Treister, Hongbing Gan,
and Efstratios Skafidas as inventors, and U.S. patent appli-
cation Ser. No. 09/939,105, filed Aug. 24, 2001, now issued
as U.S. Pat. No. 7,310,661 on Dec. 18, 2007, entitled
“APPROACH FOR TRANSFERRING FUNCTIONS
BETWEEN PARTICIPANTS IN A COMMUNICATIONS
ARRANGEMENT,” naming Bijan Treister, Hongbing Gan,
and Efstratios Skafidas as inventors.

FIELD OF THE INVENTION

[0003] The present invention generally relates to commu-
nications systems, and more particularly to managing the
use of communications channels based on performance.

BACKGROUND

[0004] The approaches described in this section are
approaches that could be pursued, but not necessarily
approaches that have been previously conceived or pursued.
Therefore, unless otherwise indicated, the approaches
described in this section are not prior art to the claims in this
application and are not admitted to be prior art by inclusion
in this section.

[0005] A communications network is any system or
mechanism that provides for the exchange of information or
data between participants. As used herein, the term “partici-
pant” refers to a device or mechanism that communicates
with other devices or mechanisms. In some communications
network arrangements, one of the participants is designated
as a master participant, or simply as the “master.” The
master generally initiates and controls communications with
the other participants, which are conventionally referred to
as slave participants, or simply as “slaves.” Masters may
also be assigned other functions to perform. Although a
master participant typically performs additional functions
than the other participants, any participant is capable of
performing these functions if elected as the master partici-
pant.

[0006] A frequency hopping (FH) protocol is an approach
for wireless communications in a communications network
that uses a frequency hopping signal transmission technique
in which information or data is transmitted over a set of
frequencies in a communications frequency band. A fre-
quency hopping communications system is a system that
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uses a FH protocol. The order in which the communications
network hops among the set of frequencies is known as the
hopping sequence.

[0007] In contrast to FH systems, a non-frequency hop-
ping (NFH) system is simply a communications system
whose carrier does not hop over a set of frequencies. A
typical NFH system may occupy a portion of the commu-
nications frequency band corresponding to several frequen-
cies used by an FH system.

[0008] With the FH approach, the frequency band is
broken up into separate frequencies, often referred to as
“channels.” The FH system transmits data on one channel,
hops to the next channel in the hopping sequence to transmit
more data, and continues by transmitting data on subsequent
channels in the hopping sequence. The switching of fre-
quencies may occur many times each second. The use of an
FH protocol helps to reduce problems with interference from
other communications systems and other interference
sources. Frequency hopping also helps with fading of trans-
missions and power consumption and also provides security
for the transmission so that others may not intercept the data
being transmitted because others do not know the hopping
sequence.

[0009] An example of a frequency hopping protocol is the
Institute of FElectrical and Electronics Engineers (IEEE)
802.15.1 Wireless Personal Area Network Standard, which
is based on the Bluetooth™ wireless personal area network
(WPAN) technology from the Bluetooth Special Interest
Group. The BLUETOOTH trademarks are owned by Blu-
etooth SIG, Inc., U.S.A. The Bluetooth protocol uses 79
individual randomly chosen frequency channels numbered
from O to 78 and changes the frequencies 1600 times per
second. Examples of NFH systems include the IEEE 802.
11b Wireless Local Area Network (WLAN) and the IEEE
802.15.3 next-generation WPAN, both of which operate in
the 2.4 GHz Industrial, Scientific, Medical (ISM) band,
which is an unlicensed portion of the radio spectrum that
may be used in most countries by anyone without a license

[0010] An FH communications system may be either
point-to-point, meaning that communications paths are pro-
vided from one participant to another participant, or point-
to-multipoint, meaning that communications paths are pro-
vided from one participant to multiple participants.

[0011] Typically one device of the network, such as the
master, determines the hopping sequence that will be used
by all participants of the network. The other participants of
the network, such as slaves, are time synchronized with the
master to maintain communications with the master. For
example, the Bluetooth and IEEE 802.15.1 frequency hop-
ping protocols are point-to-multipoint systems in which the
frequency hopping sequence is determined by the physical
address of the master and the phase of hopping is determined
by the master’s clock. The “physical address” of the master
is a unique identifier, such as a media access control (MAC)
address, that identifies the device anywhere in the world on
a network.

[0012] Some FH communications system are configured
such that certain devices transmit at specified times or
timeslots. For example, slaves may respond to the master at
assigned timeslots. As another example, in a Bluetooth FH
communications system, the master may transmit at even-
numbered timeslots on the hopping sequence and the slaves
listen at those regular intervals. The master will address one
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slave (or all slaves in a “broadcast” mode), and the
addressed slave returns back to the master at the next
odd-numbered timeslot.

[0013] A preamble, which is known to all the participants
of the FH network, is used to identify the network and for
the slaves to synchronize with the master. For example, in
Bluetooth and IEEE 802.15.1, the known preamble is called
the “channel access code.”

[0014] One problem with frequency hopping communica-
tions systems is that coexistence problems arise between the
FH communications system and NFH communications sys-
tems that operate in the same frequency band. While the FH
communications system hops over the entire frequency
band, the NFH communications systems occupy separate
parts of the frequency band. When the FH communications
system hops over part of the frequency band occupied by an
NFH communications system, there may be interference
between the systems. Although the use of a FH protocol
helps to lessen the interference problem because not all of
the FH channels will interfere with other communications
systems, there nevertheless remains interference on those
channels that coincide with the NFH communications sys-
tems. An example of the interference situation is the coex-
istence problem between the frequency hopping IEEE 802.
15.1 WPAN and the non-frequency hopping IEEE 802.11b
Wireless Local Area Network (WLAN) because both share
the 2.4 GHz ISM band.

[0015] Further, because of the dynamic nature of interfer-
ence due to the use of devices at different times and
locations, eventually all FH channels will experience some
degree of interference at some time. Interference may
change depending on when the communications systems use
the band and the relative locations of the participants of each
system to participants of another system. Because the par-
ticipants may be mobile, interference may vary depending
on the movements of the participants of one system relative
to the locations of participants of other systems. In addition,
interference may arise from other sources, such as some
consumer appliances like microwave ovens, resulting in a
degradation of performance of the FH communications
system.

[0016] Interference results in data transmission errors,
such as an increase in the bit error rate (BER) or the loss of
data packets, resulting in reduced transmission quality and
performance and the need to retransmit the data.

[0017] One approach for managing the coexistence prob-
lem is to increase the power used in the transmissions so that
the other interfering system have less of an impact on the
system transmitting at the increased power. However, this
increased power approach drains batteries used by the
participants, and thus the required power increase may be
impractical. Also, the increased power approach only ben-
efits the system using the increased power and results in a
bigger interference impact on other systems.

[0018] Another approach for managing the coexistence
problem is to skip a “bad” channel that suffers from inter-
ference, such as by moving onto the next channel in the
sequence or by jumping to another randomly selected chan-
nel. However, this skipping approach does not necessarily
avoid other bad channels because the next channel used may
also have an interference problem. Also, known “bad” and
“good” channels may change over time due to the transient
nature of some types of interference.
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[0019] Based on the need for wireless communications
and the limitations of conventional approaches, an approach
for managing interference in communications system, such
as the coexistence problem between frequency hopping
communications systems and non-frequency hopping com-
munications systems, that does not suffer from the limita-
tions of the prior approaches is highly desirable.

SUMMARY OF THE INVENTION

[0020] Techniques are provided for selecting sets of com-
munications channels based on channel performance.
According to one aspect of the invention, a method selects
communications channels for a communications system. A
set of communications channels is selected based on the
performance of the communications channels and channel
selection criteria. Then another set of communications chan-
nels is selected based on a later performance of the com-
munications channels and the channel selection criteria.

[0021] According to another aspect of the invention, a
method is provided for communicating with a participant. A
set of communications channels is selected based on the
performance of the communications channels and a perfor-
mance criterion. Identification data that identifies the set of
communications channels is generated and provided to the
participant. The set of communications channels is used for
communicating with the participant according to a fre-
quency hopping protocol. According to other aspects,
another set of communications channels is selected in a
similar manner when a specified criterion is satisfied, includ-
ing but not limited to, after expiration of a specified length
of time, when the performance of at least one of the channels
in the set of channels satisfies another performance criterion,
or when a specified number of the set of channels satisfies
yet another performance criterion.

[0022] According to one aspect of the invention, a com-
munications device is used in a network that communicates
via a frequency hopping protocol. The communications
device includes a memory that has identification data that
identifies a set of communications channels that is selected
based on channel performance and a performance criterion.
The communications device includes a transceiver that is
communicatively coupled to the memory and that is con-
figured to transmit and receive, based on the identification
data, over the set of channels, according to a frequency
hopping protocol. The communications device includes a
processor for generating a measurement of channel perfor-
mance based on receiving a packet from another device and
transmitting another packet to the other device that contains
data indicating the measurement of channel performance.

[0023] According to another aspect, another communica-
tions device is used in a network that communicates via a
frequency hopping protocol. The communications device
includes a memory for storing sequences of instructions and
a processor communicatively coupled to the memory. When
the processor executes the instructions, the instructions
cause the processor to determine the performance of com-
munications channels and then select a set of channels based
on the performance and a performance criterion. The pro-
cessor generates and stores in the memory data that identi-
fies the set of channels and transmits the data to another
communications device. The communications device
includes a transceiver that is communicatively coupled to
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the memory and that is configured to transmit and receive,
based on the data, over the set of channels according to a
frequency hopping protocol.

[0024] According to another aspect of the invention, a
communications channel selector apparatus is provided. The
apparatus is configured to determine channel performance at
one time and select based on that performance a set of
channels based on channel selection criteria. The apparatus
is configured to then determine the channel performance at
a later time and select another set of channels based on that
latter performance and the channel selection criteria.
[0025] According to other aspects, the invention encom-
passes a system, a computer-readable medium, and a carrier
wave configured to carry out the foregoing functions.

BRIEF DESCRIPTION OF THE DRAWINGS

[0026] The present invention is depicted by way of
example, and not by way of limitation, in the figures of the
accompanying drawings and in which like reference numer-
als refer to similar elements and in which:

[0027] FIG. 1Ais a flow diagram that depicts an approach
for selecting sets of communications channels based on
channel performance, according to an embodiment of the
invention;

[0028] FIG. 1B is a flow diagram that depicts an approach
for communicating with a participant using a set of good
channels, selected according to an embodiment of the inven-
tion;

[0029] FIG. 2 is a block diagram that depicts a commu-
nications network, according to an embodiment of the
invention;

[0030] FIG. 3A1is ablock diagram that depicts an example
format of a standard packet, according to an embodiment of
the invention;

[0031] FIG. 3B is a block diagram that depicts a master
test packet that is sent by a master to slaves to test channel
performance, according to an embodiment of the invention;
[0032] FIG. 3C is a block diagram that depicts a slave test
packet that is sent by a slave to a master to provide channel
performance measurements and to test channel performance,
according to an embodiment of the invention;

[0033] FIG. 4 is a block diagram that depicts a good
channel packet sent by a master to slaves to identify a set of
selected channels, according to an embodiment of the inven-
tion;

[0034] FIG. 5A is a block diagram that depicts the loading
of a set of channels into a channel register, according to an
embodiment of the invention;

[0035] FIG. 5B is a block diagram that depicts the replace-
ment of bad channels with good channels in a default set of
channels in a channel register, according to an embodiment
of the invention;

[0036] FIGS. 6A, 6B, and 6C are flow diagrams that depict
example message sequencing for implementing adaptive
frequency hopping, according to an embodiment of the
invention; and

[0037] FIG. 7 is a block diagram that depicts a computer
system upon which embodiments of the invention may be
implemented.

DETAILED DESCRIPTION

[0038] An approach for selecting sets of communications
channels based on channel performance is described. In the
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following description, for the purposes of explanation,
numerous specific details are set forth in order to provide a
thorough understanding of the present invention. It will be
apparent, however, that the present invention may be prac-
ticed without these specific details. In other instances, well-
known structures and devices are depicted in block diagram
form in order to avoid unnecessarily obscuring the present
invention.

[0039] In the following description, various embodiments
of the invention are described in the following sections:

[0040] I. OVERVIEW
[0041] II. TESTING CHANNEL PERFORMANCE
[0042] A Special Test Packets
[0043] B. Received Signal Strength Indicator (RSSI)
[0044] C. Preamble Correlation
[0045] D. Header Error Check (HEC)
[0046] E. Cyclic Redundancy Check (CRC)
[0047] F. Packet Loss Ratio (PLR)
[0048] G. Forward Error Correction (FEC)
[0049] H. Other Channel Performance Testing Consid-
erations
[0050] III. CHANNEL CLASSIFICATION
[0051] IV. COMMUNICATING SELECTED CHAN-

NELS TO PARTICIPANTS

[0052] V. IMPLEMENTING ADAPTIVE FREQUENCY
HOPPING

[0053] VI. MONITORING CHANNELS

[0054] VII. MESSAGE SEQUENCING AND EXAMPLE

IMPLEMENTATION

[0055] VIII. IMPLEMENTATION MECHANISMS
1. Overview
[0056] A novel approach for managing network commu-

nications generally involves selecting sets of communica-
tions channels based on channel performance. An initial set
of channels is selected based on one or more selection
criteria at the start-up of the communications network.
Additional sets of channels are then periodically selected to
adaptively avoid interference.

[0057] FIG. 1Ais a flow diagram that depicts an approach
for selecting sets of communications channels based on
channel performance, according to an embodiment of the
invention. In block 110, the performance of a set of available
communications channels is determined. For example, for a
communications system that uses 100 channels, some or all
of the 100 channels may be tested to determine channel
performance. Other systems using the same frequency band
may interfere with several of the 100 channels.

[0058] In block 114, a set of communications channels to
be used is selected based on the channel performance
determined in block 110, one or more performance criteria,
and one or more selection criteria. For example, a commu-
nications system may experience interference on channels 3
through 5 from one communications system and on channels
50 through 54 from another communications system. The
channel testing may indicate a high bit error rate (BER) on
those channels. Channels may be classified by comparing
the test results to the performance criteria. For example, the
performance criteria may be a specified value, or a specified
threshold. If the BER for a channel exceeds the specified
threshold, the channel is classified as “good,” whereas
channels with a BER that does not exceed the specified
threshold are classified as “bad.” The reason why a bad
channel’s performance does exceed the specified threshold
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may be due to a variety of reasons, including but not limited
to, the channel being used by another communications
system or noise from other interference sources, such as
microwave ovens.

[0059] After classifying the performance of the channels,
a set of channels is selected based on the selection criteria.
For example, the selection criteria may be to select the good
channels but not the bad channels. Thus, by selecting the set
of good communications channels, the communications
system performing the channel selection may avoid inter-
ference present on the bad channels.

[0060] Although this example describes the use of a
particular type of performance criteria to classify channels
and particular type of selection criteria to select from the
classified channels, other approaches may be used to select
a set of channels. For example, channels may be selected
based on comparing performance results to one or more
criteria without first classifying the channels. Also, other
criteria may be used, for example, that particular channels
are, or are not, to be selected regardless of the test results.
[0061] In block 118, the performance of the communica-
tions channels is determined again by additional testing.
This additional testing may be initiated according to a
specified schedule, such as the expiration of specified time
period, or the additional testing may be initiated as a result
of monitoring and detecting new interference among the
selected set of channels, such as from another communica-
tions system that previously did not cause interference. For
example, in the communications system example above, the
additional testing may be performed over some or all of the
original 100 channels.

[0062] In block 122, a new set of communications chan-
nels is selected based on the channel performance deter-
mined in block 118 in a manner similar to that of block 114
above. For example, the new set of channels may be based
on selecting channels that are good when the additional
testing of block 118 is performed. The new set of channels
may be different than the good channels selected in block
112 because new interference typically may be present from
other systems that were not being used at the time of the first
testing of block 110 or that were not in sufficient proximity
at the time of the first testing of block 110 to cause sufficient
interference to result in the channels being classified as bad.
[0063] According to other aspects of the invention, the
determination and re-determination of channel performance
depicted by blocks 110 and 118 may be performed by a
different entity or device than the selection of the channels
depicted in blocks 114 and 122. In general, each step may be
performed by a different entity, and a particular entity may
perform any number of the steps of a particular embodiment
of the invention.

[0064] The determination of channel performance and the
selection of a new set of communications channels depicted
by blocks 118 and 122, respectively, may be repeated based
on the same types of reasons as discussed above for block
118. As a result, the method depicted in FIG. 1A may
adaptively avoid interference, even if the interference
changes over time, by periodically retesting channel perfor-
mance and selecting new sets of communications channels
to avoid using channels with unacceptable performance.
[0065] This approach avoids interference, such as from the
coexistence problem between different communications sys-
tems that use the same part of a communications band, by
testing performance of communications channels to deter-
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mine a set of channels that have acceptable performance
according to one or more performance criteria.

[0066] By using this novel approach to adaptively select
sets of communications channels based on channel perfor-
mance at various times, interference problems are reduced
and transmission performance is improved for both the
communications system that selects a set of communications
channels to use and other interfering communications sys-
tems. Also, by reducing interference, the power level
required to achieve a specified transmission quality is
decreased, thereby increasing battery life of mobile devices.
The approach described herein may be characterized as
“robust” because interference in a communications system is
reduced or eliminated by using channels that have been
tested and determined to be “good” because channel per-
formance exceeds a specified threshold as compared to
channels that have been tested and “because channel per-
formance falls below the specified threshold. The approach
described herein is a simple scheme that is easy to imple-
ment on many devices (due to the low computational
requirements), that requires little memory, and that is fully
interoperable with devices that do not support this novel
approach.

[0067] FIG. 1B is a flow diagram 100 that depicts an
approach for communicating with a participant using a set of
good channels, selected according to an embodiment of the
invention. In block 130, performance data for communica-
tions channels is determined. For example, in a Bluetooth or
an IEEE 802.15.1 FH communications system, some or all
of the 79 channels may be tested to determine a received
signal strength indication (RSSI) or by checking transmis-
sion quality based on transmission errors.

[0068] In block 132, a set of communications channels is
selected by comparing the performance data determined in
block 130 to performance criteria to determine whether each
channel is good or bad. Then a set of channels is selected
that includes only good channels. For example, channels
25-30 of the original 79 channels of the Bluetooth or IEEE
802.15.1 FH communications system examples above may
be classified as bad due to interference from an NFH
communications system, resulting in the selection of chan-
nels 0-24 and 31-78 for the channel set.

[0069] In block 134, channel identification data is gener-
ated that identifies the set of selected communications
channels. For example, in the Bluetooth or IEEE 802.15.1
FH communications system examples above, a reduced
frequency hopping sequence that uses good channels 0-24
and 31-78 may be selected, or alternatively, bad channels
25-30 may be replaced by randomly-selected good channels
in the normal hopping sequence.

[0070] In block 136, the channel identification data iden-
tifying the selected set of communications channels is
provided to the participant. For example, in the Bluetooth or
IEEE 802.15.1 FH communications system examples above,
the master may provide a slave with information on which
channels are selected and/or not selected in block 132 (e.g.,
channels 0-24 and 31-78).

[0071] In block 138, the set of communications channels
is used to communicate with the participant. For example, in
the Bluetooth or IEEE 802.15.1 FH communications system
examples above, a master may communicate with the slave
using the set of selected channels as identified in the
identification data generated in block 134.
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[0072] In block 140, the performance of the communica-
tions channels is redetermined. The performance determi-
nation in block 140 may be in a manner similar to, or
different from, that of the original performance determina-
tion in block 130. The redetermination of channel perfor-
mance in block 140 may be initiated based on a number of
criteria. For example, the new testing may be performed at
periodic intervals, when interference is detected on the
selected set of communications channels, or when the avail-
able number of good channels falls below a specified
number.

[0073] In block 142, a new set of communications chan-
nels is selected based on the testing performed in block 140
and specified performance criteria to determine which chan-
nels are currently good and which are bad. For example, in
the Bluetooth or IEEE 802.15.1 FH communications system
examples above, a mobile NFH communications system that
previously caused interference may no longer be a problem
if the NFH communications system is no longer operating or
has moved away from the FH communications system. Also,
another previously undetected NFH communications system
may be causing interference for the opposite reason. For this
example, assume that the NFH communications system
causing interference on channels 25-30 is no longer a
problem because the NFH communications system has
moved, but also assume that another FH communications
system is now active and causing interference on channels 3,
22, 48, and 53.

[0074] Inblock 144, data is generated, which identifies the
new set of communications channels. For example, in the
Bluetooth or IEEE 802.15.1 FH communications system
examples above, a smaller frequency hopping sequence that
does not use channels 3, 22, 48, and 53 may be selected, or
channels 3, 22, 48, and 53 may be replaced by good channels
in the normal hopping sequence.

[0075] Inblock 146, the data identifying the new selected
set of communications channels is provided to the partici-
pant. For example, in the Bluetooth or IEEE 802.15.1 FH
communications system examples above, the master may
provide a slave with a hopping sequence based on the new
channels selected in block 142.

[0076] In block 148, the new set of communications
channels is used to communicate with the participant. For
example, in the Bluetooth or IEEE 802.15.1 FH communi-
cations system examples above, a master may communicate
with the slave using the set of selected channels as identified
in the identification data generated in block 144.

[0077] The steps in blocks 140-148 may be repeated as
necessary depending on the requirements of a particular
application or implementation. As a result, the approach may
be used to adaptively select sets of communications chan-
nels that provide a specified channel performance, thereby
avoiding interference with other communications systems
and other sources of interference.

[0078] According to another embodiment of the invention,
a new set of communications channels is used to supplement
an existing set of communications channels. In contrast to
the approach above in which the second set of channels is
determined by retesting all possible channels and then using
the second set in place of the first set (or in place of a default
set), a specified number of channels may be randomly
selected for testing, and if found to have acceptable perfor-
mance, used to add to those channels of the first set that still
have acceptable performance.
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[0079] FIG. 2 is a block diagram that depicts a commu-
nications network 200, according to an embodiment of the
invention. For clarity, FIG. 2 depicts a small number of
communications devices, whereas in practice any number of
such communications devices may be used. Examples of
communications devices that may be used in a network that
uses the channel selection approach described herein
include, but are not limited to, wireless devices that are used
in wireless local area networks (WL ANs) and in wireless
personal area networks (WPANs), such as cordless phones,
laptop computers, desktop computers, printers, and personal
digital assistants (PDAs). Wireless devices may communi-
cate in a variety of ways, including but not limited to,
infrared, line of sight, cellular, microwave, satellite, packet
radio and spread spectrum technologies. Some communica-
tions devices may be characterized as mobile devices based
on the relative ease of moving such devices between loca-
tions or because the mobile devices may be conveniently
carried by a person, such as cordless phones, laptop com-
puters, and PDAs.

[0080] Communications network 200 includes a master
210 and slaves 220, 230. Master 210 includes a memory 212
that may be used to store instructions, a processor 214 that
may execute the instructions stored in memory 212, and a
transceiver 216 that is configured to transmit and receive
communications between master 210 and other devices of
communications network 200, such as slaves 220, 230.

[0081] Slaves 220, 230 include a memory 222, 232, a
processor 224, 234 and a transceiver 226, 236, respectively,
that perform functions similar to the corresponding elements
of master 210.

[0082] According to one embodiment of the invention,
master 210 selects, as described herein, a set of communi-
cations channels from the default communications channels
for a specified communications protocol, generates identi-
fication data for the selected set of channels, and transmits
the identification data to slave 220, such as by using the
approach of FIG. 1B.

[0083] However, slave 230 may not be capable of using
the selected set of channels. For example, slave 230 may not
be configured to use a selected set of good channels sent by
master 210. As a result, master 210 communicates with slave
220 using the selected set of communications channels and
communicates with slave 230 using the default communi-
cations channels for the specified communications protocol.
For example, if a FH communications protocol is used,
master 210 and slave 220 communicate by hopping over the
selected set of good communications channels, while master
210 and slave 230 communicate by hopping over the default
communications channels for the FH protocol.

II. Testing Channel Performance

[0084] According to one embodiment of the invention,
channel performance is monitored using one or more chan-
nel performance measurement techniques. For example, any
of the techniques for measuring channel performance that
are discussed below may be used alone or in combination.
Different methods may be used for testing channels to select
a set of communications channels and to monitor the per-
formance of the selected set of communications channels,
depending on the requirements of a particular application or
implementation. Although testing is normally performed on
all possible communications channels, it is not necessary to
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test all channels, nor is it necessary to use the same method
for determining or monitoring performance of different
channels.

[0085] A Special Test Packets

[0086] According to one embodiment of the invention,
special test packets containing known content are used to
test the performance of communications channels. As used
herein, a “packet” is a block of data used for transmissions
in a packet-switched system. For example, packets may
include a preamble, a header, a payload, and a tail, alone or
in any combination.

[0087] The number of error bits (NEB) that occur in the
known content of the special test packets may be calculated
to determine channel performance. For channels in which
there is interference, such as from another communications
system, the NEB will be high as a result of the interference.
Conversely, if there is no interference, the NEB will be low.
[0088] For example, a slave may calculate the NEB for a
transmission from a master to the slave and include the result
in a subsequent transmission from the slave to the master. In
addition to receiving the calculated NEB from the slave in
the subsequent transmission, the master may calculate the
NEB for the transmission from the slave to the master based
on the subsequent transmission. As a result, performance in
both directions of communications may be measured, which
may be important because interference may occur to differ-
ing degrees in each direction depending on many factors,
such as the relative locations of the master and slave to a
source of interference.

[0089] FIG. 3A1is ablock diagram that depicts an example
format of a standard packet 300, according to an embodi-
ment of the invention. Standard packet 300 is for a Bluetooth
or an IEEE 802.15.1 FH communications system. Standard
packet 300 includes a known preamble 310, a packet header
320, and a payload 330.

[0090] Known preamble 310 is used to identify the FH
communications network and for the slaves to synchronize
with the master. Known preamble 310 is a binary string of
data whose length depends on the communications protocol.
For example, for a Bluetooth based FH communications
system, known preamble 310 is 72 bits in length.

[0091] Packet header 320 contains control information,
such as the origination and destination address of the packet,
the type of packet, and the priority level for the packet.
[0092] Payload 330 contains the contents or data being
carried by standard packet 300, as compared to the control
information, or overhead, of packet header 320.

[0093] FIG. 3B is a block diagram that depicts a master
test packet 360 that is sent by a master to slaves to test
channel performance, according to an embodiment of the
invention. Master test packet 360 includes a known pre-
amble 340, a packet header 364, a payload header 366, and
copies of known preamble 370, 372, 374.

[0094] Known preamble 340 is analogous to known pre-
amble 310 of FIG. 3A, but known preamble 340 is unique
for the FH communications system that uses master test
packet 360.

[0095] Packet header 364 is analogous to packet header
320 in FIG. 3A, but may differ based on the content of
master test packet 360, such as the particular original and
destination addresses of the packet.

[0096] Payload header 366 contains control information
relating to the payload portion of master test packet 360,
such as the type of data contained in the payload. For the
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example depicted in FIG. 3B, payload header 366 identifies
that the payload of master test packet 360 contains a
specified number of copies of known preamble 340,
depicted as copies of known preamble 370, 372, 374.
Although master test packet 360 is depicted and described as
including three copies of the known preamble 370, 372, 374,
any number of copies may be used, subject to the capacity
limits of the payload portion of the packet, and the payload
portion of the packet may contain other data besides copies
of the known preamble.

[0097] By including copies of known preamble 370, 372,
374 in the payload of master test packet 360, the slave that
receives master test packet 360 may calculate the number of
error bits (NEB) that occur in copies of known preamble
370, 372, 374 and in known preamble 340. For example, in
a Bluetooth based FH communications system, such as
Bluetooth or IEEE 802.15.1, the known preamble is referred
to as the channel access code, which has a length of 72 bits.
Based on the channel access code at the start of a packet and
the three copies of the channel access code in the packet
payload sent from the master to the slave, there are 288 bits
of data to test channel performance based on the NEB.
[0098] FIG. 3C is a block diagram that depicts a slave test
packet 380 that is sent by a slave to a master to provide
channel performance measurements and to test channel
performance, according to an embodiment of the invention.
Slave test packet 380 includes a known preamble 340, a
packet header 384, a payload header 386, an NEB of last
received packet 388, and copies of known preamble 390,
392, 394.

[0099] Known preamble 340 of slave test packet 380 may
be the same as that of master test packet 360, provided that
master test packet 360 and slave test packet 380 are sent
between participants of the same FH communications sys-
tem.

[0100] Packet header 384 and payload header 386 are
analogous to packet header 364 and payload header 366,
respectively, with differences arising from the type of packet
(e.g., master to slave or slave to master) and packet contents
(e.g., slave test packet 380 contains NEB of last received
packet 388).

[0101] Slave test packet 380 includes the NEB of last
received packet 388 that contains the NEB calculated by the
slave for the last packet sent by the master to the slave, such
as master test packet 360. The NEB of last received packet
388 is used to pass back from the slave to the master the
information on the performance of the master to slave
transmission over the particular channel used to send master
test packet 360.

[0102] In addition, by including copies of known pre-
amble 390, 392, 394 in the payload of slave test packet 380,
the master that receives slave test packet 380 from a slave
may calculate the NEB that occur in copies of known
preamble 390, 392, 394 and known preamble 340. As
discussed above, channel performance may differ between
transmissions from master to slave and from slave to master,
for example, if an interference source is closer to one
participant than the other. Although slave test packet 380 is
depicted and described as including three copies of the
known preamble 390, 392, 394, any number of copies may
be used, subject to the capacity limits of the payload portion
of the packet.

[0103] Each channel of a communications system may be
tested repeatedly by using master test packet 360 and slave
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test packet 380 described herein. For example, in a Blu-
etooth or IEEE 802.15.1 FH communications system, the
frequency hopping rate is 1,600 hops per second, and there
are 79 channels. Therefore, in one second, each of the 79
channels may be tested both from the master to the slave and
from the slave to the master 20 times.

[0104] Use of special test packets, such as master test
packet 360 and slave test packet 380, may be well suited for
initial channel testing because many separate and detailed
tests may be made of each channel in a short amount of time.
In addition, channel performance is measured on a scale
from an NEB value of 0 to an NEB value corresponding to
every test bit being in error, thereby providing a range of
channel performance measurements. While the overhead
associated with such detailed testing may be relatively high
compared to other methods described below, such detailed
testing is not generally performed frequently enough to
make the overhead prohibitive.

[0105] B. Received Signal Strength Indicator (RSSI)
[0106] According to another embodiment of the invention,
a received signal strength indicator (RSSI) is used to test the
performance of communications channels. To determine the
RSSI for a channel, a master can either just listen at a slave
transmission time slot or the master or send a NULL packet
to a slave to ensure that the slave will not transmit at the next
slave transmission time slot. A NULL packet generally
includes only an access code and a packet header and is
typically used to ensure that the master and slave are
synchronized. When a slave receives a NULL packet, there
is no return packet sent from the slave to the master.
[0107] By listening to the return channel from the slave,
the signal received by the master represents the noise floor
of the channel because the slave is not transmitting on the
channel. If there is interference, such as from another
communications system, the RSSI will be high. Conversely,
if there is no interference, the RSSI will be low. Using this
approach with a Bluetooth or IEEE 802.15.1 communica-
tions system, in one second a master may perform 10 RSSI
measurements for each of the 79 channels.

[0108] Use of RSSI may be well suited for initial channel
testing because many separate and detailed tests may be
made of each channel in a short amount of time. According
to one embodiment of the invention, channel performance is
measured on a scale from very low RSSI values to very high
RSSI values corresponding to the noise level measured on
the channel, thereby providing a range of channel perfor-
mance measurements. While the overhead associated with
such detailed testing may be relatively high compared to
other methods described below, such detailed testing is not
generally performed frequently enough to make the over-
head prohibitive.

[0109] C. Preamble Correlation

[0110] According to another embodiment of the invention,
the known preamble at the start of the packet is used to test
the performance of communications channels. The preamble
correlation approach is similar to the special test packet
approach above, but without the use of copies of the known
preamble in the payload portion of the packet. The master
may use identification packets, NULL packets, POLL pack-
ets, or any other kind of packet, and correlate the received
preamble against the known preamble. A packet that does
not pass the correlation is discarded (e.g., it is a lost packet).
[0111] Use of the preamble correlation approach may be
well suited for continuous monitoring of channel perfor-
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mance, such as the ongoing monitoring of a selected set of
communications channels, because no special packets are
required and therefore the overhead is relatively low com-
pared to other approaches that require additional packets.
However, the result of each measurement is whether the
packet is discarded (or lost) or not, thus providing limited
granularity because a one bit error provides the same result
of a lost packet and a multiple bit error. Also, because one
copy of the known preamble is used instead of multiple
copies, there are fewer bits being used to detect interference
problems. This increases the likelihood that a “bad” channel
is mischaracterized as a “good” channel.

[0112] D. Header Error Check (HEC)

[0113] According to another embodiment of the invention,
a header error check (HEC) is used to test the performance
of communications channels. The HEC is a check on the
contents of the packet header, such that if an error occurs in
the packet header, the HEC does not check and the packet is
discarded (e.g., it is a lost packet).

[0114] Use of the HEC approach may be well suited for
continuous monitoring of channel performance, such as the
ongoing monitoring of a selected set of communications
channels, because no special packets are required and there-
fore the overhead is relatively low compared to other
approaches that require additional packets. However, the
result of each measurement is whether the packet is dis-
carded (or lost) or not, thus providing limited granularity
because a one bit error provides the same result of a lost
packet and a multiple bit error.

[0115] E. Cyclic Redundancy Check (CRC)

[0116] According to another embodiment of the invention,
a cyclic redundancy check (CRC) is used to test the perfor-
mance of communications channels. The CRC may be a
check of either the payload of the packet or the complete
contents of the packet, depending on the communications
system protocol being used. As an example, in Bluetooth
and IEEE 802.15.1, the data packet must pass a CRC check,
otherwise the packet must be retransmitted. A retransmission
request (RR) indicates poor channel performance.

[0117] Use of the CRC approach may be well suited for
continuous monitoring of channel performance, such as the
ongoing monitoring of a selected set of communications
channels, because no special packets are required and there-
fore the overhead is relatively low compared to other
approaches that require additional packets. However, the
result of each measurement is whether there is a retransmis-
sion request or not, thus providing limited granularity
because a one bit error provides the same result of a lost
packet and a multiple bit error. However, as compared to
other types of data checks, the CRC provides more bits for
testing because either the payload or the entire packet is used
to check for errors, instead of just a portion of the packet
(e.g., just the header for HEC).

[0118] F. Packet Loss Ratio (PLR)

[0119] According to another embodiment of the invention,
a packet loss ratio (PLR) is used for channel performance
testing of transmissions between participants of a commu-
nications system. A packet loss may occur when a specified
condition is satisfied, including but not limited to, a failure
of'the preamble correlation, HEC, or CRC. PLR may be well
suited for both initial channel testing and continuous moni-
toring of channel performance.
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[0120] G. Forward Error Correction (FEC)

[0121] According to another embodiment of the invention,
forward error correction (FEC) is used for channel perfor-
mance testing of transmissions between participants of a
communications system. FEC may be performed on the
packet header or on the payload of the packet. FEC is used
as a form of redundant data encoding to allow the recipient
to ensure the integrity of the received data and to correct any
identified errors. As an example, in Bluetooth or IEEE
802.15.1, the packet header is 1/3 FEC coded, and the
payload is 2/3 FEC coded. The FEC coding may be used for
both an NEB calculation and for error correction.

[0122] Use of the FEC approach may be well suited for
continuous monitoring of channel performance, such as the
ongoing monitoring of a selected set of communications
channels, because no special packets are required and there-
fore the overhead is relatively low compared to other
approaches that require additional packets. While the result
of each measurement provides more granularity via an NEB
measurement than some of the other methods above, there is
more overhead associated with FEC and less information
may be included in each packet due to the redundant data

encoding.

[0123] H. Other Channel Performance Testing Consider-
ations

[0124] Although the descriptions of each channel perfor-

mance measurement technique above describes the use of
the same method for both master to slave and slave to master
transmissions, different methods may be used for each
transmission direction. For example, the RSSI approach may
be used for master to slave transmissions while the preamble
correlation is used for slave to master transmissions. Also,
different methods may be combined, such that to have a test
considered successful, two or more tests must be satisfied.
For example, to receive a “pass” indication, a packet may
have to pass both the preamble correlation and the HEC.
Further, the tests used may change over time depending
upon the effectiveness of the tests and the requirements of a
particular application or implementation.

II1. Channel Classification

[0125] According to one embodiment of the invention, a
channel is classified based on the channel performance and
one or more classification criteria. For example, a channel
may be classified as “good” or “bad” based on the results of
the channel performance testing by applying one or more
performance measurements to specified performance criteria
as discussed above. As used herein, a good channel’s
performance exceeds a specified criterion, or a specified
threshold, whereas a bad channel’s performance does not
exceed the specified threshold. Although this discussion
assumes that all available channels, or all channels that
could be used by the communications system, are to be
tested and classified, particular implementations may test
and classify fewer than all of the channels.

[0126] According to another embodiment of the invention,
multiple tests of each channel are used to classify a channel.
For example, a master may test each channel for a specified
number of times, such as 10 tests per channel. The use of
multiple tests provides a more accurate determination of
channel performance because each individual test may be
influenced by factors that produce results that do not accu-
rately reflect the overall performance of the channel. For
example, an isolated instance of interference may cause a
poor channel performance measurement even though the
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channel generally performs well. Conversely, a channel with
heavy interference may have an acceptable channel perfor-
mance measurement during a temporary break in the inter-
ference, even though most of the time there is interference
from the interference source, such as another communica-
tions system.

[0127] For example, Table 1 contains the results of ten
channel performance tests for “n” channels. There are three
possible results of each hypothetical channel performance
test represented in Table 1: high, medium, or low. In
practice, each test may have a numerical value, such as an
NEB or RSSI value. Also, each numerical test may be
represented by a relative value, such as “superior,” “aver-
age,” or “poor”, by converting a numerical value to such a
qualitative scale (e.g., the RSSI is high indicating poor
channel performance, the NEB is low indicating good chan-
nel performance, etc.). Further, each test may have a simple
“pass/fail,” “pass/loss”, or “pass/RR” for checks such as
HEC, CRC, or FEC, and the packet loss ratio (PLR) may be
determined by calculating a percentage of packets that are
lost, such as by using the preamble correlation, HEC, CRC,
or FEC.

TABLE 1
Channel No. 1 2 n-1 n
Test 1 Low Low High High
Test 2 Low Low High High
Test 3 High Low High High
Test 4 Low Low High High
Test 5 Low High Low Medium
Test 6 Medium Low High High
Test 7 Low Low High High
Test 8 Low High High High
Test 9 Low Low High High
Test 10 Low Low High High
Classification Bad Bad Good Good

[0128] In Table 1, channels 1 and 2 are classified as “bad”
because the results generally indicate low channel perfor-
mance even though not all of the individual test results for
channels 1 and 2 are low and some are medium or even high.
Channels n-1 and n are classified as “good” because the
results generally indicate high channel performance even
though some individual tests indicated a low or medium
result. Although this example uses subjective performance
criteria to classify the channels (e.g., that the results are
generally low or high), quantitative performance criteria
may be used, either in the form of numerical performance
measurements or by assigning numerical values to the types
of qualitative results depicted in Table 1. In addition, other
classification criteria may be used, such as that the highest
or lowest performance measurement is to be ignored.

[0129] According to another embodiment of the invention,
different types of test results may be used and combined. For
example, tests that provide NEB results, either numerical or
converted to a qualitative scale, may be combined with CRC
results of “pass/loss” to arrive at an overall assessment of
channel performance. The manner in which such results are
combined depends on the particular implementation. For
example, different types of tests may be converted to a single
type of scale and then combined or averaged to reach a final
result, or different test results may be combined using
weighting factors that favor some types of tests over others
to arrive at a final result.
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[0130] The conversion of numerical results to qualitative
results and the combining of individual tests results to
achieve a classification of each channel depend on the how
competing tradeoffs are to be weighed for a given imple-
mentation. For example, high channel performance may be
desired, but setting too high of a standard (e.g., all test
results must be “high”) may limit the number of channels
classified as “good” such that there are few good channels
available for use and may result in frequent retesting of the
channels when supposedly poor performance is detected.
Conversely, setting too low of a standard allows for a larger
pool of channels to be used, but then channels with signifi-
cant interference are classified as good when in fact channel
performance is low and channels are not retested when new
interference occurs.

[0131] According to another embodiment of the invention,
the results of the channel performance testing are compared
to one or more acceptance criteria. For example, if the
testing provides NEB results, an average value may be
determined and compared to an acceptance criterion, such as
a threshold value. If the testing results exceed the threshold,
the channel is classified as “bad,” but if the testing results do
not exceed the threshold, the channel is classified as “good.”
As another example, the correlation approach, HEC, and
CRC may all be used to determine whether a packet is lost
or not (e.g., whether an error occurs as a result of the
transmission of the packet) and the packet loss ratio deter-
mined and compared to a threshold value. Assuming that a
threshold of 15% is established, the loss of more than 15
packets out of 100 would result in the channel being
classified as bad, whereas loosing 15 or fewer packets would
result in the channel being classified as good.

[0132] Channel testing and classification may be per-
formed by a master or other participants, such as slaves. In
addition, channel testing and classifications from multiple
participants may be combined and/or weighted to determine
an overall, or final, classification for the channels of interest.

[0133] For example, Table 2 provides an illustration of a
“referendum” approach that considers the channel perfor-
mance determined by a master and seven slaves.

TABLE 2
Participant Channel 0 Channel 22 Channel n-1 Channel n
Master 0 0 I I
Slave I 0 0 I I
Slave 2 0 0 I 0
Slave 3 0 0 I I
Slave 4 0 0 I I
Slave 5 0 I I I
Slave 6 0 0 I I
Slave 7 0 0 1 1
Total Votes 0 I 8 7
Passing 7 7 7 7
Mark
Classification Bad Bad Good Good
[0134] Inthe example depicted in Table 2, each participant

has one “vote” on whether to use the channel or not. In the
example of Table 2, a vote of “0” means that participant is
voting to not use the channel (e.g., the channel is found by
that participant to be “bad”), and a vote of “I”” means that the
participant’s vote is to use the channel (e.g., the channel is
found by that participant to be “good”).
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[0135] A certain number of votes (e.g., the “passing
mark”) are required for the channel to be judged “good” and
therefore available for use by the FH communications
system. In the example of Table 2, the passing mark is seven
so that of the eight votes cast for each channel, seven
participants must vote to use the channel for it to be
classified as “good.” The same considerations discussed
above for determining how to combine different test results
and how to set the threshold for determining whether a
channel is bad or good apply here when combining the
results of channel performance testing by multiple partici-
pants.

[0136] While Table 2 indicates that each participant has an
equally weighted vote, other referendum approaches may be
used. For example, the vote of particular participants, such
as the master or a specified slave or slaves, may be given a
higher weight. As another example, particular participants
may be able to “veto” the result, meaning that those par-
ticular participants must vote to use the channel in order for
it to receive a passing score.

[0137] Other approaches using other classification criteria
that differ from that of Table 2 may be used, such as a
different manner for counting votes (e.g., using “weighted”
votes where some votes count more than others) or deter-
mining which participants may vote. Not every participant
needs to have input for each channel under consideration.
While the referendum may be managed by the master in
most cases, other participants may collect and combine the
channel performance information, or votes, to determine the
final channel classifications.

IV. Communicating Selected Channels to
Participants

[0138] According to another embodiment of the invention,
the set of communications channels is selected based on one
or more selection criteria, and data that indicate the selected
set of channels is sent to other participants of the commu-
nications system. For example, a master may select the
channels classified as “good,” generate a special packet that
identifies the selected set of good communications channels
in the payload, and send the special packet to one or more
other participants in the communications network. While the
master typically performs the selection of the good channels
and notifies other participants of the communications sys-
tem, other participants may perform one or both functions
instead of the master.

[0139] According to one embodiment of the invention, the
master instructs the other participants when to begin using
the selected set of channels. For example, the master may
include in the special packet a specified time at which the
participants are to begin using the selected channels. Alter-
natively, the specified time may represent a time delay after
which the participants of the communications system begin
to use the good channel set instead of the previously used
channels. Other time criteria may be used in addition to
specifying a time or to specifying a time delay

[0140] FIG. 4 is a block diagram that depicts a good
channel packet 400 sent by a master to slaves to identify a
set of selected channels, according to an embodiment of the
invention. Although the example depicted in FIG. 4 uses
particular types of data in a particular order along with
particular error checking and data redundancy approaches,
others may be used in place of or in addition to those
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depicted, and not all of the features depicted in FIG. 4 are
necessary for a particular implementation.

[0141] Good channel packet 400 includes a known pre-
amble 410, a packet header 420, and a payload header 430,
all of which are analogous to the similar elements depicted
and discussed with reference to FIGS. 3A, 3B, and 3C
above. In addition, good channel packet 400 includes a
timeout 440, good channel data 450, and a CRC 460. Good
channel data 450 is part of the payload portion of good
channel packet 400 and identifies the selected set of good
communications channels to be used by the participants of
the communications network. Good channel data 450 may
be encoded, such as by using a 1/3 FEC coding scheme, to
allow the recipient of good channel packet 400 to correct any
errors in good channel data 450 that occur as a result of the
transmission of good channel packet 400.

[0142] CRC 460 is a cyclic redundancy check value for
verifying the accurate transmission of good channel packet
400. If the cyclic redundancy check fails, a retransmission
request may be sent by the recipient of good channel packet
400 to the sender of good channel packet 400 to have
another good channel packet 400 sent.

[0143] Timeout 440 specifies a particular time at which the
participants are to begin using the new channel, or an
amount of time that the participants of the communications
system are to wait before beginning to use the good channels
identified by good channel data 450. For example, in a
Bluetooth or IEEE 802.15.1 FH communications system,
timeout 440 specifies the number of time slots to wait before
the master and slaves begin to use the good channels. For
such FH communications systems, the number of time slots
must be at least twice the number of slaves because the
master separately communicates good channel packet 400 to
each slave at even number time slots and receives an
acknowledgement back from each slave on the odd num-
bered time slots. Other communications systems may use a
shorter delay by using a broadcast packet to simultaneously
inform the other participants of the communications network
of the selected set of communications channels.

[0144] According to another embodiment of the invention,
additional security protection may be included by sending
the good channel information in an encrypted format to the
other participants in the communications network. Consider
a typical FH communications system in which the FH
sequence may be determined if the MAC address of the
master is known (because that MAC address is used to select
the hopping sequence). By encrypting the good channel
data, even if the MAC address is known, the selection by the
master of the channels to use and then transmitting those
selected channels to other participants in an encoded format
precludes other entities from working out the hopping
sequence merely by knowing the MAC address. While
having the MAC address may provide others with the
possible channels that could be used by the particular FH
communications network, the other entities cannot deter-
mine from the MAC address which channels the master has
selected and in which order the master has arranged the
selected channels.

[0145] According to another embodiment of the invention,
some participants of the communications system do not use
the selected set of good channels. For example, although
typically the selected set of channels is used by all of the
participants of the communications system, there may be
some participants who are not configured to accept and use
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a set of communications channels sent by another partici-
pant. As a result, in a particular communications system,
some participants may communicate with each other using
the original or default set of communications channels while
other participants communicate using a selected set of good
channels.

[0146] For example, the master of a FH communications
system may track which slaves do and which slaves do not
implement the adaptive FH approach described herein. For
slaves using the good communications channels, the master
and such slaves communicate using that set of good chan-
nels, but other slaves that do not use the good channels
communicate with the master over the default set of com-
munications channels for the particular FH protocol.
[0147] According to yet another embodiment of the inven-
tion, more than one set of selected channels is used for
communications between different pairings of participants
in a communications network. For example, a particular set
of selected communications channels may be used between
a master and one or more specified slaves while another
particular set of selected communications channels is used
between the master and one or more other specified slaves.
As another example, each pairing of the master and a slave
may communicate on a different set of communications
channels, such as one of the selected sets of communications
channels or the default set of communications channels for
the communications system.

V. Implementing Adaptive Frequency Hopping

[0148] According to another embodiment of the invention,
after a participant has received the set of selected commu-
nications channels, the participant stores data that indicates
the new set of selected channels. For example, in a Bluetooth
or IEEE 802.15.1 FH communications system, each partici-
pant has a selection kernel that addresses a register. The
output of the kernel is a set of addresses for each slot in the
register, while the content of the slot in the register is a
channel number. Instead of modifying the selection kernel,
which is usually complicated, the register is loaded using
only the selected set of communications channels. As a
result, when the kernel addresses the register, only the
selected set of channels is used.

[0149] Because the size of the register is typically based
on the standard number of channels for the FH protocol, and
the selected set of channels will normally not include some
“bad” channels, the number of selected channels is less than
the number of slots in the register. One approach for filling
up the register is to cyclically load the register using the
selected set of communications channels until the register is
full. Another approach is to replace “bad” channels in the
original or default channel set using good channels that are
randomly selected from the selected channel set. For
example, if channel 3 is classified as bad but channel 12 is
good, then channel 12 is specified in place of channel 3 in
the default hopping sequence.

[0150] FIG. 5Ais a block diagram that depicts the loading
of a set of channels into a channel register, according to an
embodiment of the invention. FIG. 5A depicts a selection
kernel 510, a register with default channels 520, a register
with good channels 550, and a table of good channels 570.
Register with default channels 520 includes default channels
522a-522n that are the channel numbers for the default set
of hopping frequencies for the particular FH protocol being
used for the communications network. Register with default
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channels 520 also includes addresses 524a-524x that are the
addresses associated with each slot containing one of default
channels 522a-522n, respectively. The addressing by selec-
tion kernel 510 of register with default channels 520 is
depicted by an addressing arrow 512.

[0151] Register with good channels 550 includes default
channels 552a-552n that is the channel numbers for the good
channels, such as may be provided to the participant using
good channel packet 400. The set of selected good channels
is depicted in FIG. 5A as table of good channels 570. The
loading of the good channels from table of good channels
570 into register with good channels 550 is depicted by a
loading arrow 572.

[0152] Register with good channels 550 also includes
addresses 554a-554n that are the addresses associated with
each slot containing one of good channels 552a-552n,
respectively. The addressing by selection kernel 510 of
register with good channels 550 is depicted by addressing
arrow 514. As selection kernel 510 is not modified, an index
is applied to the output of selection kernel 510 to address
register with good channels 550. When the system switches
back to register with default channels 520, the index is
removed, and vice versa. Because register with good chan-
nels 550 is loaded using the good channels from table of
good channels 570, only those good channels are addressed
by selection kernel 510.

[0153] FIG. 5B is a block diagram that depicts the replace-
ment of bad channels with good channels in a default set of
channels in a channel register, according to an embodiment
of the invention. FIG. 5B depicts many of the same features
as described above with respect to FIG. 5A, except for the
differences discussed herein. The major difference between
the example of FIG. 5A and FIG. 5B is that in FIG. 5B,
whenever selection kernel 510 addresses a channel classified
as bad in register with default channels 520, the bad channel
is replaced with a good channel that is randomly selected
from table of good channels 570. Thus, only good channels
are selected to form the hopping sequence.

[0154] In the example of FIG. 5B, register with default
channels 520 is the same as in FIG. 5A. However, whenever
selection kernel 510 addresses a bad default channel in
register with default channels 520, the bad default channel
is replaced with good channels that are randomly selected
from table of good channels 570. Assume for this example
that default channels 52256 and 522n-1 are classified as bad
and that the remaining default channels are classified as
good. Also, for this example, table of good channels 570
includes good channels 576a-5767.

[0155] In the particular example of FIG. 5B, addressing
arrow 530 depicts selection kernel 510 addressing good
default channel 522a, whose address is address 524a.
Default channel 5224 is used because default channel 5224
is classified as good. Although not depicted in FIG. 5B, good
default channels 522¢ and 5227 are similarly addressed.
However, addressing arrow 532 depicts selection kernel 510
addressing bad default channel 5224, whose address is
address 5245. A good channel 576a is randomly selected
from good channel table 570 to replace default channel 5225
because default channel 5225 is classified as bad. As another
particular example, addressing arrow 534 depicts selection
kernel 510 addressing bad default channel 5227-1, whose
address is address 524n-1. A good channel 576k is randomly
selected from good channel table 570 to replace bad default
channel 522»-1.
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[0156] As a result of the replacement channel approach
described above, all the good channels of the original default
set of channels in the original hopping sequence are kept in
the same position, while all the bad channels in the original
hopping sequence are replaced by good channels. The bad
channel replacement approach is dynamic, meaning that the
same bad channel can be replaced by another randomly
selected good channel when, at a later time, the selection
kernel addresses the bad channel.

[0157] According to another embodiment of the invention,
implementation of a selected set of communications chan-
nels includes setting a good channel usage timeout (GCUT).
Because interference may change over time, such as from
other communications systems starting or stopping to be
used or as a result of changes of location of the participants
of the communications network or of interference sources, it
may be useful to periodically change the set of channels
being used. For example, some previously good channels
may become bad and vice versa, thus impacting the com-
munications system after the set of communications chan-
nels is selected and implemented in the communications
network. For a Bluetooth or IEEE 802.15.1 FH communi-
cations system, a five-minute GCUT may be used.

[0158] According to one embodiment of the invention,
after expiration of the GCUT, the participants of the com-
munications network switch back to the original or default
set of communications channels, after which additional
performance testing may be performed and another set of
communications channels selected. The switch back to the
default set of communications channels may be performed
by each participant at a selected time or after the specified
time delay, or the master may send a “switch back” message
to the other participants of the communications network
with a timeout delay, and then after the timeout delay
expires, the participants switch back. In addition, the addi-
tional performance testing may be performed prior to expi-
ration of the GCUT to reduce the amount of time the
participants use the default set of channels. According to
another embodiment of the invention, prior to expiration of
the GCUT, the participants are provided with a new set of
channels, eliminating the need to switch to the default set of
channels.

V1. Monitoring Channels

[0159] As discussed above, interference may change over
time as a result of other communications systems that
become active or inactive or as a result of movement of the
participants of a communications system or a source of
interference. While the use of the GCUT will eventually
allow for such changes to be detected and new channel sets
selected that take into account the changes in interference,
performance of the communications system prior to the
expiration of the GCUT may be impacted to an undesirable
degree.

[0160] According to one embodiment of the invention, the
channel performance of the selected set of communications
channels is monitored and rescanning of the default channels
is triggered based on specified performance criteria. For
example, if a channel previously classified as good is
retested and determined to be bad, the communications
network may switch back to the default channel set to allow
for rescanning of the channels to select a new set of
communications channels that account for changes in inter-
ference since the previous set was selected. As another
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example, a channel previously classified as good that is now
found to be bad may be replaced by another good channel in
the register of the participants. As yet another example,
rescanning of the default channels may be triggered when
the number of previously good but now bad channels
reaches a specified number when the number of still good
channels drops below a specified threshold.

[0161] While any method of measuring channel perfor-
mance may be used for monitoring the selected set of
communications channels, some methods may be more
appropriate than others. For example, the preamble corre-
lation, HEC, CRC, PLR, and FEC approaches discussed
above may be used, either alone or in combination with each
other, because those approaches do not require the use of
special packets. As a result, those approaches may be used
during normal data transmissions, thereby providing con-
tinuous monitoring of the performance of the selected set of
communications channels. A channel that has a specified
number of lost packets, such as five, or another threshold of
poor channel performance, may be reclassified as bad
instead of good.

VII. Message Sequencing and Example
Implementation

[0162] According to another embodiment of the invention,
messages are sent from a master to the slaves of a commu-
nications system to switch to and from selected sets of
communications channels until positive acknowledgements
are received from the slaves. For example, the master may
transmit the selected set of communications channels to all
the slaves of the communications network by sending good
channel packets and then wait to receive a positive acknowl-
edgement message from each slave. If a negative acknowl-
edgement is received from a slave, the master retransmits the
set of channels to the slave until a positive acknowledge-
ment is received. A negative acknowledgement may include
the lack of any message from a slave within a specified
period of time or a message indicating an error or other
problem with the transmission of the selected set of com-
munications channels. As another example, a similar
acknowledgement approach may be used when the master
sends a message to the slaves of the communications net-
work to switch back to a default set of communications
channels.

[0163] FIGS. 6A, 6B, and 6C are flow diagrams that depict
the message sequencing for implementing adaptive fre-
quency hopping, according to an embodiment of the inven-
tion. The message sequences depicted are illustrative and
particular implementations may include fewer or more steps
in the same or a different order or configuration. While steps
are indicated as being performed by a master 610, slaves
612, or both, the steps indicated under one type of partici-
pant may be performed by other types of participants, and
the participant types are not limited to participants that are
designated to be either a master or a slave. Also, while the
flow diagram depicts the use of either default channels 614
or good channels 616 during the indicated steps, other sets
of channels may be used at each step.

[0164] Inblock 620, master 610 sends a master test packet
to slaves 612. The master test packet may be that depicted
in FIG. 3A if the special packet testing approach is used. In
general, any desired channel performance testing method,
such as those discussed above, may be used alone or in
combination with each other. However, for this example, the
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use of master test packet 360 and slave test packet 380 will
be described. As noted before, the special packet and RSSI
testing approaches for determining channel performance are
more likely to be used for initial testing of the channels
whereas the other testing approaches are more likely to be
used for monitoring channel performance of a set of chan-
nels.

[0165] After master test packet 360 is received, each of
slaves 612 test the NEB of master test packet 360 sent by the
master to the particular slave over a specified communica-
tions channel, as discussed above, to determine the perfor-
mance of the communications channel, as depicted by block
624.

[0166] In block 628, slaves 612 each transmit a slave test
packet 380 to master 610. As discussed above, slave test
packet 380 includes the NEB of the master test packet (e.g.,
NEB of last received packet 388 depicted in FIG. 3B).
[0167] Inblock 632, master 610 tests the NEB of slave test
packet 380 sent by each of the slaves 612 over another
specified communications channel. As discussed before,
testing of each channel is typically performed for a specified
number of times, such as 10, to get a fair representation of
the typical performance of each channel and thereby avoid
relying on one or a few tests that may not accurately reflect
typical channel performance.

[0168] In block 636, master 610 classifies the channels as
bad or good based on the testing measurements (e.g., the
calculated NEB of the master and slave test packets) by
comparing the test results to one or more performance
criteria, as discussed above.

[0169] Inblock 640, master 610 sends slaves 612 the good
channels, such as by using good channel packet 400 that
includes timeout 440 for specifying the delay until the
communications network will begin to use the good chan-
nels.

[0170] Slaves 612 receive good channel packet 400 in
block 644. In block 648, slaves 612 send an acknowledge-
ment to master 610 that indicates whether good channel
packet 400 was successtully received. Master 610 receives
the acknowledgement messages from slaves 612 in block
652.

[0171] In block 654, master 610 determines whether a
positive acknowledgement has been received from slaves
612. If not, the method returns to block 640 where master
610 sends good channel packet 400 again. If so, the method
continues to block 658.

[0172] From block 620 through block 654, default chan-
nels 614 are used by master 610 and slaves 612 to commu-
nicate. However, after expiration of the delay specified by
timeout 440 of good channel packet 400, the participants
hop over good channels 616 instead of default channels 614,
as depicted in block 658.

[0173] As noted above, not all participants (e.g., all of
slaves 612) may implement the adaptive channel set selec-
tion approach described herein, and master 610 may not
have received a positive acknowledgement from all the
slaves by the time the timeout expires. According to one
embodiment of the invention, the master communicates over
the good channels with the slaves that are ready to use the
good channels and over the default channels with the slaves
that are not ready or are unable to use the good channels.
[0174] During the use of good channels 616 by the par-
ticipants of the communications network, the channel per-
formance of the selected set of good channels is monitored,
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as depicted by block 662, to determine if new or increased
interference occurs on the selected set of channels. The
monitoring of channel performance may be done by any
desired method, including the methods discussed above,
either alone or in combination with each other. Typically, the
preamble correlation, HEC, CRC, PLR, FEC, or some
combination thereof is used since such methods do not
require special packets or significant overhead as with the
special packet or RSSI approaches.

[0175] In block 666, a determination is made whether to
switch back from good channels 616 to default channels
614. The determination may be made based on one or more
criteria, including but not limited to the following: (1) the
expiration of a specified time, such as a GCUT of 5 minutes;
(2) classification of at least one previously good channel as
now being bad; or (3) the number of channels that remain
classified as good drops below a specified threshold (e.g., if
the number of good channels of an original good channel set
of 50 channels drops below 40). The particular details of
each criteria, such as the expiration time or the threshold on
the number of good channels, depends on the striking a
balance for a particular implementation between the desired
performance of the channels and the overhead of reselecting
new, good channels.

[0176] If in block 666 a determination is made not to
switch back to default channels 614, the method returns to
block 662 to continue monitoring channel performance. If a
determination is made to switch, then the method continues
on to block 670.

[0177] After master 610 determines that a switch from
good channels 616 back to default channels 614 is appro-
priate, master 610 sends a command to slaves 612 to “switch
back to default channels”, along with a timeout, as depicted
in block 670. For example, master 610 may use a modified
version of good channel packet 400 that includes a com-
mand to switch back to default channels in the payload
portion of the packet instead of good channel data 450. The
“switch back” message includes a timeout similar to timeout
440 to specify the delay after which the participants of the
communications network switch back to using default chan-
nels 614.

[0178] Slaves 612 receive the “switch back” message with
timeout in block 674, and then in block 678 slaves 612 send
an acknowledgement to master 610 that indicates whether
the “switch back” message was successfully received. Mas-
ter 610 receives the acknowledgement messages from slaves
612 in block 682.

[0179] In block 686, master 610 determines whether a
positive acknowledgement has been received from slaves
612. If not, the method returns to block 670 where master
610 sends the “switch back” message again. If so, the
method continues to block 690.

[0180] Inblock 690, after expiration of the delay specified
by the timeout included in the “switch back™ message, the
participants hop over default channels 614 instead of good
channels 616.

[0181] In block 694, the performance of the default chan-
nels is redetermined by additional testing, meaning that the
process returns to block 620 to repeat the steps outlined
above.

VIII. Implementation Mechanisms

[0182] The approach for selecting sets of communications
channels based on channel performance described herein
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may be implemented in a variety of ways and the invention
is not limited to any particular implementation. The
approach may be integrated into a communications system
or a network device, including but not limited to commu-
nications devices and communications channel selector
apparatuses. Also, the approach may be implemented as a
stand-alone mechanism, including but not limited to a com-
munications device and a communications channel selector
apparatus that can operate independently of a communica-
tions system. Furthermore, the embodiments, including a
communications channel selector mechanism, may be
implemented in computer software, hardware, or a combi-
nation thereof.

[0183] FIG. 7 is a block diagram that depicts a computer
system 700 upon which embodiments of the invention may
be implemented. Computer system 700 includes a bus 702
or other communications mechanism for communicating
information, and a processor 704 coupled with bus 702 for
processing information. Computer system 700 also includes
a main memory 706, such as a random access memory
(RAM) or other dynamic storage device, coupled to bus 702
for storing information and instructions to be executed by
processor 704. Main memory 706 also may be used for
storing temporary variables or other intermediate informa-
tion during execution of instructions to be executed by
processor 704. Computer system 700 further includes a read
only memory (ROM) 708 or other static storage device
coupled to bus 702 for storing static information and instruc-
tions for processor 704. A storage device 710, such as a
magnetic disk or optical disk, is provided and coupled to bus
702 for storing information and instructions.

[0184] Computer system 700 may be coupled via bus 702
to a display 712, such as a cathode ray tube (CRT), for
displaying information to a computer user. An input device
714, including alphanumeric and other keys, is coupled to
bus 702 for communicating information and command
selections to processor 704. Another type of user input
device is cursor control 716, such as a mouse, a trackball, or
cursor direction keys for communicating direction informa-
tion and command selections to processor 704 and for
controlling cursor movement on display 712. This input
device typically has two degrees of freedom in two axes, a
first axis (e.g., X) and a second axis (e.g., y), that allows the
device to specify positions in a plane.

[0185] The invention is related to the use of computer
system 700 for implementing the techniques described
herein. According to one embodiment of the invention, those
techniques are performed by computer system 700 in
response to processor 704 executing one or more sequences
of one or more instructions contained in main memory 706.
Such instructions may be read into main memory 706 from
another computer-readable medium, such as storage device
710. Execution of the sequences of instructions contained in
main memory 706 causes processor 704 to perform the
process steps described herein. In alternative embodiments
of the invention, hard-wired circuitry may be used in place
of or in combination with software instructions to implement
the invention. Thus, embodiments of the invention are not
limited to any specific combination of hardware circuitry
and software.

[0186] The term “computer-readable medium” as used
herein refers to any medium that participates in providing
instructions to processor 704 for execution. Such a medium
may take many forms, including but not limited to, non-
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volatile media, volatile media, and transmission media.
Non-volatile media includes, for example, optical or mag-
netic disks, such as storage device 710. Volatile media
includes dynamic memory, such as main memory 706.
Transmission media includes coaxial cables, copper wire,
and fiber optics, including the wires that comprise bus 702.
Transmission media can also take the form of acoustic or
light waves, such as those generated during radio-wave and
infra-red data communications.

[0187] Common forms of computer-readable media
include, for example, a floppy disk, a flexible disk, hard disk,
magnetic tape, or any other magnetic medium, a CD-ROM,
any other optical medium, punchcards, papertape, any other
physical medium with patterns of holes, a RAM, a PROM,
and EPROM, a FLASH-EPROM, any other memory chip or
cartridge, a carrier wave as described hereinafter, or any
other medium from which a computer can read.

[0188] Various forms of computer readable media may be
involved in carrying one or more sequences of one or more
instructions to processor 704 for execution. For example, the
instructions may initially be carried on a magnetic disk of a
remote computer. The remote computer can load the instruc-
tions into its dynamic memory and send the instructions over
a telephone line using a modem. A modem local to computer
system 700 can receive the data on the telephone line and
use an infra-red transmitter to convert the data to an infra-red
signal. An infra-red detector can receive the data carried in
the infra-red signal and appropriate circuitry can place the
data on bus 702. Bus 702 carries the data to main memory
706, from which processor 704 retrieves and executes the
instructions. The instructions received by main memory 706
may optionally be stored on storage device 710 either before
or after execution by processor 704.

[0189] Computer system 700 also includes a communica-
tion interface 718 coupled to bus 702. Communication
interface 718 provides a two-way data communication cou-
pling to a network link 720 that is connected to a local
network 722. For example, communication interface 718
may be an integrated services digital network (ISDN) card
or a modem to provide a data communication connection to
a corresponding type of telephone line. As another example,
communication interface 718 may be a local area network
(LAN) card to provide a data communication connection to
a compatible LAN. Wireless links may also be implemented.
In any such implementation, communication interface 718
sends and receives electrical, electromagnetic, or optical
signals that carry digital data streams representing various
types of information.

[0190] Network link 720 typically provides data commu-
nication through one or more networks to other data devices.
For example, network link 720 may provide a connection
through local network 722 to a host computer 724 or to data
equipment operated by an Internet Service Provider (ISP)
726. ISP 726 in turn provides data communication services
through the worldwide packet data communication network
now commonly referred to as the “Internet” 728. Local
network 722 and Internet 728 both use electrical, electro-
magnetic, or optical signals that carry digital data streams.
The signals through the various networks and the signals on
network link 720 and through communication interface 718,
which carry the digital data to and from computer system
700, are exemplary forms of carrier waves transporting the
information.



US 2021/0368512 Al

[0191] Computer system 700 can send messages and
receive data, including program code, through the network
(s), network link 720, and communication interface 718. In
the Internet example, a server 730 might transmit a
requested code for an application program through Internet
728, ISP 726, local network 722, and communication inter-
face 718.
[0192] The received code may be executed by processor
704 as it is received, and/or stored in storage device 710, or
other non-volatile storage for later execution. In this manner,
computer system 700 may obtain application code in the
form of a carrier wave.
[0193] In the foregoing specification, the invention has
been described with reference to specific embodiments of
the invention thereof. It will, however, be evident that
various modifications and changes may be made thereto
without departing from the broader spirit and scope of the
invention. The specification and drawings are, accordingly,
to be regarded in an illustrative rather than a restrictive
sense.

1. A wireless communications device adapted to perform
frequency hopping communications within a frequency
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band of a wireless communications network with at least one
other wireless communications device thereof, wherein the
wireless communications device being adapted to perform
said frequency hopping communications includes the wire-
less communications device being configured to:

receive packet data including information defining a sub-
set of communications channels from a set of commu-
nications channels within the frequency band of the
wireless communications network, wherein the subset
excludes any communications channel of the set des-
ignated as being unavailable for performing said fre-
quency hopping communications between the wireless
communications device and the at least one other
wireless communications device; and

use at least one of the communications channels of the
subset for performing said frequency hopping commu-
nications between the wireless communication device
and the at least one other wireless communications
device.



