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Origin:

replReqglID = random identifier number;

Policy = get_geolocation_requirement(plaintext);
sessionKey = generate fresh session key;
discovery_message=(replReqlD, Policy, sessionKey);
ciphertext = fuzzy_encrypt(Policy, discovery_message);
broadcast (policy,ciphertext); //(00000000D00O/0)
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Targets:

(policy, ciphertext) = received_broadcast();

geolocation = fetch known geolocation from cloud provider;
if (geolocation in policy) { //00000: TODO later
abeSecretKey = get secret key from Key Generation Authority;
(repReqlD, Policy, sessionKey) = fuzzy_decrypt(ciphertext);

response=(src, dst, Policy);
//000Osrc = source, dst = destination

encrypted_response = encrypt(sessionKey, response)

send_to_origin(encrypted_response);

}

Origin:

responses = receive encrypted responses;
//0000000000ooooooo

candidates_VMs = decrypt(sessionKey, responses);

//000000000O0DOO0O0O0ODOOO0O0ObODOODODOobODOO

selected_VMs = select VMs where to replicate the data;

encrypted_data = encrypt(sessionKey, data);
send_to_selected_VMs(encrypted_data)

Targets:

encrypted_data = receive encrypted replicated data;
data = decrypt(sessionKey, encrypted_data);
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