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A SMART DOOR LOCK AND A MOBILE TERMINAL SEPARATELY ACTIVATE A SECURE
COMMUNICATION CHANNEL IN RESPONSE TO AN AUTHORIZED OPERATION INSTRUCTION OF
USERS; AND THE SMART DOOR LOCK OR THE MOBILE TERMINAL GENERATES AN INITIAL
ENCRYPTION KEY FOR AUTHENTICATION TO OBTAIN AN ENCRYPTION KEY

THE SMART DOOR LOCK AND THE MOBILE TERMINAL ARE CONNECTED AND EXCHANGE THE
ENCRYPTION KEY VIA A PRESET SECURE COMMUNICATION CHANNEL

A SENDING END GENERATES, ACCORDING TO A REQUEST OPERATION INSTRUCTION OR A
PRESET RULE, DATA TO BE TRANSMITTED, AND ENCRYPTS THE DATA TO BE TRANSMITTED
BY USING A PRESET ENCRYPTION ALGORITHM VIA THE ENCRYPTION KEY TO OBTAIN
ENCRYPTED DATA

THE SENDING END CONFIGURES A UNIQUE IDENTIFIER FOR THE ENCRYPTED DATA TO
OBTAIN ENCRYPTED DATA WITH THE UNIQUE IDENTIFIER

THE SENDING END SENDS THE ENCRYPTED DATA WITH THE UNIQUE IDENTIFIER TO A
RECEIVING END VIA THE PRESET COMMUNICATION CHANNEL OR A CLOUD SERVER IN
RESPONSE TO AN OPERATION INSTRUCTION OR A PRESET RULE

THE RECEIVING END AUTHENTICATES THE ENCRYPTED DATA WITH THE UNIQUE IDENTIFIER
PROCESS THE ENCRYPTED DATA ACCORDING TO AN AUTHENTICATION RESULT

(57) Abstract: Provided is a secure communication method based on a smart door lock system, the smart door lock system comprising
a smart door lock and a mobile terminal. The method comprises: a sending end generating data to be transmitted and encrypting the data
by using a preset encryption algorithm via an encryption key to obtain encrypted data (103), the encryption key being obtained through
connection and exchange between the smart door lock and the mobile terminal via a preset secure communication channel (102); the
sending end configuring a unique identitier for the encrypted data (104); sending encrypted data with the unique identitier to a receiving
end (105), such that the receiving end authenticates the encrypted data with the unique identifier (106); and processing, according to
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an authentication result, the encrypted data by means of the encryption key obtained through exchange (107). In the method, since a
server does not save any key, the server cannot understand data forwarded by itself, such that data encryption, identity authentication,
and anti-replay and anti-tamper functions in the communication between the smart door lock and the mobile terminal are still effective
even if the server is broken, thereby ensuring data security.
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