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(57) Abstract: An archival system

10 15) 20 of the present invention includes
) ¢ - a controller and multiple storage
mediums that are used for long-term

FILE TO BE ARCHIVED CONTROLLER storage of vast amounts of digital

data. The archival system verifies
that the original digital data remains

intact and error-free, byte-by-byte, through time. The archival system makes it possible to migrate the digital data files onto new
storage media, correct byte-by-byte to the original files, as new storage media and machines are developed and proven. The system
also allows data to be accessed that is then-currently needed, while the storage of the data continues on in time, undisturbed and
uncorrupted. The archival system enhances the physical security of the archived data through physical movement of duplicated
archival data storage mediums to remote locations. This invention for long-term, error free storage of digital files solves (provides
the solution for) the problems of backward-read compatibility and the uncertainty of storage media failure. Any corruption of
the archived data files, either accidental corruption or cyber-attack corruption, is prevented by having no data connections to the

outside, and by having no power connections to the outside.
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METHOD AND SYSTEM FOR LONG-TERM DIGITAL DATA STORAGE

RELATED APPLICATIONS

[0001] This application is a continuation-in-part of Application Serial No.
10/175,063, filed June 20, 2002, which claims priority to provisional applications,
serial numbers 60/324,287, 60/331,306, 60/353,211 and 60/356,739, filed September

25, 2001, November 14, 2001, February 4, 2002 and February 15, 2002, respectively.

BACKGROUND OF THE INVENTION

Field of the Invention

[0002]  There is a need to store large amounts of digital data for long periods of
time in an error-free manner. These data are originally in digital format or are data
that have been digitally scanned from original content. The data are to be stored as
replacement for storage of the original content, or the data are to be stored in parallel
to the storage of the original content. For instance, historians store historical
documents and images in archives, and the military, police and security forces store
vast amounts of information such as satellite imagery, military maps, manuals, war
records and iris recognition files. Still other types of information that are stored in
mass are library holdings, census records, geospatial records, images collections, and

sound records of music and speeches.

Background of the Related Art

[0003] At various times in the period of the data storage, needs can arise for
accessing the stored data. When data are needed for retrieval, the accessed data must
be accurate. Thus, the data must be accessible, while at the same time the archived-

stored data must remain error-free and uncorrupted.
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[0004] Conventional current-era digital data storage media that are useful for
mass data storage have limited lifetimes before degradations and failures start to
occur. Another drawback of digital data storage is that the equipment used to write to
or read from stored data may no longer be available or operative 20 or 30 or 40 years
from now, and new equipment may not be compatible with the old equipment. As the
needs for digital data storage capacity increase, manufacturers will continue to bring
out new storage equipment to meet these needs. However, making these new
machines so as to be “backward-read compatible,” meaning that they can read old
data stored many years ago, is technically difficult and expensive, and sometimes

impossible.

SUMMARY OF THE INVENTION

[0005] Accordingly, it is an object of the present invention to provide a method
and system for the long-term, error-free storage of digital data files. It is another
object of the invention to provide a long-term storage system in which the storage
media are not connected to outside users. It is another object of the invention to
provide a long-term storage system in which the storage media are written-to one time
only.

[0006] It is another object of the invention to provide a long-term storage system
to archive digital data files of any size. The term “archive” is used herein to reference
an extended period of time, not simply to mean the shifting of data files from a fast
media, e.g., hard drives, to slower media, e.g., tape cartridges. It is another object of
the invention to provide a long-term storage system that is secure against accidental
data corruption and that is secure against corruption by cyber-attack. It is another

object of this invention to provide a long-term storage system with features for
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creation of and operation of duplicated archival storage files, storage that can be
removed to a remote site so as to enhance the security of the archived files against
fire, earthquake, and physical attack.

[0007] It is another object of the invention to provide a long-term storage system
in which data are written from a source file, and then are verified and compared with
the source file. It is another object of the invention to provide a long-term storage
system in which the stored data are accessible without possibility of corrupting the
stored data file. Itis yet another object of this invention to provide a long-term
storage system having features to continue the long-term storage through time despite
the uncertainty of storage media failure. It is yet another object of the invention to
provide a long-term storage system having error-free migration of stored data from
current-era storage media to new-era storage media, thus to provide the solution to the
backward-read compatible problem.

[0008] In accordance with these and other objects, the archival system of the
present invention includes a controller and multiple storage media that are used to
archive digital data. The archival system verifies that the original data remains error-
free and uncorrupted, byte-by-byte, through time. The archival system makes it
possible to migrate the digital data files to new-era storage media, correct byte-by-
byte to the original data files, as new-era storage media and machines are developed
and proven.

[0009] It is another object of this invention, that through the accessibility feature,
this invention incorporates and includes any online data system that relies upon the
method of this invention as the source for error-free, archivally stored data with which

to backup an online data system.
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[0010] It is another object of this invention, that through the accessibility feature,
this invention incorporates and includes any online data system that relies upon the
method of this invention as the error-free, archivally stored data source with which to
build the online data system.

[0011] The archival system also allows those data to be accessed that are then-
currently needed, while the archival storage of the data continues on through time,
error-free and uncorrupted. The archival system secures the archived data files
against fire, earthquake, and physical attack through movement of duplicated archival
data storage media to a remote location. The archival operations of this invention that

are implemented at the base location are also implemented at the remote location.

BRIEF DESCRIPTION OF THE FIGURES

[0012]  Figure 1 is a block diagram of the archival system in which data to be
archived are stored, using media A, to a first medium Al in accordance with the
preferred embodiment of the invention.

[0013]  Figure 2 is a block diagram showing a second medium A2 and third
medium A3 being created from the first medium Al.

[0014]  Figure 3 shows an archival media A array comprised of the first, second
and third mediums Al, A2 and A3.

[0015]  Figure 4 shows a polling operation of the media A array of Figure 3 that is
a successful polling operation

[0016]  Figure 5 shows the media A array of Figure 4 continuing on through time
as the archival storage medium array after the unsuccessful polling operation of

Figure 4 for medium A2.
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[0017]  Figure 6 shows the identification of a defective medium during a polling
operation; the defective medium is illustrated as being Medium A2.

[0018]  Figure 7 shows a replacement medium A4 being created.

[0019] Figure 8 shows the storage media A array now comprised of the two
original mediums A1l and A3 and the replacement medium A4.

[0020]  Figure 9 shows a general case storage media A array, having mediums An,
A, and A,.

[0021]  Figures 10-11 show a new-era storage media B array being created from
the general case media A array of Figure 9.

[0022] Figure 12 shows the new-era storage media B array, having mediumsB1,
B2 and B3.

[0023]  Figure 13 shows a general case storage media B array, having
mediumsBm, Bn, and Bo.

[0024]  Figure 14-15 show the creation of an additional medium for a media A
general case array, namely accessibility medium Aacct, with which an attendant can
access data from the archival storage array, when those data in the archival storage
array are needed, by physically removing medium Aacccl.

[0025]  Figure 16 shows the creation of a replacement accessibility medium
Aacczfor the media A array, to replace the previous accessibility medium.

[0026]  Figure 17 shows a general case storage media A array with accessibility
medium, having mediums A, Aq, Ao, and AAccx.

[0027]  Figures 18-20 shows the creation of a duplicate media A storage array,
destined for movement to a remote location, having mediums Ari1, ARr2, Ar3, and

AACCRI.
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[0028]  Figure 21 shows a general case media A storage array at the remote
location, having mediums ARm, ARn, ARo, and AACCRX.

[0029]  Figure 22 is a flowchart showing the verify-compare operation in
accordance with the invention.

[0030]  Figure 23 is a flowchart showing the verify-compare operation to obtain
information for studies of the failure rates of the storage media employed for the
archival storage arrays.

[0031] Figures 24(a)-(c) are schematic representations for switching the power
between the storage media equipment, the outside power source, and the independent

power source.
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

[0032] In describing a preferred embodiment of the invention illustrated in the
figures, specific terminology will be resorted to for the sake of clarity. However, the
invention is not intended to be limited to the specific terms so selected, and it is to be
understood that each specific term includes all technical equivalents that operate in
similar manner to accomplish a similar purpose.

[0033]  Turning to the figures, Fig. 1 shows an overview of the system as having a
file or data to be archived 10, a controller 15 and a storage medium 20. In the figures,
initial-era mediums are represented by a circular shape, the “A” media, and later new-
era mediums 30 are represented by a rectangular shape, the “B” media. At the outset
of the long-term storage process, the most current and proven digital storage media
are preferably used and will serve though the initial-era storage period.

[0034] Types of current-era, proven digital storage media are magnetic disc,
optical disc, and magnetic tape. An example of magnetic disc storage would be in the
form of removable hard drives installed in racks. An example of optical disc storage
would be in the form of DVD’s installed in jukebox manipulators. An example of
magnetic tape storage would be in the form of tape cartridges installed in tape library
manipulators. It should be appreciated, however, that the type of storage media is not
critical to the invention, and any suitable storage media can be used without departing
from the spirit and scope of the invention.

[0035] The single-headed arrows used in the figures indicate a “write-to” action.
In Fig. 1 the single-headed arrow indicates that the data file 10 is being written to the
storage medium 20, via controller 15. The write-to action is preferably performed by
the controller 15 which transfers the data file 10 to the storage medium 20. Though

the file 10 and the storage medium 20 are shown as separate elements in the
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embodiment of Fig. 1, it should be apparent that the file 10 and the storage medium
20 need only be accessible by the controller 15. The file 10 and/or storage medium
20 can be stored at the controller 15, at a temporary storage location such as a tape or
hard disc, or elsewhere. The size of the data file 10 being written to the storage
medium 20 must not exceed the storage capacity of the medium 20.

[0036]  The double-headed arrows used in the figures indicate a “verify-compare”
action. In Fig. 1 the double-headed arrow indicates the use of a program in the
controller 15 that verifies and compares that the data file 10 written to the storage
medium 20 is identical to the data file 10. Double-headed arrows in the figures also
indicate verify-compare actions, where the use of a program in the controller verifies
and compares that the data file on one storage medium is identical to the data file on
another storage medium.

[0037] Once the write-to and the verify-compare operations have been
successfully completed, the storage mediums 20, 30 of the invention are never again
written to so as to preclude any possible error-causing corruption of the stored data
files. This “one-write,” followed by “read-only,” is an additional feature of the
invention. All storage media used in the present invention have a “write-protect”
feature. In some storage media, the “write-protect” feature has to be invoked after
writing-to is completed. In other storage media, the “write-protect” feature operates
automatically after writing-to is completed.

[0038] Figs. 1-2 show the creation of the media array of this invention for long-
term, error-free, accessible storage of digital data files. In Fig. 1, the controller 15
causes the file to be archived 10 to be written to medium A1l 20. The controller 15
then conducts the verify compare to ensure that the data file written to Medium Al is

identical to the data file 10 to be archived. If the verify-compare is successful, then
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Medium A1 becomes the reference medium which is used to create the Medium A
array. If the verify-compare fails, indicating that the file written to Medium A1l is not
a correct, byte-by-byte recording of the file to be archived, then Medium Al is
destroyed.

[0039] Another Medium A is then designated as Medium A1, and the process of
writing-to and verify-compare is repeated with the replacement Medium Al. If the
verify-compare of the replacement Medium Al is successful, then the replacement
Medium A1 becomes the reference medium which is used to create the Medium A
array. If the verify-compare fails, the replacement Medium Al is destroyed, and the
process of writing-to and verify-compare is repeated for further replacement Mediums
Al until the verify-compare is successful.

[0040] In Fig. 2, Medium Al has been successfully written-to and verify-
compared, and Medium A1l becomes the reference medium with which to create a
three medium array, which array is referred to as the Medium A storage array. In Fig.
2, the controller 15 writes data from Medium Al to Medium A3, and then verify-
compares the data on Medium A3 to the data on Medium A1l. The controller 15 also
writes data from Medium A1l to Medium A2, and then verify-compares the data on
Medium A2 to the data on Medium Al.

[0041]  Finally, the controller 15 conducts the verify-compare of Medium A2 with
Medium A3. If this final verify-compare action is successful, the Medium A storage
array is created. It should be appreciated that while a specific medium, such as
Medium A1, is shown in the Figures to be the reference medium for the writing-to
and the verify-compare actions, any one of the media of the array can serve as the
reference medium. In addition, it is redundant to verify-compare Medium A1l with

A2, Medium A1l with A3, and Medium A2 with A3. For instance, the verify-compare
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of Medium A2 with A3 is not necessary since Medium A2 and A3 were already
verified-compared with Medium Al. Accordingly, one of these verify-compares is
optional to provide further confirmation of the accuracy of the data, and need not be
conducted.

[0042] It should be noted that the various media 20 can be directly connected to
each other, or indirectly connected through the controller 15. Thus, the media 20 can
communicate directly with each other to perform the various operations at the
direction of the controller 15, or they can communication with each other through the
controller 15. Thus, the invention is not limited to the specific arrangement and
connections shown in the embodiments.

[0043] Fig. 3 shows the complete three-medium Medium A storage array as
having Medium A1, Medium A2, and Medium A3. The archival storage arrays have
at least three mediums to provide triple redundancy. However, the invention is not
limited to storage arrays comprised of three mediums, and any suitable number of
mediums greater than three can be used. Additional mediums can be added ar the
outset to the storage array by extended applications of the write-to and verify-compare
operations of Fig. 2. For example, the creation of a four medium array, with writing-
to and verify-compare operations, as will be discussed below with respect to Figs. 19-
20. Additional mediums can be added at a later time to the storage array, with
writing-to and verify-compare operations, as will be discussed below with respect to
Figs. 14-15.

[0044] It is recognized that, since the data files on each medium of a particular,
individual array are identical to each other, the storage capacity of the array is limited
in file size to what can be stored on one medium of the array. Thus, multiple arrays

are needed if the data files to be archived are greater in size than the storage capacity
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of a single medium.. For instance, multiple arrays are used to meet the need for
archiving large data files of terabyte, petabyte, and exabyte sizes, with each array
storing its fraction of the total file size being archived.

[0045] At a point in time, under control of the controller, the Medium A array of
Fig. 3 is subjected to a polling procedure to verify-compare the data stored on the
media of the array. As shown in Fig. 4, Medium Al is verify-compared with Medium
A3, Medium Al is verify-compared with Medium A2, and Medium A2 is verify-
compared with Medium A3, though not necessarily in that order. Fig. 4 depicts a
polling of the Medium A array where all the mediums of the array successfully pass
the verify-compare, and the Medium A array having Medium Al, Medium A2, and
Medium A3 continues on in time, as shown in Fig. 5, as the Medium A array, to the
next polling.

[0046]  The time interval between array pollings is initially best determined in
consultation with the manufacturer of the specific initial-era storage media utilized for
the archival storage. This will also be true in the future for new-era storage media
when the decision is made to migrate the data files to new-era storage media. In the
case of hard drives as the initial-era storage media, factors needing to be taken into
account are, for example, power-on-hours, known storage life, mean time between
failures, and specified conditions of temperature and humidity.

[0047] Inthe case of optical discs or tape cartridges as the initial-era storage
media, factors needing to be taken into account are, for example, known storage life,
and specified conditions of temperature and humidity. In addition, storage media life
data can be compiled about the media utilized for the storage arrays by maintaining

and analyzing the records of the time dates of media that failed verify-compare.
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[0048]  Fig. 6 shows the next-scheduled polling for the Medium A array. Under
control of the controller, Medium Al is verify-compared with Medium A3, and the
verify-compare is successful. However, the verify-compare between Medium Al and
Medium A2 fails, which indicates that Medium A2 is faulty. To confirm this, a
verify-compare can also be conducted between Medium A2 and Medium A3. Since
that comparison also fails, Medium A2 is confirmed as the faulty medium. Medium
A2 is confirmed as the faulty medium, as indicated in Fig. 6 by the lines drawn
through the double-headed verify-compare arrows, and also by the crossed lines
drawn across Medium A2.

[0049]  In the polling procedure of this invention, when the failure of the verify-
compare occurs, the controller 15 activates an alarm for an attendant to remove and
destroy the failed medium, an action which is referred to as the “odd man out” or as
the “vote drop” principle.

[0050]  After removing and destroying the failed Medium A2, the attendant inserts
a replacement Medium A4, as shown in Fig. 7. The controller 15 writes to the
replacement Medium A4 from Medium A1, and conducts the verify-compare with
Medium A1 and the replacement Medium A4. Then the controller 15 conducts a
verify-compare between Medium Al and Medium A3, and conducts a verify-compare
between Medium A4 and Medium A3. Upon successful completion of the verify-
compare operations, the Medium A array at this point in time, as shown in Fig. 8, is
comprised of Medium A1, Medium A3, and Medium A4.

[0051] Following on through the years with polling, verify-compare, and possible
failed-medium replacements, the Medium A array at some future point in time is the
general case array having Medium Ay, Medium A,, and Medium A,, as shown in Fig.

9.

12
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Error-Free Migration of Data Files to a New-Era Storage Media

[0052] At some future point in time, when new storage media are developed,
tested, and proven, there can be a decision made to migrate the data file stored on the
Medium A array to an array comprised of a new-era media B 30. Just prior to
migrating the data stored on media A to media B, a polling of the media A array takes
place, as shown in Figure 10. Once the polling of the media A array is successfully
completed, then, as further shown in Figure 10, one of the medium A writes-to, and is
verify-compared with, the new Medium B1.

[0053]  The creating of the initial Medium B array is shown in Fig. 11, which is
analogous to the creation of the Medium A array shown in Fig. 2. In Fig. 11, Medium
B1 is written to Medium B3, and then the data on Medium B3 is verified-compared
with the data on Medium B1. Medium B1 is written to Medium B2, and Medium B2
is verify-compared with Medium B1, and Medium B2 is verify-compared with
Medium B3

[0054]  When the verify-compare actions of Fig. 11 are successfully concluded,
the Medium B array is created. Thus, as shown in Fig. 12, the long-term, error-free,
storage of the original data file is continued on with the Medium B array comprised of
Medium B1, Medium B2 and Medium B3. The initial Medium A array can be
destroyed.

[0055]  Following on through the years with polling, verify-compare, and possible
failed-medium replacements, the Medium B array at some future point in time is the
general case array having Medium By, Medium B, and Me‘dium B,, as shown in Fig.
13.

[0056])  With the passage of time, it may prove necessary to migrate the data file to

a new-era, proven, media C, and with the further passage of time, to media D, and so

13



10

15

20

WO 2004/001543 PCT/US2003/019369

forth. The migration of the data file, for example, from a Medium B array to a
Medium C array will be accomplished in a manner identical to that in which the data
file from Medium A array was migrated to Medium B array, Figs. 10-11. The long-
term storage of the data file is continued on with the new Medium C array, and so

forth.

Accessibility Feature

[0057] In order for long-term, error-free archived data to be available, if needed,
during the time span of the archival period, the archived data must, at some point in
time, be accessible outside of the physical barriér. Accessibility is a feature that is
achieved in the invention by creating and adding an extra accessibility medium to a
storage array. This accessibility extra medium, here termed Medium Aacc; in the
case of a Medium A array, provides the capability for accessing the long-term stored
data on the array to the outside, while the long-term, error-free storage of the data on
the storage array continues on in time, undisturbed and uncorrupted. The extra
Medium Aacc) can be added to the array at the outset as a fourth medium when the
array is first created, or the extra medium can be added to the array at a later time.
[0058] Fig. 14 shows the creation of the extra accessibility Medium Aacci. The
array to which the extra medium will be added first undergoes the polling procedure
with verify-compare of the media of the array. The polling procedure of Medium A,
Medium A, and Medium A,, if successful, will ensure the error-free integrity of the
stored data when any medium of the array is used to write to the extra medium and to
verify-compare the extra medium. The extra medium is inserted into the Medium A
array, and one of the medium A, Aoin Fig. 14, writes-to, and is verify-compared with,

the extra medium. Following the successful verify-compare of Medium A, with the
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extra medium, the extra medium becomes the accessibility medium for the A array,
Medium Aacc.

[0059] Fig. 15 shows the polling procedure for the four-medium Medium A array.
This four-medium array polling procedure shown in Fig. 15 is similar to the three-
media array polling procedure shown in Fig. 4.

[0060] When a need arises for accessing the data files that are long-term stored on
the array, the extra accessibility Medium Aacci is physically removed from the long-
term storage array. The removed Medium Aacct is taken to outside the physical
barrier. Once Medium Aacct is removed from the long-term storage array, Medium
Aacci must be taken outside the physical barrier, never to be returned to the long-term
storage array. Once outside the physical barrier, the data on Medium Aacci is
utilized, after which Medium Aacci is destroyed.

[0061] Upon the removal of the accessibility Medium Aacci from the array, the
array undergoes the polling procedure shown in Fig. 16, and a new, replacement extra
medium is inserted into the array. Figure 16 shows the new, replacement extra
medium being written-to, and verify-compared. Following the successful verify-
compare, the new, replacement extra medium becomes the new accessibility Medium
Aacca.

[0062]  Fig. 17 shows the general case Medium A array with the accessibility
feature, the array being comprised of Medium Am, Medium Aa, Medium Ao, and
Medium Aaccx. Any number of extra mediums can be in use at any one time, and
any number of extra mediums for the arrays can be created, verify-compared,
removed, and replaced.

[0063]  Figs. 14-17 shows the procedure of removing a medium to outside of the

archival storage as the accessibility medium for utilization outside of the archival
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storage, where the array undergoes the polling procedure of verify-compare before the
accessibility medium is removed from the array. With removal of the accessibility
medium, the archival storage array, at the moment of the removal of the accessibility
medium, remains in the archival storage with 3 verify-compared mediums, and with
the data stored on that array being error-free, intact and uncorrupted.

[0064] Through removal to outside of an accessibility medium from one array or
from a number of arrays of the archival storage, the archival storage functions, when
needed, as the error-free data source to serve as backup for an online digital data
system. Through removal to outside of accessibility mediums from many of or from
all of the arrays of the of the archival storage, the archival storage can function, for
instance, as the error-free data source with which to build or with which to rebuild an
online digital data system.

[0065] The methods of this invention incorporates any online digital data system
that relies on this archival digital storage of this invention to function as the error-free
data backup for the online system. The methods of this invention incorporates any
online digital data system that is built using the archival digital storage of this
invention as the error-free data source. As used herein, an online system is generally
one that has connectivity of any transmission mode to outside of that system, such as
by hard-wire, radio, or fiber optics. For example, an online system includes a website

on the Internet.

Management of the Archival Storage Arrays

[0066] In accordance with the preferred embodiment of the invention, physical
interactions are required to insert and to remove media in the long-term storage array
or arrays, and to supervise the switching of the power sources for the storage media

equipment. The arrays are maintained in locked and supervised rooms, and the
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attendants are trained for their duties with the media of the arrays, and are processed
for security clearances through measures such as background checks, fingerprinting,
and iris recognition scans. For example, when removing an accessibility medium to
serve as a source for outside data file needs, the attendant would be trained not to
remove the accessibility medium while the controller 15 is polling the arrays. During
the scheduled polling of the arrays, the controller 15 can display warning lights or
engage mechanical interlocks that prevent the attendant from adding or removing

media.

Enhanced Physical Security for the Archived Data Files

[0067]  An enhanced level of physical security is provided for the long-term data
storage arrays to guard against the destructive effects of fire, earthquake, and physical
attack, through the building of duplicate storage arrays wherein the duplicate arrays
are moved to a secured remote site. At the remote site, the operations of the archival
storage are continued on in time in the same manner as the archival storage at the base
site, with the protocols of polling procedures with verify-compare and with
replacement of failed media in storage arrays at the remote site, and with migration of
the archived storage from current-era storage media to new-era storage media.

[0068] Fig. 18 shows the creation of a remote location Medium Ari. The base
location array which will be used to create the remote location medium first
undergoeslpolling. The base location array undergoes the polling procedure with
verify-compare of the media of the array. The polling procedure of Medium Am,
Medium An, and Medium Ao, if successful, will ensure the error-free integrity of the
stored data when any medium of the array is used to write-to the remote location

medium and to verify-compare the remote location medium.
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[0069] The remote location medium is inserted into the Medium A array, and a
medium of the array, Medium Ao in Fig.18, writes-to the remote location medium.
Following the successful verify-compare of Medium Ao with the remote location
medium, the remote location medium becomes the initial Medium Ari for the
duplicate storage array. Medium Ari is removed from the A array, but Medium Ari
remains within the physical barrier as the other mediums of the remote array are
created.

[0070] Fig. 19 shows the remote Medium Ar1 being utilized to write-to and to
verify-compare the other media of the remote array. Alternatively, the other media of
the remote array can be created in the same manner as Medium Ar1 was created, by
being inserted into the A array, with writing-to and verify-compare, as shown in Fig.
18.

[0071] The complete remote array is comprised of Medium Ag;, Medium Aga,
Medium Ags, and Medium Aaccri. Fig. 20 shows the polling and verify-compare
procedures for the remote array before the array is moved to the remote location. The
polling and verify-compare procedures shown in Fig. 20 are also used with the remote
array at the remote location. Fig. 21 shows the general case remote location array, the
array being comprised of Medium Arm, Medium Arn, Medium Ago, and Medium

AACCRX.

Verify-Compare Programs

[0072] Fig. 22 depicts the array controller 15 during the verify-compare operation.
The operation begins at step 22, where the operator identifies the data files that are to
be checked, and the media on which the data is located. Once the data is identified,
the controller 15 checks the file allocation table on each of the media to determine the

exact location of the file on the media. At step 23, the controller 15 compares the first
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byte from the first medium with the first byte from the second medium. This is
preferably done by obtaining the first byte from the first medium and placing it into a
CPU register (or temporary storage location). The controller 15 then gets the first
byte from the second medium and places it into another CPU register.

[0073] At step 24, the controller 15 determines whether the comparison of the
bytes stored in the two registers is the same. If the comparison is the same, the
controller 15 proceeds to compare the next bytes of the data, step 23, until all the data
are compared, step 25. If all the data comparison is the same, the controller 15
indicates that the comparison is successful, step 27, and the second medium is to be
retained. However, if any of the comparisons are not successful, the controller 15 |
stops, step 26, and indicates to the operator that the second medium is to be destroyed.
[0074]  Fig. 23 shows the array controller 15 during the verify-compare operation
for the purpose of researching the in-service failure rates of any particular storage
media, by analyses of the time spans of, and the details of, actual failures of the
particular in-service media.. Steps 32-34 are similar to steps 22-24 of Fig. 22,
whereby the user identifies the data or files to be compared, step 32, the first bytes of
the data are compared, step 33, and the results of the comparison are determined, step
34. If the comparison is the same, step 34, the controller 15 checks to see if there is
more data, step 36 and, if so, proceeds to compare the next data, step 33.

[0075]  If the comparison is not the same, step 34, the data address is stored, step
35, and the controller 15 picks up again at step 36 to check if there is more data to be
compared. Once all the data has been compared, the controller 15 generates an output
(i.e., displays, prints, etc.), step 37, that identifies which, if any, addresses were not
successfully compared, as stored from step 35. If the comparisons were all the same

at step 34, the output indicates that there are no failed comparisons.
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Qutside Connections

[0076] Outside connections to data storage exist in the case of ordinary digital
data storage for purposes of data search, data retrieval, data input, data deletion, and
data migration. Examples of connections include electrical, electronic and electro-
optical modes from outside of the storage device or controller 15. However,
connections to the outside are not concomitant with long-term, error-free, archival
data storage, since connections to outside sources to and from the archived data files
can corrupt the archival data storage. To achieve long-term, error-free archival
storage of digital data files, connections to the outside cannot be allowed. Also, a
physical barrier such as a locked and security-protected room must be erected around
the archival storage array or arrays.

[0077] The environment within the room is controlled to achieve the temperature
and humidity conditions specified by the manufacturer of the storage media in use.
The ducts that lead to and from the room connect to the outside-the-room
conditioning equipment, and sensors located in the ducts in positions outside of the
room will monitor the temperature and humidity of the room, so as to control the
conditioning equipment to maintain the specified conditions.

[0078] Power is supplied to the storage media equipment during the periods when,
for example, arrays are being created, or polled, or data are being migrated to new-era
media. It is possible for a cyber-attacker to penetrate the system through the power
connections by coupling cyber-attack signals over outside power connections. Thus,
there can exist a window of opportunity to cyber-attack the archival data storage

during write-to operations. After any write-to, write-protect of the storage media is
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either invoked or automatically takes effect. To close the window, the power supply
to the storage media equipment can be isolated from outside power sources.

[0079] To accomplish this power isolation, the storage media equipment can be
powered by an independent power unit, equipment that is well known in the electrical
engineering art. The independent power unit is maintained in a charged and ready
state by outside power sources. The independent power unit can be, for instance, a
packaged automatic system based on rechargeable batteries, where the kva capacity
and hours ratings of the unit are matched to electrical load imposed by the storage
media equipment.

[0080]  Power isolation is achieved through use of the independent power unit and
a power transfer switching device. Fig. 24 is a single-line schematic drawing which
depicts one pole of a power transfer switch 38. The power transfer switch 38 is a
switching device well known in the electrical engineering art, such as the ZBTSD
Delayed Transition Transfer/Bypass-Isolation switch by Zenith Controls, Inc. The
transfer switch 38 is preferably a three-position switch with a centered off position.
In Fig. 24(a), the common of the switch 38 is connected to the independent power
unit, the left pole of the switch 38 is connected to the outside power source, and the
right pole of the switch is connected to the storage media equipment.

[0081] Fig. 24(b) shows the transfer switch 38 thrown to the left, so that the
outside power is supplied to the independent power unit for purposes of maintaining
the charge state of the independent power unit. When operations are to be conducted
with the storage media equipment, the independent power unit must first be
disconnected from the outside power. To accomplish this disconnection, the transfer

switch is thrown to the centered off position, as depicted in Fig. 24(a). Then the
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transfer switch is thrown to the right, Fig. 24(c), so that the independent power unit
supplies power to the storage media equipment.

[0082] When operations are concluded with the storage media equipment, the
transfer switch is thrown to the centered off position, Fig. 24(a), and then may be
thrown to the left to connect the outside power to the independent power unit, Fig.
24(b). Accordingly, the transfer switch 38 provides that the storage media is only
connected to the independent power unit, and only the independent power unit is
connected to the outside power source. Thus, the storage media equipment is isolated
from outside power connections, closing the window of opportunity threat to the
archived data during write-to operations by signals sent over power lines.

[0083] Storing data in digital form provides an efficient utilization of volumetric
storage space and is efficient in terms of energy consumption (heating, air
conditioning, dust filtering, humidity control, lighting). There are great savings in
storage volume that are achieved though digitalization of text records and of images,
and through subsequent long-term, error-free storage of the digital files accomplished
through utilization of this invention.

[0084] This invention for long-term, error free storage of digital files solves
(provides the solution for) the problems of backward-read compatibility and the
uncertainty of storage media failure.

[0085] The present invention solves the problem of how to achieve long-term,
error-free, storage of digital data files by: providing a system and method for
verifying that the original data files remain intact, byte-by-byte, through time;
providing an economical system and method that uses standard, available, proven
storage media; providing a system and method that makes it possible to migrate the

data files, error-free, to new storage media as new media are developed and are
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proven; providing a system and method in which the data files, while being stored
long-term, are made accessible for outside use without corrupting the long-term
storage; providing a system and method in which an enhanced level of physical
security for the data files is achieved through the sending of duplicate archival storage
arrays to remote location; and providing a system and a method that is secure against
corruption, including accidental data corruption and purposeful cyber-attack data
corruption by having no data connections to the outside and by having no power
connections to the outside.

[0086] The processor or controller 15 controls operation of the system, including
the write-to and verify-compare between media. The controller 15 can be, for
instance, a desktop computer, and the media can be removable hard drives in drawers
that are integrated with the computer. In larger-scale applications, wherein the data
files to be stored are in terabyte, petabyte, exabyte and zettabyte file sizes, the
controller 15 can be dedicated controllers, or a network of controllers, and the initial-
era storage media can be hundreds of hard drives housed in multiple-hard-drive
equipment racks, or thousands of optical discs in jukebox manipulator equipment, or
thousands of tape cartridges in tape library manipulator equipment.

[0087] In other embodiments, the mediums of each array, once written-to, and
verify-compared, can be removed from the equipment and stored on appropriate
material shelving within the security barrier, much as library books are stored on the
shelving of book library stacks, awaiting temporary return to the equipment when
polling is scheduled, or when an accessibility medium needs replacing. Each
medium, whether maintained in the equipment, or stored on shelving, will have a

permanently affixed identifying label. Each medium, whether maintained in the
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equipment, or stored on shelving, has an identifying controller-readable code in the
medium, and has a permanently affixed identifying label.

[0088] Though the media are shown in the embodiments of Fi gs. 1-21 as having
data flowing directly between those media (i.e., the arrows directly point from one
media to the other), the media need not be directly connected. Rather, the media can
be connected to a respective controller 15, which controls the communication of data
between the two or more media, all communication taking place within the physical
barrier.

[0089]  The foregoing description and drawings should be considered as
illustrative only of the principles of the invention. The invention is not intended to be
limited by the preferred embodiment. Numerous applications of the invention will
readily occur to those skilled in the art. Therefore, it is not desired to limit the
invention to the specific examples disclosed or the exact construction and operation
shown and described. Rather, all suitable modifications and equivalents may be

resorted to, falling within the scope of the invention.
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I CLAIM:

1. A long-term storage system for storing data from a source medium, the
system comprising:

a first long-term data storage medium array having a plurality of long-term
data storage medium, each of said plurality of long-term data storage medium storing

the same data; and,

a controller for writing the data to each of said plurality of long-term data
storage medium from a reference medium and verifying that the data written to each
of said plurality of long-term data storage medium is the same as the data stored on
the reference medium, and at a later time polling the data written to each of said
plurality of long-term data storage medium to ensure that the data stored on each of

said plurality of long-term data storage medium is the same.

2. The system of claim 1, wherein the reference medium comprises one

of said plurality of long-term data storage medium.

3. The system of claim 1, wherein the reference medium comprises the

source medium.

4. The system of claim 1, wherein each of said plurality of long-term data
storage medium are write-protected to prevent further data being written to said
plurality of long-term data storage medium after the data to be stored are written to

the plurality of long-term data storage medium.

5. The system of claim 1, wherein said controller identifies that one of the
plurality of long-term data storage medium is defective and should be removed and

destroyed if the controller is unable to verify that the data stored on that one of the

25



10

15

20

WO 2004/001543 PCT/US2003/019369

plurality of long-term data storage medium is the same as the data stored on the

reference medium.

6. The system of claim 1, further comprising an accessibility medium,
said controller writing the data from one of said plurality of long-term data storage
mediums to said accessibility medium and verifying that the data written to said
accessibility medium is the same as that one of said plurality of long-term data storage

medium.

7. The system of claim 6, wherein a user can access the data from said
accessibility medium without disturbing the data stored on the first long-term data

storage medium array.

8. The system of claim 6, wherein said accessibility medium can be
removed from the storage system for use outside the storage system, but the first long-

term data storage medium array is not accessible outside the storage system.

9. The system of claim 6, further comprising an online search/retrieval
system, wherein the data on said accessibility medium can be input to the online
search retrieval system to serve as an error-free backup and restore data source for the

online search retrieval system.

10.  The system of claim 1, wherein the controller verifies the data by
comparing the data written to each of said plurality of long-term data storage medium

with the reference medium on a byte-by-byte basis.

11.  The system of claim 1, wherein said plurality of long-term data storage
mediums comprise a first long-term data storage medium, second long-term data

storage medium and third long-term data storage medium.
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12.  The system of claim 1, said controller polling the plurality of long-term
data storage medium to verify that the data stored on each of said plurality of long-
term data storage medium is the same and, if not the same, then indicating that one of

the plurality of long-term data storage medium is defective.

13.  The system of claim 12, wherein the defective long-term data storage

medium is removed and destroyed.

14.  The system of claim 1, said controller polling the plurality of long-term
data storage medium to verify that the data stored on each of said plurality of long-
term data storage medium is the same and, if not the same, then identifying the data
addresses of each of said plurality of long-term data storage medium that is not the

same.

15.  The system of claim 1, further comprising a second long-term data
storage medium array having a plurality of long-term data storage medium, the
controller writing the data to each of said plurality of long-term data storage medium
of said second medium array from one of the plurality of long-term data storage
medium of said first long-term data storage medium array and verifying that the data
written to each of said plurality of long-term data storage medium of said second
long-term data storage medium array is the same as the data stored on the one of the
plurality of long-term data storage medium of the first long-term data storage medium

array.

16. A method for long-term storage of data stored on a source medium, the
method comprising:

storing the data on the source medium to a first long-term data storage
medium, and determining if the data stored on the first long-term data storage medium
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is the same as the data stored on the source medium and discarding the first long-term

data storage medium if the data is not the same;

storing the data on the first long-term data storage medium to a second long-
term data storage medium, and determining if the data stored on the second long-term
data storage medium is the same as the data stored on the first long-term data storage
medium and discarding the second long-term data storage medium if the data is not

the same; and,

polling, at a later time, the data written to each of said plurality of long-term

data storage medium.

17.  The method of claim 16, further comprising storing the data on the first
" long-term data storage medium to a third long-term data storage medium, and
determining if the data stored on the third long-term data storage medium is the same
as the data stored on the first long-term data storage medium and discarding the third

long-term data storage medium if the data is not the same.

18.  The method of claim 16, further comprising the step of write-
protecting the plurality of long-term data storage medium to prevent further data from
being written to the plurality of long-term data storage medium after the data to be

stored are written to the plurality of long-term data storage medium.

19.  The method of claim 16, further comprising storing the data on the first
long-term data storage medium to an accessibility medium, and determining if the
data stored on the accessibility medium is the same as the data stored on the first long-

term data storage medium and discarding the accessibility medium if the data is not
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the same, wherein a user can access the data from the accessibility medium without

disturbing the data stored on the first long-term data storage medium.

20.  The method of claim 16, wherein the step of determining if the data
stored on the first long-term data storage medium is the same as the data stored on the
source medium comprises comparing the data stored on the first long-term data
storage medium with the data stored on the source medium on a byte-by-byte basis,
and the step of determining if the data stored on the second long-term data storage
medium is the same as the data stored on the first long-term data storage medium
comprises comparing the data stored on the second long-term data storage medium
with the data stored on the first long-term data storage medium on a byte-by-byte

basis.

21.  The method of claim 16, further comprising the step of polling the first
and second long-term data storage mediums to verify that the data stored on each of
the long-term data storage medium are the same and, if not, indicating that one of the

long-term data storage mediums is defective.

22.  The method of claim 16, further comprising the steps of:

storing the data on the first long-term data storage medium to a third long-term
data storage medium, and determining if the data stored on the third long-term data
storage medium is the same as the data stored on the first long-term data storage
medium and discarding the third long-term data storage medium if the data is not the

same; and,

storing the data on the third long-term data storage medium to a fourth long-
term data storage medium, and determining if the data stored on the fourth long-term

data storage medium is the same as the data stored on the third long-term data storage
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medium and discarding the fourth long-term data storage medium if the data is not the

same.
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