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SIGNALLING INTERFACES IN COMMUNICATIONS

FIELD OF THE INVENTION

The exemplary and non-limiting embodiments of this invention relate generally to wireless
communications networks, and more particularly to managing signalling interfaces.

BACKGROUND ART

The following description of background art may include insights, discoveries,
understandings or disclosures, or associations together with dis-closures not known to the
relevant art prior to the present invention but provided by the invention. Some such
contributions of the invention may be specificaily pointed out below, whereas other such
contributions of the invention will be apparent from their context.

Along with the development of an LTE system, high-speed data service is one of the most
important requirements. Especially for local area networks (LAN), higher data rate may be
expected from a user’s perspective. How to provide local service with high speed data rate
has become a hot topic in 3GPP.

SUMMARY

The following presents a simplified summary of the invention in order to pro-vide a basic
understanding of some aspects of the invention. This summary is not an extensive
overview of the invention. It is not intended to identify key/critical elements of the invention
or to delineate the scope of the invention. Its sole purpose is to present some concepts of
the invention in a simplified form as a prelude to the more detailed description that is
presented later.

Various aspects of the invention comprise a method, apparatuses, and a computer
program product as defined in the independent claims. Further embodiments of the
invention are disclosed in the dependent claims.

An aspect of the invention relates to a method comprising supporting, in a communication
apparatus, a stand-alone operation mode for using, without a core network involvement,
bearer services provided by a local network; and supporting, in the communication
apparatus, flexible single radio/dual radio modes for offloading resources of a macro
network in order to use bearer services provided by the macro network either in the single
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radio mode or in the dual radio mode, wherein said offloading is controlled by an
assoclated macro network apparatus.

A further aspect of the invention relates to an apparatus comprising at least one processor;
and at least one memory including a computer program code, wherein the at least one
memory and the computer program code are configured to, with the at least one
processor, cause the apparatus to support a stand-alone operation mode for using,
without a core network involvement, bearer services provided by a local network; and
support flexible single radio/dual radio modes for offloading resources of a macro network
in order to use bearer services provided by the macro network either in the single radio
mode or in the dual radic mode, wherein said offloading is controlied by an associated
macro network apparatus.

A still further aspect of the invention relates to an apparatus comprising at least one
processor; and at least one memory including a computer program code, wherein the at
least one memory and the computer program code are configured to, with the at least one
processor, cause the apparatus to control offloading resources of a macro network in
order to provide bearer services to a user terminal, the user terminal supporting a
stand-alone operation mode for using, without a core network involvement, bearer
services provided by a local network, and a flexible single radio/dual radio modes for
offloading resources of the macro network in order to use bearer services provided by the
macro network either in the single radio mode or in the dual radio mode.

A still further aspect of the invention relates to an apparatus comprising at least one
processor; and at least one memory including a computer program code, wherein the at
least one memory and the computer program code are configured to, with the at least one
processor, cause the apparatus to provide services of a local network to a user terminal,
the user terminal supporting a stand-alone operation mode for using, without a core
network involvement, bearer services provided by the local network, and a flexible single
radio/dual radio modes for offloading resources of a macro network in order o use bearer
services provided by the macro network either in the single radio mode or in the dual radio
mode, wherein said offloading is controlled by an associated macro network node.

A still further aspect of the invention relates to a computer program product comprising
program code means adapted to perform any of the method steps when the program is
run on a computer.

BRIEF DESCRIPTION OF THE DRAWINGS

In the following the invention will be described in greater detail by means of exemplary
embodiments with reference to the attached drawings, in which
2
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Figure 1 illustrates an LTE-LAN network architecture according to an exemplary

embodiment;

Figure 2 illustrates controt interfaces in a dual radio mode according to an exemplary

embodiment;

Figure 3 illustrates control interfaces in a single radio mode according to an exemplary

embodiment;

Figure 4 itlustrates a user plane protocol stack in a stand-alone operation mode according
to an exemplary embodiment,

Figure 5 illustrates a user plane protoco! stack in a dual radio mode according to an

exemplary embodiment;

Figure 6 illustrates a control plane protocol stack in a dual radio mode according toc an

exemplary embodiment;

Figure 7 illustrates a control plane protocol stack in a single radio mode according to an
exemplary embodiment;

Figure & shows a simplified block diagram illustrating exemplary system architecture;

Figure 9 shows a simplified block diagram illustrating exemplary apparatuses;

Figure 10 shows a messaging diagram illustrating exemplary signalling according to an
embodiment of the invention;

Figure 11 shows a schematic diagram of a flow chart according to an exemplary
embodiment of the invention;

Figure 12 shows a schematic diagram of a flow chart according to an exemplary
embodiment of the invention;

Figure 13 shows a schematic diagram of a flow chart according to an exemplary
embodiment of the invention.

DETAILED DESCRIPTION OF SOME EMBODIMENTS

Local area evolution (LAE) aims to design a local area system providing high performance
on peak data rate, cell capacity, QoS guarantee, interference management, etc. Low cost
and high energy efficiency are also expected for the LAE system. in the LAE system, a
support node (SN) concept is introduced. The support node (SN} refers to a network
element located in a core network, providing some support/control/maintenance

3
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functionalities to the LAE system. A base station (BS) is located in the RAN side which
provides the local area network, just like HeNB in the LTE system. UE maintains two
connections with macro-eNB and LAE-BS, which are called “dual radio connections”, A
macro network connection is more stable and more carefully managed so that UE does
not easily lose its connection, while a LAE connection is there more like for providing high

speed data service in the local area.

LTE-LAN may be considered to compete with Wi-Fi technique. LTE-LAN is basically
assumed to be based on LTE technology but is more focused on certain local area use
cases and scenarios, and it has much similarity with the LAE concept. LTE-LAN is
expected to provide high performance service for users, with low cost, and is expected to
become a competitor to Wi-Fi. Since LAE and LTE-LAN both have the same requirements
and features, the achievements on LAE may be transferred to the development of
LTE-LAN.

A promising locai area concept is an architecture based on the LTE-LAN and LAE concept
which may also be referred to as a LTE-Hi concept. Basic assumptions in this concept
include: 1) dual band operation, where local and wide area accesses are using different
radios; and 2} autonomous (local area) operation to a mobile care network enabling
LTE-LAN local access services deployment and operation either by a mobile operator or a
local access network operator (third party), where the usage of LTE-LAN network locally
supported services may be kept transparent to the core network for simplicity and for
lightening signalling load exposed to the core network.

LTE-LAN (or LTE-Hi) higher level requirements may include potential requirements on
architecture, such as cost-effectiveness and lower OPEX, enhanced traffic offloading
other than LIPA for LTE femto (simpler solution), less CN involvement with ICT friendly
features, and new features enabled — D2D and a single/duai radio connection. Focused
topics may include a cost effective LTE-Hi architecture — AP capability sharing,
architecture support for new features - dual radio connection, an ICT friendly LTE-Hi
architecture with less CN involvement, and enhanced flexible offloading of macro network
services with LTE-Hi specific features. The requirement for less involvement of CN
operation of a LTE-LAN network towards means that LTE-Hi local access control and
session management functions like authentication, authorization and bearer management
that normally are taken care by MME (EPC) are handled at EUTRAN and LTE-LAN level
for accessing and using the LTE-LAN network and its resources in a flexible manner, e.g.
by supporting dual radie connections.

[n an HeNB sub-system, UE is in a single-radio mode all the time, i.e. if UE is handed over
from a macro-eNB to use radio resources of HeNB, and if then a target HeNB takes the
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role of a serving eNB to UE requiring transfer of full eNB UE context data to HeNB and
sharing security keys/data of the macro network. With a current 3GPP LTE architecture,
on an AS layer, UE maintains only one RRC connection to E-UTRAN. On an NAS layer, in
an ECM_CONNECTED state, UE maintains only one signalling connection to the core
network (RRC connection + S1_MME connection). In the ECM_CONNECTED state, MME
maintains only one eNB_|D for UE. In a CA case, this eNB_[D is to be derived for E-CGlI
of Pcell. In an ECM_IDLE state, MME only maintains one location information (TAI) for
UE.

Carrier aggregation solutions have been studied in 3GPP, wherein a secondary radio path
may be using the same RAT or I-RAT (e.g. LTE-HSPA CA and radio level dynamic flow
switching between 3GPP and WLAN).

Also inter-site CA with LTE has been studied, wherein DL is transmitted via a macro-eNB
(Pcell) and UL is transmitted via a pico cell (Scell). A common feature in CA solutions is
that they are aggregating user traffic using muitiple radio paths on the layers below layer-3
(at a radio link layer).

Even if LTE-Hi APs were comparable with Scells in the inter-site CA solutions (LTE-HI
APs are assumed to separate entities from eNBs located at different sites), the LTE-LAN
architecture according to an exemplary embodiment is better in providing a flexibie
inter-working solution between a wide area (macro network) and LA (local area network)
mobile broadband services in the spirit of an ITU IMT-A system.

An E-RAB offload feature supported by the LTE-LAN network architecture according to an
exemplary embodiment is assumed to be working on the layer-3, i.e. it is not comparable
with the above CA features at the radio link layer.

LTE carrier aggregation with standard UEs has been proposed regarding carrier
aggregation at L3 (layer-3), by using two ordinary UEs coupled together (e.g. LTE
modems connected to different USB ports in a laptop) and by combining two radio paths,
i.8. “carriers” in a serving eNB. This kind of dual radio scenario, however, does not issue

any specific network architecture.

An exemplary embodiment discloses a LTE-LAN network architecture that, depending on
a deployment model, is capable of supporting a stand-alone mode for locally provided

services without CN (i.e. EPC or EPS) involvement, and a flexible single/dual radio mode
in control of E-UTRAN to offioad macro LTE network resources to use LTE-LAN network

resources on demand.

Figure 1 illustrates the LTE-LAN network architecture with exemplary network entities and

interfaces between these entities. LTE-LAN applies a new LTE-like radio interface that is
5
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shown in Figure 1 as a "simplified LTE-Uu” interface. Due to the requirement of less CN
involvement the LTE-LAN network according to an exemplary embodiment supports a
“stand-alone” mode where the LTE-LAN network is working autonomously by providing a
basic wireless broadband access with UE traffic routing to a local LAN/IP network directly
from LTE-LAN AP and to the internet via a default GW of this local LAN/IP network. This
autonomous “stand-alone” mode operation is useful especially in the cases where the
overlaying macro network service coverage is missing or UE with a LTE-LAN radio has
not obtained a subscription from the macro mobile network operator. The local LAN
transport network may include an ordinary Ethernet-based LAN, i.e. IEEE 802.3, as shown
in Figure 1. In general this stand-alone LTE-LAN operation resembles existing Wi-Fi
network solutions except that the radio interface is using said simplified LTE-Uu interface.

For an autonomous stand-alone mode operation the LTE-LAN network provides means
for UE authentication and authorization to use services provided by the LTE-LAN network.
This may be implemented by using similar methods as applied in WLAN (IEEE 802.11i)
but modified to carry the authentication protocol messages, e.g. EAP encapsulated into
LTE Uu RRC (radio resource control) messages. In Figure 1, there is shown an optional
local authentication server that may be a RADIUS server or a diameter server like the one
used in enterprise Wi-Fi networks, also enabling support of UEs without a SIM-card, or
without necessitating a subscription from a mobile network operator if needed.

UE with a LTE-LAN radio may not have a SIM-card or a subscription to macro network, so
the LTE-LAN network should support using local user identifiers, instead of necessitating
to reveal IMSI used in the macro network to LTE-LAN, and in general avoid sharing
security keys/data of the macro network (E-UTRAN and EPC) with the LTE-LAN network.
This separation of user identifiers and security context is required, as a LTE-LAN network
may be considered as an untrusted access from a macro LTE network point of view. This
“untrusting” applies to the cases where the LTE-LAN network is administered and
operated by some party other than the mobile network operator but where the mobile
network operator has an agreement with the LTE-LAN operator to use available LTE-LAN
network resources for offloading the macro network.

UE requesting a LTE-LAN service may be identified and authorized locally in the LTE-LAN
network, for example, by using:

. a unique device HW identifier, such as a L2 address of a LAN interface IMEI,

. ICCID (integrated circuit card ID) of the SIM card; unique UICC (SIM) card serial
number; identifies a physical SIM card, not the SIM application stored into it,
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a temporary LTE-LAN identifier provided by LTE-LAN AP (this may be sufficient for
open LTE-LAN access),

. LTE-LAN credentials (username/password, network access identifier (RFC 4282),
secure D etc.) maintained in case an optional local authentication server, e.g. RADIUS
server, is provided in LTE-LAN,

. a second SIM-card to access LTE-LAN provided local services.

In an exemplary embodiment, for LTE-LAN provided services in the stand-alone mode
LTE-LAN AP is allowed to configure, for an authorized UE, a radio bearer service with
access to the LTE-LAN network and/or internet by using locally provisioned QoS rules, i.e.
due to simplicity no information exchange towards the core network (EPC) is necessary
like it is in a 3GPP LIPA feature for HeNBs.

An exemplary embodiment enables supporting a single/dual radio mode to offload macro
LTE network resources to use LTE-LAN network resources, possibly operated by a third
party, to @ macro mobile network operator. An exemplary embodiment enables integrating
the LTE-LAN network as a untrusted sub-system to E-UTRAN, the offloaded macro LTE
network resources at the AS layer being in control of an associated macro-eNB, wherein a
“simplified $1” application protocol interface is used for interworking as shown in Figure 1.
This S1-like interface may also support some X2 application protocol functions for radio
resource control and mobility management purposes.

The associated macro-eNB is supposed to be the sole controller of the offloaded macro
network resources/services when using the LTE-LAN sub-system resources. LTE-LAN
supported local services which may run in parallel with these offloaded macro network
services, may be handled as a LTE-LAN network internal issue (no CN involvement
required), but on demand it may be possible to let the mobile operator to also control
these LTE-LAN local services via the associated macro-eNB, i.e. decision about LTE-LAN
local service establishments with local IP breakout from LTE-LAN AP is carried out
optionally in, or via, the associated macro-eNB.

In order not to weaken security provided by the macro mobile network, an exemplary
embodiment discloses that the associated macro-eNB stores eNB UE context data
(provided by MME) as usual, resolves binding to the LTE-LAN UE context in LTE-LAN AP,
and for the offloaded E-RAB services derives required LTE-LAN parameters (e.g. E-RABSs)
from eNB UE context parameters by using temporary user identifiers negotiated between
the associated eNB, LTE-LAN AP and UE.

In the supported dual radio mode it is also assumed that the offloaded E-RABs (on the
U-plane) and UE-to-eNB control signalling is passed transparently via the LTE-LAN
7
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sub-system. This secondary connection applies same e2e ciphering as used over a
primary macro LTE radio connection, i.e. when UE communicates to the associated
macro-eNB via the LTE-LAN sub-system (secondary connection), user data/control
messages become secure-tunnelied and no sensitive information from the macro network
is revealed to LTE-LAN AP. Thus, the LTE-LAN network may be operated by a mobile
operator, in which case a LTE-LAN may be considered as a trusted access network. Thus,
standardizing too many options in 3GPP may be avoided.

The same secure tunnelling via the LTE-LAN sub-system applies also for a possible single
LTE-LAN radio case where a user/UE with a SIM-card is willing to consume EPC provided
services without radio connectivity to the macro network. In an exemplary embodiment,
the associated macro-eNB is in a role of the serving eNB towards EPC but each UE
related service uses resources of the LTE-LAN sub-system. This may require that a
LTE-LAN cell is exposed to EPC as one of the cells belonging to the associated
macro-eNB (like HeNB GW exposes HeNBs to EPC), and the associated macro-eNB
behaves towards EPC accordingly, e.g. as a result of a UE-triggered service request
procedure there is created an eNB UE context based on which the associated macro-eNB
configures bearer services to use the LTE-LAN network resources at the AS layer.

In order to let the associated macro-eNB to control its offloaded radio resources and
mobility at the AS level towards LTE-LAN AP, it may be sufficient that RAN application
protocol signalling between the associated macro-eNB and LTE-LAN AP is run over IPSec
by using a security association between these nodes. The required security association
(SA) between eNB and LTE-LAN AP may be established in advance e.g. by using O&M.

Figure 2 illustrates applied control interfaces in an LTE — LTE-LAN dual radio mode. The
control interfaces in the LTE — LTE-LAN dual radio mode may be as follows:

UE has a NAS signalling connection to EPC via the serving macro-eNB by using
LTE-RRC as usual,

. UE has RRM, bearer/mobility management towards the serving serving eNB as
usual; this may be considered as a main RRC connection in the LTE-LAN dual radio
mode,

. UE has a simultaneous LTE-LAN RRC connectivity to LTE-LAN AP providing 1)

local access control signalling towards LTE-LAN, 2) local radio link management (RRM), 3)
local bearer/mobility management signalling for LTE-LAN provided services,

the associated macro-eNB has a local control interface (“simplified $1") towards
the LTE-LAN sub-system, with following characteristics 1) the control for the offloaded

macro network resources is handled in the associated macro-eNB transparently to EPC
8
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like the LTE-LAN resources were part of the macro-eNB resources, i.e. they are
macro-eNB internal issues, 2} macro-eNB may emulate a local MME in the local E-RAB
and mobility management while controlling the offloaded E-RAB services (L3 offloading)
via LTE-LAN AP, 3) the macro-eNB may also be capable of controlling the LTE-LAN AP
radio resources for multi-path radio connections at the link layer (L2) so that LTE-LAN AP
is in a role of a RRC proxy; this enables developing new multi-radio features using
multiple data paths, e.g. LTE — LTE-LAN carrier aggregation at RAN-level on demand.

The LTE-LAN network architecture according to an exemplary embodiment supports
flexible offloading of macro network bearer services in control of the associated
macro-eNB in order to use resources in the LTE-LAN sub-system either in the dual or

single radio modes.
The scenario for a LTE-LAN single radio mode is as follows:

When UE with a SIM card and subscription to a macro network has established a radio
link connectivity to LTE-LAN AP, but macro network coverage is not available, UE may
request not only local LTE-LAN service(s) but also services consumed via EPC. Figure 3
illustrates control interfaces in @ LTE-LAN single radio mode supporting services
consumed via the macro network. In this LTE-LAN single radio mode it is assumed that
LTE-LAN AP and its neighbouring macro-eNB have established a simplified $1
connection in advance. This may be considered as a common signalling channel on the
S1-MME interface.

Due to security reasons, upon service setup there may be created eNB UE context data
stored in the associated macro-eNB, and the LTE-LAN sub-system maintains only the
LTE-LAN UE context required derived from the eNB UE context for link layer resource
management purposes. Now the LTE-LAN AP may relay ciphered UE-to-eNB and
UE-to-MME (NAS) signalling messages fransparently, i.e. there is created a secured
tunnel from UE to the macro network via the LTE-LAN interfaces.

Again herein, as proposed in connection with the dua! radio mode, the associated
macro-eNB may apply AS-level RAN application protocol signalling towards LTE-LAN AP
in order to configure the required LTE-LAN resources for the bearer services according to
the eNB UE context that is the result of the UE negotiations with EPC at the NAS-level
signalling.

Figure 4 illustrates an example of a U-plane protocol stack for LTE-LAN bearer services in
the LTE-LAN network “stand-alone” operation mode (local IP breakout). LTE-Hi AP (or
LTE-LAN AP) is able to provide a direct U-plane connectivity to the local packet switched
network (e.g. LTE-LAN zone) via its co-located “P-GW like” local GW (L-GW) function. A

9
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simple bridging function between data radio bearer and “native IP” to Local LAN/IP
network provides the required U-plane interface (L-SGi) for LTE-LAN bearer service traffic,
i.e. 81 like U-plane tunnelling to an external L-GW as used in the current 3GPP LIPA
feature, may be omitted (actually this bridging function is a lot like the one used in WILLAN
APs except that the radio interface is totally different). LTE-Hi AP only needs to know the
UE [P address associated with the LTE-Hi E-RAB context in order to perform local
routing/forwarding in the LTE-LAN service. There is no need to separate the L-GW control
interface from EPC as the simple bridging function may be controlled just by using the
simplified S1 control interface from the associated macro-eNB.

Figure 5 illustrates an example of a U-plane protocol stack for the LTE — LTE-LAN dual
radio mode to offload LTE macro network bearer services via the LTE-LAN sub-system. A
data path between UE and eNB via LTE-Hi AP is ciphered and possibly header
compressed at an upper “super PDCP” layer, i.e. no security issues arise due to using the
LTE-LAN resources as a secondary user traffic data path.

Figure 6 illustrates an example of a C-plane protocol stack for the LTE —~ LTE-LAN dual
radio mode to offload LTE macro network bearer services via the LTE-LAN sub-system. A
primary control interface between UE and the associated macro eNB is using a direct
radio link connection (eU-c in Figure 6) and works as usual except for supporting control
of a secondary radio path. A secondary control interface for LTE-LAN radio path
management (UE to LTE-LAN AP) works as an autonomous sub-system allowing the
primary application layer control entities in UE and the associated eNB to use and

configure its resources.

Figure 7 itlustrates an example of a C-plane protocol stack for the LTE-LAN single radio
mode to offload LTE macro network bearer services via the LTE-LAN sub-system (i.e. to
use services from the macro network). In the LTE-LLAN single radio mode the e2e
signalling between UE and the macro LTE network are passed transparently via the
LTE-LAN sub-system in a similar manner as e.g. NAS messages are passed from UE to
MME encapsulated in ciphered NAS containers over RRC and S1AP. The associated
macro-eNB is as an anchor to EPC and stores eNB UE context data as if UE were
connected directly over the eU-c radio link connection (now in single radio mode not in
use). An application layer “RAN control” entity in the associated macro-eNB now controls
a “LTE-LAN RAN control” entity to let it create the required bearer services (i.e. “bit-pipes”)
over the LTE-LAN sub-system to pass UE's EPS bearers consuming services provided by
the mobile operator.

In an exemplary embodiment, no sensitive macro network related context is exposed to
the LTE-LAN network but still the macro network is able to use the LTE-LAN network

10
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resources in control of the associated macro-eNB for offloading. An exemplary
embodiment is applicable to various deployment models, i.e. it does not matter whether
the LTE-LAN network is operated by the mobile operator or by a third party local operator.
This may be a sole enabler for heterogeneous network deployments in the future. In an
exemplary embodiment, legal interception works for offloaded EPS bearer services as
usual and for the users with a SIM card also a binding between IMSI and local user
identifiers used in the L.TE-LAN network may be solved if desired. An exemplary
embodiment, has a lot in common with a proposed LTE — Wi-Fi carrier aggregation feature
when seen from UE and eNB impilementation and specification work point of view in 3GPP,
i.e. applicability of these local area network and wide area network inter-working principles
may be used together with any radio access technology in local area networks. In an
exemplary embodiment, LTE-LAN AP takes care of a fast loop radio link control over the
simplified Uu interface, enabling less stringent backhaul requirements for the simplified S1
interface. By adopting an LTE like radio bearer/link model, LTE-LAN may be made to
support fair and intelligent resource sharing when multiple UEs are connected to the same
AP. It should be noted that such a function is not possible e.g. in WLAN due to its legacy
burden.

Thus, a LTE-LAN architecture according to an exempiary embodiment supports single and
dual radio modes in control of E-UTRAN. Core network iransparent local radio access
sub-system providing local area services (stand—alone) and E-RAB bearer service offload
for multi-radio capable UEs in control of their serving macro-eNB (E-UTRAN node). The
new LTE-LAN network architecture that depending on the deployment model is made
capable of supporting a stand-alone mode for locally provided services without CN (i.e.
EPC or EPS) involvement and a flexible single/dual radio mode in control of E-UTRAN to
offload macro LTE network resources to use LTE-LAN network resources on demand.

Exemplary embodiments will now be described more fully hereinafter with reference to the
accompanying drawings, in which some, but not all embodiments of the invention are
shown. Indeed, the invention may be embodied in many different forms and should not be
construed as limited to the embodiments set forth herein; rather, these embodiments are
provided so that this disclosure will satisfy applicable legal requirements. Although the
specification may refer to “an”, “one”, or “some” embodiment(s) in several locations, this
does not necessarily mean that each such reference is to the same embodiment(s), or
that the feature only applies to a single embodiment. Single features of different
embodiments may also be combined to provide other embodiments. Like reference
numerals refer to like elements throughout.

The present invention is applicable to any user terminal, network node, server,
corresponding component, and/or to any communication system or any combination of
11
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different communication systems that support a local radio access network sub-system.
The communication system may be a fixed communication system or a wireless
communication system or a communication system utilizing both fixed networks and
wireless networks. The protocols used, the specifications of communication systems,
servers and user terminals, especially in wireless communication, develop rapidly. Such
development may require extra changes to an embodiment. Therefore, all words and
expressions should be interpreted broadly and they are intended to illustrate, not to restrict,
the embodiment,

In the following, different embodiments will be described using, as an example of a system
architecture whereto the embodiments may be applied, an architecture based on LTE
(long term evolution) network elements, without restricting the embodiment to such an
architecture, however. The embodiments described in these examples are not limited to
the LTE radio systems but can also be implemented in other radio systems, such as
UMTS (universal mobile telecommunications system), GSM, EDGE, WCDMA, bluetooth
network, WLAN or other fixed, mobile or wireless network. In an embodiment, the
presented solution may be applied between elements belonging to different but
compatible systems such as LTE and UMTS.

A general architecture of a communication system is illustrated in Figure 8. Figure 8 is a
simplified system architecture only showing some elements and functional entities, all
being logical units whose implementation may differ from what is shown. The connections
shown in Figure 8 are logical connections; the actual physical connections may be
different. It is apparent to a person skilled in the art that the systems also comprise other
functions and structures. It should be appreciated that the functions, structures, elements
and the protocols used in or for group communication, are irrelevant to the actual
invention. Therefore, they need not to be discussed in more detail here.

The exemplary radio system of Figure 8 comprises a network node 801 of a network
operator. The network node 801 may include e.g. an LTE base station (eNB), radio
network controller (RNC), or any other network element, or a combination of network
elements. The network node 801 may be connected to one or more core network (CN)
elements 803 (such as a mobile switching centre (MSC), MSC server (MSS), mobility
management entity (MME), gateway GPRS support node (GGSN), serving GPRS support
node (SGSN), home location register (HLR), home subscriber server (HSS), visitor
location register (VLR)) via a connection 802 (also referred to as a legacy S1 interface). In
Figure 8, the radio network node 801 that may also be called eéNB (enhanced node-B,
evolved node-B) or macro network apparatus of the radio system, hosts the functions for
radio resource management in a public land mobile network. Figure 8 shows one or more

user equipment 804 located in the service area of the radio network node 801. The user
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equipment refers to a portable computing device, and it may also be referred to as a user
terminal. Such computing devices include wireless mobile communication devices
operating with or without a subscriber identification module (SIM) in hardware or in
software, including, but not limited to, the following types of devices: mobile phone,
smart-phone, personal digital assistant (PDA), handset, laptop computer. In the example
situation of Figure 8, the user equipment 804 is capable of connecting to the radio network
node 801 via a connection 805 (also referred to as a LTE-Uu interface). In the example
situation of Figure 8, the user equipment 804 is further capable of connecting to a local
radio network node 807 via a connection 806 (also referred to as a simplified LTE-Uu
interface). The local radio network node 807 may include e.g. an LTE-LAN access point
(AP), LTE-HI access point, or any other network element, or a combination of network
elements. The network node 807 may be connected to one or more local network (LAN)
elements 808 (such as a local authentication server, local gateway) via a connection 809
{e.g. RADIUS interface or IEEE 802.3 interface). The local network node 807 may be
connected to the macro network node 801 via a connection 810 (also referred to as a
simplified S1 interface).

Figure 9 is a block diagram of an apparatus according to an embodiment of the invention.
Figure 8 shows a user equipment 804 located in the area of a radio network node 801,
807. The user equipment 804 is configured to be in connection with the radio network
node 801, 807. The user equipment or UE 804 comprises a controller 901 operationally
connected to a memory 902 and a transceiver 903. The controller 901 controls the
operation of the user equipment 804. The memory 902 is configured to store software and
data. The transceiver 903 is configured to set up and maintain a wireless connection 805,
806 to the radio network node 801, 807. The transceiver is operationally connected to a
set of antenna ports 904 connected to an antenna arrangement 905. The antenna
arrangement 905 may comprise a set of antennas. The number of antennas may be one
to four, for example. The number of antennas is not limited to any particular number. The
user equipment 804 may also comprise various other components, such as a user
interface, camera, and media player. They are not displayed in the figure due to simplicity.
The radio network node 801, 807, such as an LTE base station (eNode-B, eNB) or
LTE-LAN access point (AP), comprises a confroller 906 operationally connected to a
memory 907, and a transceiver 908. The controller 906 controls the operation of the radio
network node 801, 807. The memory 907 is configured to store software and data. The
transceiver 908 is configured to set up and maintain a wireless connection to the user
equipment 804 within the service area of the radio network node 801, 807. The
transceiver 908 is operationally connected to an antenna arrangement 909. The antenna
arrangement 909 may comprise a set of antennas. The number of antennas may be two
to four, for example. The number of antennas is not limited to any particular number. The
13
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radio network node 801, 807 may be operationally connected (directly or indirectly) to
another network element 803, 808 of the communication system, such as a radio network
controller (RNC), a mobility management entity (MME), an MSC server (MSS), a mobile
switching centre (MSC), a radio resource management (RRM) node, a gateway GPRS
support node, an operations, administrations and maintenance (OAM) node, a home
location register (HLR), a visitor location register (VLR), a serving GPRS support node, a
gateway, and/or a server, via an interface 910. The network node 803, 808 comprises a
controller 911 operationally connected to a memory 912, and an interface 913. The
controller 911 controls the operation of the network node 803, 808. The memory 912 is
configured to store software and data. The interface 913 is configured to connect to the
radio network node 801, 807 via a connection 802, 809. The embodiments are not,
however, restricted to the network given above as an exampie, but a person skilled in the
art may apply the solution to other communication networks provided with the necessary
properties. For exampie, the connections between different network elements may be
realized with internet protocol (IP) connections.

Although the apparatus 801, 803, 807, 808 has been depicted as one entity, different
modules and memory may be implemented in one or more physical or logical entities. The
apparatus may also be a user terminal which is a piece of equipment or a device that
associates, or is arranged to associate, the user terminal and its user with a subscription
and allows a user to interact with a communications system. The user terminal presents
information to the user and allows the user to input information. In other words, the user
terminal may be any terminal capable of receiving information from and/or transmitting
information to the network, connectable to the network wirelessly or via a fixed connection.
Examples of the user terminals include a personal computer, a game console, a laptop (a
notebook), a personal digital assistant, a mobile station (mobile phone), a smart phone,
and a line telephone.

The apparatus 801, 803, 807, 808 may generally include a processor, controller, control
unit or the like connected to a memory and to various interfaces of the apparatus.
Generally the processor is a central processing unit, but the processor may be an
additional operation processor. The processor may comprise a computer processor,
application-specific integrated circuit (ASIC), field-programmable gate array (FPGA),
and/or other hardware components that have been programmed in such a way to carry
out one or more functions of an embodiment.

The memory 902, 907, 912 may include volatile and/or non- volatile memory and typically

stores content, data, or the like. For example, the memory 902, 907, 812 may store

computer program code such as software applications (for example for the detector unit

and/or for the adjuster unit) or operating systems, information, data, content, or the like for
14



10

15

20

25

30

35

WO 2013/123643 PCT/CN2012/071392

a processor to perform steps associated with operation of the apparatus in accordance
with embodiments. The memory may be, for example, random access memory (RAM), a
hard drive, or other fixed data memory or storage device. Further, the memory, or part of it,
may be removable memory detachably connected to the apparatus.

The techniques described herein may be implemented by various means so that an
apparatus implementing one or more functions of a corresponding mobile entity described
with an embodiment comprises not only prior art means, but also means for implementing
the one or more functions of a corresponding apparatus described with an embodiment
and it may comprise separate means for each separate function, or means may be
configured to perform two or more functions. For example, these techniques may be
implemented in hardware (one or more apparatuses), firmware (one or more apparatuses),
software (one or more modules), or combinations thereof. For a firmware or software,
implementation can be through modules (e.g., procedures, functions, and so on) that
perform the functions described herein. The software codes may be stored in any suitable,
processor/computer-readable data storage medium(s} or memory unit(s) or article(s) of
manufacture and executed by one or more processors/computers. The data storage
medium or the memory unit may be implemented within the processor/computer or
external to the processor/computer, in which case it can be communicatively coupled to
the processor/computer via various means as is known in the art.

The signalling chart of Figure 10 illustrates the required signalling. In the example of
Figure 10, a network node 801 (which may comprise e.g. a LTE-capable base station
(eNode-B, eNB}) may establish a connection 101 with a local network apparatus 807
(which may comprise e.g. a LTE-LAN access point AP 807) for transmitting simplified $1
signalling between eNB and AP. A network node 804 (which may comprise e.g. a
LTE-capable user terminal UE) may, in a stand-alone operation mode, estabiish a
connection 102 with the local network apparatus 807 for transmitting simplified LTE-Uu
signalling between UE and AP. The user terminal 804 may establish a connection 103
with a local network apparatus 808 (e.g. local authentication server or local gateway) for
transmitting local access control signalling between UE and LAN. In a dual radic mode,
the user terminal 804 may establish a connection 104 with a macro network apparatus
803 (e.g. enhanced packet core apparatus, such as a mobility management entity (MME),
serving gateway (S-GW) or home subscriber server (HSS)) for transmitting NAS signalling
between UE and CN. In a single radio mode, the user terminal 804 may establish a
connection 105 with the access point 807 for transmitting LTE-LAN signalling between UE
and AP. Then the access point 807 may estabiish a connection 108 with the base station
801 for transmitting NAS signalling between eNB and AP, wherein the base station 801
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may establish a connection 107 with the macro network apparatus 803 for transmitting
legacy S1 signalling between eNB and CN.

Figure 11 is a flow chart illustrating an exemplary embodiment. The apparatus 804, which
may comprise e.g. a network element (network node, e.g. a user terminal, UE),
transmits/receives, in item 110, to/from a local network apparatus 807 (which may
comprise e.g. LTE-LAN access point AP 807) simplified LTE-Uu signalling. The apparatus
804 transmits/receives, in item 111, to/from a local network apparatus 808 (which may
comprise e.g. local authentication server or local gateway 808) local access control
signalling. The apparatus 804 transmits/receives, in item 112, to/from a macro network
apparatus 803 (e.g. enhanced packet core apparatus, such as a mobility management
entity (MME), serving gateway (S-GW) or home subscriber server (HSS)) NAS signalling.
The apparatus 804 transmits/receives, in item 113, to/from the local network apparatus
807 LTE-LAN signalling.

Figure 12 is a flow chart iliustrating an exemplary embodiment. The apparatus 801, which
may comprise e.g. a network element (network node, e.g. a LTE-capable base station
(eNode-B, eNB)), transmits/receives, in item 120, to/from a local network apparatus 807
(which may comprise e.g. LTE-LAN access point AP 807) simplified $1 signailing. The
apparatus 801 transmits/receives, in item 121, to/from the local network apparatus 807
NAS signalling. The apparatus 801 transmits/receives, in item 122, toffrom a macro
network apparatus 803 {e.g. enhanced packet core apparatus, such as a mobility
management entity (MME), serving gateway (S-GW) or home subscriber server (HSS))
legacy S1 signalling.

Figure 13 is a flow chart illustrating an exemplary embodiment. The apparatus 803, which
may comprise e.g. a network element (network node, e.g. an LTE-LAN access point (AP)),
transmits/receives, in item 130, to/from a macro network apparatus 801 (which may
comprise e.g. LTE-capable base station (eNode-B, eNB)) simplified S1 signalling. The
apparatus 803 transmits/receives, in item 131, to/from a user terminal 804 (which may
comprise e.g. LTE-capable user terminal) simplified LTE-Uu signalling. The apparatus 803
transmits/receives, in item 132, to/from the user terminal LTE-LAN signalling. The
apparatus 803 transmits/receives, in item 133, to/from the macro network apparatus 801
NAS signalling.

The steps/points, signalling messages and related functions de-scribed above in Figures 1
to 13 are in no absolute chronological order, and some of the steps/points may be
performed simultaneously or in an order differing from the given one. Other functions can
also be executed between the steps/points or within the steps/points and other signalling
messages sent be-tween the illustrated messages. Some of the steps/points or part of the
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steps/points can also be left out or replaced by a corresponding step/point or part of the
step/point. The apparatus operations illustrate a procedure that may be implemented in
one or more physical or logical entities. The signalling messages are only exemplary and
may even comprise several separate messages for transmitting the same information. In
addition, the messages may also contain other information.

Thus, according to an exemplary embodiment, there is provided a method for managing
signalling interfaces in a communications system, supporting, in a communication
apparatus, a stand-alone operation mode for using, without a core network invoivement,
bearer services provided by a local network; and supporting, in the communication
apparatus, fiexible single radio/dual radio modes for offloading resources of a macro
network in order to use bearer services provided by the macro network either in the single
radio mode or in the dual radio mode, wherein said offloading is controlled by an

associated macro network apparatus.

According to another exemplary embodiment, there is provided a method for applying,
between the communication apparatus and a local access point, a simplified LTE-Uu
interface resembling an LTE radio interface.

According to yet another exemplary embodiment, there is provided a method for letting, on
demand, a mobile operator to control LTE-LAN local services via the associated macro
network apparatus, wherein decision on a LTE-LAN local service establishment with a
local IP breakout from a local access point is carried out optionaliy in, or via, the
associated macro network apparatus.

According to yet another exemplary embodiment, in the dual radio mode, offloaded
enhanced radio access bearers and control signalling from the communication apparatus
to the associated macro network apparatus are passed transparently via a LTE-LAN
sub-system, wherein this secondary connection applies same e2e ciphering as used over
a primary macro LTE radio connection.

According to yet another exemplary embodiment, in the single radio mode, as a resuilt of
service request procedure triggered by the communication apparatus, there is created an
eNB UE context based on which the associated macro network apparatus is able to
configure bearer services for using LTE-LAN network resources at an access stratum
layer.

According to yet another exemplary embodiment, there is provided a method for applying
control interfaces in the dual radio mode such that the communication apparatus has one
or more of a2 non access stratum signalling connection interface to the core network via
the associated macro network apparatus by using LTE radio resource control, a radio

17



10

15

20

25

30

35

WO 2013/123643 PCT/CN2012/071392

resource management, bearer management and mobility management interface towards
the associated macro network apparatus, and a simultaneous LTE-LAN radioc resource

connectivity interface to a local access point.

According to yet another exemplary embodiment, there is provided an apparatus
comprising at least one processor; and at least one memory including a computer
program code, characterized in that the at least one memory and the computer program
code are configured to, with the at least one processor, cause the apparatus to support a
stand-alone operation mode for using, without a core network involvement, bearer
services provided by a local network; and support flexible single radio/dual radio modes
for offloading resources of a macro network in order to use bearer services provided by
the macro network either in the single radio mode or in the dual radio mode, wherein said
offloading is controlled by an associated macro network apparatus.

According fo yet another exemplary embodiment, the at least one memory and the
computer program code are configured to, with the at least one processor, cause the
apparatus to on demand let a mobile operator to control LTE-LAN local services via the
associated macro network apparatus, wherein decision on a LTE-LAN local service
establishment with a local IP breakout from a focal access point is carried out optionally in,
or via, the associated macro network apparatus.

According to yet another exemplary embodiment, the at least one memory and the
computer program code are configured to, with the at least one processor, cause the
apparatus to apply, between the apparatus and a local access point, a simplified LTE-Uu
interface resembling an LTE radio interface.

According to yet another exemplary embodiment, there is provided an apparatus
comprising at least one processor; and at least one memory including a computer
program code, characterized in that the at least one memory and the computer program
code are configured to, with the at least one processor, cause the apparatus to control
offloading resources of a macro network in order to provide bearer services to a user
terminal, the user terminal supporting a stand-alone operation mode for using, without a
core network involvement, bearer services provided by a local network, and a flexible
single radio/dual radio modes for offloading resources of the macro network in order to
use bearer services provided by the macro network either in the single radio mode or in

the dual radio mode.

According to yet another exemplary embodiment, the at least one memory and the
computer program code are configured {c, with the at least one processor, cause the
apparatus to store eNB UE context data provided by a mobility management entity,

resolve binding to a LTE-LAN UE context regarding a local access point, and derive, for
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offloaded resources, required LTE-LAN parameters based on eNB UE context parameters
by using temporary user identifiers negotiated between the associated macro network
apparatus, the local access point and the user terminal.

According to yet another exemplary embodiment, the at least one memory and the
computer program code are configured to, with the at least one processor, cause the
apparatus to run radio access network application protocol signalling between the
apparatus and a local access point is run over IPSec by using a security association
between the apparatus and the local access point.

According to yet another exemplary embodiment, the at least one memory and the
computer program code are configured to, with the at least one processor, cause the
apparatus to apply a simplified S1 local control interface towards a LTE-LAN sub-system.

According to yet another exemplary embodiment, there is provided an apparatus
comprising at least one processor; and at least one memory including a computer
program code, characterized in that the at least one memory and the computer program
code are configured to, with the at least one processor, cause the apparatus to provide
services of a local network to a user terminal, the user terminal supporting a stand-alone
operation mode for using, without a core network involvement, bearer services provided
by the local network, and a flexible single radio/dual radio modes for offloading resources
of a macro network in order to use bearer services provided by the macro network either
in the single radio mode or in the dual radio mode, wherein said offloading is controlled by
an associated macro network node.

According to yet another exemplary embodiment, the at least one memory and the
computer program code are configured to, with the at least one processor, cause the
apparatus to locally identify and authorize a user terminal requesting a LTE-LAN service,
by using one or more of a unique device hardware identifier, an integrated circuit card 1D
of a SIM card, a temporary LTE-LAN identifier provided by the apparatus, LTE-LAN
credentials maintained if an optional local authentication server is provided in the local
network, and a second SIM card capable of accessing local services provided by a
LTE-LAN network.

According to yet another exemplary embodiment, the at least one memory and the
computer program code are configured to, with the at least one processor, cause the
apparatus to support using local user terminal identifiers, and to avoid sharing security
keys of the macro network with a LTE-LAN network.

According to yet another exemplary embodiment, the at least one memory and the
computer program code are configured to, with the at ieast one processor, cause the
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apparatus to on demand let a mobile operator to control LTE-LAN local services via the
associated macro network node, wherein decision on a LTE-LAN local service
establishment with a local IP breakout from a local access point is carried out optionally in,
or via, the associated macro network node.

According to yet another exemplary embodiment, the at least one memory and the
computer program code are configured to, with the at least one processof, cause the
apparatus to apply, between the apparatus and a user terminal, a simplified LTE-Uu
interface resembling an LTE radio interface.

According to yet another exemplary embodiment, the at least one memory and the
computer program code are configured to, with the at least one processor, cause the
apparatus fo run radio access network application protocol signalling between the
apparatus and the associated macro network node over IPSec by using a security
association between the associated macro network node and the apparatus.

According to yet another exemplary embodiment, the at least one memory and the
computer program code are configured to, with the at least one processor, cause the
apparatus fo relay ciphered signalling messages from the user terminal to the macro
network apparatus via a local network interface by using secured tunnelfing.

According to yet another exemplary embodiment, there is provided program code means
adapted to perform any of the method steps when the program is run on a computer.

It will be obvious to a person skilled in the art that, as the technology advances, the
inventive concept can be implemented in various ways. The invention and its
embodiments are not limited to the examples described above but may vary within the
scope of the claims.

List of abbreviations

3GPP 3rd generation partnership project
AP access point

AS access stratum

BS base station

eNB enhanced node-B

EPC evolved packet core

20



10

15

20

25

WO 2013/123643

EPS evolved packet system

EUTRAN evolved UMTS terrestrial radio access network

HeNB home enhanced node-B

HSS home subscriber server

HW  hardware

ICCID integrated circuit card identifier

ID identity

IMEl international mobile equipment identity
IMS| international mobile subscriber identity
LTE long term evolution

LAE local area evolution

LAN local area network

MAC medium access control

MME mobility management entity

NAl  network access identifier

NAS non-access stratum

PLMN public land mobile network

RADIUS remote authentication dial-in user service
RAN radio access network

RRC radio resource control

SAE system architecture evolution

SGSN serving GPRS support node

SIM  subscriber identity module

SN support node

S-TMSI SAE temporary mobile subscriber identity
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UE user equipment

UICC universal integrated circuit card

QoS quality of service

Wi-Fi  wireless fidelity

C-plane control plane

U-plane user plane

CN  core network

UMTS universal mobile telecommunications system
GPRS general packet radio service

CA  carrier aggregation

ICT  information and communication technology
TAl  international atomic time

LIPA local IP access

RAT radio access technology

I-RAT inter radio access technology

HSPA high speed packet access

DL downlink

WLAN wireless local area network

E-RAB enhanced radio access bearer

S-GW serving gateway
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What is claimed is:

1. A method of managing signalling interfaces in a communications system,
characterized by

supporting, in a communication apparatus (804), a stand-alone operation mode for using,
without a core network involvement, bearer services provided by a local network; and

supporting, in the communication apparatus (804), fiexible single radio/dual radio modes
for offloading resources of a macro network in order to use bearer services provided by
the macro network either in the single radio mode or in the dual radio mode, wherein said
offloading is controlled by an associated macro network apparatus (801).

2. A method according to claim 1, characterized by

applying, between the communication apparatus (804) and a local access point (807), a
simplified LTE-Uu interface resembling an LTE radio interface.

3. A method accordingtoclam1or2, characterized by

letting, on demand, a mobile operator to control LTE-LAN local services via the associated
macro network apparatus (801), wherein decision on a LTE-LAN local service
establishment with a local IP breakout from a local access point (807} is carried out
optionally in, or via, the associated macro network apparatus (801).

4. A method according to claim 1, 2or3,characterized inthat

in the dual radio mode, offloaded enhanced radio access bearers and control signalling
from the communication apparatus (804) to the associated macro network apparatus (801)
are passed transparently via a LTE-LAN sub-system, wherein this secondary connection
applies same e2e ciphering as used over a primary macro LTE radio connection.

9. A method according to any of claims 1to4,characterized inthat

in the single radio mode, as a result of service request procedure triggered by the
communication apparatus (804), there is created an eNB UE context based on which the
associated macro network apparatus (801) is able to configure bearer services for using
LTE-LAN network resources at an access stratum layer.

6. A method according to any of claims 1to5,characterized inthat

applying control interfaces in the dual radio mode such that the communication apparatus
(804) has one or more of
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a non access stratum signalling connection interface to the core network via the
associated macro network apparatus (801) by using LTE radio resource control,

a radio resource management, bearer management and mobility management interface
towards the associated macro network apparatus (801), and

a simultaneous LTE-LAN radio resource connectivity interface to a local access point
(807).

7. An apparatus comprising
at least one processor; and

at least one memory including a computer program code, characterized inthat
the at least one memory and the computer program code are configured to, with the at

least one processor, cause the apparatus (804) to

support a stand-alone operation mode for using, without a core network involvement,
bearer services provided by a local network; and

support flexible single radio/dual radio modes for offloading resources of a macro network
in order to use bearer services provided by the macro network either in the single radio
mode or in the dual radio mode, wherein said offloading is controlled by an associated
macro network apparatus (801).

8. An apparatus accordingtoclam 7, characterized inthat the at least one
memory and the computer program code are configured to, with the at least one
processor, cause the apparatus to

on demand let a mobile operator to control LTE-LAN local services via the associated
macro network apparatus (801), wherein decision on a LTE-LAN local service
establishment with a local IP breakout from a local access point (807} is carried out
optionally in, or via, the associated macro network apparatus (801).

9. An apparatus accordingtoclaim7or8,characterized inthatthe at least one
memory and the computer program code are configured to, with the at [east one
processor, cause the apparatus to

apply, between the apparatus and a local access point (807), a simplified LTE-Uu
interface resembling an LTE radic interface.

10. An apparatus comprising

at least one processor; and
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at least one memory including a computer program code, characterized inthat
the at least one memory and the computer program code are configured to, with the at
least one processor, cause the apparatus (801) to

control offloading resources of a macro network in order to provide bearer services to a
user terminal (804), the user terminal (804) supporting a stand-alone operation mode for
using, without a core network involvement, bearer services provided by a local network,
and a flexible single radio/dual radic modes for offloading resources of the macro network
in order to use bearer services provided by the macro network either in the single radio

mode or in the dual radio mode.

11. An apparatus as claimed inclaim 10, characterized inthatthe at least one
memory and the computer program code are configured to, with the at least one
processor, cause the apparatus to

store eNB UE context data provided by a mobility management entity,
resolve binding to a LTE-LAN UE context regarding a local access peint, and

derive, for offloaded resources, required LTE-LAN parameters based on eNB UE context
parameters by using temporary user identifiers negotiated between the associated macro
network apparatus (801), the local access point (807) and the user terminal (804).

12. An apparatus as claimed inclaim 10 or11,characterized inthatthe at least
one memory and the computer pregram code are configured to, with the at least cne
processor, cause the apparatus to

run radio access network application protocol signalling between the apparatus and a
local access point (807) is run over IPSec by using a security association between the
apparatus and the local access point (807).

13. An apparatus as claimed inclaims 10, 11 or12, characterized in that the at
least one memory and the computer program code are configured to, with the at least one
processor, cause the apparatus to

apply a simplified $1 local control interface towards a LTE-LAN sub-system.
14. An apparatus comprising
at least one processor; and

at least one memory including a computer program code, characterized inthat
the at least one memory and the computer program code are configured to, with the at

least one processor, cause the apparatus (807) to
25



10

15

20

25

30

WO 2013/123643 PCT/CN2012/071392

provide services of a local network to a user terminal, the user terminal supporting a
stand-alone operation mode for using, without a core network (803) involvement, bearer
services provided by the local network (808), and a flexible single radio/dual radio modes
for offloading resources of a macro network in order to use bearer services provided by
the macro network either in the single radio mode or in the dual radic mode, wherein said
offloading is controlled by an associated macro network node (801).

15. An apparatus as claimed in claim 14, characterized inthat the at leastone
memory and the computer program code are configured to, with the at least one
processor, cause the apparatus to locally identify and authorize a user terminal requesting
a LTE-LAN service, by using one or more of a unique device hardware identifier, an
integrated circuit card ID of a SIM card, a temporary LTE-LAN identifier provided by the
apparatus, LTE-LAN credentials maintained if an optional local authentication server is
provided in the local network, and a second SIM card capable of accessing local services
provided by a LTE-LAN network.

16. A apparatus as claimed in claim 14 or 15, characterized inthat the at least
one memory and the computer program code are configured to, with the at least one
processor, cause the apparatus to

support using local user terminal identifiers, and to avoid sharing security keys of the
macro network with a LTE-LAN network,

17. A apparatus as claimed in claim 14, 15or16,characterized inthat the at
least one memory and the computer program code are configured to, with the at least one
processor, cause the apparatus to

on demand let a mobile operator to control LTE-LAN local services via the associated
macro network node (801), wherein decision on a LTE-LAN local service establishment
with a local IP breakout from a local access point (807} is carried out optionally in, or via,

the associated macro network node (801).

18. An apparatus according to any of preceding claims 14to 17, characterized in
that the at least one memory and the computer program code are configured to, with the
at least one processor, cause the apparatus to

apply, between the apparatus and a user terminal (804), a simplified LTE-Uu interface
resembling an LTE radio interface.

19. An apparatus according to any of preceding claims 14to 18, characterized in
that the at least one memory and the computer program code are configured to, with the

at least one processor, cause the apparatus to
26
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run radio access network application protocol signalling between the apparatus and the
associated macro network node over IPSec by using a security association between the
associated macro network node (801) and the apparatus.

20. An apparatus according to any of preceding claims 14to 19, characterized in
that the at least one memory and the computer program code are configured to, with the
at least one processor, cause the apparatus to

relay ciphered signalling messages from the user terminal (804) to the macro network
apparatus via a local network interface by using secured tunnelling.

21. A computer program product, characterized inthatit comprises program
code means adapted to perform any of steps of claim 1 to 6 when the program is run on a

computer.

27



PCT/CN2012/071392

WO 2013/123643
1/10

FIG 1
LTE-LAN Local Auth.
() Server
TE-LANAP @ RADIUS
802 3 \S
\{\\Q, \" Ext. IP NW—
N (\‘9’\\ Local "Default" GW
] -
s 9
EU B
Oy =
g Legacy S1
~ HSS
R MME/S-GW
(<>
N (EPC)
"associated"
macro eNB

SUBSTITUTE SHEET (RULE 26)



WO 2013/123643 PCT/CN2012/071392

2/10

FIG 2

LTE-LAN Local Auth.
------------ Server

Sy
~ -

RADIUS
802 3

Local "Default" GW

Local SM/MM

Simplified S1

Legacy S1

"associated"
macro eNB

SUBSTITUTE SHEET (RULE 26)



WO 2013/123643 PCT/CN2012/071392
3/10

FIG 3

Local Auth.
Server

LTE-LAN

————— e
- -

—

S~

RADIUS
802 3

Local SM/MM

Simplified S1

"associated"
macro eNB

SUBSTITUTE SHEET (RULE 26)



PCT/CN2012/071392

WO 2013/123643

4/10

(19ussyuy)
SYJoMIaN
dl |eulslx3

= YI0M]SN |B00T] 8]GRdRI )SBOPROIg - _4_:: Oipey nI.n_l
NY1 13ulsyld
} |
Aemajeq Jnejaq 901Aa( df Auy “ M9-1/dV IH-31T " an
[eaishud | 1eaishud [eaisAyd “ [ea1sAyd | 17 01pey L1 olpey
Jofe £¢08 £¢08 " €208 IYIN " IVIN
1 13fe 1afe 0 19fe |
Ui eleq ! J1d _ e
. Ul eleq YUl ereq H _ AU BEQ [ 400d _ dodd
_ | F 1 | _ n-N |
¢>n__\@>n_2>n__\@>h__ YAI/9N| o— PAdI/9Ad PAdI/9Nd|
Joynoy 150x 03 ] msa EE 1
Yod di S3N _ ! > ]
4080 7 4000l
NYT-30] L |ddy | 77 |_1ddy_ !
0} P3JoBuU0I 6uibpiig dj aAeU,
03P df Ay pUE Ja1eag NYT-31]

7 Ol

SUBSTITUTE SHEET (RULE 26)



PCT/CN2012/071392

WO 2013/123643

5/10

ana dv 300 3N o1pey-nIniy
S _
|| teoishud  H—1— 1Boishud | | 17 0pey H— |7 01peY
[l ke |i] | Jafen :
. . v !
| e [ | ]u eeg W | W
i o ——H . T : 0Ty
1 ¥ dld | 3508 H— 400
| JauRp |{-duns ‘duwis T
e L B abpiig n-na || OPEIIH-31]
i | j8ley | )
MId/S | ([ 1oy “ m 17 oipey
H [eoisAud | feaisfyd H——H [eaishud | !
189fe] | 1ake " o | “ il
| sofer Dyurieea || [| wneea i e N L
nureea - o NP - —
” ! [d0ad Jedns dd0d Jadn
n-1S T L III.._ S
abpug
H vAd1/9d) LpAdl/and] PAdI/INd]
]
Jake "|ddy
In Aewiig

G Ol

SUBSTITUTE SHEET (RULE 26)



PCT/CN2012/071392

WO 2013/123643

6/10

gNa 010BW PAJRIJ0SSY dv Nv1-311 an
[e2isAud " [eisAud |7 O1pey ! 17 01pey
ToRe YU eleg {1 okey yurT efeq | :
PAdION] T " W
4105 : d10S Y - Y
VIS - VIS K Oud ! DU
L ! T I ! T
|01JU09 ! louoy | {lonuog oipey ! |021U07) OIpeY
NV N30 [ g [ I N30T wan | g oL WA
JAN J- _,m n-na
[B21sAUd “ leaishyd | L7 01pey " 17 o1pey
18R] Yui7 ejeq | 1 afeyun Bleq "
vhdjordl it el | O 1 I
4103 = 4103 o _ o
VIS - VIS Uy b OuY
INN _ n-n?
- —
|01u0n IS |01JU09 |0nuon
NV NV olpey 101400 O1Ped
[
SVN SYN

9 9

SUBSTITUTE SHEET (RULE 26)



PCT/CN2012/071392

7/10

WO 2013/123643

JAN

[eaisAud

18ke] yuig eleq

FAdI/9AI

d1dS

dvisS

[ e e K e et

|01U0N

JAN
-IS

NVY
|

N Q138U PaJRI20SSY 4y NYT-30] In
oISy L posfug | owey | rromey
TR YUY e1eq |t JoRe] YU Efeg “
phd/Ond P9 N : I
4125 - 4105 IRy - T
1S - VIS A O | 0
011U07 “ oquog | fronuog aipey] | ! | [jonuog oipey
N N3] g T nanf ] wian | [ T wian |
3-13 n-no u
d
eosfug | 1opey LH-- 4 rroipey Hm
EGETREC RN b i o i
T A o501 U110 5.1 Lo
dlds IO _ - . | g | <
dvis 1 OBg - o |
[ __1__ — ‘
|0JU0D F10Ju0) | -
W [ o T - {{ionuoy orpey

SUN

SYN

IR TTT O T U1II—I—T“1\UI;I— ‘J]

. 9IH



PCT/CN2012/071392

8/10

WO 2013/123643

INOD XHL NU_ @ \r % O xul 1 IN0D N e N INO9
SR A P = | 5 3
06 €06 - 906 906 016 |zog| €16 16
908 ‘508
. m N
708 . /08 ‘108 808 ‘€08
6 9l
018
NV c dv n ..\\N\n\ gne c ND
608 908 ) g N 208 %
808 108 ¥08 108 €08

8 9l

]

SUBSTITUTE SHEET (RULE 26)



PCT/CN2012/071392

9/10

WO 2013/123643

T

A@E__mcm_mxa foeba|
- @:___gw_m SN 101
~ GuleuBis Ny T3] | 90}
m% | B Bujjeubis SyN
— N \
Buijjeubis jonuod v01
SS3dJe |Bd0| - -l
/ Buijjeubis nn-317
€0t paiyljduns
e buy eubis _\w paldwis |
101 -
NV ~—gog s08-1 dv yog—1 AN aNe 108 cog—1 NI

0l D4

SUBSTITUTE SHEET (RULE 26)



WO 2013/123643

FIG 11

10/10

simplified LTE-Uu L ~110
signalling with AP
local access control
signalling with LAN -1
NAS signalling with CN L ~112
LTE-LAN signalling with AP |-~ 113

FIG 13

PCT/CN2012/071392

FIG 12
simplified S1
signalling with AP 120
NAS signalling with AP L~ 121
legacy S1 signalling with CN o~ 122

simplified St
signalling with eNB

_~130

!

simplified LTE-Uu
signalling with UE

L~ 131

!

LTE-LAN signalling with UE

_—132

!

NAS signalling with eNB

_~133

SUBSTITUTE SHEET (RULE 26)



INTERNATIONAL SEARCH REPORT

International application No.

PCT/CN2012/071392

A. CLASSIFICATION OF SUBJECT MATTER

See the extra sheet

According to International Patent Classification (IPC) or to both national classification and IPC

B.

FIELDS SEARCHED

IMinimum documentation searched (classification system followed by classification symbols)

IPC: HO4W, HO4Q

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

CNABS,CNTXT, VEN: LTE-LAN, macro, core, LAN, local, WIFL, bearer service, interface, signaling, oftfload, download, single, dual

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

X (WO02011041329A1 (QUALCOMMINC.) 07 Apr. 2011 (07.04.2011) 12,7,10,13,14,18,21
See description paragraphs [0024]-[0060], figures 1-4

A 3-6,8-9,11,12,15,16,1

7,19.20

A CN101841880A (UNIV HUAZHONG SCI&TECHNOLOGY) 22 Sep. 2010 (22.09.2010) | 1-21
See the whole document

A (WO02011115744A1 MOTOROLA MOBILITY INC.) 22 Sep. 2011 (22.09.2011) 1-21
See the whole document

Further documents are listed in the continuation of Box C.

X See patent family annex.

NG

“g>

“1,»

<0

«“p>

Special categories of cited documents: “T”
document defining the general state of the art which is not
considered to be of particular relevance
carlier application or patent but published on or after the “X”
international filing date
document which may throw doubts on priority claim (S) or oy

which is cited to establish the publication date of another
citation or other special reason (as specified)

document referring to an oral disclosure, use, exhibition or
other means

document published prior to the international filing date
but later than the priority date claimed

later document published after the international filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory underlying the
invention

document of particular relevance; the claimed invention
cannot be considered novel or cannot be considered to involve
an inventive step when the document is taken alone

document of particular relevance; the claimed invention
cannot be considered to involve an inventive step when the
document is combined with one or more other such
documents, such combination being obvious to a person
skilled in the art

“& “document member of the same patent family

Date of the actual completion of the international search

15 Nov.2012 (15.11.2012)

Date of mailing of the international search report

29 Nov. 2012 (29.11.2012)

IName and mailing address of the ISA/CN

The State Intellectual Property Office, the PR.China

6 Xitucheng Rd., Jimen Bridge, Haidian District, Beijing, China
100088

[Facsimile No. 86-10-62019451

Authorized officer

CHEN, Junru

Telephone No. (86-10)62411493

Form PCT/ISA /210 (second sheet) (July 2009)




INTERNATTIONAL SEARCH REPORT
Information on patent family members

International application No.

PCT/CN2012/071392
Patent Documents referred Publication Date Patent Family Publication Date
in the Report

WO02011041329A1 07.04.2011 KR2012079117 A 11.07.2012
CN102550050A 04.07.2012
US2011078376 Al 31.03.2011
CN101841880A 22.09.2010 CN101841880B 04.07.2012
WO02011115744A1 22.09.2011 US2011223885A1 15.09.2011
US8078175B2 13.12.2011

Form PCT/ISA /210 (patent family annex) (July 2009)




INTERNATIONAL SEARCH REPORT

International application No.

PCT/CN2012/071392

IA. CLASSIFICATION OF SUBJECT MATTER

HO4W 88/06 (2009.01) i
HO4W 88/08 (2009.01) i
HO04W 36/14 (2009.01) i

Form PCT/ISA /210 (extra sheet) (July 2009)



	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - claims
	Page 26 - claims
	Page 27 - claims
	Page 28 - claims
	Page 29 - claims
	Page 30 - drawings
	Page 31 - drawings
	Page 32 - drawings
	Page 33 - drawings
	Page 34 - drawings
	Page 35 - drawings
	Page 36 - drawings
	Page 37 - drawings
	Page 38 - drawings
	Page 39 - drawings
	Page 40 - wo-search-report
	Page 41 - wo-search-report
	Page 42 - wo-search-report

