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(57) ABSTRACT 

Through the use of an intermediate party, a first party is given 
the ability to communicate with a second party, with the 
communication appearing as if it originated with the interme 
diate party. Specifically, in a protected network system, the 
protected network is capable of acting as a conduit through 
which an entity, such as law enforcement, can communicate 
with an entity attempting an unauthorized access attempt 
unbeknownst to the entity attempting the unauthorized access 
attempt. This allows, for example, the detection and identifi 
cation of the entity attempting the unauthorized access 
attempt. 
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SYSTEMS AND METHOD FOR DISTRIBUTED 
NETWORK PROTECTION 

CROSS REFERENCE TO RELATED 
DOCUMENTS 

0001. The present invention is a continuation of U.S. 
patent application Ser. No. 09/925,503, filed Aug. 10, 2001, 
now allowed, which claims benefit of U.S. Provisional Appli 
cation Ser. No. 60,226,088 entitled “Cyber Hacking Unau 
thorized Access Attempt Tracing and Retaliation Methods 
and Systems.” filed Aug. 18, 2000, and is related to U.S. 
patent application Ser. No. 09/867,442 entitled “Systems and 
Methods for Distributed Network Protection.” filed May 31, 
2001, now U.S. Pat. No. 7,089,303, the disclosures of which 
are hereby incorporated by reference herein in their entirety. 

BACKGROUND OF THE INVENTION 

0002 1. Field of the Invention 
0003. In general, the systems and methods of this inven 
tion relate to protecting distributed networks. In particular, 
the systems and methods of this invention relate to protecting 
distributed networks through an intrusion detection and 
analysis system. 
0004 2. Description of Related Art 
0005. The nation's information infrastructure, based a 
large part on the Internet, has become an integral part of 
normal business and is becoming critical to the national Secu 
rity of many countries. The intrusion into public and private 
networks by unauthorized individuals is a major problem for 
many entities. Foreign powers, and a variety of hackers, i.e., 
individuals or entities who attempt to obtain unauthorized 
access to one or more networks, or portions of networks, to, 
for example, obtain information, continue to develop systems 
and methods that, for example, interrupt communications, 
damage files, damage computer network systems, gain access 
to private information, and the like. Many tools, such as 
firewalls, passwords and network security Schemes have been 
developed in an attempt to provide protection to various 
aspects of distributed networks. 

SUMMARY OF THE INVENTION 

0006. The recent increase in frequency, intensity and 
Sophistication of unauthorized access attempts combined 
with their potential power warrant not only protective efforts, 
but also implementation of a technology capable of tracing 
and possible retaliatory responses to Such unauthorized 
access attempts. For example, it becomes a particularly 
important issue in regard to unauthorized access attempts on 
military computer systems and systems maintaining sensitive 
data. The importance of such a technology is amplified by the 
notion that, for example, the ability to perform tracing and 
retaliation should become a substantial deterrent for launch 
ing the unauthorized access attempts in the first place. 
0007 Existing systems and methods are not particularly 
effective to a large extent because of their retrospective 
nature. In particular, most existing systems and methods 
employ difficult and labor intensive investigative techniques 
that provide a history of the unauthorized access attempt. 
Furthermore, tracing an origin of a an unauthorized access 
attempt, i.e., a hack, after the attempt has ended becomes 
difficult with the increasing sophistication of the hackers who 
employ effective techniques to conceal their identities and 
camouflage the origin of the unauthorized access attempt. 
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0008. One of the exemplary problems associated with 
finding the hacker is the generally indirect nature of the unau 
thorized access attempt. Usually a hacker will traverse 
through several hosts using them as conduits through which 
unauthorized access attempts are launched. The systems and 
methods of this invention are capable of detecting an unau 
thorized access attempt in real-time or near real-time and can 
then, for example, engage the hacker in a series of transac 
tions through the conduits from the target to the original 
source of the hacker. Some of the exemplary steps needed for 
successful identification of the origin of the unauthorized 
access attempt are the detection, Verification and information 
exchange with the hacker using, for example, embedded flags 
or a concealed program having a predetermined function. 
0009. As discussed above, the origin of a unauthorized 
access attempt can be most effectively traced in real-time or 
near real-time, i.e., during the course of the unauthorized 
access attempt. While hackers often use various methods to 
disguise the real origin of the unauthorized access attempt, 
there is still at least one fundamental requirement for any 
unauthorized access attempt to Succeed that can be used for 
tracking its origin. Indeed, except for denial of service unau 
thorized access attempts, hacking by its very nature requires 
that the target system's response to unauthorized access 
attempting packets be received by the hacker directly or indi 
rectly. This means that no matter how Sophisticated any dis 
guise mechanism is, the hacker has to make itself available to 
receive such a response. This premise can be used effectively 
for tracing an unauthorized access attempt. 
0010 Unauthorized access attempt tracing can be per 
formed, for example, autonomously, i.e., by one or more 
entities without implementing general Surveillance over the 
internet. In this case, when an unauthorized access attempt is 
detected and confirmed as a hostile act, a concealed program 
can be embedded in the response to the origin of the unau 
thorized access attempt. Then, for example, when the hacker 
receives the target station's response, a concealed program 
could act as a “worm” within the one or more computers from 
which the unauthorized access attempt originated. For 
example, the program, Such as a Java C. Script, or other execut 
able program, could cause the unauthorized access attempt 
ing station to validate the hostile attempt and, if the attempt is 
confirmed, secretly forward the real identification, such as an 
IP address, to the target station or some other predetermined 
destination(s). 
0011. In other words, for example, in the case of an HTML 
page being sent as a response to an unauthorized access 
attempt, the page can contain an executable program which 
could be invisible to the hacker. Additionally, a disguised 
request for confirming hostile intent could be included in Such 
an HTML page. For example, if the target system does not 
employ a “user ID feature, a fake request for such a userID 
could be made. By the act of attempting to enter a user ID, a 
hacker confirms they are not familiar with the target system 
and that they are trying to enter the system in an unauthorized 
manner. The concealed program could then, for example, be 
triggered if a hacker enters any user ID. This concealed pro 
gram could then instruct the hacker's computer, for example, 
to forward information regarding the hacker to a predeter 
mined destination, such as a pre-programmed IP address. 
This information could then be forwarded, for example, to a 
law enforcement or other entity as appropriate. 
0012. In some instances, the autonomous method as 
described above may not produce the desired result. In such 
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instances, a more complex method, for example, involving 
cooperative reporting systems can be used. This cooperative 
reporting system could require full cooperation between, for 
example, the national information infrastructure systems, and 
for example, the private and government information tech 
nology communities. Using this method, a target station, 
having confirmed an unauthorized access attempt, can 
include a flag concealed in the response to the hacker. Then, 
participating nodes and conduit hosts throughout the distrib 
uted network will be supplied and updated with information 
relating to the unauthorized access attempt so that the partici 
pating nodes and conduit hosts can detect the passage of the 
flag and forward information regarding the passage of the flag 
to a predetermined destination. This way, even though a 
hacker may have removed the origin the unauthorized access 
attempt several steps from the target by using, for example, 
intermediate computing systems, the hacker still would need 
to receive the packet. In other words, no matter how many 
intermediate steps the hacker uses, or what method of com 
munication is used, the flag packet would still reach the 
hacker and could trigger reporting highlighting the path to the 
hacker. In fact, the more steps the hacker takes to disguise the 
origin, the more the hacker increases the chance of detection 
through exposure at multiple nodes and/or conduits between 
the target and the origin of the unauthorized access attempt. 
These two methods, when used in conjunction, can cover a 
broad spectrum of hacks. The long-range, i.e., multiple node 
traversed, unauthorized access attempts with many hops are 
vulnerable to flag detection at intermediate nodes, while 
closer range unauthorized access attempts are more Vulner 
able to direct detection. The systems and methods discussed 
herein at least overcome the need for general Surveillance, 
which could be very difficult to perform and may compromise 
privacy in that all packets would be scanned. Specifically, a 
general Surveillance system would analyze packets flowing 
through one or more internet nodes in an effort to detect and 
track hackers attempting to access restricted portions of the 
network. Additionally, the systems and methods of this inven 
tion help to maintain the privacy of private information since, 
for example, only information determined about one or more 
hackers can be forwarded to the appropriate entity Such as law 
enforcement personnel. Thus, the integrity of the underlying 
data can be maintained. 

0013. In conjunction with determining the origin of the 
hack, a retaliatory action, or counter “hack” can be imple 
mented if such a retaliatory action is launched in real-time or 
near real-time. Indeed, ifa retaliatory action is launched after 
the original hack has been completed, the retaliatory action 
must deal with the defensive posture of the original hacking 
system. On the other hand, a hacker is most vulnerable to a 
retaliatory action during the unauthorized access attempt, 
since during the unauthorized access attempt the hacker has to 
Substantially take down the originating system's defensive 
mechanisms. It is this weakness that allows a defensive sys 
tem to perform a retaliatory action. 
0014 For example, when a decision to retaliate, such as a 
“counter hack has been approved by the appropriate entity, 
Such as law enforcement personnel, the retaliatory action 
could be performed in the following exemplary manner. Simi 
lar to the process described above, an executable program 
could be embedded into a response returned to the hacker. For 
example, the executable program could be a JAVAR) program 
embedded into an HTML page. However, in general, the 
information returned to the hacker could be any information 
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that is capable of determining, identifying or obtaining infor 
mation about the origin of the unauthorized access attempt. 
The executable program could contain, for example, codes 
similar to that found in a virus. The triggering mechanism 
could be, for example, based on one or more levels of verifi 
cation to ensure the hostile intent of a hacker. For example, a 
false request for a password can be made while the target 
system does not employ password-based security features. 
By entering any password, or otherwise responding to a 
request, the hacker would have confirmed that they are not 
familiar with the protocols for the target system and therefore 
their access to it could be deemed unauthorized. Simulta 
neously, for example, responding to a password request could 
trigger the executable program which could, for example, 
alter the operation of one or more of the hacker's computer(s), 
query and forward information about the hacker's computers, 
or the like. 
0015. Accordingly, aspects of the present invention relate 
to a protection system for a portion of a distributed network. 
In particular, an exemplary embodiment of the invention pro 
vides systems and methods for determining the origin of an 
unauthorized access attempt. 
0016 A further aspect of the invention relates to determin 
ing an action responsive to an unauthorized access attempt. 
0017. An additional aspect of the invention relates to pro 
viding a conduit through which a third party can communi 
cate with an entity originating an unauthorized access 
attempt. 
0018. An additional aspect of the invention relates to 
determining information forwarded to a hacker based on 
information associated with the intended target. 
0019. An additional aspect of the invention relates to pro 
viding a communications link between a third party and a 
hacker while concealing the identity of the third party. 
0020. An additional aspect of the invention relates to pro 
viding a restricted tunnel between a monitoring center and a 
hacker while concealing the identity of the monitoring center. 
0021. These and other features and advantages of this 
invention are described in or are apparent from the following 
detailed description of the embodiments. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0022. The embodiments of the invention will be described 
in detail, with reference to the following figures wherein: 
0023 FIG. 1 illustrates an exemplary embodiment of the 
network protection system according to this invention; 
0024 FIG. 2 illustrates a second exemplary embodiment 
of the network protection system according to this invention; 
0025 FIG. 3 is a functional block diagram illustrating an 
exemplary intrusion detection system according to this inven 
tion; 
0026 FIG. 4 is a functional block diagram illustrating an 
exemplary analysis system according to this invention; 
0027 FIG. 5 is a flowchart outlining an exemplary method 
of protecting a distributed network according to this inven 
tion; and 
0028 FIG. 6 is a flowchart outlining a second exemplary 
method for protecting a distributed network according to this 
invention. 

DETAILED DESCRIPTION OF THE INVENTION 

0029. The systems and methods of this invention, for 
example, deter unauthorized access attempts, i.e., hacks, by 
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providing a method and infrastructure for determining the 
origin of the unauthorized access attempt, and having deter 
mined the origin, the ability to perform retaliatory actions. 
For example, an intrusion detection system monitors infor 
mation flow to one or more portions of a protected network. 
Upon detection of an unauthorized access attempt, an intru 
sion detection system can forward information regarding the 
intrusion attempt to an analysis system. The analysis system 
can verify that the unauthorized access attempt is a bona fide 
attempt and, if so, perform a number of tracing and/or retal 
iatory actions. For example, the analysis system can initiate a 
tracing procedure where an attempt is made to determine the 
origin of the unauthorized access attempt. Alternatively, for 
example, the analysis system can forward information 
regarding the unauthorized access attempt to, for example, 
law enforcement personnel. Then, acting as a conduit, the 
network protection system, according to an exemplary 
embodiment of the systems and methods of this invention, 
can act as a conduit allowing the law enforcement personnel 
to further communicate with the hacker via the targeted sys 
tem. Thus, from the hacker's perspective, it appears that they 
are continuing to communicate with the target system, while 
in actuality, they are communicating with a third party, Such 
as the FBI. 

0030 FIG. 1 illustrates an exemplary network protection 
system 100. The network protection system 100 comprises an 
intrusion detection system 110, an analysis system 120, one 
or more targets 130, a monitoring center 140 and one or more 
hackers 150, all interconnected by one or more networks 10 
and links 5. The network protection system 100 can also be 
connected to one or more other distributed network protection 
systems and is scalable depending on the particular imple 
mentation. Additionally, while the hacker 150 is illustrated as 
a single entity, it should be appreciated that the hacker 150 can 
be one or more devices, computers or entities, and can be 
located at one or more geographic or virtual locations on a 
distributed network. 

0031 While the exemplary embodiments illustrated in 
FIG. 1, and in FIG. 2 below, show the network protection 
systems 100 and 200 and associated components co-located, 
it is to be appreciated that the various components of the 
network protection system can be located at distant portions 
of a distributed network, Such as a local area network, a wide 
area network, an intranet, and/or the Internet, or within a 
dedicated network protection system. Thus, it should be 
appreciated that the components of the network protection 
system can be combined into one device collocated on a 
particular node of a distributed network. Furthermore, it 
should be appreciated that for ease of illustration, that various 
functional components of the network protection system have 
been divided as illustrated in FIGS. 1 and 2. However, any of 
the functional components illustrated in FIG. 1 or 2 can be 
combined without affecting the operation of the system. It 
will be appreciated from the following description, and for 
reasons of computational efficiency, the components of the 
network protection system can be arranged at any location 
within a distributed network without affecting the operation 
of the system. 
0032. Furthermore, the links 5 can be a wired or wireless 
link or any other known or later developed element(s) that is 
capable of Supplying and communicating electronic data to 
and from the connected elements. 
0033. Additionally, the network protection system can 
comprise one or more input devices (not shown) that can 
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include, for example, a keyboard, a mouse, a speech to text 
converter, a stylus or the like. In general, the input device can 
be any device capable of communicating information to the 
network protection system. Furthermore, the network protec 
tion system can comprise one or more display devices (not 
shown) such as a computer monitor, a display on a PDA, or 
any other device capable of displaying information to one or 
OUISS. 

0034. In operation, the intrusion detection system 110 
monitors communications to the one or more potential targets 
130. For example, the intrusion detection system 110 can 
implement the systems and methods described in co-pending 
patent application Ser. No. 09,571,377 entitled “Method of 
Communications and Communication Network Intrusion 
Protection Method and Intrusion Attempt Detection System” 
filed May 15, 2000 and incorporated herein by reference in its 
entirety. However, in general, the intrusion detection system 
110 can use any method of monitoring communications to 
one or more portions of a protected network for detecting an 
unauthorized access attempt. 
0035. Upon detection of an unauthorized access attempt, 
for example, by the hacker 150 initiating an intrusion attempt 
to one or more targets 130, the intrusion detection system 110 
forwards information regarding the unauthorized access 
attempt to the analysis system 120. The analysis system 120 
can, optionally, commence logging of all communications 
with the hacker 150 and determine a responsive action. For 
example, the analysis system 120 can forward information 
regarding the unauthorized access attempt to one or more 
monitoring centers, such as those described in co-pending 
Ser. No. 09/867,442 as discussed above. Then, for example, 
based on instructions received from one or more monitoring 
centers 140, the analysis system 120, in cooperation with the 
intrusion detection system 110, can engage the hacker 150 in 
an attempt to determine the origin of the unauthorized access 
attempt. For example, the analysis system 120, in cooperation 
with the intrusion detection system 110, can receive one or 
more of instructions, or other information aimed at commu 
nicating with or engaging the hacker 150 in an attempt to 
determine the location or origin of the unauthorized access 
attempt. For example, the monitoring center 140 can covertly 
send information to the analysis system 120 which could, for 
example, remove the origin information of the monitoring 
center 140, and forward the information, which would 
include the origin information of the original target, back to 
the hacker 150. Thus, to the hacker 150, it would appear as if 
communications were continuing with the one or more 
intended targets 130. 
0036 FIG. 2 illustrates a second exemplary embodiment 
of the network protection system. In particular, the system of 
FIG. 2 includes comparable components to those discussed 
above, in relation to FIG. 1, and additionally a second intru 
sion detection system 170 that is capable of monitoring unau 
thorized access attempts that may occur within the protected 
network itself. However, while the intrusion detection sys 
tems 110 and 170 are shown as separate functional blocks, it 
is to be appreciated that they can be combined into a single 
intrusion detection system that is capable of monitoring both 
internal communications within a protected network as well 
as communications received from one or more external ori 
gins. Specifically, the hacker 160 may be internal to the pro 
tected network, such as a disgruntled employee, or other 
entity that may legitimately have access to other portions of 
the protected network. 
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0037. In this exemplary embodiment, upon detection of an 
unauthorized access attempt from the internal hacker 160, the 
intrusion detection system 170 can forward information 
regarding the unauthorized access attempt to the analysis 
system 120. Similar to the embodiment described above, the 
analysis system 120 can perform an evaluation of the unau 
thorized access attempt and determine the validity of the 
unauthorized access attempt, and whether any retaliatory 
action need be taken. Since the location of the internal hacker 
160 is probably known, the analysis system 120 can make a 
determination whether the nature of the unauthorized access 
attempt can be handled internally, or should be forwarded to, 
for example, the monitoring center 140. Such as a law 
enforcement entity, for further action. Then, comparable to 
the system described above in conjunction with FIG. 1, the 
monitoring center 140 could commence communications 
with the internal hacker 160, via the analysis system 120 and 
the intrusion detection system 170, such that the internal 
hacker 160 is unaware that they are communicating with, for 
example, a law enforcement entity as opposed to one or more 
of the targets 130. 
0038 FIG. 3 illustrates an exemplary intrusion detection 
system 110. The intrusion detection system 110 comprises an 
I/O interface 1100, a controller 1110, a memory 1120, an 
intrusion detection module 1130, and a communications 
management system 1140, all interconnected by link 5. 
0039 Thus, upon receipt of one or more communications 
via the network 10 and link 5, the intrusion detection module 
1130, in cooperation with the I/O interface 1100, the control 
ler 1110 and the memory 1120 determines the nature of the 
communication. If the communication is authorized, the 
intrusion detection system 1130 forwards the communication 
to its intended destination. However, if the intrusion detection 
system 1130 determines that the communication is an unau 
thorized access attempt, or appears to be an unauthorized 
access attempt, the intrusion detection module 1130, in coop 
eration with the I/O interface 1100, the controller 1110 and 
the memory 1120, forwards, with the aid of the communica 
tions management system 1140, the apparently unauthorized 
access attempt to the analysis system 1120. 
0040. Additionally, the communications management 
system 1140 cooperates with the analysis system 1120, as 
described hereinafter, to facilitate acting as a conduit between 
the one or more external monitoring centers 140 and a hacker. 
Thus, communications management system 1140 is capable 
offorwarding modified information from one or more entities 
back to the apparent origin of the unauthorized access 
attempt. 
0041 FIG. 4 illustrates an exemplary analysis system 120. 
The analysis system 120 comprises an I/O interface 1200, a 
controller 1210, a memory 1220, a database 1230, an intru 
sion analysis module 1240 and an intrusion reaction coordi 
nation system 1250, all interconnected by link 5. Addition 
ally, the analysis system 120 can be connected to one or more 
distributed networks 10 which can, for example, be connected 
to one or more monitoring centers 140. 
0042. In operation, the analysis system 120 receives infor 
mation forwarded by the intrusion detection system 110 that 
has been determined to possibly be an unauthorized access 
attempt. The intrusion analysis system 1240, in cooperation 
with the I/O interface 1200, the controller 1210, the memory 
1220, and optionally using hacker information stored in data 
base 1230, determines the authenticity of the unauthorized 
access attempt. For example, the database 1230 can contain 
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profiles of information related to one or more hackers, unau 
thorized access attempt origin information, or in general any 
information that can aid the intrusion analysis system 1240 in 
determining the accuracy of the detected unauthorized access 
attempt. Similarly, the intrusion analysis module 1240 can 
query database 1230 to determine if perhaps the apparent 
unauthorized access attempt was simply an error in commu 
nications, such as a bit error, which may in actuality be an 
authorized user of the protected network. If the intrusion 
analysis system 1240 determines that the access attempt is 
legitimate, the intrusion analysis system can forward, 
directly, or for example, via link 5 and network 10, an instruc 
tion to the intrusion detection module 1130, with cooperation 
of the communications management system 1140, that the 
user is authorized and to forward information from that user 
to the one or more intended destinations. 

0043 Alternatively, if the intrusion analysis module 1240 
determines, based on, for example, historical profiles, previ 
ous unauthorized access attempts, or the like, that the access 
attempt is unauthorized, the intrusion analysis module 1240 
cooperates with the intrusion reaction coordination system 
1250 to determine an appropriate response and/or retaliatory 
action. For example, based on the number of previous unau 
thorized access attempts from this hacker, the nature of the 
unauthorized access attempt, Such as destructiveness of the 
received packets, or the like, the intrusion reaction coordina 
tion system can determine whether forwarding information 
about the unauthorized access attempt to an outside entity, 
Such as the monitoring center 140 is required. For example, an 
analysis can be performed that weighs the information 
received by the intrusion detection system, historical infor 
mation, Source or destination port and/or IP address informa 
tion, information received from, for example, a central reposi 
tory that catalogs information related to unauthorized access 
attempts from one or more other protected networks, or the 
like, to determine whether a reaction is needed. For example, 
the analysis can be based on a look-up table, a neural network 
analysis, a predetermined event sequence or the like. In gen 
eral, any method can be used to determine a responsive action 
based on the verification that the access attempt was unau 
thorized. 

0044) If it is determined that a responsive or retaliatory 
action is not required, the intrusion reaction coordination 
system 1250, in cooperation with the I/O interface 1200, the 
controller 1210, the memory 1220, and directly, or for 
example, via link 5 and the network 10, can simply instruct 
the intrusion detection system 110 to simply block commu 
nications from that originating address(s) and/or communi 
cations that match one or more characteristics of the unau 
thorized access attempt. The intrusion reaction coordination 
system 1250 could optionally log information regarding the 
unauthorized access attempt to the database 1230 that can be 
used, for example, in the future, against a hack from the same 
entity. Furthermore, this information on an attempted access 
attempt can be forwarded to one or more other network pro 
tection systems or, for example, to one or more monitoring 
CenterS. 

0045 Alternatively, if the intrusion reaction coordination 
system 1250 determines that the nature of the unauthorized 
access attempt requires third party intervention, the intrusion 
reaction coordination system 1250, directly, or for example, 
via links 5 and network 10, can communicate with one or 
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more monitoring centers 140, for example, by forwarding an 
alarm indicating an unauthorized access attempt has been 
received. 

0046. Then, for example, the intrusion reaction coordina 
tion system 1250 can coordinate with the monitoring center 
140 to determine an appropriate retaliatory or responsive 
action. For example, as discussed above, the monitoring cen 
ter 140 may desire to engage or further communicate with the 
hacker 150 to, for example, build a stronger legal case against 
that entity. In this instance, the monitoring center 140, coop 
erates with the analysis system 120 and the intrusion detec 
tion system 110 such that the analysis system 120 and intru 
sion detection system 110 act as a conduit for information 
forwarded from the monitoring center 140. For example, the 
analysis system 120 and the intrusion detection system 110 
can strip away origin information, such as an IP address or the 
like, from the core information that was forwarded from the 
monitoring center 140 that is intended to communicate with 
or otherwise engage the hacker. This core information is then 
forwarded back to the hacker 150 including the origin address 
of the protected network, or, for example, the address of the 
target for which the unauthorized access attempt was 
directed. For example, the network protection system can 
store information about which address the unauthorized 
access attempt was directed toward that can be used for the 
reactionary and/or retaliatory response. Thus, the hacker 150 
is under the impression that they are still communicating with 
the protected network. In this exemplary embodiment, the 
intrusion detection system 110 and the analysis system 120 
act as a conduit for the monitoring center 140. Nevertheless, 
it is to be appreciated that the communications between the 
protected network and the one or more monitoring centers 
140 can occur over a wired or wireless network, a secure 
network, Such as a private network, a direct connection, or 
could include standard protection techniques such as encryp 
tion, secure tunneling, or the like. 
0047 For example, upon receipt of a communication 
from, for example, the monitoring center 140, the intrusion 
detection system 110 and the analysis system 120 can analyze 
the communication, determine the source information, Such 
as header information, and remove that information from the 
communication leaving the core information. The address 
information, Such as header information, can be stored so that 
in the event communications with the hacker commence, 
Such as a response to a password request, upon receipt of the 
response information from the hacker, the response informa 
tion can be forwarded by the intrusion detection system 110 
and the analysis system 120 to the appropriate destination, 
Such as the monitoring center 140. 
0048 Thus, the intrusion detection system 110 and the 
analysis system 120 can work equally well in concealing the 
identity of one or more third parties. Such as the monitoring 
center(s) 140, from either an unauthorized access attempt 
originating from within, or external to, the protected network. 
Furthermore, since the intrusion detection system 110 and the 
analysis system 120 are regulating the information passed to 
the one or more third parties, the underlying content can be 
screened and, for example, sensitive information removed 
from the forwarded information thus, for example, preserving 
the confidentiality of the underlying content. For example, a 
policy file can regulate the screening and removing of sensi 
tive information such that, for example, all “content” or core 
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information is removed or, for example, content having cer 
tain words, or originating from a predetermined location is 
screened and/or modified. 

0049 Additionally, the intrusion detection system 110 and 
the analysis system 120 can cooperate with the monitoring 
centers 140 to aid in unauthorized access attempt detection. 
For example, the monitoring center(s) 140 can forward infor 
mation regarding hackers to the intrusion detection system 
110 and the analysis system 120. Thus, similar to a virus 
detection program that analyzes files for viruses, the intrusion 
detection system 110 and the analysis system 120 can analyze 
access attempts to determine if they match a profile corre 
sponding to one or more known hackers or have characteris 
tics that correspond to one or more known hackers. Further 
more, upon detection of an unauthorized access attempt, the 
intrusion detection system 110 and the analysis system 120 
can forward information to the monitoring center 140 such 
that, for example, a central database that maintains hacker 
information can be updated. 
0050 FIG. 5 illustrates an exemplary method of the opera 
tion of an intrusion detection system. In particular, control 
begins in step S100 and continues to step S110. In step S110, 
incoming communications are analyzed. Next, in step S120, 
a determination is made whether the incoming communica 
tions are unauthorized. If the incoming communications are 
unauthorized, control continues to step S130. Otherwise, 
control jumps to step S140. 
0051. In step S130, the unauthorized communications are 
redirected to an analysis system. Control then continues to 
step S140. 
0052. In step S140 a determination is made whether the 
incoming communication has been received from the analysis 
system. If the incoming communication has been received 
from the analysis system, control continues to step S150. 
Otherwise, control jumps to step S190 where the control 
sequence ends. 
0053. In step S150, a determination is made whether the 
communication is to be forwarded to one or more particular 
addresses. If the communication from the analysis system is 
to be forwarded, control continues to step S160. Otherwise, 
control jumps to step S170. 
0054. In step S160, communications are forwarded to the 
one or more specified destinations and/or modified and for 
warded to appear as if the communication is origination from 
a particular destination. Control then continues to step S170. 
0055. In step S170, a determination is made as to whether 
the operation of the intrusion detection system is to be 
updated. If the operation is to be updated, control continues to 
step S180. Otherwise, control jumps to step S190, where the 
control sequence ends. 
0056. In step S180, the operation of the intrusion detection 
system can be updated, for example, by modifying the tech 
niques used to detect unauthorized access, by reconfiguring 
traffic management, blocking all or a portion of incoming 
traffic, for example, from one or more addresses, or the like. 
Control then continues to step S190. 
0057 FIG. 6 illustrates an exemplary method of the opera 
tion of an analysis system. In particular, control begins in step 
S200 and continues to step S210. In step S210, an attempt is 
made to Verify that the unauthorized access attempt is in fact 
unauthorized. Next, in step S220, if the access attempt is 
unauthorized, control continues to step S230. Otherwise, 
control jumps to step S225 where instructions can be for 
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warded to the intrusion detection system. Control then con 
tinues to step S290 where the control sequence ends. 
0058. In step S230, logging of all communications with 
the protected network can optionally begin. Then, in step 
S240 a determination is made whether the unauthorized 
access attempt is originating from within the protected net 
work. If the unauthorized access attempt is originating from 
within the protected network, control continues to step S250. 
Otherwise, control jumps to step S270. 
0059. In step S250, a determination is made whether the 
internal unauthorized access attempt will be handled inter 
nally to the protected network. If the internal unauthorized 
access attempt will be handled internally, control continues to 
step S260. Otherwise, control jumps to step S270. 
0060. In step S260, a response to the internal unauthorized 
access attempt is initiated. For example, the offending 
employee can be reprimanded, or the like. Control then con 
tinues to step S290. 
0061. In step S270, information regarding the unautho 
rized access attempt is forwarded to one or more information 
centers. Then, in step S280, instructions received from the 
one or more monitoring centers are processed and imple 
mented. Control then continues to step S290 where the con 
trol sequence ends. 
0062. As illustrated in FIGS. 1-4, the network protection 
system can be implemented either on a single programmed 
general purpose computer or a separate programmed general 
purpose computer. However, the network protection system 
can also be implemented on a special purpose computer, a 
programmed microprocessor or microcontroller and periph 
eral integrated circuit element, an ASIC or other integrated 
circuit, a digital signal processor, a hardwired electronic or 
logic circuit, Such as a discrete element circuit, a program 
mable logic device such as a PLD, PLA, FPGA, PAL, or the 
like. In general, any device capable of implementing a finite 
state machine that is in turn capable of implementing the 
flowcharts in FIGS. 5-6 can be used to implement the network 
protection system according to this invention. 
0063. Furthermore, the disclosed method may be readily 
implemented in Software using object or object-oriented Soft 
ware development environments that provide portable source 
code that can be used on a variety of computer or workstation 
hardware platforms. Alternatively, the disclosed distributed 
network protection system may be implemented partially or 
fully in hardware using standard logic circuits or VLSI 
design. Whether hardware or software is used to implement 
the systems and methods in accordance with this invention is 
dependent on the speed and/or efficiency requirements of the 
system, the particular function, and the particular Software 
and/or hardware systems or microprocessor or microcom 
puter systems being utilized. The network protection system 
illustrated herein, however, can be readily implemented in 
hardware and/or software using any known or later-devel 
oped systems or structures, devices and/or software by those 
of ordinary skill in the applicable art from the functional 
description provided herein and with a general basic knowl 
edge of the computer arts. 
0064 Moreover, the disclosed methods may be readily 
implemented as Software executed on a programmed general 
purpose computer, a special purpose computer, a micropro 
cessor or the like. In these instances, the methods and systems 
of this invention can be implemented as a program embedded 
in a personal computer, a piece of executable code, or the like, 
Such as a Java R or CGI script, as an cookie, as a resource 
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residing on a server or graphics workstation, as a routine 
embedded in a dedicated network protection system, or the 
like. The network protection system can also be implemented 
by physically incorporating the systems and methods into a 
hardware and/or software system, such as the hardware and 
Software systems of a computer or dedicated network protec 
tion system. 
0065. It is, therefore, apparent that there has been provided 
in accordance with the present invention, systems and meth 
ods for network protection. While this invention has been 
described in conjunction with a number of embodiments, it is 
evident that many alternatives, modifications and variations 
would be or are apparent to those of ordinary skill in the 
applicable art. Accordingly, applicants intend to embrace all 
Such alternatives, modifications, equivalents and variations 
that are within the spirit and the scope of this invention. 

What is claimed is: 
1. A network protection system, the system comprising: 
an external intrusion detection system that detects an exter 

nal possible unauthorized access attempt into a commu 
nications network being protected, and including, 

an external intrusion detection module, and 
a external communications management module coupled 

to the external intrusion detection module: 
an internal intrusion detection system that detects an inter 

nal possible unauthorized access attempt within the 
communications network being protected, and includ 
ing, 

an internal intrusion detection module, and 
an internal communications management module coupled 

to the internal intrusion detection module; and 
an analysis system coupled to the external intrusion detec 

tion system and the internal intrusion detection system, 
and including, 

a database for storing at least one of profile of information 
related to one or more hackers, unauthorized access 
attempt origin information, information that can aid the 
intrusion analysis system in determining accuracy of a 
detected unauthorized access attempt, 

an intrusion analysis module coupled to the database, and 
an intrusion reaction coordination module coupled to the 

intrusion analysis module and the database, 
wherein the external and internal communications man 

agement modules are coupled to the intrusion analysis 
module and forward to the intrusion analysis module 
respective information regarding the respective detected 
possible unauthorized access attempt, 

the intrusion analysis module determines based on the 
respective information regarding the respective detected 
possible unauthorized access attempt whether or not the 
respective detected possible unauthorized access 
attempt is authorized and communicates with the inter 
nal and external intrusion detection modules via the 
external and internal communications management 
modules whether or not the respective detected possible 
unauthorized access attempt is authorized, and 

the intrusion reaction coordination module determines an 
appropriate action to take if the intrusion analysis mod 
ule determines that the respective detected possible 
unauthorized access attempt is unauthorized. 

2. The system of claim 1, further comprising a monitoring 
center coupled to the analysis system via a communications 
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link, wherein the analysis system communicates information 
regarding an unauthorized access attempt to the monitoring 
Center. 

3. The system of claim 2, wherein the communications link 
is a secure tunnel. 

4. The system of claim 1, wherein the analysis system 
enables communication between at least one destination of 
the protected network and one or more entities attempting the 
unauthorized access attempt. 

5. The system of claim 4, wherein the one or more entities 
attempting the unauthorized access attempt are unaware that 
they are communicating with the at least one destination. 

6. The system of claim 5, wherein communications from 
the at least one destination are modified to appear as if they 
have a predetermined origin. 

7. A network protection method, the method comprising: 
detecting via an external intrusion detection system an 

external possible unauthorized access attempt into a 
communications network being protected, the external 
intrusion detection system including, 

an external intrusion detection module, and 
a external communications management module coupled 

to the external intrusion detection module: 
detecting via an internal intrusion detection system an 

internal possible unauthorized access attempt within the 
communications network being protected, the internal 
intrusion detection system including, 

an internal intrusion detection module, and 
an internal communications management module coupled 

to the internal intrusion detection module: 
wherein an analysis system coupled to the external intru 

sion detection system and the internal intrusion detec 
tion system, the analysis system including, 

a database for storing at least one of profile of information 
related to one or more hackers, unauthorized access 
attempt origin information, information that can aid the 
intrusion analysis system in determining accuracy of a 
detected unauthorized access attempt, 

an intrusion analysis module coupled to the database, and 
an intrusion reaction coordination module coupled to the 

intrusion analysis module and the database; 
forwarding via the external and internal communications 
management modules coupled to the intrusion analysis 
module respective information regarding the respective 
detected possible unauthorized access attempt: 

determining via the intrusion analysis module based on the 
respective information regarding the respective detected 
possible unauthorized access attempt whether or not the 
respective detected possible unauthorized access 
attempt is authorized, and communicating with the inter 
nal and external intrusion detection modules via the 
external and internal communications management 
modules whether or not the respective detected possible 
unauthorized access attempt is authorized, and 

determining via the intrusion reaction coordination mod 
ule an appropriate action to take if the intrusion analysis 
module determines that the respective detected possible 
unauthorized access attempt is unauthorized. 

8. The method of claim 7, further comprising communi 
cating via the analysis system coupled to a monitoring center 
via a communications link information regarding an unautho 
rized access attempt. 

9. The method of claim 8, wherein the communications 
link is a secure tunnel. 
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10. The method of claim 7, further comprising enabling 
communication via the analysis system between at least one 
destination of the protected network and one or more entities 
attempting the unauthorized access attempt. 

11. The method of claim 10, wherein the one or more 
entities attempting the unauthorized access attempt are 
unaware that they are communicating with the at least one 
destination. 

12. The method of claim 11, further comprising modifying 
the communications from the at least one destination to 
appear as if they have a predetermined origin. 

13. A computer program product for network protection, 
including one or more computer readable instructions embed 
ded on a computer readable medium and configured to cease 
one or more computer processors to perform the steps of 

detecting via an external intrusion detection system an 
external possible unauthorized access attempt into a 
communications network being protected, the external 
intrusion detection system including, 

an external intrusion detection module, and 
a external communications management module coupled 

to the external intrusion detection module: 
detecting via an internal intrusion detection system an 

internal possible unauthorized access attempt within the 
communications network being protected, the internal 
intrusion detection system including, 

an internal intrusion detection module, and 
an internal communications management module coupled 

to the internal intrusion detection module: 
wherein an analysis system coupled to the external intru 

sion detection system and the internal intrusion detec 
tion system, the analysis system including, 

a database for storing at least one of profile of information 
related to one or more hackers, unauthorized access 
attempt origin information, information that can aid the 
intrusion analysis system in determining accuracy of a 
detected unauthorized access attempt, 

an intrusion analysis module coupled to the database, and 
an intrusion reaction coordination module coupled to the 

intrusion analysis module and the database; 
forwarding via the external and internal communications 
management modules coupled to the intrusion analysis 
module respective information regarding the respective 
detected possible unauthorized access attempt: 

determining via the intrusion analysis module based on the 
respective information regarding the respective detected 
possible unauthorized access attempt whether or not the 
respective detected possible unauthorized access 
attempt is authorized, and communicating with the inter 
nal and external intrusion detection modules via the 
external and internal communications management 
modules whether or not the respective detected possible 
unauthorized access attempt is authorized, and 

determining via the intrusion reaction coordination mod 
ule an appropriate action to take if the intrusion analysis 
module determines that the respective detected possible 
unauthorized access attempt is unauthorized. 

14. The computer program product of claim 13, further 
comprising communicating via the analysis system coupled 
to a monitoring center via a communications linkinformation 
regarding an unauthorized access attempt. 
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15. The computer program product of claim 14, wherein 
the communications link is a secure tunnel. 

16. The computer program product of claim 13, further 
comprising enabling communication via the analysis system 
between at least one destination of the protected network and 
one or more entities attempting the unauthorized access 
attempt. 

17. The computer program product of claim 16, wherein 
the one or more entities attempting the unauthorized access 

Oct. 16, 2008 

attempt are unaware that they are communicating with the at 
least one destination. 

18. The computer program product of claim 17, further 
comprising modifying the communications from the at least 
one destination to appear as if they have a predetermined 
origin. 


