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Systems and Methods for Securing Data in Motion

Cross-reference to Related Applications

[0001] This application claims the benefit of U.S. provisional application
No. 61/264,464, filed on November 25, 2009, which is hereby incorporated by

reference herein in its entirety.

Field of the Invention

[0002] The present invention relates in general to systems and methods for securing
communications by distributing trust among certificate authorities. The systems and
methods described herein may be used in conjunction with other systems and methods
described in commonly-owned U.S. Patent No. 7,391,865 and commonly-owned U.S.
Patent Application Nos. 11/258,839, filed October 25, 2005, 11/602,667, filed
November 20, 2006, 11/983,355, filed November 7, 2007, 11/999.575, filed December
5,2007, 12/148.365, filed April 18, 2008, 12/209,703, filed September 12, 2008,
12/349,897, filed January 7, 2009, 12/391,025, filed February 23, 2009, all of which

are hereby incorporated by reference herein in their entireties.

Background of the Invention

[0003] Intoday's society, individuals and businesses conduct an ever-increasing

amount of activities on and over computer systems. These computer systems,
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including proprietary and non-proprietary computer networks, are often storing,
archiving, and transmitting all types of sensitive information. Thus, an ever-
incrcasing nced cxists for ensuring data storcd and transmittced over thesc systcms
cannot be read or otherwise compromised.

[0004] One solution is to secure the data using keys of a certificate authority.
Certificate authorities may be run by trusted third-party organizations or companies
that issue digital certificates, such as, for example, VeriSign, Baltimore, Entrust, or the
like. The digital certificate certifies the ownership of a public key by the named
subject of the certificate. This allows others to rely upon signatures or assertions made
by the private key that corresponds to the public key that is certified. Requests for a
digital certificate may be made through digital certificate protocols, such as, for
example, PKCS10. In response to a request, the certificate authority will issue a
certificate in a numbcr of differing protocols, such as, for cxample, PKCS7.

Messages may be exchanged between devices based on the issued certificates.

[0005] If the certificate authority is compromised, then the security of the system
may be lost for each user for whom the certificate authority is certifying a link
between a public key and an identity. For example, an attacker may compromise a
certificate authority by inducing that certificate authority to issue a certificate that
falsely claims to represent an entity. The attacker would have the private key
associated with the certificate authority’s certificate. The attacker could then use this
certificate to send digitally signed messages to a user, and trick that user into believing
that the message was from the trusted entity. The user may respond to the digitally
signed mcssages, which the attacker may dcerypt using the private key. Accordingly,

the trust that the user placed in the certificatc authority may bc compromised.
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Summary of the Invention

[0006] Based on the foregoing, a need exists to provide a secure proxy service that
includes a system that secures communications by distributing trust among a set of

certificate authorities.

[0007] One approach of the present invention is to provide methods and systems in
which a secure data parser is used to pre-process packets of data. The pre-processed
data may then be dispersed into shares. A set of tunnels may be established within a
communication channel using certificates issued by unique certificate authorities, keys
developed during this establishment may be used to encrypt data for each of the tunnels,
and the individual shares of data may be transmitted on each of the tunnels. Thus, in this
approach, trust may be distributed among a set of certificate authorities in the structure

of the communication channel itself.

[0008] The invention provides methods and systems for securing data in motion,
which may include original data packets. A secure communication channel may be
established. Any number of secure communication tunnels may be established within
the secure communication channel based on a distributed trust among unique certificate
authorities. In some embodiments, the secure communication tunnels may be
established using certificates issued by the certificate authorities. Each of the original
data packets may be prepared for transmission over the secure communication tunnels
based on the distributed trust among the set of certificate authorities and multi-factored
secret sharing. In some embodiments, each of the original data packets may be
dispersed into a plurality of shares based on multi-factored secret sharing. Optionally,
this dispersing may be based on an M of N cryptosplit. The shares may be encrypted
based on a key associated with the establishment of a different one of the secure
communication tunnels. In some embodiments, the encrypted shares may be transmitted

over one or more of the secure communication tunnels.

[0009] In some embodiments, each secure communication tunnels may be established
based on the certificate associated with a different one of the unique certificate

authorities. In some embodiments, each secure communication tunnel may be
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associated with a certificate issued by one of the unique certificate authorities under
which the secure communication tunnels were established. For example, there may be a
one-to-one correspondence between a certificate of one of the unique certificate
authorities and the secure communication tunnels. In some embodiments, these
associations may be dynamic. In some embodiments, the shares may be restored by

recombining at least a quorum of the shares.

[0010] In some embodiments, each of the encrypted shares may be received on a
respective one of the secure communication tunnels. Each of the shares may be
decrypted based on the keys associated with the establishment of the secure
communication tunnels. The original data packets may be restored based on, for

example the multi-factored secret sharing.

[0011] In some embodiments, a certificate authority hierarchy may be generated. The
certificate authority hierarchy may include a set of root certificate authorities, a set of
minor certificate authorities, or both. The set of certificate authorities may include the
set of root certificate authorities, the set of minor certificate authorities, or both from the

generated certificate authority hierarchy.

[0012] In some embodiments, each of the N secure communication tunnels may be
established over different physical transport mediums. In some embodiments, at least
one of the physical transport mediums may fail, but the original data packets may be
restored without a loss of data integrity. In some embodiments, a portion of the shares is
designated for transmission over at least one of the failed physical transport mediums,
but some of the physical transport mediums may be operational. In such embodiments,
additional secure communication tunnels may be established within at least one of the
operational physical transport mediums. The portion of the shares designated for
transmission over the at least one failed physical transport mediums may be transmitted

over the additional secure communication tunnels.

[0013] There is also disclosed herein a second approach to distributing trust among a
set of certificate authorities. Both approaches are equally secure. In each approach, the

secure data parser may be integrated with any suitable encryption technology. It will be
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understood that in some embodiments the secure proxy service may be implemented by
integrating a secure data parser with the full Transport Layer Security ("TLS") protocol,
with the Secure Sockets Layer (SSL) protocol, with SSL and full TLS, or implementing
the secure data parser without the use of SSL and/or full TLS. In addition, it will be
understood that in some embodiments the secure proxy service may be implemented in
conjunction with any suitable protocol that makes use of certificate authorities to ensure

the confidentiality, integrity, and authenticity of exchanged messages.

[0014] In the second approach, the secure data parser is used to distribute trust in a set
of certificate authorities during initial negotiation (e.g., the key establishment phase) of
a connection between devices. The certificate authorities may be unique in that the
certificates issued by each have different public and private key pairs. This offers the
assurance that if some (but fewer than a quorum) of the certificate authorities have been
compromised, the connection can still be established, and messages may be exchanged

without disrupting the confidentiality or integrity of the communication.

[0015] In this second approach, methods and systems are provided for computing
shared encryption keys. This computation of shared encryption keys may be part of a
key establishment phase of secure communications between devices. Secret information
may be generated, and public keys may be obtained from unique certificate authorities.
The secret information may be dispersed into any number of shares of secret
information. Each share of secret information may be encrypted based on a public key
of a certificate associated with a different one of the unique certificate authorities.
Optionally, each of the shares of secret information may be encrypted based on a
keywrap. The keywrap may be based on a workgroup key. In some embodiments, the
shares may be recombined, and data may be transmitted based on the recombined

shares.

[0016] In some embodiments, a set of random numbers may be generated. A first
shared encryption key may be computed based on the set of random numbers and the
original secret information. A second shared encryption key may be computed based on
the set of random numbers and the recombined shares. Data may be transmitted based

on the first and second shared encryption keys. In some embodiments, the first and
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second shared encryption keys may be compared. A determination may be made
whether to transmit data based on this comparison, and data may be transmitted based

on this determination.
[0017] The two approaches may be combined in any suitable way. For example, any
number of the secure communication tunnels in the first approach may be established

using the key establishment techniques of the second approach.

Brief Description of the Drawings

[0018] The present invention is described in more detail below in connection with the
attached drawings, which are meant to illustrate and not to limit the invention, and in
which:

[0019] FIGURE 1 illustrates a block diagram of a cryptographic system, according to
aspects of an embodiment of the invention;

[0020] FIGURE 2 illustrates a block diagram of the trust engine of FIGURE 1,
according to aspects of an embodiment of the invention;

[0021] FIGURE 3 illustrates a block diagram of the transaction engine of FIGURE 2,
according to aspects of an embodiment of the invention;

[0022] FIGURE 4 illustrates a block diagram of the depository of FIGURE 2,
according to aspects of an embodiment of the invention;

[0023] FIGURE 5 illustrates a block diagram of the authentication engine of FIGURE
2, according to aspects of an embodiment of the invention;

[0024] FIGURE 6 illustrates a block diagram of the cryptographic engine of FIGURE
2, according to aspects of an embodiment of the invention;

[0025] FIGURE 7 illustrates a block diagram of a depository system, according to
aspects of another embodiment of the invention;

[0026] FIGURE 8 illustrates a flow chart of a data splitting process according to

aspects of an embodiment of the invention;
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[0027] FIGURE 9, Panel A illustrates a data flow of an enrollment process
according to aspects of an embodiment of the invention;

[0028] FIGURE 9, Pancl B illustratcs a flow chart of an interopcrability process
according to aspects of an embodiment of the invention;

[0029] FIGURE 10 illustrates a data flow of an authentication process according to
aspects of an embodiment of the invention;

[0030] FIGURE 11 illustrates a data flow of a signing process according to aspects
of an embodiment of the invention;

[0031] FIGURE 12 illustrates a data flow and an encryption/decryption process
according to aspects and yet another embodiment of the invention;

[0032] FIGURE 13 illustrates a simplified block diagram of a trust engine system
according to aspects of another embodiment of the invention;

[0033] FIGURE 14 illustrates a simplified block diagram of a trust cngine systcm
according to aspects of another embodiment of the invention;

[0034] FIGURE 15 illustrates a block diagram of the redundancy module of
FIGURE 14, according to aspects of an embodiment of the invention;

[0035] FIGURE 16 illustrates a process for evaluating authentications according to
one aspect of the invention;

[0036] FIGURE 17 illustrates a process for assigning a value to an authentication
according to one aspect as shown in FIGURE 16 of the invention;

[0037] FIGURE 18 illustrates a process for performing trust arbitrage in an aspect of
the invention as shown in FIGURE 17; and

[0038] FIGURE 19 illustrates a sample transaction betwceen a user and a vendor
according to aspects of an cmbodiment of the invention where an initial web based
contact leads to a sales contract signed by both parties.

[0039] FIGURE 20 illustrates a sample user system with a cryptographic service
provider module which provides security functions to a user system.

[0040] FIGURE 21 illustrates a process for parsing, splitting and/or separating data

with encryption and storage of the encryption master key with the data.
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[0041] FIGURE 22 illustrates a process for parsing, splitting and/or separating data
with encryption and storing the encryption master key separately from the data.
[0042] FIGURE 23 illustratcs the intermcdiary key proccss for parsing, splitting
and/or separating data with encryption and storage of the encryption master key with
the data.

[0043] FIGURE 24 illustrates the intermediary key process for parsing, splitting
and/or separating data with encryption and storing the encryption master key
separately from the data.

[0044] FIGURE 25 illustrates utilization of the cryptographic methods and systems
of the present invention with a small working group.

[0045] FIGURE 26 is a block diagram of an illustrative physical token security
system employing the secure data parser in accordance with one embodiment of the
present invention.

[0046] FIGURE 27 is a block diagram of an illustrative arrangement in which the
secure data parser is integrated into a system in accordance with one embodiment of
the present invention.

[0047] FIGURE 28 is a block diagram of an illustrative data in motion system in
accordance with one embodiment of the present invention.

[0048] FIGURE 29 is a block diagram of another illustrative data in motion system
in accordance with one embodiment of the present invention.

[0049] FIGURE 30-32 are block diagrams of an illustrative system having the secure
data parser integrated in accordance with one embodiment of the present invention.
[0050] FIGURE 33 is a process tlow diagram of an illustrative proccss for parsing
and splitting data in accordance with one cmbodiment of the prescnt invention.
[0051] FIGURE 34 is a process flow diagram of an illustrative process for restoring
portions of data into original data in accordance with one embodiment of the present
invention.

[0052] FIGURE 35 is a process flow diagram of an illustrative process for splitting

data at the bit level in accordance with one embodiment of the present invention.
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[0053] FIGURE 36 is a process flow diagram of illustrative steps and featuresin
accordance with one embodiment of the present invention.

[0054] FIGURE 37 is a process flow diagram of illustrative steps and fcatures in
accordance with one embodiment of the present invention.

[0055] FIGURE 38 is a simplified block diagram of the storage of key and data
components within shares in accordance with one embodiment of the present
invention.

[0056] FIGURE 39 is a simplified block diagram of the storage of key and data
components within shares using a workgroup key in accordance with one embodiment
of the present invention.

[0057] FIGURES 40A and 40B are simplified and illustrative process flow diagrams
for header generation and data splitting for data in motion in accordance with one
cmbodiment of the prescnt invention.

[0058] FIGURE 41 is a simplified block diagram of an illustrative share format in
accordance with one embodiment of the present invention.

[0059] FIGURE 42 is a simplified and a illustrative hierarchy of certificate
authorities in accordance with one embodiment of the present invention.

[0060] FIGURES 43-47,48A, and 48B are process flow diagrams of illustrative
steps and features for a secure proxy service in accordance with one embodiment of
the present invention.

[0061] FIGURE 48C is a simplified block diagram of a secure proxy service that
distributes trust among a set of certificate authorities in the structure of
communication channels in accordancc with onc cmbodiment of the present invention.
[0062] FIGURES 49 and 50 are process flow diagrams of illustrated steps and
features for a secure proxy service that distributes trust among a set of certificate
authorities in the structure of communication channels in accordance with one

embodiment of the present invention.

Detailed Description of the Invention
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[0063] One aspect of the present invention is to provide a cryptographic system
where one or more secure servers, or a trust engine, stores cryptographic keys and user
authentication data. Uscrs access the functionality of conventional cryptographic
systems through network access to the trust engine, however, the trust engine does not
release actual keys and other authentication data and therefore, the keys and data
remain secure. This server-centric storage of keys and authentication data provides for
user-independent security, portability, availability, and straightforwardness.

[0064] Because users can be confident in, or trust, the cryptographic system to
perform user and document authentication and other cryptographic functions, a wide
variety of functionality may be incorporated into the system. For example, the trust
engine provider can ensure against agreement repudiation by, for example,
authenticating the agreement participants, digitally signing the agreement on behalf of
or for the participants, and storing a rccord of the agreement digitally signed by each
participant. In addition, the cryptographic system may monitor agreements and
determine to apply varying degrees of authentication, based on, for example, price,
user, vendor, geographic location, place of use, or the like.

[0065] To facilitate a complete understanding of the invention, the remainder of the
detailed description describes the invention with reference to the figures, wherein like
elements are referenced with like numerals throughout.

[0066] FIGURE I illustrates a block diagram of a cryptographic system 100,
according to aspects of an embodiment of the invention. As shown in FIGURE 1, the
cryptographic system 100 includes a user system 105, a trust engine 110, a certificate
authority 115, and a vendor systcm 120, communicating through a communication
link 125.

[0067] According to one embodiment of the invention, the user system 105
comprises a conventional general-purpose computer having one or more
microprocessors, such as, for example, an Intel-based processor. Moreover, the user
system 105 includes an appropriate operating system, such as, for example, an
operating system capable of including graphics or windows, such as Windows, Unix,

Linux, or the like. As shown in FIGURE 1, the user system 105 may include a
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biometric device 107. The biometric device 107 may advantageously capture a user's
biometric and transfer the captured biometric to the trust engine 110. According to
onc cmbodiment of the invention, the biometric device may advantagcously comprisc
a device having attributes and features similar to those disclosed in U.S. Patent
Application No. 08/926,277, filed on September 5, 1997, entitled "RELIEF OBJECT
IMAGE GENERATOR," U.S. Patent Application No. 09/558,634, filed on April 26,
2000, entitled "IMAGING DEVICE FOR A RELIEF OBJECT AND SYSTEM AND
METHOD OF USING THE IMAGE DEVICE," U.S. Patent Application

No. 09/435,011, filed on November 5, 1999, entitled "RELIEF OBJECT SENSOR
ADAPTOR," and U.S. Patent Application No. 09/477,943, filed on January 5, 2000,
entitled "PLANAR OPTICAL IMAGE SENSOR AND SYSTEM FOR GENERATING
AN ELECTRONIC IMAGE OF A RELIEF OBJECT FOR FINGERPRINT READING,"
all of which are owned by the instant assignec, and all of which are hercby
incorporated by reference herein.

[0068] In addition, the user system 105 may connect to the communication link 125
through a conventional service provider, such as, for example, a dial up, digital
subscriber line (DSL), cable modem, fiber connection, or the like. According to
another embodiment, the user system 105 connects the communication link 125
through network connectivity such as, for example, a local or wide area network.
According to one embodiment, the operating system includes a TCP/IP stack that
handles all incoming and outgoing message traffic passed over the communication
link 125.

[0069] Although the uscr system 105 is disclosed with reference to the foregoing
embodiments, the invention is not intcnded to be limited thereby. Rather, a skilled
artisan will recognize from the disclosure herein, a wide number of alternatives
embodiments of the user system 105, including almost any computing device capable
of sending or receiving information from another computer system. For example, the
user system 105 may include, but is not limited to, a computer workstation, an
interactive television, an interactive kiosk, a personal mobile computing device, such

as a digital assistant, mobile phone, laptop, or the like, personal networking
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equipment, such as a home router, a network storage device ("NAS"), personal
hotspot, or the like, or a wireless communications device, a smartcard, an embedded
computing device, or the like, which can intcract with thc communication link 125. In
such alternative systems, the operating systems will likely differ and be adapted for
the particular device. However, according to one embodiment, the operating systems
advantageously continue to provide the appropriate communications protocols needed
to establish communication with the communication link 125,

[0070] FIGURE 1 illustrates the trust engine 110. According to one embodiment,
the trust engine 110 comprises one or more secure servers for accessing and storing
sensitive information, which may be any type or form of data, such as, but not limited
to text, audio, video, user authentication data and public and private cryptographic
keys. According to one embodiment, the authentication data includes data designed to
uniqucly identify a uscr of the cryptographic system 100. For cxample, the
authentication data may include a user identification number, one or more biometrics,
and a series of questions and answers generated by the trust engine 110 or the user, but
answered initially by the user at enrollment. The foregoing questions may include
demographic data, such as place of birth, address, anniversary, or the like, personal
data, such as mother's maiden name, favorite ice cream, or the like, or other data
designed to uniquely identify the user. The trust engine 110 compares a user's
authentication data associated with a current transaction, to the authentication data
provided at an earlier time, such as, for example, during enrollment. The trust engine
110 may advantageously require the user to produce the authentication data at the time
of each transaction, or, the trust enginc 110 may advantageously allow the user to
periodically producc authentication data, such as at the beginning of a string of
transactions or the logging onto a particular vendor website.

[0071] According to the embodiment where the user produces biometric data, the
user provides a physical characteristic, such as, but not limited to, facial scan, hand
scan, ear scan, iris scan, retinal scan, vascular pattern, DNA, a fingerprint, writing or
speech, to the biometric device 107. The biometric device advantageously produces

an electronic pattern, or biometric, of the physical characteristic. The electronic
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pattern is transferred through the user system 105 to the trust engine 110 for either
enrollment or authentication purposes.

[0072] Oncc the user produccs the appropriate authentication data and the trust
engine 110 determines a positive match between that authentication data (current
authentication data) and the authentication data provided at the time of enrollment
(enrollment authentication data), the trust engine 110 provides the user with complete
cryptographic functionality. For example, the properly authenticated user may
advantageously employ the trust engine 110 to perform hashing, digitally signing,
encrypting and decrypting (often together referred to only as encrypting), creating or
distributing digital certificates, and the like. However, the private cryptographic keys
used in the cryptographic functions will not be available outside the trust engine 110,
thereby ensuring the integrity of the cryptographic keys.

[0073] According to onc embodiment, the trust enginc 110 gencrates and storcs
cryptographic keys. According to another embodiment, at least one cryptographic key
is associated with each user. Moreover, when the cryptographic keys include
public-key technology, each private key associated with a user is generated within,
and not released from, the trust engine 110. Thus, so long as the user has access to the
trust engine 110, the user may perform cryptographic functions using his or her private
or public key. Such remote access advantageously allows users to remain completely
mobile and access cryptographic functionality through practically any Internet
connection, such as cellular and satellite phones, kiosks, laptops, hotel rooms and the
like.

[0074] According to anothcr embodiment, the trust cngine 110 performs the
cryptographic functionality using a kcy pair generated for the trust engine 110.
According to this embodiment, the trust engine 110 first authenticates the user, and
after the user has properly produced authentication data matching the enrollment
authentication data, the trust engine 110 uses its own cryptographic key pair to
perform cryptographic functions on behalf of the authenticated user.

[0075] A skilled artisan will recognize from the disclosure herein that the

cryptographic keys may advantageously include some or all of symmetric keys, public
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keys, and private keys. In addition, a skilled artisan will recognize from the disclosure
herein that the foregoing keys may be implemented with a wide number of algorithms
available from commercial tcchnologics, such as, for cxample, RSA, ELGAMAL, or
the like.

[0076] FIGURE 1 also illustrates the certificate authority 115. According to one
embodiment, the certificate authority 115 may advantageously comprise a trusted
third-party organization or company that issues digital certificates, such as, for
example, VeriSign, Baltimore, Entrust, or the like. The trust engine 110 may
advantageously transmit requests for digital certificates, through one or more
conventional digital certificate protocols, such as, for example, PKCS10, to the
certificate authority 115. In response, the certificate authority 115 will issue a digital
certificate in one or more of a number of differing protocols, such as, for example,
PKCS7. According to onc cmbodiment of thc invention, the trust engine 110 rcquests
digital certificates from several or all of the prominent certificate authorities 115 such
that the trust engine 110 has access to a digital certificate corresponding to the
certificate standard of any requesting party.

[0077] According to another embodiment, the trust engine 110 internally performs
certificate issuances. In this embodiment, the trust engine 110 may access a certificate
system for generating certificates and/or may internally generate certificates when
they are requested, such as, for example, at the time of key generation or in the
certificate standard requested at the time of the request. The trust engine 110 will be
disclosed in greater detail below.

[0078] FIGURE 1 also illustratcs the vendor systcm 120. According to one
embodiment, the vendor system 120 advantageously compriscs a Web scrver. Typical
Web servers generally serve content over the Internet using one of several internet
markup languages or document format standards, such as the Hyper-Text Markup
Language (HTML) or the Extensible Markup Language (XML). The Web server
accepts requests from browsers like Netscape and Internet Explorer and then returns
the appropriate electronic documents. A number of server or client-side technologies

can be used to increase the power of the Web server beyond its ability to deliver
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standard electronic documents. For example, these technologies include Common
Gateway Interface (CGI) scripts, SSL security, and Active Server Pages (ASPs). The
vendor system 120 may advantagcously provide elcctronic content relating to
commercial, personal, educational, or other transactions.

[0079] Although the vendor system 120 is disclosed with reference to the foregoing
embodiments, the invention is not intended to be limited thereby. Rather, a skilled
artisan will recognize from the disclosure herein that the vendor system 120 may
advantageously comprise any of the devices described with reference to the user
system 105 or combination thereof.

[0080] FIGURE 1 also illustrates the communication link 125 connecting the user
system 105, the trust engine 110, the certificate authority 115, and the vendor system
120. According to one embodiment, the communication link 125 preferably
compriscs the Internct. The Internet, as used throughout this disclosure is a global
network of computers. The structure of the Internet, which is well known to those of
ordinary skill in the art, includes a network backbone with networks branching from
the backbone. These branches, in turn, have networks branching from them, and so
on. Routers move information packets between network levels, and then from
network to network, until the packet reaches the neighborhood of its destination.
From the destination, the destination network's host directs the information packet to
the appropriate terminal, or node. In one advantageous embodiment, the Internet
routing hubs comprise domain name system (DNS) servers using Transmission
Control Protocol/Internet Protocol (TCP/IP) as is well known in the art. The routing
hubs conncct to onc or more othcr routing hubs via high-specd communication links.
[0081] One popular part of the Internet is the World Widec Web. The World Wide
Web contains different computers, which store documents capable of displaying
graphical and textual information. The computers that provide information on the
World Wide Web are typically called "websites." A website is defined by an Internet
address that has an associated electronic page. The electronic page can be identified
by a Uniform Resource Locator (URL). Generally, an electronic page is a document

that organizes the presentation of text, graphical images, audio, video, and so forth.
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[0082] Although the communication link 125 is disclosed in terms of its preferred
embodiment, one of ordinary skill in the art will recognize from the disclosure herein
that thc communication link 125 may includc a wide rangc of intcractive
communications links. For example, the communication link 125 may include
interactive television networks, telephone networks, wireless data transmission
systems, two-way cable systems, customized private or public computer networks,
interactive kiosk networks, automatic teller machine networks, direct links, satellite or
cellular networks, and the like.

[0083] FIGURE 2 illustrates a block diagram of the trust engine 110 of FIGURE 1
according to aspects of an embodiment of the invention. As shown in FIGURE 2, the
trust engine 110 includes a transaction engine 205, a depository 210, an authentication
engine 215, and a cryptographic engine 220. According to one embodiment of the
invention, the trust cngine 110 also includces mass storage 225. As further shown in
FIGURE 2, the transaction engine 205 communicates with the depository 210, the
authentication engine 215, and the cryptographic engine 220, along with the mass
storage 225. In addition, the depository 210 communicates with the authentication
engine 215, the cryptographic engine 220, and the mass storage 225. Moreover, the
authentication engine 215 communicates with the cryptographic engine 220.
According to one embodiment of the invention, some or all of the foregoing
communications may advantageously comprise the transmission of XML documents
to IP addresses that correspond to the receiving device. As mentioned in the
foregoing, XML documents advantageously allow designers to create their own
customizcd document tags, cnabling the dcfinition, transmission, validation, and
interpretation of data between applications and between organizations. Morcover,
some or all of the foregoing communications may include conventional SSL
technologies.

[0084] According to one embodiment, the transaction engine 205 comprises a data
routing device, such as a conventional Web server available from Netscape, Microsoft,
Apache, or the like. For example, the Web server may advantageously receive

incoming data from the communication link 125. According to one embodiment of
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the invention, the incoming data is addressed to a front-end security system for the
trust engine 110). For example, the front-end security systcm may advantageously
includc a firewall, an intrusion dctcction system scarching for known attack profiles,
and/or a virus scanner. After clearing the front-end security system, thc data is
received by the transaction engine 205 and routed to one of the depository 210, the
authentication engine 215, the cryptographic engine 220, and the mass storage 225. In
addition, the transaction engine 205 monitors incoming data from the authentication
engine 215 and cryptographic engine 220, and routes the data to particular systems
through the communication link 125. For example, the transaction engine 205 may
advantageously route data to the user system 105, the certificate authority 115, or the
vendor system 120.

[0085] According to one embodiment, the data is routed using conventional HTTP
routing techniques, such as, for example, employing URLSs or Uniform Resourcc
Indicators (URIs). URIs are similar to URLs, however, URIs typically indicate the
source of files or actions, such as, for example, executables, scripts, and the like.
Therefore, according to the one embodiment, the user system 105, the certificate
authority 115, the vendor system 120, and the components of the trust engine 210,
advantageously include sufficient data within communication URLs or URIs for the
transaction engine 205 to properly route data throughout the cryptographic system.
[0086] Although the data routing is disclosed with reference to its preferred
embodiment, a skilled artisan will recognize a wide number of possible data routing
solutions or strategies. For example, XML or other data packets may advantageously
be unpacked and rccognized by their format, content, or the like, such that the
transaction enginc 205 may properly routc data throughout thc trust cngine 110.
Moreover, a skilled artisan will recognize that the data routing may advantageously be
adapted to the data transfer protocols conforming to particular network systems, such
as, for example, when the communication link 125 comprises a local network.

[0087] According to yet another embodiment of the invention, the transaction engine
205 includes conventional SSL encryption technologies, such that the foregoing

systems may authenticate themselves, and vise-versa, with transaction engine 205,
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during particular communications. As will be used throughout this disclosure, the
term "% SSL" refers to communications where a server but not necessarily the client,
is SSL authenticated, and the term "FULL SSL" refers to communications wherce the
client and the server are SSL authenticated. When the instant disclosure uses the term
"SSL", the communication may comprise s or FULL SSL.

[0088] As the transaction engine 205 routes data to the various components of the
cryptographic system 100, the transaction engine 205 may advantageously create an
audit trail. According to one embodiment, the audit trail includes a record of at least
the type and format of data routed by the transaction engine 205 throughout the
cryptographic system 100. Such audit data may advantageously be stored in the mass
storage 225.

[0089] FIGURE 2 also illustrates the depository 210. According to one
cmbodiment, the depository 210 comprises one or morc data storage facilitics, such as,
for example, a directory server, a database server, or the like. As shown in FIGURE 2,
the depository 210 stores cryptographic keys and enrollment authentication data. The
cryptographic keys may advantageously correspond to the trust engine 110 or to users
of the cryptographic system 100, such as the user or vendor. The enrollment
authentication data may advantageously include data designed to uniquely identify a
user, such as, user ID, passwords, answers to questions, biometric data, or the like.
This enrollment authentication data may advantageously be acquired at enrollment of
a user or another alternative later time. For example, the trust engine 110 may include
periodic or other renewal or reissue of enrollment authentication data.

[0090] According to onc cmbodiment, thc communication from the transaction
engine 205 to and from the authentication engine 215 and the cryptographic cngine
220 comprises secure communication, such as, for example conventional SSL
technology. In addition, as mentioned in the foregoing, the data of the
communications to and from the depository 210 may be transferred using URLs,
URIs, HTTP or XML documents, with any of the foregoing advantageously having

data requests and formats embedded therein.
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[0091] As mentioned above, the depository 210 may advantageously comprises a
plurality of secure data storage facilities. In such an embodiment, the secure data
storage facilitics may be configurcd such that a compromisc of the security in one
individual data storage facility will not compromise the cryptographic keys or the
authentication data stored therein. For example, according to this embodiment, the
cryptographic keys and the authentication data are mathematically operated on so as to
statistically and substantially randomize the data stored in each data storage facility.
According to one embodiment, the randomization of the data of an individual data
storage facility renders that data undecipherable. Thus, compromise of an individual
data storage facility produces only a randomized undecipherable number and does not
compromise the security of any cryptographic keys or the authentication data as a
whole.

[0092] FIGURE 2 also illustrates the trust enginc 110 including the authentication
engine 215. According to one embodiment, the authentication engine 215 comprises a
data comparator configured to compare data from the transaction engine 205 with data
from the depository 210. For example, during authentication, a user supplies current
authentication data to the trust engine 110 such that the transaction engine 205
receives the current authentication data. As mentioned in the foregoing, the
transaction engine 205 recognizes the data requests, preferably in the URL or URI,
and routes the authentication data to the authentication engine 215. Moreover, upon
request, the depository 210 forwards enrollment authentication data corresponding to
the user to the authentication engine 215. Thus, the authentication engine 215 has
both thc current authentication data and the cnrollment authentication data for
comparison.

[0093] According to one embodiment, the communications to the authentication
engine comprise secure communications, such as, for example, SSL technology.
Additionally, security can be provided within the trust engine 110 components, such
as, for example, super-encryption using public key technologies. For example,
according to one embodiment, the user encrypts the current authentication data with

the public key of the authentication engine 215. In addition, the depository 210 also
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encrypts the enrollment authentication data with the public key of the authentication
engine 215. In this way, only the authentication engine's private key can be used to
decrypt the transmissions.

[0094] As shown in FIGURE 2, the trust engine 110 also includes the cryptographic
engine 220. According to one embodiment, the cryptographic engine comprises a
cryptographic handling module, configured to advantageously provide conventional
cryptographic functions, such as, for example, public-key infrastructure (PKI)
functionality. For example, the cryptographic engine 220 may advantageously issue
public and private keys for users of the cryptographic system 100. In this manner, the
cryptographic keys are generated at the cryptographic engine 220 and forwarded to the
depository 210 such that at least the private cryptographic keys are not available
outside of the trust engine 110. According to another embodiment, the cryptographic
cngine 220 randomizcs and splits at Icast the private cryptographic kcy data, thereby
storing only the randomized split data. Similar to the splitting of the enrollment
authentication data, the splitting process ensures the stored keys are not available
outside the cryptographic engine 220. According to another embodiment, the
functions of the cryptographic engine can be combined with and performed by the
authentication engine 215.

[0095] According to one embodiment, communications to and from the
cryptographic engine include secure communications, such as SSL technology. In
addition, XML documents may advantageously be employed to transfer data and/or
make cryptographic function requests.

[0096] FIGURE 2 also illustrates the trust enginc 110 having thc mass storagc 225.
As mentioned in the forcgoing, the transaction enginc 205 kecps data corresponding to
an audit trail and stores such data in the mass storage 225. Similarly, according to one
embodiment of the invention, the depository 210 keeps data corresponding to an audit
trail and stores such data in the mass storage device 225. The depository audit trail
data is similar to that of the transaction engine 205 in that the audit trail data

comprises a record of the requests received by the depository 210 and the response
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thereof. In addition, the mass storage 225 may be used to store digital certificates
having the public key of a user contained therein.

[0097] Although the trust enginc 110 is disclosed with reference to its preferred and
alternative embodiments, the invention is not intended to be limited thereby. Rather, a
skilled artisan will recognize in the disclosure herein, a wide number of alternatives
for the trust engine 110. For example, the trust engine 110, may advantageously
perform only authentication, or alternatively, only some or all of the cryptographic
functions, such as data encryption and decryption. According to such embodiments,
one of the authentication engine 215 and the cryptographic engine 220 may
advantageously be removed, thereby creating a more straightforward design for the
trust engine 110. In addition, the cryptographic engine 220 may also communicate
with a certificate authority such that the certificate authority is embodied within the
trust enginc 110. According to yet anothcr embodiment, the trust engine 110 may
advantageously perform authentication and one or more cryptographic functions, such
as, for example, digital signing.

[0098] FIGURE 3 illustrates a block diagram of the transaction engine 205 of
FIGURE 2, according to aspects of an embodiment of the invention. According to this
embodiment, the transaction engine 205 comprises an operating system 305 having a
handling thread and a listening thread. The operating system 305 may advantageously
be similar to those found in conventional high volume servers, such as, for example,
Web servers available from Apache. The listening thread monitors the incoming
communication from one of the communication link 125, the authentication engine
215, and the cryptographic engine 220 for incoming data flow. Thc handling thrcad
recognizes particular data structures of the incoming data flow, such as, for cxamplc,
the foregoing data structures, thereby routing the incoming data to one of the
communication link 125, the depository 210, the authentication engine 215, the
cryptographic engine 220, or the mass storage 225. As shown in FIGURE 3, the
incoming and outgoing data may advantageously be secured through, for example,

SSL technology.
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[0099] FIGURE 4 illustrates a block diagram of the depository 210 of FIGURE 2
according to aspects of an embodiment of the invention. According to this
embodiment, thc depository 210 compriscs onc or morc lightweight dircctory acccess
protocol (LDAP) servers. LDAP directory servers are available from a wide variety of
manufacturers such as Netscape, ISO, and others. FIGURE 4 also shows that the
directory server preferably stores data 405 corresponding to the cryptographic keys
and data 410 corresponding to the enrollment authentication data. According to one
embodiment, the depository 210 comprises a single logical memory structure indexing
authentication data and cryptographic key data to a unique user ID. The single logical
memory structure preferably includes mechanisms to ensure a high degree of trust, or
security, in the data stored therein. For example, the physical location of the
depository 210 may advantageously include a wide number of conventional security
mcasurcs, such as limitcd employce access, modern surveillance systems, and the likc.
In addition to, or in lieu of, the physical securities, the computer system or server may
advantageously include software solutions to protect the stored data. For example, the
depository 210 may advantageously create and store data 415 corresponding to an
audit trail of actions taken. In addition, the incoming and outgoing communications
may advantageously be encrypted with public key encryption coupled with
conventional SSL technologies.

[0100] According to another embodiment, the depository 210 may comprise distinct
and physically separated data storage facilities, as disclosed further with reference to
FIGURE 7.

[0101] FIGURE 5 illustratcs a block diagram of the authentication engine 215 of
FIGURE 2 according to aspects of an embodiment of the invention. Similar to the
transaction engine 205 of FIGURE 3, the authentication engine 215 comprises an
operating system 505 having at least a listening and a handling thread of a modified
version of a conventional Web server, such as, for example, Web servers available
from Apache. As shown in FIGURE 5, the authentication engine 215 includes access

to at least one private key 510. The private key 510 may advantageously be used for
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example, to decrypt data from the transaction engine 205 or the depository 210, which
was encrypted with a corresponding public key of the authentication engine 215.
[0102] FIGURE 5 also illustratcs the authentication cngine 215 comprising a
comparator 515, a data splitting module 520, and a data assembling module 525.
According to the preferred embodiment of the invention, the comparator 515 includes
technology capable of comparing potentially complex patterns related to the foregoing
biometric authentication data. The technology may include hardware, software, or
combined solutions for pattern comparisons, such as, for example, those representing
finger print patterns or voice patterns. In addition, according to one embodiment, the
comparator 515 of the authentication engine 215 may advantageously compare
conventional hashes of documents in order to render a comparison result. According
to one embodiment of the invention, the comparator 515 includes the application of
heuristics 530 to the comparison. The heuristics 530 may advantagcously address
circumstances surrounding an authentication attempt, such as, for example, the time of
day, IP address or subnet mask, purchasing profile, email address, processor serial
number or ID, or the like.

[0103] Moreover, the nature of biometric data comparisons may result in varying
degrees of confidence being produced from the matching of current biometric
authentication data to enrollment data. For example, unlike a traditional password
which may only return a positive or negative match, a fingerprint may be determined
to be a partial match, e.g. a 90% match, a 75% match, or a 10% match, rather than
simply being correct or incorrect. Other biometric identifiers such as voice print
analysis or face recognition may sharc this property of probabilistic authentication,
rather than absolute authentication,

[0104] When working with such probabilistic authentication or in other cases where
an authentication is considered less than absolutely reliable, it is desirable to apply the
heuristics 530 to determine whether the level of confidence in the authentication
provided is sufficiently high to authenticate the transaction which is being made.
[0105] It will sometimes be the case that the transaction at issue is a relatively low

value transaction where it is acceptable to be authenticated to a lower level of
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confidence. This could include a transaction which has a low dollar value associated
with it (e.g., a $10 purchase) or a transaction with low risk (e.g., admission to a
mcmbcrs-only wcb sitc).

[0106] Conversely, for authenticating other transactions, it may be desirable to
require a high degree of confidence in the authentication before allowing the
transaction to proceed. Such transactions may include transactions of large dollar
value (e.g., signing a multi-million dollar supply contract) or transaction with a high
risk if an improper authentication occurs (e.g., remotely logging onto a government
computer).

[0107] The use of the heuristics 530 in combination with confidence levels and
transactions values may be used as will be described below to allow the comparator to
provide a dynamic context-sensitive authentication system.

[0108] According to another embodiment of the invention, thc comparator 515 may
advantageously track authentication attempts for a particular transaction. For
example, when a transaction fails, the trust engine 110 may request the user to re-enter
his or her current authentication data. The comparator 515 of the authentication
engine 215 may advantageously employ an attempt limiter 535 to limit the number of
authentication attempts, thereby prohibiting brute-force attempts to impersonate a
user's authentication data. According to one embodiment, the attempt limiter 535
comprises a software module monitoring transactions for repeating authentication
attempts and, for example, limiting the authentication attempts for a given transaction
to three. Thus, the attempt limiter 535 will limit an automated attempt to impersonate
an individual's authentication data to, for cxample, simply threc "guesscs." Upon three
failurcs, the attempt limiter 535 may advantageously deny additional authentication
attempts. Such denial may advantageously be implemented through, for example, the
comparator 515 returning a negative result regardless of the current authentication data
being transmitted. On the other hand, the transaction engine 205 may advantageously
block any additional authentication attempts pertaining to a transaction in which three

attempts have previously failed.
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[0109] The authentication engine 215 also includes the data splitting module 520
and the data assembling module 525. The data splitting module 520 advantageously
compriscs a softwarc, hardwarc, or combination module having the ability to
mathematically operate on various data so as to substantially randomize and split the
data into portions. According to one embodiment, original data is not recreatable from
an individual portion. The data assembling module 525 advantageously comprises a
software, hardware, or combination module configured to mathematically operate on
the foregoing substantially randomized portions, such that the combination thereof
provides the original deciphered data. According to one embodiment, the
authentication engine 215 employs the data splitting module 520 to randomize and
split enrollment authentication data into portions, and employs the data assembling
module 525 to reassemble the portions into usable enrollment authentication data.
[0110] FIGURE 6 illustrates a block diagram of the cryptographic cngine 220 of the
trust engine 200 of FIGURE 2 according to aspects of one embodiment of the
invention. Similar to the transaction engine 205 of FIGURE 3, the cryptographic
engine 220 comprises an operating system 605 having at least a listening and a
handling thread of a modified version of a conventional Web server, such as, for
example, Web servers available from Apache. As shown in FIGURE 6, the
cryptographic engine 220 comprises a data splitting module 610 and a data assembling
module 620 that function similar to those of FIGURE 5. However, according to one
embodiment, the data splitting module 610 and the data assembling module 620
process cryptographic key data, as opposed to the foregoing enrollment authentication
data. Although, a skilled artisan will rccognize from the disclosure hercin that the data
splitting modulc 910 and the data splitting module 620 may bc combined with those of
the authentication engine 215.

[0111] The cryptographic engine 220 also comprises a cryptographic handling
module 625 configured to perform one, some or all of a wide number of cryptographic
functions. According to one embodiment, the cryptographic handling module 625
may comprise software modules or programs, hardware, or both. According to

another embodiment, the cryptographic handling module 625 may perform data
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comparisons, data parsing, data splitting, data separating, data hashing, data
encryption or decryption, digital signature verification or creation, digital certificate
generation, storagc, or rcquests, cryptographic key gencration, or the like. Morcover,
a skilled artisan will recognize from the disclosure herein that the cryptographic
handling module 825 may advantageously comprises a public-key infrastructure, such
as Pretty Good Privacy (PGP), an RSA-based public-key system, or a wide number of
alternative key management systems. In addition, the cryptographic handling module
625 may perform public-key encryption, symmetric-key encryption, or both. In
addition to the foregoing, the cryptographic handling module 625 may include one or
more computer programs or modules, hardware, or both, for implementing seamless,
transparent, interoperability functions.

[0112] A skilled artisan will also recognize from the disclosure herein that the
cryptographic functionality may includc a wide numbcr or varicty of functions
generally relating to cryptographic key management systems.

[0113] FIGURE 7 illustrates a simplified block diagram of a depository system 700
according to aspects of an embodiment of the invention. As shown in FIGURE 7, the
depository system 700 advantageously comprises multiple data storage facilities, for
example, data storage facilities D1, D2, D3, and D4. However, it is readily
understood by those of ordinary skill in the art that the depository system may have
only one data storage facility. According to one embodiment of the invention, each of
the data storage facilities D1 through D4 may advantageously comprise some or all of
the elements disclosed with reference to the depository 210 of FIGURE 4. Similar to
the depository 210, the data storage facilities D1 through D4 communicate with the
transaction engine 205, the authentication engine 215, and the cryptographic cnginc
220, preferably through conventional SSL. Communication links transferring, for
example, XML documents. Communications from the transaction engine 205 may
advantageously include requests for data, wherein the request is advantageously
broadcast to the IP address of each data storage facility D1 through D4. On the other

hand, the transaction engine 205 may broadcast requests to particular data storage
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facilities based on a wide number of criteria, such as, for example, response time,
server loads, maintenance schedules, or the like.

[0114] Inrcsponsc to requcsts for data from the transaction cngine 205, the
depository system 700 advantageously forwards stored data to the authentication
engine 215 and the cryptographic engine 220. The respective data assembling
modules receive the forwarded data and assemble the data into useable formats. On
the other hand, communications from the authentication engine 215 and the
cryptographic engine 220 to the data storage facilities D1 through D4 may include the
transmission of sensitive data to be stored. For example, according to one
embodiment, the authentication engine 215 and the cryptographic engine 220 may
advantageously employ their respective data splitting modules to divide sensitive data
into undecipherable portions, and then transmit one or more undecipherable portions
of the sensitive data to a particular data storage facility.

[0115] According to one embodiment, each data storage facility, D1 through D4,
comprises a separate and independent storage system, such as, for example, a directory
server. According to another embodiment of the invention, the depository system 700
comprises multiple geographically separated independent data storage systems. By
distributing the sensitive data into distinct and independent storage facilities D1
through D4, some or all of which may be advantageously geographically separated,
the depository system 700 provides redundancy along with additional security
measures. For example, according to one embodiment, only data from two of the
multiple data storage facilities, D1 through D4, are needed to decipher and reassemble
the sensitive data. Thus, as many as two of the four data storage facilities D1 through
D4 may bc inoperative due to maintenance, system failurc, power failure, or the like,
without affecting the functionality of the trust engine 110. In addition, because,
according to one embodiment, the data stored in each data storage facility is
randomized and undecipherable, compromise of any individual data storage facility
does not necessarily compromise the sensitive data. Moreover, in the embodiment
having geographical separation of the data storage facilities, a compromise of multiple

geographically remote facilities becomes increasingly difficult. In fact, even a rogue
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employee will be greatly challenged to subvert the needed multiple independent
geographically remote data storage facilities.

[0116] Although the depository system 700 is discloscd with reference to its
preferred and alternative embodiments, the invention is not intended to be limited
thereby. Rather, a skilled artisan will recognize from the disclosure herein, a wide
number of alternatives for the depository system 700. For example, the depository
system 700 may comprise one, two or more data storage facilities. In addition,
sensitive data may be mathematically operated such that portions from two or more
data storage facilities are needed to reassemble and decipher the sensitive data.

[0117] As mentioned in the foregoing, the authentication engine 215 and the
cryptographic engine 220 each include a data splitting module 520 and 610,
respectively, for splitting any type or form of sensitive data, such as, for example, text,
audio, video, the authentication data and the cryptographic kcy data. FIGURE §
illustrates a flowchart of a data splitting process 800 performed by the data splitting
module according to aspects of an embodiment of the invention. As shown in
FIGURE 8, the data splitting process 800 begins at step 805 when sensitive data "S" is
received by the data splitting module of the authentication engine 215 or the
cryptographic engine 220. Preferably, in step 810, the data splitting module then
generates a substantially random number, value, or string or set of bits, "A." For
example, the random number A may be generated in a wide number of varying
conventional techniques available to one of ordinary skill in the art, for producing high
quality random numbers suitable for use in cryptographic applications. In addition,
according to one embodiment, the random number A compriscs a bit length which
may be any suitable length, such as shorter, longer or equal to the bit length of the
sensitive data, S.

[0118] In addition, in step 820 the data splitting process 800 generates another
statistically random number "C." According to the preferred embodiment, the
generation of the statistically random numbers A and C may advantageously be done
in parallel. The data splitting module then combines the numbers A and C with the

sensitive data S such that new numbers "B" and "D" are generated. For example,
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number B may comprise the binary combination of A XOR S and number D may
comprise the binary combination of C XOR S. The XOR function, or the "exclusive-
or" function, is well known to thosc of ordinary skill in the art. The foregoing
combinations preferably occur in steps 825 and 830, respectively, and, according to
one embodiment, the foregoing combinations also occur in parallel. The data splitting
process 800 then proceeds to step 835 where the random numbers A and C and the
numbers B and D are paired such that none of the pairings contain sufficient data, by
themselves, to reorganize and decipher the original sensitive data S. For example, the
numbers may be paired as follows: AC, AD, BC, and BD. According to one
embodiment, each of the foregoing pairings is distributed to one of the depositories D1
through D4 of FIGURE 7. According to another embodiment, each of the foregoing
pairings is randomly distributed to one of the depositories D1 through D4. For
cxample, during a first data splitting proccss 800, the pairing AC may be scnt to
depository D2, through, for example, a random selection of D2's IP address. Then,
during a second data splitting process 800, the pairing AC may be sent to depository
D4, through, for example, a random selection of D4's IP address. In addition, the
pairings may all be stored on one depository, and may be stored in separate locations
on said depository.

[0119] Based on the foregoing, the data splitting process 800 advantageously places
portions of the sensitive data in each of the four data storage facilities D1 through D4,
such that no single data storage facility D1 through D4 includes sufficient encrypted
data to recreate the original sensitive data S. As mentioned in the foregoing, such
randomization of the data into individually unusablc encryptcd portions increascs
security and provides for maintained trust in the data cven if one of the data storage
facilities, D1 through D4, is compromised.

[0120] Although the data splitting process 800 is disclosed with reference to its
preferred embodiment, the invention is not intended to be limited thereby. Rather a
skilled artisan will recognize from the disclosure herein, a wide number of alternatives
for the data splitting process 800. For example, the data splitting process may

advantageously split the data into two numbers, for example, random number A and
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number B and, randomly distribute A and B through two data storage facilities.
Moreover, the data splitting process 800 may advantageously split the data among a
widc number of data storage facilitics through gencration of additional random
numbers. The data may be split into any desired, selected, predetermined, or
randomly assigned size unit, including but not limited to, a bit, bits, bytes, kilobytes,
megabytes or larger, or any combination or sequence of sizes. In addition, varying the
sizes of the data units resulting from the splitting process may render the data more
difficult to restore to a useable form, thereby increasing security of sensitive data. It is
readily apparent to those of ordinary skill in the art that the split data unit sizes may be
a wide variety of data unit sizes or patterns of sizes or combinations of sizes. For
example, the data unit sizes may be selected or predetermined to be all of the same
size, a fixed set of different sizes, a combination of sizes, or randomly generates sizes.
Similarly, the data units may be distributcd into one or more sharcs according to a
fixed or predetermined data unit size, a pattern or combination of data unit sizes, or a
randomly generated data unit size or sizes per share.

[0121] As mentioned in the foregoing, in order to recreate the sensitive data S, the
data portions need to be derandomized and reorganized. This process may
advantageously occur in the data assembling modules, 525 and 620, of the
authentication engine 215 and the cryptographic engine 220, respectively. The data
assembling module, for example, data assembly module 525, receives data portions
from the data storage facilities D1 through D4, and reassembles the data into useable
form. For example, according to one embodiment where the data splitting module 520
employcd thc data splitting process 800 of FIGURE 8, the data assembling modulc
525 uscs data portions from at least two of the data storage facilitics D1 through D4 to
recreate the sensitive data S. For example, the pairings of AC, AD, BC, and BD, were
distributed such that any two provide one of A and B, or, C and D. Noting that S = A
XOR B or S = C XOR D indicates that when the data assembling module receives one
of A and B, or, C and D, the data assembling module 525 can advantageously
reassemble the sensitive data S. Thus, the data assembling module 525 may assemble

the sensitive data S, when, for example, it receives data portions from at least the first
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two of the data storage facilities D1 through D4 to respond to an assemble request by
the trust ecngine 110.

[0122] Based on the above data splitting and assembling processes, the scnsitive
data S exists in usable format only in a limited area of the trust engine 110. For
example, when the sensitive data S includes enrollment authentication data, usable,
nonrandomized enrollment authentication data is available only in the authentication
engine 215. Likewise, when the sensitive data S includes private cryptographic key
data, usable, nonrandomized private cryptographic key data is available only in the
cryptographic engine 220.

[0123] Although the data splitting and assembling processes are disclosed with
reference to their preferred embodiments, the invention is not intended to be limited
thereby. Rather, a skilled artisan will recognize from the disclosure herein, a wide
numbecr of altcrnatives for splitting and reassembling the sensitive data S. For
example, public-key encryption may be used to further secure the data at the data
storage facilities D1 through D4. In addition, it is readily apparent to those of ordinary
skill in the art that the data splitting module described herein is also a separate and
distinct embodiment of the present invention that may be incorporated into, combined
with or otherwise made part of any pre-existing computer systems, software suites,
database, or combinations thereof, or other embodiments of the present invention,
such as the trust engine, authentication engine, and transaction engine disclosed and
described herein.

[0124] FIGURE 9A illustrates a data flow of an enrollment process 900 according to
aspccts of an cmbodiment of the invention. As shown in FIGURE 9A, the enrollment
process 900 begins at stecp 905 when a user desires to cnroll with the trust engine 110
of the cryptographic system 100. According to this embodiment, the user system 105
advantageously includes a client-side applet, such as a Java-based, that queries the
user to enter enrollment data, such as demographic data and enrollment authentication
data. According to one embodiment, the enrollment authentication data includes user
ID, password(s), biometric(s), or the like. According to one embodiment, during the

querying process, the client-side applet preferably communicates with the trust engine
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110 to ensure that a chosen user ID is unique. When the user ID is nonunique, the
trust engine 110 may advantageously suggest a unique user ID. The client-side applet
gathers the enrollment data and transmits the enrollment data, for cxample, through
and XML document, to the trust engine 110, and in particular, to the transaction
engine 205. According to one embodiment, the transmission is encoded with the
public key of the authentication engine 215.

[0125] According to one embodiment, the user performs a single enrollment during
step 905 of the enrollment process 900. For example, the user enrolls himself or
herself as a particular person, such as Joe User. When Joe User desires to enroll as Joe
User, CEO of Mega Corp., then according to this embodiment, Joe User enrolls a
second time, receives a second unique user ID and the trust engine 110 does not
associate the two identities. According to another embodiment of the invention, the
cnrollment proccss 900 provides for multiplc user identities for a singlc uscr ID.

Thus, in the above example, the trust engine 110 will advantageously associate the two
identities of Joe User. As will be understood by a skilled artisan from the disclosure
herein, a user may have many identities, for example, Joe User the head of household,
Joe User the member of the Charitable Foundations, and the like. Even though the
user may have multiple identities, according to this embodiment, the trust engine 110
preferably stores only one set of enrollment data. Moreover, users may
advantageously add, edit/update, or delete identities as they are needed.

[0126] Although the enrollment process 900 is disclosed with reference to its
preferred embodiment, the invention is not intended to be limited thereby. Rather, a
skilled artisan will recognize from the disclosurc herein, a wide number of altcrnatives
for gathering of cnrollment data, and in particular, cnrollment authentication data. For
example, the applet may be common object model (COM) based applet or the like.
[0127] On the other hand, the enrollment process may include graded enrollment.
For example, at a lowest level of enrollment, the user may enroll over the
communication link 125 without producing documentation as to his or her identity.
According to an increased level of enrollment, the user enrolls using a trusted third

party, such as a digital notary. For example, and the user may appear in person to the
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trusted third party, produce credentials such as a birth certificate, driver's license,
military ID, or the like, and the trusted third party may advantageously include, for
examplc, their digital signature in cnrollment submission. Thc trusted third party may
include an actual notary, a government agency, such as the Post Office or Department
of Motor Vehicles, a human resources person in a large company enrolling an
employee, or the like. A skilled artisan will understand from the disclosure herein that
a wide number of varying levels of enrollment may occur during the enrollment
process 900.

[0128] After receiving the enrollment authentication data, at step 915, the
transaction engine 205, using conventional FULL SSL technology forwards the
enrollment authentication data to the authentication engine 215. In step 920, the
authentication engine 215 decrypts the enrollment authentication data using the private
kcy of the authentication engine 215. In addition, the authentication enginc 215
employs the data splitting module to mathematically operate on the enrollment
authentication data so as to split the data into at least two independently
undecipherable, randomized, numbers. As mentioned in the foregoing, at least two
numbers may comprise a statistically random number and a binary X0Red number. In
step 925, the authentication engine 215 forwards each portion of the randomized
numbers to one of the data storage facilities D1 through D4. As mentioned in the
foregoing, the authentication engine 215 may also advantageously randomize which
portions are transferred to which depositories.

[0129] Often during the enrollment process 900, the user will also desire to have a
digital certificatc issued such that he or she may rcceive enerypted documents from
others outside the cryptographic system 100. As mentioncd in the foregoing, the
certificate authority 115 generally issues digital certificates according to one or more
of several conventional standards. Generally, the digital certificate includes a public
key of the user or system, which is known to everyone.

[0130] Whether the user requests a digital certificate at enrollment, or at another
time, the request is transferred through the trust engine 110 to the authentication

engine 215. According to one embodiment, the request includes an XML document
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having, for example, the proper name of the user. According to step 935, the
authentication engine 215 transfers the request to the cryptographic engine 220
instructing the cryptographic cngine 220 to gencratc a cryptographic key or key pair.
[0131] Upon request, at step 935, the cryptographic engine 220 generates at least
one cryptographic key. According to one embodiment, the cryptographic handling
module 625 generates a key pair, where one key is used as a private key, and one is
used as a public key. The cryptographic engine 220 stores the private key and,
according to one embodiment, a copy of the public key. In step 945, the cryptographic
engine 220 transmits a request for a digital certificate to the transaction engine 205.
According to one embodiment, the request advantageously includes a standardized
request, such as PKCS10, embedded in, for example, an XML document. The request
for a digital certificate may advantageously correspond to one or more certificate
authorities and the one or morc standard formats thc certificatc authoritics rcquirc.
[0132] Instep 950 the transaction engine 205 forwards this request to the certificate
authority 115, who, in step 955, returns a digital certificate. The return digital
certificate may advantageously be in a standardized format, such as PKCS7, or in a
proprietary format of one or more of the certificate authorities 115. In step 960, the
digital certificate is received by the transaction engine 205, and a copy is forwarded to
the user and a copy is stored with the trust engine 110. The trust engine 110 stores a
copy of the certificate such that the trust engine 110 will not need to rely on the
availability of the certificate authority 115. For example, when the user desires to
send a digital certificate, or a third party requests the user's digital certificate, the
rcquest for the digital certificate is typically sent to the certificatc authority 115.
Howecver, if the certificate authority 115 is conducting maintenance or has been victim
of a failure or security compromise, the digital certificate may not be available.

[0133] At any time after issuing the cryptographic keys, the cryptographic engine
220 may advantageously employ the data splitting process 800 described above such
that the cryptographic keys are split into independently undecipherable randomized
numbers. Similar to the authentication data, at step 965 the cryptographic engine 220

transfers the randomized numbers to the data storage facilities D1 through D4.
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[0134] A skilled artisan will recognize from the disclosure herein that the user may
request a digital certificate anytime after enrollment. Moreover, the communications
between systems may advantageously include FULL SSL or public-key cneryption
technologies. Moreover, the enrollment process may issue multiple digital certificates
from multiple certificate authorities, including one or more proprietary certificate
authorities internal or external to the trust engine 110.

[0135] As disclosed in steps 935 through 960, one embodiment of the invention
includes the request for a certificate that is eventually stored on the trust engine 110.
Because, according to one embodiment, the cryptographic handling module 625 issues
the keys used by the trust engine 110, each certificate corresponds to a private key.
Therefore, the trust engine 110 may advantageously provide for interoperability
through monitoring the certificates owned by, or associated with, a user. For example,
when the cryptographic engine 220 reccives a requcst for a cryptographic function, the
cryptographic handling module 625 may investigate the certificates owned by the
requesting user to determine whether the user owns a private key matching the
attributes of the request. When such a certificate exists, the cryptographic handling
module 625 may use the certificate or the public or private keys associated therewith,
to perform the requested function. When such a certificate does not exist, the
cryptographic handling module 625 may advantageously and transparently perform a
number of actions to attempt to remedy the lack of an appropriate key. For example,
FIGURE 9B illustrates a flowchart of an interoperability process 970, which according
to aspects of an embodiment of the invention, discloses the foregoing steps to ensure
the cryptographic handling module 625 performs cryptographic functions using
appropriate kcys.

[0136] As shown in FIGURE 9B, the interoperability process 970 begins with step
972 where the cryptographic handling module 925 determines the type of certificate
desired. According to one embodiment of the invention, the type of certificate may
advantageously be specified in the request for cryptographic functions, or other data
provided by the requestor. According to another embodiment, the certificate type may

be ascertained by the data format of the request. For example, the cryptographic
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handling module 925 may advantageously recognize the request corresponds to a
particular type.

[0137] According to onc cmbodiment, the certificatc type may include onc or more
algorithm standards, for example, RSA, ELGAMAL, or the like. In addition, the
certificate type may include one or more key types, such as symmetric keys, public
keys, strong encryption keys such as 256 bit keys, less secure keys, or the like.
Moreover, the certificate type may include upgrades or replacements of one or more of
the foregoing algorithm standards or keys, one or more message or data formats, one
or more data encapsulation or encoding schemes, such as Base 32 or Base 64. The
certificate type may also include compatibility with one or more third-party
cryptographic applications or interfaces, one or more communication protocols, or one
or more certificate standards or protocols. A skilled artisan will recognize from the
disclosurc hercin that other differences may exist in ccrtificate types, and translations
to and from those differences may be implemented as disclosed herein.

[0138] Once the cryptographic handling module 625 determines the certificate type,
the interoperability process 970 proceeds to step 974, and determines whether the user
owns a certificate matching the type determined in step 974. When the user owns a
matching certificate, for example, the trust engine 110 has access to the matching
certificate through, for example, prior storage thereof, the cryptographic handling
module 825 knows that a matching private key is also stored within the trust engine
110. For example, the matching private key may be stored within the depository 210
or depository system 700. The cryptographic handling module 625 may
advantagcously request the matching private kcy be asscmbled from, for cxample, the
depository 210, and then in step 976, use the matching private key to perform
cryptographic actions or functions. For example, as mentioned in the foregoing, the
cryptographic handling module 625 may advantageously perform hashing, hash
comparisons, data encryption or decryption, digital signature verification or creation,
or the like.

[0139] When the user does not own a matching certificate, the interoperability

process 970 proceeds to step 978 where the cryptographic handling module 625
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determines whether the users owns a cross-certified certificate. According to one
embodiment, cross-certification between certificate authorities occurs when a first
ccrtificate authority determincs to trust certificates from a second certificate authority.
In other words, the first certificate authority determines that certificates from the
second certificate authority meets certain quality standards, and therefore, may be
"certified" as equivalent to the first certificate authority's own certificates.
Cross-certification becomes more complex when the certificate authorities issue, for
example, certificates having levels of trust. For example, the first certificate authority
may provide three levels of trust for a particular certificate, usually based on the
degree of reliability in the enrollment process, while the second certificate authority
may provide seven levels of trust. Cross-certification may advantageously track
which levels and which certificates from the second certificate authority may be
substituted for which levcls and which certificates from the first. When the forcgoing
cross-certification is done officially and publicly between two certification authorities,
the mapping of certificates and levels to one another is often called "chaining."

[0140] According to another embodiment of the invention, the cryptographic
handling module 625 may advantageously develop cross-certifications outside those
agreed upon by the certificate authorities. For example, the cryptographic handling
module 625 may access a first certificate authority's certificate practice statement
(CPS), or other published policy statement, and using, for example, the authentication
tokens required by particular trust levels, match the first certificate authority's
certificates to those of another certificate authority.

[0141] When, in step 978, the cryptographic handling module 625 determincs that
the uscrs owns a cross-certified certificate, the interoperability process 970 procceds to
step 976, and performs the cryptographic action or function using the cross-certified
public key, private key, or both. Alternatively, when the cryptographic handling
module 625 determines that the users does not own a cross-certified certificate, the
interoperability process 970 proceeds to step 980, where the cryptographic handling
module 625 selects a certificate authority that issues the requested certificate type, or a

certificate cross-certified thereto. In step 982, the cryptographic handling module 625
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determines whether the user enrollment authentication data, discussed in the
foregoing, meets the authentication requirements of the chosen certificate authority.
For cxamplc, if the uscr enrolled over a nctwork by, for examplc, answcring
demographic and other questions, the authentication data provided may establish a
lower level of trust than a user providing biometric data and appearing before a
third-party, such as, for example, a notary. According to one embodiment, the
foregoing authentication requirements may advantageously be provided in the chosen
authentication authority's CPS.

[0142] When the user has provided the trust engine 110 with enrollment
authentication data meeting the requirements of chosen certificate authority, the
interoperability process 970 proceeds to step 984, where the cryptographic handling
module 825 acquires the certificate from the chosen certificate authority. According
to one cmbodiment, the cryptographic handling modulc 625 acquires the ccrtificate by
following steps 945 through 960 of the enrollment process 900. For example, the
cryptographic handling module 625 may advantageously employ one or more public
keys from one or more of the key pairs already available to the cryptographic engine
220, to request the certificate from the certificate authority. According to another
embodiment, the cryptographic handling module 625 may advantageously generate
one or more new key pairs, and use the public keys corresponding thereto, to request
the certificate from the certificate authority.

[0143] According to another embodiment, the trust engine 110 may advantageously
include one or more certificate issuing modules capable of issuing one or more
certificatc types. According to this embodiment, the certificate issuing modulc may
providc the forcgoing certificate. When the cryptographic handling modulc 625
acquires the certificate, the interoperability process 970 proceeds to step 976, and
performs the cryptographic action or function using the public key, private key, or
both corresponding to the acquired certificate.

[0144] When the user, in step 982, has not provided the trust engine 110 with
enrollment authentication data meeting the requirements of chosen certificate

authority, the cryptographic handling module 625 determines, in step 986 whether



WO 2011/068738 PCT/US2010/058087

-39

there are other certificate authorities that have different authentication requirements.
For example, the cryptographic handling module 625 may look for certificate
authoritics having lower authentication requirements, but still issue the chosen
certificates, or cross-certifications thereof.

[0145] When the foregoing certificate authority having lower requirements exists,
the interoperability process 970 proceeds to step 980 and chooses that certificate
authority. Alternatively, when no such certificate authority exists, in step 988, the
trust engine 110 may request additional authentication tokens from the user. For
example, the trust engine 110 may request new enrollment authentication data
comprising, for example, biometric data. Also, the trust engine 110 may request the
user appear before a trusted third party and provide appropriate authenticating
credentials, such as, for example, appearing before a notary with a drivers license,
social sccurity card, bank card, birth certificate, military 1D, or the like. When the
trust engine 110 receives updated authentication data, the interoperability process 970
proceeds to step 984 and acquires the foregoing chosen certificate.

[0146] Through the foregoing interoperability process 970, the cryptographic
handling module 625 advantageously provides seamless, transparent, translations and
conversions between differing cryptographic systems. A skilled artisan will recognize
from the disclosure herein, a wide number of advantages and implementations of the
foregoing interoperable system. For example, the foregoing step 986 of the
interoperability process 970 may advantageously include aspects of trust arbitrage,
discussed in further detail below, where the certificate authority may under special
circumstances accept lower Icvels of cross-certification. In addition, the
interopcrability proccss 970 may include cnsuring interopcrability betwecen and
employment of standard certificate revocations, such as employing certificate
revocation lists (CRL), online certificate status protocols (OCSP), or the like.

[0147] FIGURE 10 illustrates a data flow of an authentication process 1000
according to aspects of an embodiment of the invention. According to one
embodiment, the authentication process 1000 includes gathering current authentication

data from a user and comparing that to the enrollment authentication data of the user.
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For example, the authentication process 1000 begins at step 1005 where a user desires
to perform a transaction with, for example, a vendor. Such transactions may include,
for examplec, selccting a purchase option, rcquesting access to a restricted arca or
device of the vendor system 120, or the like. At step 1010, a vendor provides the user
with a transaction ID and an authentication request. The transaction ID may
advantageously include a 192 bit quantity having a 32 bit timestamp concatenated
with a 128 bit random quantity, or a "nonce," concatenated with a 32 bit vendor
specific constant. Such a transaction ID uniquely identifies the transaction such that
copycat transactions can be refused by the trust engine 110.

[0148] The authentication request may advantageously include what level of
authentication is needed for a particular transaction. For example, the vendor may
specify a particular level of confidence that is required for the transaction at issue. If
authentication cannot be made to this Icvel of confidence, as will be discussed below,
the transaction will not occur without either further authentication by the user to raise
the level of confidence, or a change in the terms of the authentication between the
vendor and the server. These issues are discussed more completely below.
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