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BUMP-LESS CONTROL UPGRADE

Background of the Invention

Field of the Invention

[0001] The subject matter disclosed herein generally relates to providing updates to
industrial assets, and more specifically automatically managing system updates to industrial

assets while maintaining system operation.

Brief Description of the Related Art

[0002] A variety of approaches have been used to manage and update industrial assets
(e.g., power plants, gas turbines, gas compressors, steam turbines, wind turbines, generators,
locomotives, and energy storage devices, to name a few examples), including the use of
manually updating the industrial assets using physical connections and/or components. System
integrators and complex system owners must deploy and maintain industrial control systems for
their industrial assets. Industrial assets may be controlled on a one-by-one basis in which

individual assets are configured or managed separately from other assets.

[0003] In some circumstances, the process of updating industrial assets may require an
operator to be physically present at the industrial asset to apply the update. Because the industrial
asset may be controlled individually, there may be a number of different interfaces and tools
which have no relation to interfaces and/or tools of other industrial assets. Thus, an operator
must be knowledgeable in a number of interfaces to properly apply updates to the industrial
asset. The required training may be exceedingly costly and time consuming. Further, current
systems often must be shut down for software upgrades, which is costly for customers which are
leveraging industrial control systems in particular environments such as, for example, power

generation, oil and gas, or similar industries.
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[0004] The above-mentioned problems have resulted in some user dissatisfaction with

previous approaches.

Brief Description of the Invention

[0005] The approaches described herein provide a scalable mechanism which remotely
and automatically upgrades, commissions, requisitions, and/or maintains an industrial control
system. The approaches are based on a local agent interacting with a web-based server such as a
cloud or on-site server backend that provide safe deployment of control and/or other system

software based components.

[0006] By building the system on top of a hypervisor based platform in combination with
time synchronized networks, systems may be managed at a virtual machine level and may be
upgraded without having to cause the system controller to shut down. Further, these approaches
may allow for control functionality to be moved to different locations without causing the
industrial asset to be bumped or temporarily offline. Further, these approaches may allow a
common manner to deploy and maintain security credentials for a number of functions and

virtual machines on a given controls platform.

[0007] So configured, the approaches described herein may be used to reduce or
eliminate the need for human interaction when performing updates as well as the need to disrupt
the process being controlled. Further, these approaches may provide reduced commissioning and
maintenance time and expenses to end users and system developers, and reduce costs over the
lifecycle of a given asset and control system. By providing updates to the industrial assets,
enhanced integrity and security of the system results as the updates improve the correctness of
the potentially complex system deployment while allowing up to date security patches as they
become available. These approaches may be scaled to upgrade systems at a fleet level as opposed

to a single device level.

[0008] In some approaches, an apparatus for upgrading an industrial asset is provided
and includes an interface having a programming input and an output and at least one processor
coupled to the interface. The at least one processor is configured to control the operation of the

industrial asset through the output at least partially by a first control code. Upon the apparatus
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receiving a second control code via the programming input, the processor executed the first and
second control codes in parallel such that the inputs and the outputs of the first and second
control code are in communication and synchronized with each other. The processor further is
configured to switch control of the industrial asset such that the second control at least partially

controls the industrial asset.

[0009] In some approaches, the processor is further configured to remove the first control
code such that the second control code is the only control code present. The processor may
alternatively maintain the first control code to act as a backup control code in the event that the
first control code experiences an operational failure. In many approaches, the processor may
switch control of the industrial asset without interruption of operation of the industrial asset. In
other words, the asset may continue to operate without requiring a bump, or temporarily halting
operation of the asset to complete the upgrade. The processor further may switch control of the
industrial asset such that the second control code at least partially controls the industrial asset

through the output.

[0010] In many of these approaches, the industrial asset may be at least one of gas
turbines, steam turbines, generators, power plants, compressors, locomotives, energy storage

devices, and/or generators. Other examples are possible.

[0011] In some examples, the first and second control code are stored on a number of
remote computing devices having different locations. Thus, the first and second control codes
may be implemented at any location while still providing control over the industrial asset. Thus,
an operator is not required to be physically present at the asset to provide the upgrade, as the

updates may be managed at any number of locations.

[0012] In many of these approaches, a first control code which controls the operation of
an industrial asset is executed via a first output. The operation of a second control code is then
synchronized with the first control code. Upon the second control code becoming synchronized
with the first control code, control of the industrial asset is switched from the first control code to

the second control code via a second output.
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[0013] In some of these approaches, executing and switching to the second output of the
second control code includes upgrading operation of the industrial asset to function via the
second control code. The output of the second control code may be applied to the industrial asset
without halting operation thereof. In numerous approaches, the first and second control codes are
executed via at least one processor configured to execute the first and the second control codes
simultaneously. Further in some examples, at least one input from the industrial asset is

synchronized to the first and second control code.

[0014] In other examples, an industrial asset is at least partially controlled by executing a
first control code via a first output. A second control code is then introduced to the industrial
asset, and the first and second control codes are executed in parallel such that the inputs and the
outputs of the first and the second control codes are in communication and synchronized with
cach other. Upon synchronizing the first and the second control codes, control of the industrial
asset is switched such that the second control code at least partially controls the industrial asset
via the second output. In many of these approaches, the control of the industrial asset occurs

without interruption of operation thereof.

[0015] In some of these examples, the first control code is removed. In other examples,
the first control code is operated in parallel with the operation of the second control code to

provide a layer of redundancy and/or security.

Brief Description of the Drawings

[0016] For a more complete understanding of the disclosure, reference should be made to

the following detailed description and accompanying drawings wherein:

[0017] FIG. 1 comprises a flow chart illustrating an exemplary bump-less control

upgrade approach according to various embodiments of the present invention;

[0018] FIG. 2 comprises a flow chart illustrating an exemplary bump-less control

upgrade approach according to various embodiments of the present invention;
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[0019] FIG. 3 comprises a block flow diagram further illustrating the exemplary bump-
less control upgrade approach of FIG. 2 according to various embodiments of the present

invention; and

[0020] FIG. 4 comprises a block diagram illustrating an exemplary bump-less control

upgrade approach according to various embodiments of the present invention.

[0021] Skilled artisans will appreciate that elements in the figures are illustrated for
simplicity and clarity. It will further be appreciated that certain actions and/or steps may be
described or depicted in a particular order of occurrence while those skilled in the art will
understand that such specificity with respect to sequence is not actually required. It will also be
understood that the terms and expressions used herein have the ordinary meaning as is accorded
to such terms and expressions with respect to their corresponding respective areas of inquiry and

study except where specific meanings have otherwise been set forth herein.

Detailed Description of the Invention

[0022] Approaches are provided that overcome the need to take an industrial asset offline
to apply upgrades to its control system or systems. As such, commissioning times associated
with upgrade may be reduced, and problems and system analysis may occur with a minimal
amount of downtime, which may assist an end user in determining statuses of industrial assets
and their surrounding environment. In one aspect, a control circuit or agent function operates as
an integral part of a system for security and management purposes such as a system and security
agent is responsible for initiating communication to various components of the control system,
establishing and ensuring secure data connections, and/or identifying available updates. By
introducing a hypervisor in combination with synchronized networking technologies, system
update functions may be synchronously performed with the underlying control process, thus
allowing an update without disrupting the main functionality of the process in the control system.
By “hypervisor” and as used herein it is meant a virtual machine manager or management
apparatus that provides isolation and coordination of virtual machines within an embedded

control system. Further, it is understood that the term “bump-less” as used herein is meant to
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describe the ability to create an additional control code instance to control an industrial asset and

switch to this control code instance without causing an interrupt to the industrial asset.

[0023] By functionally partitioning a multi-core computer device, the hypervisor causes
individual partitions to act as unique devices which perform different tasks. Thus, the hypervisor
may implement one partition to control the asset using the first control code, and a second
partition to control the asset using the second, updated control code. It is understood that the
hypervisor may partition a multi-core computer device in any manner or combination, for
example a quad core computer device may be partitioned to two dual-core partitions, a mutli-
core partition with the first having three cores and the second having a single core, and so on.

Other examples are possible.

[0024] In one specific example, an edge device may be integral to or communicatively
coupled with an industrial asset to provide the industrial asset with control functionalities. By
using a hypervisor to create an additional control code running in parallel with the first control
code, using time sensitive networking, the inputs from the industrial asset may be synchronized
between the two control codes, and these mechanisms may allow for the outputs from the control
codes to be synchronized. Upon determining that the inputs, outputs, and intermediate state
information are synchronized, the system instructs the additional control code to transmit
subsequent controls to the industrial asset, thus effectively replacing the first control code for the
industrial asset. The system agent then monitors the output of both control codes to ensure they

are both synchronized.

[0025] Referring now to FIG. 1, one example of a bump-less control upgrade approach
100 is described. First, at step 102, a first control code is executed. This first control code
controls operation of an industrial asset via a first output. At step 104, the operation of a second
control code is synchronized with the first control code. At step 106, upon synchronizing the
operation of the first and the second control codes, a second output of the second control code is

executed and applied to control the industrial asset.

[0026] It is understood that by “synchronized” and as used herein, it is meant the first and
the second control codes perform the same functions at the same time. Further all of the internal

state information required to run the control is effectively the same between first and second
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control codes, or they are similar enough such that upon transitioning from the first control code

to the second control code, there is little to no interruption of the control of the industrial asset.

[0027] In some examples, the second control code may include upgrades to the control of
the industrial asset. Upon executing and switching to the second output of the second control
code, the industrial asset may be updated to function via the second control code. It is understood
that the second control code may include any number of upgrades or updates used to improve

operation and/or functionality of the industrial asset.

[0028] In many approaches, the second output of the second control code is applied in a
bump-less fashion, that is, without halting the operation of the industrial asset. To do so, the
second control code is instructed to begin providing or transmitting outputs to the industrial asset

at a predetermined time in a coordinated manner with the first control code.

[0029] The first and second control code may be executed via at least one processor that
is configured to execute the first and second control codes simultancously. In one example, this
processor may be a hypervisor capable of executing multiple instances of control code and
performing various additional tasks related to the operation of the industrial asset and the
corresponding system. It is understood that any number of processors may be used to
synchronize the first and the second control code, and these processors may be located centrally
or remotely from one another. Similarly, the first and the second control code may be located on
a single computational device or located in remote locations. As such, individuals at remote

locations may provide upgrades and updates to industrial assets as required.

[0030] Referring now to FIG. 2, an alternate approach 200 for a bump-less control
upgrade is described. First, at step 202, an industrial asset is at least partially controlled by
executing a first control code via a first output. It is understood that in some examples, the first
control code may control the entire operation of the industrial asset. At step 204, a second control
code is introduced to the industrial asset. Next, at step 206, the first and the second control codes
are executed in parallel or simultaneously. The first and the second control code may be in
communication and synchronized with each other. Finally, at step 208, control of the industrial
asset is switched such that the second control code at least partially controls the industrial asset

via a second output.
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[0031] In many of these approaches, the first control code is subsequently removed for
various reasons such as to free up memory or to reduce the possibility of reverting operation to
the previous control code version. However, in some approaches, the first control code may be
operated in parallel with the operation of the second control code, but outputs from the first
control code are not sent to the industrial asset. As such, the first control code may act as a
redundant or backup code should the second control code incur a failure or other issue. As with
other approaches, the step 208 of switching control of the industrial asset may occur without

interruption of operation thereof.

[0032] Referring now to FIG. 3, the approach 200 of FIG. 2 is further described. The
approach 200 may include a system having a system agent, an I/O synchronization mechanism,
system partitioning functionality, a multi-core controller or a synchronized network, and a

number of control codes or applications.

[0033] The system agent is responsible for interfacing with a back-end server in a secure
manner and managing the introduction, coordination, and removal of virtual machines or VMs.
The I/O synchronization performs the task of ensuring various versions of the control application
are synchronized in order to ensure the transition between control applications will be bump-less.
The system partitioning functionality is responsible for partitioning the multi-core controller,
processing device, or synchronized network to properly control multiple control applications.

The control applications are responsible for providing controls to the industrial or critical asset.

[0034] As illustrated in step 302, the approach 200 is running using the first or current
version of the control application. At step 304, the approach 200 introduces a new version of the
control application and it is in an inactive state while the first control application remains active.
In step 306, the first and second versions of the control application run in parallel due to the
system agent synchronizing the first and second version of the control application. Necessary
data is synced between the control applications. At step 308, the system switches the control
application that actively controls the asset, making the first version of the control application

inactive.

[0035] At the optional step 310, the first version of the control application is removed

from the system. Alternatively, the first version of the control application may remain as a
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shadow application to act as a redundant or fall-back version. At step 312, the system is thereby

upgraded without disrupting the industrial asset.

[0036] Referring now to FIG. 4, one example of a bump-less upgrade system 400 is
described. The bump-less upgrade system 400 includes an interface 402 having a programming
input 404 and an output 406, a controller or processor 408, and a memory 410. The system 400
may also include any number of industrial assets 412. The interface 402 is a computer-based
program and/or hardware configured to accept controller activity or a signal or communication
from a computing device such as a personal computer, a mobile computing device, a control
system or server at the programming input 404 and transmit the generated communication at the
output 406 to the industrial asset 412, which may be any number of components in an industrial
environment, for example, wind turbines, distributed power generators, power plants, and the
like. Other examples are possible. The function of the interface 402 is to allow the processor 408

to communicate with the industrial asset 412.

[0037] The processor 408 is any combination of hardware devices and/or software
selectively chosen to process controller activity related to a control system and perform
appropriate functions to be sent to the industrial asset 412 via the output 406. The processor 408
includes instructions that determine functionalities and operation of the control codes store on
the memory 410. It is understood that any number of processors may be used in the system 400

and may be located either centrally or remotely within the system 400.

[0038] The memory 410 may be any data storage medium capable of storing data thereto.
The memory 410 may be an integral unit of the system 400, it may be physically coupled to the
interface 402 and the processor 408 through a data connection (¢.g., an Ethernet connection), or
it may communicate with the system 400 through any number of wireless communications
protocols. The memory 410 includes the first and the second control codes (not shown). These
control codes may be any type of data file capable of storing a plurality of variables and
instructions thereto. It is understood that any number of control codes may be used, and that any
number of individual memory modules may be used which either may be centrally or remotely

located.
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[0039] It will be appreciated that the various components described herein may be
implemented using a general purpose processing device executing computer instructions stored
in memory. Further, it is understood that the processor 408 may be a standalone component or

may be incorporated into the interface 402.

[0040] The industrial asset 412 may include any number of components which receive
instructions or commands from the system 400. For example, the industrial asset may include
wind turbines, distributed power generators, power plants, and the like, or any number of these

components grouped together. Other examples are possible.

[0041] In operation, the processor 408 is configured to at least partially control operation
of the industrial asset 412 through the output 406 using a first control code. Upon receiving a
second control code through the programming input 404, the processor 408 is configured to
execute the first and the second control codes in parallel such that the inputs and the outputs of
the first and second control codes are in communication and synchronized with each other. The
processor 408 is further configured to switch control of the industrial asset 412 such that the
second control code at least partially controls the industrial asset 412 via the output 406. In many
of these approaches, the processor 408 is configured to switch control of the industrial asset 412

without interruption of operation of the industrial asset 412

[0042] It is understood that the processor may receive the second control code or
notification of its existence via any number of known methods. For example, a user or operator
may generate an update to the control code and transmit it to downstream systems, at which

point it may be received by the processor 408. Other examples are possible.

[0043] In some examples, the processor 408 is configured to remove the first control
code from the memory 410. However, in some approaches, the processor 408 is configured to

retain the first control code in the memory 410 should a backup or redundancy be desired.

[0044] In some forms, the first and the second control code are stored on memory 410 on

a plurality of remote computing devices having different locations.

[0045] It will be understood that the functionality of the components described may be

provided on a single, physical chip or on multiple chips (or other components) disposed at

10
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multiple locations. The system described herein may be retrofitted on an existing control system

without the need for substantial system redesign.

[0046] It will be appreciated by those skilled in the art that modifications to the foregoing
embodiments may be made in various aspects. Other variations clearly would also work, and are
within the scope and spirit of the invention. The present invention is set forth with particularity
in the appended claims. It is deemed that the spirit and scope of that invention encompasses such
modifications and alterations to the embodiments herein as would be apparent to one of ordinary

skill in the art and familiar with the teachings of the present application.

11
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What 1s claimed is:

1. A method, comprising:

executing a first control code, the first control code controlling an operation of an
industrial asset via a first output;

synchronizing the operation of a second control code with the first control code;

upon the second control code becoming synchronized with the first control code,
executing and switching from the first control code to the second control code via a second

output of the second control code to control the operation of the industrial asset.

2. The method of claim 1, wherein the step of executing and switching to the second output
of the second control code comprises upgrading operation of the industrial asset to function via

the second control code.

3. The method of claim 1, wherein the step of executing and switching to the second output

of the second control code occurs without halting operation of the industrial asset.

4, The method of claim 1, wherein the first control code and the second control code are
executed via at least one processor configured to execute the first control code and the second

control code simultaneously.

5. The method of claim 1, further comprising synchronizing at least one input from the

industrial asset to the first control code and the second control code.

6. A method for upgrading an industrial asset comprising:

at least partially controlling the industrial asset by executing a first control code having a
first output and an input via the first output;

introducing a second control code having a second output and an input to the industrial

asset;

12
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executing the first control code and the second control code in parallel such that the
inputs and the outputs of the first control code and the second control code are in communication
and synchronized with each other;

when synchronized, switching control of the industrial asset such that the second control

code at least partially controls the industrial asset via the second output.

7. The method of claim 6, further comprising the step of removing the first control code.

8. The method of claim 6, further comprising the step of operating the first control code in

parallel with the operation of the second control code.

9. The method of claim 6, wherein the step of switching the control of the industrial asset

occurs without interruption of operation of the industrial asset.

10.  An apparatus for upgrading an industrial asset comprising:

an interface having a programming input and an output; and

at least one processor coupled to the interface;

wherein the at least one processor is configured to control an operation of the industrial
asset via the output at least partially by a first control code, wherein upon receiving a second
control code via the programming input, the at least one processor configured to execute the first
control code and the second control code in parallel such that the inputs and the outputs of the
first control code and the second control code are in communication and synchronized with each
other, the at least one processor further configured to switch control of the industrial asset such
that the second control code at least partially controls the operation of the industrial asset via the

output.

11.  The apparatus of claim 10, wherein the at least one processor is further configured to

remove the first control code.

12.  The apparatus of claim 10, wherein the processor is configured to switch control of the

industrial asset without interruption of operation of the industrial asset.

13
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13.  The apparatus of claim 10, wherein the industrial asset comprises at least one of a power
plant, a gas turbine, a gas compressor, a steam turbine, a wind turbine, a generator, a locomotive,

an energy storage device, a water processor, and an electric distribution system.

14.  The apparatus of claim 10, wherein the first control code and the second control code are

stored on a plurality of remote computing devices having different locations.

15.  The apparatus of claim 10, further comprising a plurality of processors configured to

control operation of the industrial asset and synchronize the first and the second control codes.

14
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