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SPOOFING DETECTION FOR CIVILIAN GNSS SIGNALS

BACKGROUND

The system and method of the present embodiment relate generally to spoofing
detection of unencrypted civilian Global Navigation Satellite System (GNSS) signals.

The Vulﬁerability of unencrypted civilian GNSS signals to spoofing has been known.
Spoofing is the intentional broadcast of signals that appear to user equipment (UE) to be true
signals, but are actually false signals. Spoofing of GNSS signals can, for example, cause a
user receiver to determine that it occupies a different location than its true location, or to
determine erroneous corrections to its receiver clock time. Encrypted signals, such as the
U.S. Military's Global Positioning System (GPS) P(Y) and M codes, cannot be spoofed
because these signals' pseudo-random number (PRN) spreading codes are encrypted; they are
not known a priori. A military receiver has access to these PRN codes and uses them to
separate the true signal from all other signals in the GPS spectrum. A spoofer cannot know
these codes in advance. Therefore, a spoofer cannot broadcast a signal that a military
receiver's PRN-code-based signal processing algorithms will mistake for the true signal.

Unencrypted civilian signals, on the other hand, are well known to anyone who has the
relevant publicly available document, for example, for GPS signals, Nastar Global Positioning
System Interface Specification (IS-GPS-200 Revision D, IRN-200D-001, ARINC
Engineering Services, El Segundo, CA, March 2006) (IS). Similar documents are being
produced for the open-source civilian signals of the European Union's Galileo system, which
is under development. The information contained in the IS can be used to produce a false
unencrypted signal that is capable of spoofing a GNSS receiver. It is also possible to spoof a
civilian GNSS receiver in a way that leaves no telltale signs.

What is needed is a system and method to detect spoofing attacks on unencrypted
GNSS signals by considering short segments of accompanying encrypted signals. The GPS
and the Galileo system both broadcast encrypted and unencrypted signals. For example, the
GPS L1 signal, at 1575.42 MHz, includes the unencrypted Coarse Acquisition C/A code and
the encrypted Precise P(Y) code, with the two signals modulated in phase quadrature. This

known phase relationship is exploited by dual-frequency civilian GPS receivers that do semi-
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codeless P(Y) processing of signals at the L1 and L2 frequencies. Similarly, the Galileo E1
signal, also at a carrier frequency of 1575.42 MHz, includes the unencrypted E1B and E1C
signals along with the encrypted E1A signal. The encrypted signal is generated in quadrature
to the other two signals.

What is further needed is a UE that can intermittently process short segments of the
encrypted signals and compare them to their known PRN codes, even if the encrypted signals
are not known to the UE at the time that the given signal segments arrive. What is still further
needed is pre-processing of each signal segment by the user receiver in a way that enables it
to efficiently perform an after-the-fact comparison with the encrypted signal's properties.

This pre-processing can be enabled by the known phase relationship of the encrypted signal to
the unencrypted signal because the unencrypted signal can be tracked by the receiver. Further
efficiencies in the pre-processing can be had if additional information is known about the
encrypted signals, such as the W-bit timing of the GPS P(Y) code or the binary-offset-carrier
(BOC) phase of the GPS M code or the Galileo E1A code.

SUMMARY

The needs set forth above as well as further and other needs and advantages are
addressed by the embodiments set forth below.

The present embodiment provides a system and method for processing intermittent
bursts of encrypted Global Navigation Satellite System (GNSS) signals in order to determine
whether unencrypted signals are being spoofed. The system and method can allow a specially
equipped GNSS receiver to detect sophisticated spoofing that cannot be detected using
receiver autonomous integrity monitoring techniques. The system and method do not require
changes to the signal structure of unencrypted civilian GNSS signals, but instead use a short
segment of an encrypted signal that is broadcast by the same GNSS spacecraft which
broadcast the unencrypted signal of interest. The receiver's tracking loops that maintain lock
on the unencrypted signal can be used to deduce and record features of a segment of the
encrypted signal, as in semi-codeless tracking of the GPS military P(Y) code in a civilian
receiver. The truth values for these features, or very good estimates of them, can be

determined by a high-gain ground-based antenna that is part of an infrastructure which
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supports this spoofing detection system. Alternatively, these features can be provided directly
by the operator of the GNSS service. These feature truth values can be broadcast over a radio
link, substantially similar to one that broadcasts Wide-Area Augmentation System (WAAS)
data. The user receiver can combine the truth values with its own estimates of the encrypted
signal features in order to compute a detection statistic which can be compared to a threshold.
If the statistic fails to indicate the presence of the true encrypted signal, then this failure
indicates that the unencrypted signal has been spoofed. There can be a time lag in the
determination of whether the signal has been spoofed. This lag can be caused partly by the
high-gain-antenna/signal-processing infrastructure that determines the truth features of the
encrypted signal segment and partly by the transmission delay from the infrastructure to the
user equipment (UE).

The system and method of the present embodiment can include a UE that
intermittently processes short segments of the encrypted signals and compares them to their
known PRN codes. The user receiver can pre-process each signal segment in a way that
enables it to efficiently perform an after-the-fact comparison with the encrypted signal's
properties. This pre-processing can be enabled by the known phase relationship of the
encrypted signal to the unencrypted signal because the unencrypted signal is being tracked by
the receiver. Further efficiencies in the pre-processing can be had if additional information is
known about the encrypted signals, such as the W-bit timing of the GPS P(Y) code or the
binary-offset-carrier (BOC) phase of the GPS M code or the Galileo E1A code.

The UE can access the true characteristics of the segments of the encrypted signal that
it pre-processes. This access may not be available in real-time because the receiver may not
have authorization to access the necessary information. Therefore, the needed access can be
provided in post-processing. The required features of a segment of any encrypted signal can
be determined by monitoring the segment using, for example, a ground station that employs a
high-gain antenna. If the gain is high enough, then any desired signal feature can be read
directly from the antenna output after radimentary signal processing or estimated to a
sufficient degree of accuracy. This information can be transmitted from the ground station to
the user receiver via a radio link. This link can be a WAAS-type link in which the ground

station first sends the information about the encrypted signal to a geosynchronous Earth
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orbiting (GEO) relay satellite. This relay satellite can then broadcast the information, and the
UE can receive it via a separate radio link. This information can be digitally signed using a
private-key/public-key system in order to avoid the possibility that a sophisticated spoofer
could spoof the aiding signal of this spoofing detection system and thereby defeat it. For a
UE in a fixed location, perhaps one that uses GNSS signals to provide precise timing at a
power station or a financial institution, the required information about segments of the
encrypted signal could be sent to the UE via an internet link.

The user receiver can combine its preprocessed information about a given segment of
the encrypted signal with the truth information in order to determine whether or not its
unencrypted signal has been spoofed. This part of the processing can be accomplished by a
mixer followed by an integrate-and-dump operation. The resulting detection statistic can be
compared to a threshold value. For example, if the detection statistic is above the threshold,
then the receiver can deduce that the true encrypted signal was present in the data and,
therefore, that the unencrypted signal has not been spoofed. Otherwise, the user receiver can
conclude that the unencrypted signal has been spoofed.

For a better understanding of the present embodiments, together with other and further

objects thereof, reference is made to the accompanying drawings and detailed description.

DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING

FIG. 1 is a schematic block diagram of an exemplary architecture of the system of the
present embodiment that uses GPS L1 P(Y) code to detect spoofing on GPS L1 C/A code;

FIG. 2 is a schematic block diagram of the signal processing associated with the
embodiment depicted in FIG. 1;

FIG. 3 is a graphical depiction of example segments of BOC(10,5) M-code and its B{]
and E[] components;

FIG. 4 is a schematic block diagram of the signal processing associated with another
embodiment of the present teachings; and

FIG. 5 is a schematic block diagram of an embodiment of the user equipment of the

present teachings.
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DETAILED DESCRIPTION

The present embodiment is now described more fully hereinafter with reference to the
accompanying drawings. The following configuration description is presented for illustrative
purposes only, Any computer configuration and architecture satisfying the speed and
interface requirements herein described may be suitable for implementing the system and
method of the present embodiments.

Referring now to FIG. 1, the depicted exemplary embodiment of system 100 uses the
encrypted military P(Y) signal on the GPS L1 frequency in order to enable a user receiver to
detect spoofing of the L1 C/A signal. System 100 can include, but is not limited to including,
antenna 11 with processing to estimate true W-bits, transmitter 13 of delayed, digitally-signed
W-bits over secure uplink 15, GEO “bent-pipe” transceiver 17, broadcast segments 19 of
delayed, digitally-signed W-bits, GPS Satellite 21, and UE 23 having a receiver for delayed,
digitally-signed W-bits, and semi-codeless P(Y) processing for delayed W-bits detection.

Referring now to FIG. 2, system 100 of the present teachings for detecting spoofing of
signals can include, but is not limited to including, receiver 25 receiving encrypted and
unencrypted signals. Receiver 25 can estimate a segment of signal characteristics from the
received encrypted signal. System 100 can further include antenna 11, which could be, for
example, ground-based, receiving encrypted and unencrypted signals. Antenna 11 can extract
a segment of true characteristic features from the received encrypted signal. System 100 can
still further include digital signer 14 authenticating the segment with private key encryption,

secure uplink means 15 transmitting the authenticated segment, GEO broadcast transceiver 17

re-broadcasting the authenticated segment to UE, truth data receiver 31 receiving the

encrypted segment, public key decrypter 29 verifying the authenticity of the received truth
values of the encrypted segment, mixer 47 mixing the authenticated true characteristic
features with the estimated characteristic features, integrate-and-dump register 27 calculating
detection statistic 41 from the mixed characteristic features, and spoofing detector 43
comparing detection statistic 41 with a threshold to detect spoofing of the received signal.
Characteristic features can optionally include W-bits of the GPS P(Y) code, GPS M code
chips, or Galileo E1A code chips. The unencrypted signal can optionally include a GPS C/A
code on the L1 frequency, Galileo E1B and E1C codes on the L1 frequency, or GPS L2 CL
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code on the L2 frequency. The encrypted signal can optionally include a GPS P(Y) code on
the L1 frequency, GPS P(Y) code on the L2 frequency, GPS M code on the L1 frequency,
GPS M code on the L2 frequency, or Galileo E1A code on the L1 frequency.

Continuing to refer to FIG. 2, in which radio links are denoted 5y dotted lines, UE 23
is depicted as being carried aboard the aircraft of FIG. 1. UE 23 can include, but is not
limited to including, a standard GPS receiver 25 that receives the GPS civilian C/A signal on
L1 from GPS transmitter 33. UE 23 can be configured to perform standard semi-codeless
processing of the P(Y) signal on the L1 frequency, as described in U.S. Patent Number
5,134,407, Lorenz, R.G., Helkey, R.J., and Abadi, K.K., “Global Positioning System Receiver
Digital Processing Technique”, issued July 1992 (‘407). UE 23 can perform part of the
process described in ‘407, "soft" W-bit estimation computing Weex 35. Antenna 11 can be
used to detect the W encryption bits that change the unencrypted P signal into the encrypted
P(Y) signal. If the gain of antenna 11 is high enough, then it can be possible to read these
encryption bits directly after base-band mixing and mixing with a P code replica. The use of
a phased-array for antenna 11 can allow its high gain to be simultaneously steerable in
multiple directions via signal processing so that the W bits from multiple GPS satellites can
be determined by a single high-gain array. It is allowable for the array gain to be low enough
that the W-bits or similar encrypted signal features are not determined exactly, but are
estimated with some uncertainty. Imperfect estimation can require a longer integration time
to compute the spoofing detection statistic in integrate-and-dump register 27. After
determination by antenna 11, true W bits Wyex 37 can undergo private-key encryption in
order to digitally sign them, transmission to the UE via GEO transceiver 17, and public-key
decryption by public key descriptor 29 in order to authenticate their digital signature. Wirer
37 can be mixed with W, 35 that have previously been generated by the semi-codeless
processing. Summation of segments of this mixed signal in integrate-and-dump register 27
can provide detection statistic 41 that can determine whether the true P(Y) signal is present.

Continuing to refer to FIG. 2, GPS satellite L1 C/A and P(Y) signals, from GPS
transmitter 33 are received by UE 23 and by antenna 11, which may be, for example, a phased
array antenna having high gain. Antenna 11, digital signer 14, secure uplink 15, and GEO

transceiver 17, together determine and transmit Wi,ex 37 to UE receiver 31 and public key
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decrypter 29 via radio link. Wer 37 are mixed with the UE's semi-codeless W 35 and
summed in integrate-and-dump register 27. Detection statistic 41 is compared to a threshold
value in spoofing detector 43 to determine whether or not the true P(Y) signal was present in
the received signal. Switches 45 upstream of mixer 47 indicate that mixer 47 and integrate-
and-dump register 27 operate intermittently; system 100 can process intermittent segments of
P(Y) code.

Continuing to still further refer to FIG. 2, UE GPS receiver 25 can process about a 20
MHz bandwidth about L1. UE receiver 31 can receive signals at a second frequency that can
carry the broadcasts of the delayed, digitally-signed segments of W-code truth values.
Alternatively, these digitally-signed segments could be transmitted on a pseudo-GPS signal,
for example, substantially similar to the WAAS signal. Alternatively, these digitally-signed
segments could be transmitted via the internet to a UE 23 that does not move, suchas UE ina
power plant or a financial institution. To cover the earth, at least three antennas 11 can be
used. In an alternate embodiment, short segments of W,ex 37 could be transmitted after being
supplied by the U.S. military with, for example, a 0.5 second delay or any sufficient delay that
would preclude their being used to spoof military P(Y) code receivers. This‘lattér
embodiment would not need antenna 11.

Continuing to refer to FIG. 2, in system 100 the encrypted P(Y) signal has a known
phase relationship to the C/A signal. The encryption can ensure that no spoofer can generate
a spoofed P(Y) segment that will pass a test performed in spoofing detector 43. The phase
relationship can ensure that the test will be passed only if the C/A signal is not being spoofed.
Spoofing-induced errors in the C/A signal's carrier phase or PRN code phase would destroy
the relationship between the semi-codeless receiver's P code replica and the true received
P(Y) code. Without this relationship, the spoofed receiver's "soft" Wes 35 would be wrong, a
computed detection statistic would fail to pass the test, and spoofing detector 43 would detect
the presence of a spoofing signal.

Spoofing detector 43 executes a method that is based on the following model of the

GPS L1 signal:
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Wt ;) = AcClt j—o(t IDIE j— 7t j)]coslwp it j— (¢ ;)]
~ ApPlt = (t YWt j— (¢ )1t j— o(t j)]sinfewp# j— 9 )1+ 12 ;) &y

where y(#)) is the received signal at receiver clock sample time &, Ac and A4p are the
amplitudes, respectively, of the C/A and P(Y) code signals, C[] is the known C/A PRN code,
which has a nominal chipping rate of 1.023 MHz, P[] is the known P PRN code, which has a
nominal chipping rate of 10.23 MHz, D[] is the navigation data bit signal, which has a
nominal 50 Hz bit rate, W] is the unknown encryption bit sequence, which has an average
chipping rate of 480 KHz, (¢} is the code pseudorange delay at sample time #;, o1 =
2 7x1575.42x10° rad/sec is the nominal L1 carrier frequency, ¢(t)) is the beat carrier phase at
sample time #;, and #(#;) is the receiver noise at sample time £, The PRN code time histories
C[] and P[], the navigation data bit time history D[], and the encryption bit time history W}
all take on the values +1/-1 for their code chips, data bits, or encryption bits, and they all have
known code phase relationships between the times when their chip/bit sign transitions can

OoCCur.

The noise n(t) is sampled from a zero-mean Gaussian white (or nearly white) noise
sequence with a standard deviation of &, This standard deviation is normally a function of
the RF front-end design and automatic gain control of UE receiver 25. This noise standard
deviation is normally known. The P(Y) amplitude 4p, the noise standard deviation o, and the
sample period Af = £ - £; combine to yield the standard carrier-to-noise ratio (carrier power
divided by one-sided noise power spectral density) C/Ny =4 4o A,

The model in Eq. (1) can be used to estimate the unknown values of the W bits. For
example, a delay-lock loop (DLL) can be run on the C/A code in order to estimate the code
pseudorange delay #(¢). Simultaneously, a phase-lock loop (PLL) can be run on the C/A
code in order to estimate the beat carrier phase ¢(#;). The DLL and PLL can be implemented
by conventional techniques. The PLL can allow determination of the navigation data bit
sequence D[4-1(#;)]. The usual zradians phase ambiguity in ¢(f;) and the accompanying sign
ambiguity in D[#-7()] can be resolved by first applying standard bit-lock/frame-lock
techniques. The outputs of a frame-lock analysis can be used to resolve the sign ambiguity in

the Df#-#(1;)] data bits.
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The accurate estimates of (t;), #(#,), and D[t «#;)] from C/A code tracking can be
combined with a replica of the known P[] code and with knowledge of the W] bit transition
timing in order to form estimates of the W bits. The W[] bit timing is directly linked to that of
the X1A code, which is a generator code that is used to form the known P[] code. The X1A
code chips at 10.23 MHz and repeats every 4092 chips, i.e., every 400 psec. Each chip
interval of the X1A code is aligned with a chip interval of the P[] code. Every 4092 chips of
X1A code is broken down into L equal sets of chip periods. Each of these 4092/L chip
periods is broken down into M W-bit periods of duration I P-code chips followed by N W-bit
periods of duration J P-code chips. Thus, L(IM + JN) = 4092. The two durations of the }¥/
bits, 7 and .J, are about 20 P chips and the average W bit rate [L(A+N)/4092]x10230 KHz =
480 KHz.

Given the necessary information, the following analysis can be used to form "soft" W
bit estimates. In this analysis, the known nominal start and stop times of a given W bit, the K
bit, are 7z and fm+1 When measured relative to the nominal C/A and P code timing, and the
received signal samples that lie in this known interval are samples jinin t0 jimax. In other

words, jimin and Jimq. are chosen such that

tmin=1" T jpmin =1 < Tk <L jin =T jpnin ) (22)
Ljrmax ~ T oy ) <tWh+1 S 1= T o 1) (2b)
Note that Afwy = twer - tuz 1S the duration of the K™ W-bit interval, which is in the
range 2.083 £ 0.13 psec. The un-normalized "soft" estimate of W is:
Jkemax _
Westk =—Dg L y(;)Plt;—7( )]sin[wp j— ¢ ;)] 3)
J=Jimin

where the time histories P[t; - «(;)] and sinf ey 4-@(#;)] are reconstructions based on the
C/A code DLL and PLL outputs, and Dy, is the navigation data bit value, which is constant
over any given W-bit interval. This estimate is called un-normalized because the P(Y) signal
amplitude 4 has not been removed from the estimate nor has the effect of the number of
samples, Ny = fumax - jimn + 1. This estimate is called a "soft" estimate because it can take on

any real value despite the knowledge that the true un-normalized W} is either +0.5N4p or -
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0.5N,Ap. This estimate is reasonable because the +1/-1 values of the P[] and D[] signals
cause the products of the P[] and Dy replicas in Eq. (3) with the true P[] and D[] signals in the
received samples y(z) to equal 1. Similarly, the product of the sin[ w;14-¢(#)] replica in Eq.
(3) with the true sin[ wp14-¢1)] term in the y(¢;) samples equals 0.5{1 - cos[2ap1-2¢(#)]}, and
the latter term in this expression averages nearly to zero in the summation of Eq. (3). The
C/A code term in the y(#)) samples contributes negligibly to the Eq.(3) sum because the
product of the sin[ 14~ @(#)] replica with the cos{@z1#-#¥7)] term in the y(#)) samples equals
0.5sin[2 ey 14-2 (1)), and this terms averages nearly to zero in the sum, The calculation in Eq.
(3), or one that is functionally equivalent, is implemented in dual-frequency civilian GPS
receivers that use semi-codeless techniques and the process that is called "Soft-Decision Z-
Tracking". Other receivers may implement a calculation similar to Eq.(3).

In one embodiment, the RF front-end of UE receiver 25 accepts the full 20 MHz
bandwidth of the P(Y) code. Other embodiments may use a reduced bandwidth. It is possible
to use a bandwidth as low as two MHz, as in some civilian C/A code receivers. In that case,
the P[] term in Eq. (3) must be modified in order to account for the effects of the narrow-band
filter on the P[] code. A two MHz RF front-end bandwidth involves the loss of about 6.7 dB
of the power in the P(Y) code. This power loss can be compensated by increased gain in the
antenna 11, by increased integration time in integrate-and-dump register 27, or by some
combination thereof.

Eqgs. (1) and (3) can be used to develop a model of how W is related to the true
value of this encryption bit, Wyyer. If the C/A code DLL and PLL errors are negligible, then
this model takes the form:

1
Westre = 5 Ny ApWpyer + Pyp

where nuz is a Gaussian random error with a mean of zero and with a standard
deviation of

Ny
Owr =0p —2—

Referring to FIG. 2, Eq. (3) can use estimates of Wi.r produced by antenna array 11,

which can be used to make C/Nj be very large so that 2eu/(Nedp) = 1/ |2(C/Ng )ty is

10
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very small compared to 1. If 20u/(Nidp) is desired to be no greater than 1/7, then C/N,
should be no less than 1.25x10” Hz or 71.0 dB-Hz. This implies that the needed antenna gain
would be about thirty dB for typical received P(Y) power levels and typical noise power
spectral densities. This level of gain implies that the needed array might consist of about 500
patch antennas, each with a minimum gain of 3 dB in its field of view. A smaller array could
be used if some degree of estimation error were acceptable, in which case the integration time
in integrate-and-dump register 27 could be increased in order to compensate for the resulting
W e €Stimation errors.

If 20m/(N;:Ap) < 1/7, the true W bit can be estimated as follows:

Wiruek = SigNWestk ) (6)
where sign() is the usual function that evaluates to +1 if its input argument is positive

and to -1 if its input argument is negative. The probability of getting an erroneous Wex i

less than

1.3x10"2, which is effectively zero.
Continuing to refer to FIG 2, UE receiver 25 can implement the processing in Eq. (3)

in order to compute Wee 35. Mixer 47 mixes a sequence of W 35 with a sequence of Wouer

37 values from ground infrastructure 51 in order to compute the following detection statistic:

2 ko +K -1
Y= 5 YW ek W estk (7N
N;,O'n k=kg

where % is the initial W-bit index of the sequence that is used to test for spoofing, K'is

the total number of ¥ bits in the sequence, and

kg+K-1
N, = SN ®)
k=kg

is the total number of samples of Eq. (1) in the entire sequence.
Equations (4), (5), (7), and (8) and the carrier-to-noise ratio model after Eq. (1) can be

combined to develop the following mode! of the y statistic:

_Ap [Ny e |
}’-—-—;‘n— —2'—'+V— 2(C/N0)Af}, +v (9)

11
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where At,= N,At is the total time duration of the entire sequence and where vis a
sample from a Gaussian distribution with a mean of 0 and a standard deviation of 1.

The model of y in Eq (9) can be used to develop a threshold test in order to check for
spoofing. If the threshold value is y, j[he received signal is assumed to have been spoofed if y
< v, and the received signal is assumed to be valid if y;, <y. The first term on the right-
hand side of Eq. (9), if present, biases the y distribution in the positive direction. This term is
present only if the true W bits are in the y(#;) signal, which will be the case only if the signal is
not being spoofed. If At, is large enough, i.e., if the sequence of considered # bits is long
enough, then the first term will be large enough to bias the distribution so that almost all of it
lies above 7,,. In this situation, the system will almost always rightly conclude that spoofing
has not occurred. Conversely, if spoofing has occurred, then the true # bits will not be
present, which is equivalent to saying that the P(Y) signal's amplitude is Ap = 0. This will
eliminate the bias term in the y distribution. If y,, is set high enough, then most of the y
distribution will lie below this threshold in this situation, and the system will almost always
rightly conclude that the signal has been spoofed.

The selection of the y,, threshold value is determined by consideration of the
probabilities of two types of error. One type of error is to conclude that the signal has not
been spoofed when it has been spoofed. This probability is

o 2
Py = (e Py (10
MD Ta

27 Vsp

The subscript on this probability stands for "Missed Detection" to indicate that a
spoofing attack has not been detected. The other type is error is to conclude that spoofing has
occurred even though there has been no spoofing. The probability of this type of error is

e =Lysp—‘/2(C;/No)At7, e—vzlzdv a

V2m e

The subscript of this probability denotes a "False Alarm" in which the threshold test
mistakenly indicates the presence of a spoofing signal when no such signal is present.

The threshold can be determined by choosing a small probability of missed detection
and computing the threshold y,, by solving Eq. (10) for the threshold value that yiclds the
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desired Py;p value. The "norminv" inverse cumulative Gaussian distribution function in the
stats toolbox from MATLAB® can be used for this computation, for example. The
calculation takes the form:

Ysp = —norminv( Pysp,0,1) (12)

The even nature of the zero-mean, unit-variance Gaussian distribution is exploited in
this calculation.

The detection threshold y,, and the corresponding probability of a missed detection
Pyp can be used to compute the probability of a false alarm in Eq. (11) that depends on the
carrier-to-noise ratio of the signal. If C/N is too low for the given length of the W-bits
detection segment At,, then the probability of a false alarm will be high.

A receiver can take corrective actions if its Py is too large. The value of C/N, for the
C/A code can be determined by a receiver based on calculations involving in-phase and
quadrature accumulations. C/N, for the P(Y) code can equal a value approximately 2 to 3 dB
lower than C/N, for the C/A code. Therefore, a receiver can get a reasonable estimate of C/Ny
for the P(Y) code based on the measured C/N for the C/A code. The receiver can use this
estimate in Eq. (11) in order to calculate its probability of falsely concluding that the signal
has been spoofed. If Pry is too large, then the receiver may decide to average the results of
several W-bit sequences in order to make a more reliable determination of whether or not
spoofing has occurred.

For example, for an embodiment with C/Ny = 45 dB-Hz for the P(Y) code, a detection
sequence duration of 4t, = 0.001 sec, which translates into X = 480 W bits, and a chosen
probability of missed detection Pip = 3x107°, then ¥sp = 4.01 according to the Eq. (12)
solution of Eq. (10). The probability of a false spoofing alarm from Eq. (11) is then Pry =
4x10°. This situation assumes a C/A code C/Np value of about 47-48 dB-Hz, which is typical
or even conservative in a receiver with a low noise figure.

Referring again to FIG. 2, if one such detection were to be performed per satellite per
second for a 12-channel receiver, then the receiver would need to receive 5760 Wi bits per
second from ground infrastructure 51. If system 100 supported weaker signals, simultaneous
reductions in Pysp and Pry, or both, the length of the W bits spoofing detection interval 4¢,

would need to increase. Such an increase could increase the needed communications
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bandwidth from ground infrastructure 51 to UE receiver 31. If the needed extra bandwidth
were not available, then UE receiver 31 could be forced to decrease the frequency with which
it computed a spoofing detection statistic for each receiver channel.

A second embodiment of the present t'eachings can use an encrypted Galileo BOC
code or GPS M code instead of the W bits of P(Y) code. The GPS military M code and the
Galileo E1A code are both encrypted BOC signals. Their relationship to an unencrypted
signal on the same carrier frequency can be characterized by the following modified version

of Eq. (1):

Wt ;) = AgOft j— (¢ ;)] cos[wpt j— (2 ;)]
+ A Blt j—(t; )IE[t j— 7t ; ]cos[wpt j— (¢ ;) ~ d¢pol+n(t ;) (13)

where all definitions in Eq. (13) are the same as those in Eq. (1) except that 4o is the
amplitude of the unencrypted part of the signal, O[] is the unencrypted PRN code, possibly
with navigation data bits modulated onto it -- the "O" stands for Open source, @y, is the
nominal carrier frequency, 4 is the amplitude of the encrypted BOC signal, Bf] is the known
BOC square wave, E[] is the unknown encrypted PRN code part of the BOC signal -- the "E"
stands for Encrypted, and A¢go is the known carrier phase difference between the encrypted
and unencrypted signals. In the case of the GPS L1 signal, O[] = C[]D[] as in Eq. (1) and
B[1E[} in Eq. (13) constitutes the BOC(10,5) M code. In the case of the Galileo L1 signal, the
open-source signal O[] = E1B[]D[]-EICI[l, with E1B[] being an unencrypted data-carrying
BOC(1,1) code, D[] being a low-frequency data bit stream, and £IC[] being an unencrypted
dataless pilot BOC(1,1) code. Galileo's encrypted E1 signal is the BOC(15,2.5) signal E/A[]
= BI1£]]. ,

Referring now to FIG. 3, the binary offset carrier B[] of a BOC(M,N) signal is a square
wave with a frequency equal to Mx1.023 MHz. It oscillates between the values +1/-1. The
PRN code part of the BOC signal, E[], is a standard +1/-1 PRN code that chips at the
frequency Nx1.023 MHz. Short durations of a BOC(10,5) signal and its components are
shown in FIG. 3. B[] plot 53 depicts the 10.23 MHz binary offset carrier B[], E[] plot 55
depicts the PRN code E[], and the product plot 57 depicts BOC(10,5) product of B[] and E[}.
Note that the phase relationship of the B[] binary offset carrier signal can vary relative to the
possible bit transition times of the £[] PRN code. In FIG. 3, the bit transitions in Ef] occur
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during -1 to +1 transitions of the B[] signal, which represents only one of many possibilities.
The present embodiment requires that this phase relationship be known, and also the carrier
and code phase relationships between the unencrypted and encrypted signals in Eq. (13)
should be known. In other words, in the present embodiment the carrier phase offset Agro
and the phase relationship between possible +1/-1 transition times in the O[] signal and the

corresponding transition times in the B[] and E[] signals are needed. These phase

‘relationships can be determined by studying actual broadcast signals using a high-gain

antenna.

Given a signal with an unencrypted O[] code and an encrypted B[]E[] BOC code and
given known carrier and code phase relationships between these signal components, the
spoofing detection techniques previously described can be modified and applied to this signal.
The unencrypted Of] code can be used to track the signal via standard DLL and PLL feedback
loops. The known BOC signal B[] can be used as though it were the known P[] signal
previously described, and the encrypted Ef] signal can be dealt with as though it were the W]
signal previously described. The O[] signal can be used to form accurate estimates of the
code delay z(t)) and the beat carrier phase ¢(#). These signals can be used to construct the B[]
binary offset carrier replica and the cos[wzt~ @t;)- Ageo] carrier replica. The code phase (1)
is also used to determine the start and stop samples of the kY chip of the E[] code, jimin tO fimar-
This information is used to compute the following un-normalized "soft" estimate of the Kt
chip

Jkemax

Ees = 2 y(;)Bltj~z(@p)cos[opt -4t ;) ~ Agpol (14

7= Jimin

which is similar to the W-bit estimate in Eq. (3). The resulting model of the

relationship between this chip estimate and the true chip value is

Eostr =5 Nt AL Epuek + 15k C5)

which is similar to Eq. (4) except that the model in Eq. (15) may depend pattly in the
low correlation between B[] and O[] during the Ej chip interval in order to eliminate any

effects from the unencrypted signal in the Eq. (15) model. This latter condition is required if

the value of Aggo causes the average of the product cos[w;t- @) ]cos[wrt-H¢)-A dro] =
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0.5cos[2w -2 t)-Adpo] + 0.5c0s[4 gro] to be significantly different from zero. Given that
this average will be very near to 0.5cos[4 ¢o] in most cases, the new condition applies
whenever cos{d¢go] # 0, which is the case for GPS M code relative to C/A code but not for
Galileo E1A code relative to E1B and E1C code.

Given Eq. (14) and the model in Eq. (15), the methods and results previously
described carry forward to the case of using an encrypted BOC signal to detect spoofing of a
phase coherent unencrypted signal. A difference is that the system processes E; chips instead
of W, bits in order to compute the required spoofing detection statistic. A difference when
using encrypted GPS M code or encrypted Galileo E1A code for purposes of spoofing
detection is the difference between the chip periods of the E[] signals of the two encrypted
codes, and the bit period of the P(Y) code's /] bits. The nominal chip period is 5.33 times
shorter for the Galileo E1A code and 10.66 times shorter for the GPS M code. This difference
can cause K, the number of chips or bits used for a spoofing detection interval 4¢,, to increase
in order to keep 4, constant. This difference can cause a commensurate increase in the
needed communication bandwidth between ground-based infrastructure 51 and UE 23. Thus,
the use of M code to do spoofing detection implies that 10.66x5760 = 61402 Ep. bits per
second would need to be transmitted in order to enable spoofing detection on twelve channels
using a 0.001 second detection interval once every second.

In order to base spoofing detection on GPS M code or Galileo E1A code instead of
GPS P(Y) code, at least one modification to the previously-described system is required. This
modification relates to the increased rate of the unknown E[] chips. The increased chipping
rate decreases the length of the accumulation interval used for estimating each £ chip,
thereby decreasing its signal-to-noise ratio. This decreased signal-to-noise ratio (SNR) must
be compensated in ground infrastructure 51 in order to ensure the validity of the calculation
B = sign(Fosn), as in Eq. (6). To counteract this decrease in the SNR, the noise figure of
the RF front ends of antenna array 11 can be improved, or the gain of antenna array 1 1 can be
increased. If the latter approach is used, then a GPS-M-code-based system could require
10.66 times as many patch antennas in its ground-based array as would a P(Y)-code-based
system. A Galileo E1A-based system could require 5.33 times as many patch antennas.

Alternatively, a system could decide to accept a higher probability of wrong determination of
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E[] chips using antenna 11, and the system could compensate for this increased uncertainty by
integrating longer in integrate-and-dump register 27.

Other encrypted signals could be used to detect spoofing, not limited to encrypted
BOC signals. An equivalent method could be developed for the detection of spoofing on any
unencrypted signal that had known carrier- and code-phase relationships to an encrypted
signal, Also, the desired segments of the unknown bits/chips could be provided, eliminating
the need for antenna 11. The segments of the encryption bits/chips can be provided after a
short delay, thereby ensuring that this information could not be used to partially spoof its
encrypted signal.

Referring now to FIG. 4, a third embodiment of the present teachings cross-correlates
the W bits from the L1 and L2 frequencies of a GPS signal when an unencrypted civilian
signal is transmitted and received on the L2 frequency. In this embodiment, the P(Y) code is
the same on the L1 and L2 signals, and it has a known carrier- and code-phase relationship to
the unencrypted C/A code on L1 and to the unencrypted civil-moderate (CM) and civil-long
(Ct) codes on L2. In this embodiment, correlation user equipment 23A computes estimates
of the unknown W bits, Wy esi 36A and Wi 36B using the signals at both frequencies.
These W bits estimates can be mixed and then summed in an integrate-and-dump register
within cross correlator 28. The resulting output detection statistic 41 can be input to spoofing
detector 43 to assess whether one or both signals have been spoofed. Further, this
embodiment does not require ground infrastructure 51 (FIG. 2) or UE receiver 31 (FIG. 2) for
receiving an aiding signal. In this embodiment, there could be a higher probability of
spoofing than in the previously-described embodiments. UE cofrelation receiver 61 can
perform the same functions for the L1 signal up through the calculation of the W bits in Eq.
(3), referred to in this embodiment as Wy1es bits. UE correlation receiver 61 can perform
similar operations for its L2 signal except that the estimates of #«(#;) and ¢t for the L2 signal
are derived by a DLL and a PLL to track the CM or CL signal on L2 (or to track both). The
estimates of D[#-7(%;)] on L2 may come from, for example, the L.1 processing or from the CM
signal on L2, depending on which set of navigation data bits are being transmitted on the L2

CM signal. Given the necessary L2 versions of (1), #(¢), and D[¢-(1;)], an L2 version of Eq.
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(3) can be implemented in order to form the L2 #-bit estimates Wizeou. This calculation uses

o2 = 27x1227.6x10° rad/sec in place of @y in its carrier mixing term.

The spoofing detection decision can use the statistic

ﬁ = 2k0 45(—1 WLlestk WLZestk ‘ (16)

k=ky G r1nCr2nVNLuN L2k

where 071, and 672, are the respective per-sample noise standard deviations in the

variants of Eq. (1) that apply at the two frequencies and where Ny and Ny are the respective
numbers of samples that have been used in the two variants of Eq. (3) in order to compute

Wi test 36A and Wiaeq 36B. As described previously, the decision of whether the signal has
been spoofed or not is based on a threshold value of 3, referred to herein as B One or both
of the received unencrypted signals, the C/A code on L1 or the CM/CL code on L2, is deemed
to have been spoofed if # < S, and both received unencrypted signals are deemed to be valid
if B, < 8. The determination of a threshold value £, can be made by use of a statistical model

of 8. An analysis similar to that which has been used to derive Eq. (9) yields the model:

kp+K-1
B= kEk [W2(CING) 11 Atk Wipek + Vi IIN2ACING) 12 Atk Worger +viael (A7)
=ko

where (C/No)p1 and (C/Np)12 are the P(Y) code received carrier-to-noise ratios at the

L1 and L2 frequencies and where vz and v;a; are samples of independent zero-mean, unit-
variance Gaussian white-noise sequences. The accumulation intervals for Wiies 36A and
Winesue 36B are both Atwz. If K, the number of W bits used to compute 5, is large, then the
central limit theorem applies, and the probability distribution of £ can be approximated by a
Gaussian for both the spoofed and un-spoofed cases. It can be possible to use very large
values of X for this system because estimates of the # bits need not be received over a radio
link. Therefore, the two probability distributions that can be used to design and analyze S,
can be characterized by their means and their standard deviations. In the presence of

spoofing, the mean and standard deviation of § are:

E{f |spoofing} =0 (18a)
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0 ' if both signals are being spoofed
E{p 2 | spoofing} = K +42(C/Ng)2Atg  if only the L1 signalis being spoofed  (18b)
2C/No) 18t if only the L2 signal is being spoofed
where Atz s the total length of time spanmed by the K W bits that have been used to

compute the statistic in Eq. (16). The following standard deviation of £ can be used under the

assumption of spoofing:

0% =K +2max[(CINg) 1, (C/Ng) 12 1At g (19)

where the max[,] function returns the maximum of its two arguments. If neither signal

is being spoofed, then the mean and standard deviation of /5 are

By, = E{f| nospoofing} = 2,/(C/Ng) 11 (C/No) 12 At g (202)

0% = E{(S8 - Bys)? | no spoofing} = K +2[(C/Ng ) +(CINg) 12 )Mt g (20b)
Given the results in Egs. (18a), (19), (20a), and (20b) and given the Gaussian
assumption, the 3, threshold is selected to yield a pre-defined small probability of missed
detection of a spoofing incident:

1 T v
PMD = e je dv (21)
V27 ﬁsp'faﬁs

Similar to the previously-described embodiments, this equation can be solved for S,

by using the "norminv" function in the stats toolbox of MATLAB®:
Bsp = —0 gsnorminv(Fysp,0,1) (22)
Given S, the probability of a spoofing false alarm can be computed as
1 [Bsp "En ]/O'ﬂn
Pry=——=
FA ,'_'27r 2

The calculation of S, requires knowledge of g, which is calculated in Eq. (19) based
on the values of (C/Ny)z1 and (C/Ng)r2. The evaluation of Pry also requires knowledge of

these two carrier-to-noise ratios. They can be inferred from their L1 C/A code and L2C

2
eV gy (23)

CMY/CL code counterparts, which can be measured by the receiver. This inference makes use

of a priori knowledge of the ratio of the P(Y) code power to the civilian code power on both
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frequencies. This ratio can be deduced, or it can be measured ahead of time for each GPS
satellite by using a similarly-equipped receiver in a one-time experiment/analysis campaign
that uses the model in Eq. (4) to estimate the Ap values at the two frequencies.

The following is an example of these calculations: Suppose that (C/Np)z1 = 45 dB-Hz,
that (C/Ng)z2 = 43.5 dB-Hz, and that 4¢; = 0.05 sec, which translates into X = 24000 W bits in

the B detection statistic. Then o5, = 164.8, B, =2660.7, and op, = 171.5. If the chosen

probability of missed detection is Pyp = 1107, then Eq. (22) yields S, = 1308.8. The
probability of a false spoofing alarm is Pry = 1.6x10™"°. Thus, spoofing can be detected with
very low probabilities of missed detection or false alarm.

The processing functions of UE cotrelation receiver 61 are similar to those that are
implemented in a semi-codeless dual-frequency civilian receiver. Differences include the use
of the L2C civilian CM/CL codes to track the L2 signal and the use of the W-bits calculations
on both frequencies in order to detect spoofing rather than to enable L2 traéking.

Referring now to FIG. 5, an embodiment of a user equipment processor can include,
but is not limited to including, GPS receiver front end 26 configured to receive a GPS signal
and transmit a digitized intermediate frequency signal that contains C/A code and P(Y) code
to base-band mixer, C/A-code mixer, C/A-code PLL/DLL processor 71 configured to
compute pseudorange delay 75, beat carrier phase 77, navigation data bit signal 79, and
quadrature base-band signal 90 as described previously. Encrypted signal segment estimator
73 is configured to receive pseudorange delay 75, beat carrier phase 77, navigation data bit
signal 79, and quadrature base-band signal 90 and compute, from its inputs, estimated
segment 35 according to the methods previously described. User equipment processor can
also include truth encrypted signal segment receiver 81 configured to receive digitally-signed
broadcast encrypted signal 87 and derive true segment 37 from broadcast encrypted signal 87
as described previously. User equipment processor can still further include threshold
processor 83 configured to compute threshold 85 as described previously. Mixer and
accumulator 48 can receive estimated segment 35 and true segment 37 and combine them as
described above to produce detection statistic 41. Spoofing detector 43 is configured to |
receive threshold 85 and detection statistic 41, determine if the signal has been spoofed as

described previously, and generate spoofing alert signal 89 if spoofing has been detected.
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Referring to FIGs. 2 and 5, the method of the present teachings for detecting spoofing
of signals can include, but is not limited to including, receiving unencrypted signals and
encrypted signals on a first frequency at user equipment 23 (FIG. 2), estimating characteristic
features of the encrypted signals in user equipment processor 24 (FIG. 5), receiving true
characteristic features at the user equipment 23 (FIG. 2) through a broadcast communications
channel that includes a secure digital signature, computing in user equipment processor 24
(FIG. 5) a detection statistic 41 (FIG. 2) based on the estimated characteristic features and the
true characteristic features, and comparing by user equipment processor 24 (FIG. 5) the
detection statistic 41 (FIG. 2) with a pre-selected threshold 85 (FIG. 5) to detect spoofing of
the unencrypted signal. User equipment processor 24 (FIG. 5) can execute a computer
program product to accomplish the described steps. The computer program product can be
stored on a computer readable medium. The characteristic features can optionally include a
segment of GPS P(Y) code W bits. The step of estimating can further optionally include the
step of semi-codeless processing of the encrypted signal. The secure digital signature can
optionally include private-key encryption and public-key decryption.

Referring again to FIG. 4, an alternative method of the present teachings for detecting
spoofing of signals can include, but is not limited to including, the steps of receiving a GNSS
signal having a first frequency and a second frequency, the first frequency having first
frequency encrypted signals, the second frequency having unencrypted signals and second
frequency encrypted signals, the first frequency encrypted signals and the second frequency
encrypted signals having like characteristic features, estimating characteristic features of the
first frequency and the second frequency, cross-correlating the estimated characteristic
features to determine detection statistic 41 (FIG. 4), and comparing detection statistic 41
(FIG. 4) with a pre-selected threshold in a spoofing detector 43 (FIG. 4) to detect spoofing of
the unencrypted signals on the two frequencies.

Referring again to FIG. 5, yet another alternative method of the present teachings for
detecting spoofing of signals can include, but is not limited to including, the steps of running
DLL on an unencrypted signal to produce code pseudorange delay 75, running PLL on the
unencrypted signal to produce beat carrier phase 77, using beat carrier phase 77 and a pre-

selected carrier phase relationship between the unencrypted signal and the encrypted signal to
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mix the encrypted signal to baseband, estimating encrypted signal chip transition timing based
on DLL code timing from the unencrypted signal. The term “chip” is also referred to as “bit”,
depending on the signal context, For example, if the quantity is known, for example, to an
encrypter or transmitter, it is usually referred to as “chip”, and if the quantity is unknown, for
example, when received by a civilian receiver, it is usually referred to as “bit”, though
sometimes as “chip”. The terminology “bit/chip” is used herein to denote this quantity. The
method can further include the step of estimating encrypted signal chip/bit based on the
estimated encrypted signal chip transition timing, the baseband encrypted signal, and pre-
selected features of the signal. The pre-selected features can include, but are not limited to
including, P-code chips and BOC modulation. The method can further include the steps of
mixing estimated bit/chips 35 of the encrypted signal with true bits/chips 37 to compute a
detection statistic 41, deriving a spoofing threshold 85, and signaling spoofing of the signal if
the detection statistic 41 and the spoofing threshold 85 indicate that spoofing has occurred.

The methods previously described can be, in whole or in part, implemented
electronically. Signals representing actions taken by elements of system 100 (FIG. 1) can
travel over electronic communications media. Control and data information can be
electronically executed and stored on computer-readable media. System 100 (FIG. 1) can be
implemented to execute on a node in a communications network. Common forms of
computer-readable media can include, but are not limited to, for example, a floppy disk, a
flexible disk, a hard disk, magnetic tape, or any other magnetic medium, a CDROM or any
other optical medium, punched cards, paper tape, or any other physical medium with patterns
of holes or ink or characters, a RAM, a PROM, an EPROM, a FLASH-EPROM, or any other
memory chip or cartridge, a carrier wave, or any other medium from which a computer can
read.

Although the invention has been described with respect to various embodiments, it
should be realized this invention is also capable of a wide variety of further and other
embodiments. |

What is claimed is:
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CLAIMS
1. A method for detecting spoofing of signals comprising:

receiving unencrypted signals and encrypted signals on a first frequency at user
equipment (23);
estimating characteristic features of the encrypted signals;

receiving true characteristic features at the user equipment (23) through a broadcast

communications channel that includes a secure digital signature;

computing a detection statistic (41) based on the estimated characteristic features and

the true characteristic features; and

comparing the detection statistic (41) with a pre-selected threshold (85) to detect
spoofing of the unencrypted signal.

2. The method as in claim 1 wherein the characteristic features comprise a segment of

GPS P(Y) code W bits.

3. The method as in claim 1 wherein said step of estimating further comprises the step

of:

semi-codeless processing of the encrypted signal.

4. The method as in claim 1 wherein the secure digital signature comprises private-key

encryption and public-key decryption.

5. A system (100) for detecting spoofing of signals comprising:

a receiver (25) receiving encrypted and unencrypted signals, said receiver (25)
deriving an estimated segment (35) of signal characteristic features from the received

encrypted signal;
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an antenna (11) receiving encrypted and unencrypted signals, said antenna (11)
deriving a true segment (37) of the signal characteristic features from the received encrypted
signal;

a digital signer (14) encrypting the true segment (37) with private key
encryption;

a secure uplink (15) and broadcast transceiver (17) for transmitting the
digitally signed true segment (37); |

a truth data receiver (31) receiving the digitally signed true segment (37);

a public key decrypter (29) verifying the digital signature of true segment (37N
to authenticate it;

a mixer (47) mixing the decrypted true segment (37) with the estimated
segment (33);

an integrate-and-dump register (27) calculating a detection statistic (41) from

the mixed segments; and

a spoofing detector (43) comparing the detection statistic (41) with a threshold
(85) to detect spoofing of the received signal,

6. The system (100) as in claim 5 wherein said characteristic features comprise W-bits

of GPS P(Y) code.

7. The system (100) as in claim 5 wherein said characteristic features comprise GPS M

code chips.

8. The system (100) as in claim 5 wherein said characteristic features comprise Galileo

E1A code chips.
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9. The system (100) as in claim 5 wherein said unencrypted signal comprises GPS C/A

code on the L1 frequency.

10. The system (100) as in claim 5 wherein said unencrypted signal comprises Galileo

E1B and E1C codes on the L1 frequency.

11. The system (100) as in claim 5 wherein said unencrypted signal comprises GPS L2

CL code on the L2 frequency.

12. The system (100) as in claim 5 wherein said encrypted signal comprises GPS P(Y)

code on the L1 frequency.

13. The system (100) as in claim 5 wherein said encrypted signal comprises GPS P(Y)
code on the L2 frequency.

14. The system (100) as in claim 5 wherein said encrypted signal comprises GPS M

code on the L1 frequency.

15. The system (100) as in claim 5 wherein said encrypted signal comprises GPS M
code on the L2 frequency.

16. The system (100) as in claim 5 wherein said encrypted signal comprises Galileo

E1A code on the L1 frequency.
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17. A method for detecting spoofing of signals comprising:

receiving a GNSS signal having a first frequency and a second frequency, the first
frequency having unencrypted signals and first frequency encrypted signals, the second
frequency having unencrypted signals and second frequency encrypted sighals, the first
frequency encrypted signals and the second frequency encrypted signals having like

characteristic features;

estimating the characteristic features of the first frequency and the second frequency;

cross-correlating the estimated characteristic features from the first frequency and the

second frequency to determine a detection statistic (41); and

comparing the detection statistic (41) with a pre-selected threshold (85) to detect

spoofing of the unencrypted signals on the two frequencies.

18. A method for detecting spoofing of signals comprising the steps of:
running DLL on an unencrypted signal to produce a code pseudorange delay (75);
running PLL on the unencrypted signal to produce a beat carrier phase (77);

using the beat carrier phase (77) and a pre-selected carrier phase relationship between

the unencrypted signal and the encrypted signal to mix the encrypted signal to baseband,

estimating encrypted signal bit/chip transition timing based on DLL code
timing from the unencrypted signal;

estimating encrypted signal bit/chip values based on the estimated encrypted
signal bit/chip transition timing, the baseband encrypted signal, and pre-selected known

features of the encrypted signal;

mixing the estimated bit/chips (35) of the encrypted signal with true bits/chips
(37) to compute a detection statistic (41);

deriving a spoofing threshold (85); and

signaling spoofing of the signal if the detection statistic (41) and the spoofing
threshold (85) indicate that spoofing has occurred.
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19. A computer program product for carrying out at least one step of the method of

claim 1.

20. A computer readable medium having instructions for carrying out at least one step

5  of'the method of claim 1.
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