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(57) Abstract: This invention is directed to simplify op-
eration to be performed by an operator and allow authen-
tication processing between two apparatuses while each
apparatus uses a single wireless communication unit. For
this purpose, when an authentication start instruction but-
ton is operated, a host apparatus decreases its RF power
to set a communication range to about several ten cm.
The host transmits an inquiry signal containing verifica-
tion data and time interval data. A device which has re-
ceived this inquiry signal transmits an inquiry response
signal containing verification data and information for
specifying itself at instructed time intervals. The host
transmits authentication information only when this in-
quiry response is received at the set time intervals, the
inquiry response contains verification data, the reception
signal intensity changes in a predetermined range, and
the inquiry response is sent from one device.
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DESCRIPTION
METHOD OF DETECTING AND AUTHENTICATING CONNECTION

TARGET FOR WIRELESS COMMUNICATION APPARATUS

TECHNICAL FIELD

The present invention relates to a method of
detecting and authenticating a connection target for a
wireless communication apparatus when authentication
information such as a communication parameter and
address identifier is to be exchanged between wireless

communication apparatuses.

BACKGROUND ART

Recently, the use of wireless communication
connection has rapidly increased for data communication
and control on various kinds of information devices
such as information terminals, e.g.,
cellular-telephones and PDAs (Personal Digital
Assistants), personal Computers, and peripheral devices
of personal computers, typified by printers. A
wireless communication system based on this wireless
communication connection uses not oﬁly the public
switched telephone network but also a local network
such as a Bluetooth(R) network or wireless LAN.

Wireless communication functionsvare being
mounted in various devices, other than the above

information devices, e.g., image capturing apparatuses
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such as digital cameras, home electric appliances, and
accessories. Although USB (Universal Serial Bus) is
widely used as a wired communication connection method,
wireless USB is under development.

'When a wireless communication apparatus is to
perform wireless data communication, a procedure called
authentication is executed in many cases to prevent the
apparatus from being connected to an unspecified
apparatus or unintended abparatus. In performing this
authentication, PIN (Personal Identification Number)
code, ESSID (Extended Service Set Identifier), or the
like is exchanged as one piece of authentication
information between wireless communication apparatuses.
Using the euthentication information then makes the two
specific wireless communication apparatuses which have
exchanged the authentication information associate with
each other in a one-to-one correspondence, thereby
ensuring authentication security for wireless
communication.

This authentication information should not be
disclosed to the third person. If the authentication
information leaks to the third person, the third person
may access electronic data such as a document, address
book, electronic mail, personal information, and image
data stored in the apparatus. There is a risk that a
wireless communication system, accounting system, and

print system may be fraudulently used. In such a
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situation, much attention has been paid to security
measures for these wireless communication apparatuses.

There are available several input methods for.
authentication information for making wireless
communication apparatuses mutuaily authenticate. More
specifically, such methods include a method of manually
inputting information, a method of inputting
information by inserting a SIM (Subscriber Identify
Module) card into a device, a method of performing
authentication by using infrared communication, a
method of performing authentication by using a
connection cable, a method of causing one of two
wireless communication means provided in apparatuses to
perform authentication, and the like. Authentication
information such as communication parameter, address
identifier, and the like is stored in the storage unit
of each wireless communication apparatus after
completion of mutual authentication between the -
apparatuses. At the time of data cémmunication, a.
wireless data communication path is ensﬁred by using
the stored authentication information.

As a method of authenticating wireless
communication apparatuses while taking security
measures, the following method is proposed (Japanese
Patent No. 3422683). In performing wireless
communication between two communication apparatuses,

when the first apparatus is partially engaged with the
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docking port of the second apparatus.(first
communication means), the first and second apparatuses
are automatically connected to each other through the
second communication means, thereby allowing the
apparatuses to exchange address identifiers. According
to this method, no address identifier or encryption key
is disclosed to any communication apparatuses which are
not located within a sufficiently nearby range, and
hence an improvement in security can be expected.

There is also proposed a technique in which first
and second communication devices each having a first
communication unit cépable of wireless communication
and a second communication unit different from the
first communication unit determine a éommunication
parameter for wireless communication between the two
devices when the two communication units are connected
to each other, thereby eliminating the necessity to
make each user set a communication parameter ﬁeéessary
for wireléss communication (Japanesé Patent Laid-Opén
No. 2002-359623).

As the word length of authentication information
which associates two specific wireless communication
apparatuses ;andomly increases, the strength of
security increases. If, however, a user is to manually
input the information, he/she is forced to perform
cumbersome oberation. For this reason, authentication

information to be manually input by a user tends to be
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a code with a short word length which can be easily
guessed by the third person. The method of performing
authentication by infrared communication forces a user
to perform cumbersome operation and makes he/she bother
with excessively narrow directivity. The method of
performing authentication by using a conﬁection cable
requires wired connection between apparatuses,
resulting in cumbersome operation.

In addition, accordin§ to the above prior art,
wireless'communication apparatuses cannot exchange any
authentication information such as a communication
parameter énd address identifier unless wired
connection or coupling to a docking port is performed
before data communication. This forces a user to
perform cumbersome operation and also makes it
necessary to use different wireless communication means
for authenticdtion processing and data communication,
resulting in hindrance to the simplification of a
wireless communication apparatus, power saving, and a
reduction in size.

As described above, the problem is that a system
(wireless communication system or print system) which
allows a user to easily set authentication information
such as a communication parameter and address
identifier and is easy for the user to use cannot be
provided as an authentication method for a wireless

communication apparatus.
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DISCLOSURE OF INVENTION

It is an object of the present invention to
provide a technique of simplifying operation to be
performed by an operator and allowing authentication
processing between two wireless communication
apparatuses.while using a single wireless communication
means. |

In order to achieve the above object, for
example, a wireless communication apparatus according
to the present invention has the following arrangement.

There is provided a wireless communication
apparatus which has wireless communication means for
communicating with a mobile wireless communication
device and executes predetermined processing on the
basis of received information, characterized by
comprising: :

instructing means for instructing to start
authentication processing in order'to start
communicating with a wireless communication device;

transmission means for transmitting a search
signal containing verification data by the wireless
communication means when a start of authentication is
instructed by the instructing means; and

authentication means for, when a response signal
is received by the wireless communication means from

one wireless communication device after the search
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signal is transmitted by the transmission means and
when the verification data is contained in the response
signal transmitting authentication information to the
wireless communication device.

Other features and advantages of the present
invention will be apparent from the following
description taken in conjunction with the accompanying
drawings, in which like reference characters designate
the saﬁe or similar parts throughout the figﬁres

thereof.

BRIEF DESCRIPTION OF DRAWINGS

The accompanying drawings, which are incorporated
in and constitute a part of the specification,
illustrate embodiments of the invention and, together
with the description, serve to explain the principles
of the invention.

Fig. 1 is a block diagram.showing the arrangement
6f a printer apparatus as a wireless communication host
apparatus according to an embodiment;

fig. 2 is a block diagram showing the arrangement
of a digital still camera as a wireless communication
device in the embodiment;

Fig. 3 is a block diagram showing the arrangement
of a wireless communication unit in the wireless
communication host apparatus in the embodiment;

Fig. 4 is a view showing an example of a state
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before authentication between the wireless
communication host apparatus and the wireless
communication device in the embodiment;

Fig. 5 is a view showing an example of a state
during authéntication between the wireless
communication host apparatus and the wireless
communication device in the embodiment;

Fig. 6 is a view showiﬁg an example of a state of
the display unit of each of the wireless communication
host apparatus and the wireless communication device
during authentication processing in the embodiment;

Figs. 7A and 7B are graphs showing an example of
RF power/distance characteristics during authentication
processing between the wireless communication host
apparatus and the wireless communication device as an
authentication target in the embodiment:

Figs. 8A and 8B are graphs showing an example of
RF power/radiation characteristics during
authentication processing betweeh the.wireless
communication host apparatus and the wireless
communication device as an authentication target in the
embodiment ;

Figs. 9A to 9C are graphs showing the
characteristics of radio signals used by the wireless
communication host apparatus to identify a wireless
communication device as an authentication target in the

embodiment;
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Figs. 10A and 10B are flowcharts showing an
authentication processing sequence in the wireless
communication host apparatus_in the embodiment;-

Fig. 11 is a view showing the data format of an
inquiry signal transmitted by the wireless
communiéation host apparatus in the embodiment;

Fig. 12 is a view showing the data format of an
inquiry response signal returned by the wireless
communication device in the embodiment;

Fig. 13 is a flowchart showing an authentication
processing sequence in the wireless communication
device in the embodiment;: and -

Figs. 14A and 14B are flowcharts showing in
parallel the relationship between processing in the
wireless communication host apparatus and.processing in

the wireless communication device in the embodiment.

BEST MODE FOR CARRYING OUT THE INVENTION

An embodiment of the present invention will be
described in detail below with reference to the
accompanying drawings.

Fig. 1 is a block diagram showing the arrangement
of printer apparatus 1 (to be referred to as host 1
hereinafter) as a wireless communication host apparatus
according to an embodiment of the present invention.

Referring to Fig. 1, reference numeral 101

denotes a CPU which controls overall host 1; 102, a RAM
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which is used as the work area of the CPU 101l; 103, a
ROM which stores processing sequences executed by the
CPU 101 and comprises a rewritable nonvolatile memory
such as a flash memory; 104, an image processing unit
which is used to convert digital image data or the like
into digital data which can be printed; 105, a display
control unit for various kinds qf display; 106, a
liguid crystal display device which is used toAdisplay
a menu for the check on digital image data and the
execution of various kinds of settings; 107, a
light-emitting diode which is used as an indicator
which indicétes the processing state of host 1; 108, a
control unit for an external storage device, which
controls read operation of digital data stored ih a
storage medium such as a compact flash (registered
trademark) or memory stick (registered trademark)
inserted in a memory socket 109 and write operation of
digital daté in the storage medium; 110, é control unit
for a USB interface, which is connected to an apparatus
having another USB interface through a USB connector
111; 112, an encryption processing unit which is used
to encrypt autheﬁtication information and data for
wireless communication; 113, a real-time clock which is
used for authentication period counting and access time
recording; 120, a wireless communication unit for
wireless communication; 121, an antenna for wireless

communication; 114, a control unit for buttons and the
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like for various kinds of settings, which is used to
transfer operation information of an operation key 215,
an operation key 115, an operation button 116 for an
instruction to start authentication processing, and a
reset button 117 to the CPU 101; and 118, a control
unit for the printer function of host 1, which causes a
printer engine 119 to print digital data.

Fig. 2 is a block diagram showing digital still
camera 2 (to be referred to as device 2 hereinafter) as
a typical wireless communication device according to
the embodiment of the present invention, i.e., a
typical portable or mobile device.

Referring to Fig. 2, reférence numeral 201
denotes a CPU which controls the overall device; 202, a
RAM which is used as‘the work area of the CPU 201; 203,
a ROM which stofes processing sequences executed by the
CPU 201 and comprises a rewritable nonvolatile memory,
e.g., a flash memory; 204, an image processing unit
which is used to convert a captured image into digital
image data; 205, a control unit for various kinds of
display; 206, a liquid crystal display device which is
used to display a menu for the check on a captured
image and the execution of various kinds of settings;
207, a light-emitting diode which is used as an
indicator which indicates the processing state of
device 2; 208, a control unit for an external storage

device, which controls write operation of digital data
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in a storage medium such as a compact flash (registefed
trademark) (R) or memory stick (R) inserted in a memory
socket 209 and read operatibg of digital data stored in
the storage medium; 210, a control unit for a USB
interface, which is connected to an apparatus having

another USB interface through a USB connector 211; 212,

an encryption processing unit which is used to encrypt

authentication information and data for wireless
communication; 213, a real-time‘clock which is used for
authentication period counting and access time
recording; 222, a wireless communication unit for
wireless communication; 223, an antenna for wireless
communication; 214, a control unit for buttons and the
like for various kinds of operations, which is used to
transfer operation information of an operation button
216 for an instruction tq start authentication
processing, and a reset button 217 to the CPU 201: 218,
a control unit for the image capturing device of devicé
2, which controls a CCD 219; and 220, a control unit
for an optical unit 221, which controls the optical
unit 221 mainly comprising a lens and its driving
system.

Fig. 3 is a block diagram’of the wireless
communication unit 120 in wireless communication host
apbaratus (a printer in this embodiment) 1 according to
this embodiment.

Note that the wireless communication unit 222 in
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device (a digital still camera in this embodiment) 2
has the same arrangement as that of the wireless
communication unit 222, and hence a description of the
wireless communication unit 222 in the digital still
camera will be §mitted. In this embodiment, for the
sake of simplicity, the following description is based
on the ad hoc mode of IEEE802.11lb. However, another
wireléss communication standard may be used.

Referring to Fig. 3, reference numeral 303
denotes a control unit which controls the overall
wireless communication unit, in which a CPU and
nonvolatile memory are incorporated; 304, a link
managing unit for a communication protocol; 305, a
wireless baseband unit which transmits/receives radio
waves to/from an RF unit 306 through the antenna 121;
307, an RF power control unit which controls radio wave
transmission/reception power; and 308, an RF power
measuring unit which measures radio wave
transmission/reception power.

The arrangements of host 1 and device 2 in the
embodiment have been described above.

A method of allowing host 1 and device 2 to
mutually recognize and easily set authentication
informétion such as a communication parameter or
address identifier necessary for wireless connection
will be described next on the basis of the above

arrangement.
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Fig; 4 is a view showing an example of a state
before authentication between printer 1 as a wireless
communication host apparatus (to be referred to as host
1 and generically referred to as a host hereinafter) .
and digital still camera 2 as a wireless communication
device, cellular-telephone 3, and PDA 4 (to'be referred
to as device 2, device 3, and device 4 and generically
referred to as devices hereinafter).

Assume that devices 2, 3, and 4 each have the
same arrangement as that comprising the wireless

communication unit 120 and antenna 121 shown in Fig. 3.

A host and a device exchange authentication

information, establish a wireless data communication
path, and perform wireless data communication by using
this wireless commﬁnication unit.

An example of operation to be performed when
authentication is performed between host 1 and device 2
will be described below.

First of all, when the button 116 of host 1 is
pressed to start authentiéation processing on the host
side; host 1 shifts to the authentication mode in which
RF power is decreased to a level lowe; than that during
normal wireless daté communication (reception
processing for print data), thereby limiting an
authentication zone 351 of host 1 to, for example,
several ten cm. Likewise, when the operation key 215

of device 2 is operated to shift device 2 to the
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authentication mode in order to start authentication
processing on the device side, device 2 decreases the’

RF power to a level lower than that during wireless

. data communication, thereby limiting an authentication

zone 352 of device 2 to, for example, several ten cm.

As shown in Fig. 4, since host 1, device 2,
device 3, and device 4 are located outside a distance
at which mutual authentication is not performed, i.e.,
outéide the authentication zone 351 of host 1 and the
authentication zone 352 of device 2 at the time of
authentication, even if host 1 searches for a device
which dan be authenticated in this state, device 2
cannot be found. Therefore, no authentication is
performed.

As shown in Fig. 5, when device 2 having the
authentication zone 352 is brought close to the
authentication zone 351 of host 1 after both host 1 and
device 2 are made to shift to the authentication mode,
host 1 and device 2 detect and recognize each other by
using the wireless communication units 120 and 222 and
the antennas 121 and 223, and exchange authentication
information such as a communication parameter and
address identifier necessary for wireless communication
connection. Note that even if device 3 and device 4
shift to the authentication mode, since they are
located outside the authentication zone 351 of host 1,

they do not perform detection and recognition of
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themselves or exchange any authentication information.

Fig. 6 is a view showing an example of operation
of host 1 and device 2 during authentication
processing, which have shifted to the authentication
mode, and display on the liquid crystal display device.
Operation of host 1 which hasvshifted to the
authentication mode will be described first.

Upon shifting to the authentication mode, host 1

decreases the RF power during wireless data

communication to limit the authentication zone 351 of

host 1 to a range (e.g., a range of several ten cm)
sufficiently narrower than the normal wireless data
communicative range. Upon shifting to the
authentication mode, host 1 displays an instruction-on
the liquid crystal display device 106 to bring the
device as a wireless connection target to host 1. At
this time, as information to be displayed on the liquid
crystal display device 106, a character string, an
icon, an actual image that has already been registered
in host 1, or the like may be used. Note that
information indicating that host 1 is performing
authehtication processing may be explicitly
demonstrated by displaying it on the liquid crystal
display device 106 or using the light-emitting diode
107 as an indicator which lights up and blinks.

The operation of device 2 which has shifted to

the authentication mode will be described next. Upon



WO 2006/046720 . . PCT/JP2005/019938

10

15

20

25

receiving an instruction to shift to the aufhentication
mode, device 2 decreases the RF power to a level lower
than that during wireless data communication, thereby
limiting the authentication zone 352 of device 2 to a
sufficiently narrow range (e.g., a range of several ten
cm) like host 1. Upon shifting to the authentication
mode, device 2 displays an instruction on the liquid
crystal display device 206 of dévice 2 to bring device
2 close to a host as a wireless connection target. At
this time, as information to be displayed on the liquid
crystal display device 206, a character string, an
icon, an actual image that has already been registered
in device 2, or the like may be used. Note that
information indicating that device 2 is performing
authentication processing méy-be explicitly
demonstrated by displaying it on the liquid crystal
display device 206 or using the light-emitting diode
207 as an indicator which lights up and blinks. -

A characteristic feature of this embodiment is
that a remote apparatus with which wireless data
communication is to be really performed (to be referred
to as a real connection target hereinafter) is detected
and identified.by using the displacement of an RF power
due to the distance between the host and the device and
directivity. How the RF power between the host and the
device displaces with a change in inter-apparatus

distance or directivity in this embodiment will be

~———
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described below with reference to Figs. 7A to 8B.

Figs. 7A and 7B are views showing the RF
power/inter-apparatus distance characteristics of host
1 during authentication processing and device 2 as a
real connection target.(to be referred to as an
authentic device hereinafter). When an authentic
device which has shifted to the authentication mode is
moved from a position 701 to a position 702 so as to be
brought close to a host, an RF power 703 displaces from
a point 704 to a point 705, as shown in the graph of
Fig. 7B. This displacement of the RF power is measured
by the RF power measuring unit 308 of the host to
determine whether the corresponding device is an
authentic device. In contrast, when the authentic
device which has shifted to the authentication mode is
moved from the position 702 to the position 701 so as
to be located away from the host, the RF power 703 also
changes. This displacement méy therefore be measured
by the RF power_measuring unit 308 of the host to
determine whether the corresponding device is an
authentic device. In addition, assume that, owing to
the antenna arrangements of the host and device, an RF
power 706 received by the host decreases from a point
767 to a point 708 as the host and the device are
brought close to each other. In this case as well,
whether the corresponding device is an authentic device

can be determined by measuring the displacement of the
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RF power using the RF poWer measuring unit 308.

Figs. 8A and 8B areAviews showing the RF
power/directivity characteristics of a host during
authentication processing and an authentic device.

When the authentic device which has shifted to the
authentication mode}is rotated while being located in
the authentication zone 351, an RF power 801 received
by the host displaces from a point 802 to a point 803
due to the directivity of the antenna of the device.
This displacement is measured by the RF powef measuring
unit 308 of the host to determine whether the
corresponding device is an authentic device.

A change in RF power is often correlative to a
change in bit rate, bit error rate, or transfer
efficiency. The above displacement detection method
tﬁerefore holds even if the description concerning the
RF power is replaced with that concerning a data string
such as a bit rate, bit error rate, or transfer
efficiency, and RF power measurement by the RF powér
measuring unit 308 in the displacement detection method
is replaced with numerical calculation by the wireless
communication control unit 303. In the following
description, when a data string such as an RF power,
bit rate, bit error rate, or transfer efficiency will
be generically referred to as an RF power.

Figs. 9A to 9C are graphs for explaining the

processing for detecting and recognizing an authentic



WO 2006/046720 PCT/JP2005/019938

10

15

20

25

device when a host apparatus and a device start
authentication processing, and the authentic device and
another device exist in the authentication zone 351 of
the host.

Assume that the authentic device is moved or
rotated while both the authentic device and another
device are in the authentication mode. 1In this case,
when the RF power received by the host from the
authentic device is proportional to the square of time,
the RF power received by the host in the interval from
time tl to time t2 changes from a point 903 to a point
904 in the graph of Fig. 9A. Since another device is
not moved or rotated, the RF power does not change from
a point 913 to a point 914 in the interval from tl to
t2.

The host samples the RF powers received from the
authentic device and another device at times near times
tl and t2 a plurality of number of times, and
calculates primary derivatives. In this case, as
indicated by the graph of Fig. 9B, the primary
derivative of the RF power received by the host from
the authentic device changes from a point 905 to a
point 906. In contrast, the primary derivative of the
RF power from another device is zero. Checking the
displacement of this primary derivative makes it
possible to detect and identify the authentic device

and another device. In this case, since another device
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exhibiting no displacement of the primary derivative is
identified as not being a real connection target, the
host exchanges no authentication informatioﬁ.

The host samples the RF powers received from the
authentic device and another device at times near times
tl and t2 a plurality of number of times and calculates
the secondary derivatives of the RF powers. In this
case, as indicated by the graph of Fig. 9C, the
secondary derivative of the RF power received by the
host from the authentic device is constant from a point
907 to a point 908. In contrast, the secondary
derivative 6f the RF power from another device is zero.
An authentic device and another device may be detected:
and identified by checking the displacement of this
secondary derivative.

Note that the changes in RF power received by the
host from the device over time indicated by Figs. 9A to
9C are an example. In practice, the RF power‘received
by the host from the authentic device is not always
proportional to the square of time, and the RF power
received by the host from another device is not always
constant. For this reason, in order to improve the
accuracy of detection and identification of the
authentic device, the host may select sampling times, a
sampling count, and a differentiation count in
accordance with an assumed wireless communication

system.
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A sequence in which the host performs
authentication processing with respect to the authentic
device by using the above processing for detection and
identification of the authentic device will be
described below.

Figs. 10A and 10B are flowcharts showing a
processing sequence ffoﬁ the start of authentication
processing by the host to the end of authentication
processing. A program associated with this processing
sequence is stored in the ROM 103.

First of all, when the host is shifted to the
authentication mode by operating a button or the 1like
provided for the host, the host decreases the
transmission/reception RF power to a level lower than
that for data communication so as to decrease the radio
signal range, thereby setting an authentication zone'
(step S101).

The host then generateé and stores an inquiry
(synonymous with a connection request) signal 1101.1ike
that shown in Fig. 11 (step S102). The inquiry signal
1101 contains an arbitrary data string 1102 and a data
string 1103 which designates an inquiry response
repetition time interval. Upon receiving the inquiry
signal, the device returns an inquiry response upon
containing the arbitrary data string 1102 (serving also
as verification data) in the inquiry response. The

data string 1102 is used by the host to determine
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whether the received signal is a response and detect
the displacement of the bit rate, bit error rate,
transfer efficiency, or the like of the data string.
The data string 1103 (information indicating a time
interval) which designates the repetition time interval
of inquiry responses is uséd to determine the
repetition time interval of inquiry responses to be
returned from the device.

Upon generating the inquiry signal 1101, the host
transmits the inquiry signai 1101 into the
authentication zone to search for a device (step S103).

At this time, the inquiry signal is transmitted
upon setting ESSID (Extended Service Set Identifier) to
a provisional character string and a channel to "1"
without any WEP key (Wired Equivalent Key). Note,
however, that when authentication processing has
succeeded, a true ESSID, WEP key, and channel are
transmitted as authentication.information.
Subsequently, wireless data communication is performed
by using this information.

If a device which has shifted to the
authentication mode exists in the authentication zone
of the host, an inquiry response 1201 like that shown
in Fig. 12 is returned from the device. The host then
determines whether an inquiry response is received
(step S104). The inquiry response 1201 returned by the

device contains a data string 1202 including the data
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string 1102 designated by the inquiry signal 1101 from

" the host and a unique code 1203 such as a MAC address

held in the ROM of the device. The unique code 1203 is
used for wireless connection control of MAC address
filtering and the like on the host side and is also
used to generate host authentication information.

If the inquiry response 1201 is not returned

within a predetermined allowable time range, the host

- determines that no device which has shifted to the

authentication mode exists within the authentication
zone of the host. The host then terminates the
authentication mode. The flow advances to step S118 to
restore the RF poWer so as to set the normal data
communication state.

Upon receiving the first inquiry response 1201,
the host measures/stores the reception RF power a
plurality of number of times (step S$105), and stores

part of the data string of the inquiry responée'lzdl

" (step S106).

The inquiry response 1201 is returned to the host
at the time intervals designated by the data string
1103 contained in.the inqui;y signal 1101, and hence
the host determines whether the inquiry response 1201
is received again (step S107). Upon receiving the
second inquiry respohse 1201, the host measures/stores
the second reception RF power a plurality of number of

times (step S108), and stores part of the data string
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of the second inquiry response 1201 (step S109).

Upon storing the reception RF powers'and data
strings of the first and second inquiry responses 1201,
the host determines whether the repetition time of the
inquiry responses 1201 is equal to the time designated
by the data string 1103 (step S110). If the repetition
time of the inquiry responses 1201 differs from the
designated time, the host determines that the résponses
are not from the authentic device, and terminates the
authentication mode.

The host then determines whether the arbitrary
data string 1102 is contained in the inquiry response
1201 (step S111). If the arbitrary data string 1102
designated by the host is not contained in the inquiry
response 1201 or a data string different from the
designated data string is contained in it, the host
determines that the response is not from the authentic
device, and terminates the authentication mode.

The host calculates the displacements of the
reception RF powers of the first and second inquiry
responses 1201 (step S112). The qalculation in step
S112 may be performed by using the processing described
with reference to Figs. 9A, 9B, and 9C. The host
determines, on the basis of the result calculated in
step S112, whether the displacement of the RF power of
the received inquiry response 1201 falls wifhin a

predetermined range specified by the system (step
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S113).

In this case, if the RF power has not displaced’
or the displacement falls outside the range specified
by the system, the host terminates the authentication
mode.

Note that the "displacement"” in this casevis the
absolute value of a difference because the plus and
minus signs are ignored. If this displacement is

substantially 0 (or more accurately, equal to or less

. than a threshold Tl near 0) or equal to or more than a

threshold T2 (T2 > T1 > 0), the host .determines that
authentication has failed, and terminates the
authentication mode.

If the displacement of the RF power falls within
the range (larger than the threshold Tl and less than
the threshold T2) specified by the system, the host
determines whether the RF power of only one device has
displaced, on the basis of whether the device unique
code of the data of the inquiry response coincides with
the corresponding code (step S114). If there are a
plurality of devices whose RF powers have displaced in
the authentication zone, the host.terminates the
authentication mode. If there'is only one device whose
RF power has displaced, the host recognizes the device
as an authentic device, and generates and stores the
authentication information of the authentic device

(step S115).
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The generated authentication'information is
transmitted to the authentic device (step S116). The'
host then notifies thé authentic device of the end of
the authentication processing (step Sll7); terminates
the authentication mode, and restores the RF power
(step S118). If wireless data communication is not to
be performed immediately after the énd of the
authentication processing, the RF power may be turned
off after the end of the authentication mode to set the
host in the idle state.

When the above flow comes to an end, the host and
device ensure a wireless communication path 353 by
using the exchanged authentication information. This
makes it possible to perform wireless data
communication. In this embodiment, since the host is a
printer and the device is a digital still camera, the
image céptured by the digital still camera is printed
out.

In the authentication flow of the host described
with reference to‘Figs. 10A and 10B, the determination
conditions for an authentic device can be classified
into the following processes (S151) to (SlSGj:

- Step S151: determining in the processing from step
S101 to step S104 whether the device is located inside
or outside the authentication zone of the host:

- Step S152: measuring an RF power, bit rate, bit error

rate, and transfer efficiency;
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. Step S153: determining whether the repetition time of
inquiry responses is equal to the repetition time
designated by the host;

- Step S154: determining whether the arbitrary data
string designated by the host is contained in the
inquiry response;

- Step S155: determining whether the RF power, bit
rate, bit error rate, or transfer efficient has
displaced; and

* Step S156: determining whether there is only one
device whose RF,powe;, bit rate, bit error rate, or
transfer efficiency has displaced.

Although a distance baéed on which it is
determined in the process (S151) whefher a given device
is located inside or outside the authentication zone
may be arbitrarily set, the strength of security
decreases as the authentication zone increases,
resulting in difficulty in determining an authentic
device. It is therefore preferable to minimize the
distance. That is, it is appropriate to set about
several ten cm as in this embodiment.

A process similar to the process (S152) is
repeated twice in the case shown in Figs. 10A and 10B.
However, the device detection accuracy may be improved
by repeating this process a plurality of number of
times.

The sequence of the processes (S155 and S156)
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from the above process (8153) can be arbitfarily set.
In addition, another dete:mination step other than the
above step may be combined:o: the determination'sfep
may be omitted. If a device can be specified by a
combination of at least one of the determination
processes in steps S151 to S155 and the determination
process in step S156, the device may be determined as
an authentic device.

A sequence for authentication processing with
respect to a host on the device side will be described
next. Fig. 13 is a flowchart showing the processing
from the time when the device (a digital still camera
in the embodiment) starts authentication processing to
the time when the authentication processing ends. A
program corresponding to this flowchart is stored in
the ROM 203.

Firsf of all, when the device is shifted to the
authentication mode by operating a button or the like
provided for the device, the device decreases the
transmission/reception RF power to a level lower than
that for data communication so as to decrease the radio
signal range; thereby setting an authentication zone
(step S201). At this time, the same wireless parameter
as that set when authentication processing is started
on the host side is set.

If a host which has shifted to the authentication

mode exists in the authentication zone of the device,
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since the host is searching for the device by
transmitting the inquiry signal 1101 like that shown in
Fig. 11, the device determines whether the inquiry
signal has been received (step 5202); |

If any host which has shifted to the
authentication mode does not exist in the
authentication zone, no inquiry signal is received. 1In
this case, the flow advances to step S210, in which the
device terminates the authentication mode and restores
the RF power for the normal data communication state.

Upon receiving an inquiry signal, the device
generates and stores the first inquiry response 1201
like that shown in Fig. 12 (step S$203). The inquiry
response 1201 contains the data string 1202 including
the arbitrary data string 1102 designated by the host
and the unique code 1203 such as the MAC address stored
in the ROM of the device.

The device then transmits the first inquiry
response 1201 to the host a plurality of number of
timés (step SZO4); After the first inquiry response is
transmitted, the device generates and stores the second
inquiry reéponse 1201 (step S205), and transmits the
second inquiry response 1201 to the host a plurality of
number of times (step S206). Note that the first and
second inquiry responses are transmitted to the host at
the repetition time intervals designated by the data

string 1103 which designates the repetition time of
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inquiry responses. As described above, this is because
this information is one of parameters which are used Dby
the host to determine an authentic device.

A process similar to the process (S251) is
repeated twice in the case shown in Fig. 13. However,
such a process may be repeated a plurality of number of
times depending on the arrangement of the system.
Alternatively, the inquiry response 1201 may be
generated and stored only once.

Upon transmitting the inquiry response 1201, the
device determines whether authentication information is
received from the host (step S207). If no
authentication information is transmitted from the host
or cannot be received from the hosf, the authentication
mode is terminated. If authentication information is
received from the host, the device stores the
autﬁentication information (step 8268). The device
then notifies the host of the end of the authentication
processing (step S209), terminates the authentication
mode, and restores the RF power (step S210).

When the above flow ends, the host and device

.ensure the wireless communication path 353 by using the

exchanged authentication information, and can perform
wireless data communication.

Figs. 14A and 14B show an authentication process
flow as a combination of the host authentication

process described with reference to Figs. 10A and 10B
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and the device authentication process flow described
with reference to Fig. 13. The processing contents are
the same as those described above, and hence a
description thereof will be omitted. ‘Note, however,
that repeating the process (S301) in Fig. 14A{ in
particular, makes it easy to detect an authentic device
and makes it possible to prevent the device of the
third person from intercepting authentication
information.

It is preferable that both a host and a device be

provided with display units, and when authentication

‘processing is normally completed, information

indicating the success of authentication (a message,
LED lighting, or the like) be displayed. If
information indicating an authentication success is

displayed on only one display unit, it is known that

" authentication processing has been done with an

unintended device or host, the above processiﬁg may be
performed again.

As has been described above, according.to this
embodiment, when two wireless communication apparatuses
are to mutually perform authentication, each apparatus
decreases its RF power. That is, setting a state in
which transmission/reception is allowed only in a
communicative range of,vfor example, about several ten
cm makes it possible to prevent another device or

another host from entering the zone even by using a
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single wireless communication means. Only when an
inquiry response containing a data string set by a host
can be received at predetermined time intervals set by
itself, and the reception‘inténsity of the inquiry
response changes, the.hoét determines that the device
which has transmitted the inquiry response is an
authentication target device. Even if, therefore,
unintended another device exists near the host, the
target device can be easily discriminated from another
device as long as the target device is, for example,
moved or rotated within the corresponding range, and
the authentication pfocessing is complete. |
In other words, according to this embodiment,
since the processing from the detection and
authentication of connection targets whiéh are mutually
performed by the wireless communication apparatuses to
data communiéation can be pérformed by using only a
single wireless communication means, simplification of
wireless communication apparatuses, power saving, and a
reduction in size can be effectively realized. In
addition, when wireless communication apparatuses are
to mutually perform detection and authentication of
connection targets, the RF power is decreased to a
level lower than that for data communication to
decrease the radio signal range. This reduces the
danger of interception of guthentication information,

thereby achieving high security. When the first
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wireless communication apparatus uses the displacement
of an RF'power, bit rate, bit error rate, transfer
efficiency, or the like to detect the second wireless
communication apparatus as a real connection target,
the exchange of authentication information with an
unintended wireless communication apparatus can be
avoided even in a situation in which wireless
communication apparatuses which are not real connection
targets exist in the authentication zones of the first
and second wireless communication apparatuses. Since
authentication information is automatically and
seamlessly exchanged between the first and second
wireless communication apparatuses after wireless
communication apparatuses as real connection targets
are mutually detected, this technique can be applied to
even a wireless'communication apparatus having no |
display unit or operation unit and allows it to perform
authentication without requiring to make the user
manually set authentication information or perform
complicated operation. This makes it possible to
easily provide a high-security wireless communication
system and service.

In the embodiment, a printer and digital still
camera have been deacribed as a host and device,
respectively. However, the present invention is not
limited by these apparatuses. That is, it suffices if

a host and device each can perform RF power control and
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measurement of a reception power and include a single
communication means for communication with a remote
apparatus (although devices 3 and 4 (a
cellular-telephone and PDA) shown in Fig. 4 each have
two communication means, it should be noted that only
one means is used to communicate with the host). |

It therefore suffices if, for example, the host
is an information processing apparatus (host) such as a
desk-top personal computer, and the other apparatus is
a PDA or note-type personal computer.

Although the embodiment has been described on the
assumption that at least one of a device and host
apparatus can be moved, it suffices if the host
apparatus and device each can perform RF power control
and measurement of reception power. Assume therefore
that the hbst apparatus and device each are provided
with a circuit or softwaie which performs RE‘power
modulation processing equivalent in effect to the RF
power control described with reference to Figs. 7A to
8B in the embodiment. In this case, even if one of the
apparatuses does not move, RF power modulation
processing is performed by operating a button or key
provided on the apparatus and authentication processing
can be performed by a method conforming to the
embodiment as long as both the apparatuses are located
within the authentication zones of the respective

apparatuses.
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Obviously, if a genéralfpurpose information
processing apparatus such a personal computer functions
as a host or device, a program for performing the
processing shown in Figs. 10A and 10B or Fig. 13 is
installed. It is natural that the present invention
incorporates such a computer program. Furthermore, in
general, a computer program can be executed by storing
the program in a computer-readable storage medium such

as a CD-ROM, sefting it in a computer, and copying or

‘installing it in a system. It is therefore obvious

that such a computer-readable storage medium falls
within the range of the present invention.

As has been described.above, the present
invention can simplify operation to be performed by an
operator and perform authentication processing between
twé apparatuses while allowing each apparatus to use a
single wireless communication means.

As many apparently widely different embodiments
of the present invention can be made without departing
from the spirit and scope théreof, it is to be
understood that the invention is not limited to the
specific embodiments thereof except as defined in the

claims.

CLAIM OF PRIORITY
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' CLAIMS

1. A wireless communication apparatus which has
wireless communication means for communicating with a
mobile wireless communication device and executes
predetermined processing on the basis of received
information, characterized by comprising:

instructing means for instructing to start
authentication processing in order to start
communicating with a wireless communication device:

transmission'means for transmitting a éeatch
signal containing verification data by the wireless
communication means when a start of authentication is
instructed by said instructing means; and

authentication means for, when a response signal
is received by the wireless communication means from
one wireiess communication device after the search
signal is transmitted by said transmission means and
when the verification data is contained in the response
signal transmitting authentication information to the
wireless communication devicei
2. A wireless communication apparatus which has
wireless communication means for communicating with a
mobile wireless communication device and executes
predetermined processing on the basis of received
information, characterized by comprising:

instructing means for instruéting to start

authentication processing in order to start
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communicating with a wireless communication device;

transmission means for transmitting a search
signal containing response time interval data by the
wireless communication means when a start of
authentication is instructed by said instructing means;
and

authentication means for, when a response signal
is received by the wireless communication means from

one wireless communication device at the response time

- intervals after the search signal is transmitted by

said transmission means, transmitting authentication
information to the wireless communication device.
3. A wireless communication apparatus which has
wireless communication means for communicating with a
mobile wireless communication device and executes
predetermined processing on the basis of received
information, characterized by comprising:

"detection means for detecting an intensity of a
signal received by the wireless communication means;

instructing means for instructing to start
authentication processing in order t6 start
communicating with a wireless communication device:;

transmission means for transmitting a
predetermined search signal by using the wireless
communication means when a start of authentication is
instructed by said instructing means; and

authentication means for, when a response signal
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is received by the wireless communication means from
one wireless communication device a plurality of number
of times after the search signal is transmitted by said
transmission means and whén an absolute value of a
reception intensity difference between the response
signals is larger than a predetermined threshold T1 and
less than a predetermined threshold T2 (T2 > T1 > 0),
transmitting authentication information to the wireless
communication device.
4. A wireleéss communication apparatus which has
wireless communication means for communicating with a
mobile wireless communication device and executes
predetermined processing on the basis of received
information, characterized by comprising:

instructing means for instructing to start
authentication processing in order to start
communicating with a wireless communication device;

setting means for setting an authenticétion area
narrowér than a communicative area after authentication.
with respect to the wireless communication means when a
start of authentication is instructed by said
instructing means;

transmission means‘for'transmitting a
predetermined search signal by the wireless
communication means after the authentication area is
set by said setting means; and

authentication means for, when a response signal
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is received by the wireless communication means from
one wireless communication device after the search
signal is transmitted from said transmitting means,
transmitting authentication information to the wireless
communication device.
5. A wireless communicatioﬁ apparatus which
communicates with a mobile wireless communication
device and executes predetermined processing,
characterized by comprising:

wireless communication means for switching a
normal mode based on authentication information and an
authentication mode of performing communication in an
authentication area range narrower.than an aréa range
in the nofmal mode;

detection means for detecting an intensity of a
signal received by the wireless communication means;

instructing means for instructing to étart
authentiéation processing in order to start
communicating with a wirelesé communication device;

transmission means for setting the wireless
communication means in the authentication mode and
transmitting a search signal containing verification
data and response time interval data when a start of
authentication is instructed by said instructing means;
and

authentication means for, when the response

signal containing the verification data is received by
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the wireless communication means from one wireless
communication device at the response time'intervais
after the search signal is transmitted from said
transmission means and_when an absolute value of a
reception intensity difference between the response
signals detected by said detection means is larger than
a predetermined threshold T1 and lesé than a
predetermined threshold T2 (T2 > T1 > 0), transmitting -
authentication information to the wireless
communication device.
6. An electronic device including wireless
communication means for communicating with a
predetermined wireless communication apparatus and
transmitting information of a processing target,
characterized by comprising:

instructing means for instructing to start
authentication processing in order to start
communicating with a wireless communicafion apparatus;

first reception means for receiving a search
signal by the wireless communication means when a start
of authentication is instructed by said instructing
means;

transmission means for transmitting a response
signal containing verification data contained in
received search information through the wireless
communication means; and

second reception means for receiving
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authentication information through the wireless
communication means after transmission is performed by
said transmission means,

wherein when authentication information is
received by said second reception means, communication
is subsequently performed wifh the wireless
communication apparatus on the basis of the
authentication information.

7. An electronic device including wireless

communication means for communicating with a

predetermined wireless communication apparatus and
transmitting information of a processing target,
characterized by comprising:

instructing means for instructing to start
authentication processing in order to start
communicating with a wireless communication device;

setting means for setting an authentication area
narfower than a communicative area after authentication
with respect to the wireless communication means when a
starthof authentication is instructed by said
instructing means;

first reception means for receiving a
predetermined search signal by the wireless
communication means after tﬁe authentication area is
set by said setting means;

transmission means for transmitting a response

signal through the wireless communication means in
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accordance with reception'by said first reception
means; and

second reception means for receiving

~authentication information through the wireless

communication means after transmission by said
transmission means,

wherein when authentication information is
received by said second reception means, communication

is subsequently performed with the wireless

- communication apparatus on the basis of the

authentication information.
8. An electronic device including wireless
communication means for communicating with a
predetermined wireless communication apparatus and
transmitting information of a processing target,
characterized by comprising:

instructing means for instructing to start
authentication processing in order to start
communicating with a wireless communication device;

setting means for setting an authentication area
narrower than a communicative area after authentication
with respect to the wireless communication means when a
start of authentication is instructed by said
instructing means;

first reception means for receiving a
predetermined search signal by the wireless

communication means after the authentication area is
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set by said setting means;

transmission means for transmitting a response
signal, containing verification data contained in
received search information, through the wireless
communication means at time intervals based on time
interval instruction information contained in the
search information; and

second reception means for receiving
authentication information'through the wireless
communication means after transmission by said
transmission means,

wherein when authentication information is
received by said second reception means, communication
is subsequently performed with the wireless
communication apparatus on the basis of the
authentication information.
9. A control method for a wireless cnmmunication
apparatus which has wireless communication means for
communicating with a mobile wireless communication
device and executes predetermined processing on the
basis of received information, characterized by
comprising:

an instructing step of instructing to start
authentication processing in order to start
communicating with a wireless communication device:;

a transmission step of transmitting a search

signal containing verification data by the wireless
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communication means when a‘start of authentication is
instructed in the instructing step; and

an authentication step of, when a responsé signal
is received by the wireless communication means from
one wireless communication device after the search
signal is transmitted in the transmission step and when
the verification data is contained in the response
signal transmitting authentication information to the
wireless communication device.

10. A control method for a wireless communication
apparatus which has wireless communication means for
communicating with a mobile wireless communication
device and executes predetermined processing on the
basis of received information, characterized by
comprising:

an instructing step of instructing to start
authentication processing in order to start
communicating with a wireless communication device;

a transmission step of transmitting a search
signal containing response time interval data by the
wireless communication means when a start of
authentication is instructed in the instructing step;
and

an authentication step of, when a response signal
is received by the wireless communication means from
one wireless communication device at the response time

intervals after the search signal is transmitted in the
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transmission step, transmitting authentication
information to the wireless communication device.
11. A control method for a wireless commuﬁication
apparatus which has wireless communication means for
communicating with a mobile wireless communication
device and executes predetermined processing on the
basis of received information, characterized by
comprising:

a detection step of detecting an intensity of a
signal received by the wireless communication means;

an instructing step of instructing to start
authentication processing in order to start
communicating with a wireless communication device;

a transmission step of transmitting a
predetermined search signal by using the wireless
communication means when a start of authentication is
instructed in the instructing step; and

an authentication step of, when a respoﬁse‘signal
is received by the wiréless communication means from
one wireless communication device a plurality of number
of times after the search signal is transmitted inlthe
transmission step and when an absolute value of a
reception intensity difference between the response
signals is larger than a predetermined threshold T1 and
less than a predetermined threshold T2 (T2 > T1 > 0),
transmitting authentication information to the wireless

communication device.
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12. A control method for a wireless communication
apparatus which has wireless communication means for
communicating with a mobile wireless communication
device and executes predetermined processing on the
basis ofAreceived information, characterized by
comprising: |

an instructing step of instructing to start
authentication processing in order to start
communicating with a wireless communication device;

a setfing step of setting an authentication area
narrower than a communicative area after authentication
with respect to the wireless communication means when a
start of authentication is- instructed in the
instructing step;

a transmission step of transmitting a
predetermined search signal by the wireless
communication means after the authentication area is
set in the setting step;'and

an authentication step of, when a response signal
is received by the wireless communicétion means from
one wireless communication device after the search
signal is transmitted in the transmitting step,
transmitting authentication information to the wireless
communication device.

13. A control method for a wireless communication
apparatus which communicates with a mobile wireless

communication device and executes predetermined
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processing, characterized by comprising:

a wireless communication switching step of
switching predetermined wireless communication means
between a normal mode based on authentication
information and an authentication mode of performing
communication ih an authentication area range narrower
than an area range in the normal mode;

a detection step of detecting an intensity of a
signal received by the wireless communication means;

an instructing step of instructing to start
authentication processing in order to start
communicating with a wireless communication device;

a transmission step of setting the wireless
communication means in the authentication mode and
transmitting a search signal containing verification
data and response time interval data when a start of
authentication is instructed in the instructing step;
and

an authentication step of, when the response
signal containing the verification data is received by
the wireless communication means from one wireless
communication device at the response time interval;
after the search signal is transmitted in the
transmission step and when an absolute value of a
reception intensity difference between the response
signals detected in the detection step is larger than a

predetermined threshold Tl and less than a
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"predetermined threshold T2 (T2 > Tl > 0), transmitting

authentication information to the wireless
communication device.

14. A control method for an electronic device
including wireless communication means for
communicating with a predetermined wireless
communication apparatus and transmitting information of
a processing target, characterized by comprising:

an instructing step of instructing to start
authentication processing in order to start
communicating with a wireiess communication apparatus:

a first reception step of receiving a search
signal by the wireless communication means when a start
of authentication is instructed in the instructing
step;

a transmission step of transmitting a response
signal containing verification data contained in
received search information through the wireless
communication means; and

a second reception step of receiving
authenticétion information through the wireless
communication means after transmission is performed in
the transmission step,

wherein when authentication information is
received in the second reception step, communication is
subsequently performed with the wireless communication

apparatus on the basis of the authentication
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information.

15. A control method for an electronic device
including wireless communication means for
communicating with a predetermined wifeless
communication apparatus and transmitting information of
a processing target, characterized by comprising:

an instructing step of instructing to start

" authentication processing in order to start

communicating with a wireless communication apparatus;

a eetting step of setting an authentication area
narrower than a communicative area after authentication
with respect to the wireiess communication means when a
start of authentication is instructed in the
instructing step:

a first reception step of receiving a
predetermined search signal by the wireless
communication meaﬁs after the authentication,area is
set in the setting step;

a transmission step of transmitting‘a response
signal through the wireless communication means in
accordance with reception in the first reception step:
and

a second reception step of receiving
authentication information through the wirelese
communication means after transmission in the
transmission step,

wherein when authentication information is
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received in the second reception step, communication is
subsequently performed with the wireless communication
apparatus on the basis of the authentication
information.

16. A control method for an electronic device
including wireless communication means for
communicating with a predetermined wireless
communication appératus and transmitting information of
a processing target, characterized by comprising:

an instructing step of instructing to start

authentication processing in order to start

communicating with a wireless communication apparatus;

a setting step of setting an authentication area
narrower than a communicative area after authentication
with respect to the wireless communication means when a
start of aufhentication is instructed in the
instructing step:;

a first reception step of receiving a
predetermined search signal by the wireless
communication means after the authentication area is
set in the setting step;

a transmission step of transmitting a response
signal, containing verification data contained in
received search information, through the wireless
communication means at time intervals based on time
interval iﬁstruction information contained in the

search information; and
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a second reception step of receiving
authentication information through the wireless
communication means after transmission‘in the
transmission step,

wherein when authentication information is
received in the second reception step, communication is
subsequently performed with the wireless communication

apparatus on the basis of the authentication

"information.

17. A computer program for a wireless communication
apparatus which communicates with a mobile wireless
communication device and executes predetermined
processing, characterized by serving as:

wireless communication means for switching a
normal mode based on authentication information and an
authentication mode of performing communication in an
authentication area range narrower thén an area range
in the normal mode;

detection means for detecting an intensity of a
signal received by the wireless communication means;

instructing means for instructing to start
authentication processing in order to start
communicating with a wireless communication device;

transmission means for setting the wireless
communication means in the authentication mode and
transmitting a search signal containing verification

data and response time interval data when a start of
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authentication is instructed by the instructing meané;
and

authentication means for, when the response
signal containing the verification data is received by
the wireless communication means from one wireless
communication deviée at the response time intervals
after the search signal is transmitted from the
transmission means and when an absolute wvalue of a

reception intensity difference between the response

"signals detected by the detection means is larger than

a predetermined threshold Tl and less than a
predetermined threshold T2 (T2 > Tl > 0), transmitting
authentication information to the wireless
communication device.
18. A computer program for an electronic device
including wireless communication ﬁeans.for
communicating with a predetermined wireless
communication apparatus and transmitting information of
a processing target, characterized by serving as:
instructing means for instructing to start
authentication processing in order to start
communicating with a wireless communication device;
setting means for setting an authentication area
narrower than a communicative area after authentication
with respect to the wireless communication meaﬁs when a
start of authentication is instructed by the

instructing means;
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first reception means for receiving a
predetermined search signal by the wireless
communication means after the authentication area is
set by the setting means;

transmission means for transmitting a response
signal containing verification data contained in
received search information through the wireless
communication means at time intervals based on time
interval instruction information contained in the
search information; and

second reception means for receiving
authentication information through the wireless
communication means after transmission by the
transmission means,

wherein when authentication information is
received by the second reception means, communication
is subsequently performed with the wireless
communication apparatus on the basié of the

authentication information.

19. A computer-readable storage medium characterized

by storing a computer program defined in claim 17 or

18.

PCT/JP2005/019938
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