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{54) Title: ROLLUP CERTIFICATION IN A READER

(57) Abstract

the reader n security circuit to carry out certification.

(57) Abrégé

pour faire des certifications.

The invention concerns a method for rollup certification which comptises
the following steps: during data exchange between an electronic purse and 2
reader, transmitting (22) from the reader to the electronic purse the rellup con-
tained in the reader, a certificate associated with said rollup and 2 cryptographic EEMImcATE PuBLIC
public key corresponding to an unknown private key, with which the certificaie wevero
has been produced from the rollup; decrypting (24) in the smart card the certifi-
cate from the public key and verifying (25) that the rollup is consistent; for the
next transaction, computing (21) a new rollup then a new certificate (31) from
a private key pertaining to the receiver card; then sending (33) to the reader 25
the new rollup, the new certificate and the public key comresponding to the card
which has just carried out the operation, thereby eliminating the need te store in

Lors de 1'échange d’informations entre un porte-monnaie électronique ¢
un lesteur, on transmet (22) du lectenr au porte—monnaie Slectronique le cumul
contenu dans le lecteur, un certificat associé & ce cumul et une ¢lé publique de
chiffrement correspondant & une ¢1& privée, inconnue, avec laquelle le cettificaca
€16 &labore A partir du cumul. Dans la carte & puce on déchiffre (24) le certificat
2 partir de la clé publique et on vérifie (25) que le cumul est cohérent. Pour
une transaction suivante, on calcule (21) un nouveau cumul puis un nouveau
certificat (31) 2 partir d’une clé privée propre & la carte éceptrice, On envoie
(33) ensuite au lecteur le nouveau curmul, le nouvean cerificat et la clé publigue
comespondant a la carte qui vient d'effectuer Iopération. On niontre qu'en
agissant ainsi on n'a plus besoin de stocker dans le lecteur un circuit sécurisé
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A METHOD FOR CERTIFYING A RUNNING TOTAL IN A READER

The object of the present invention ig a method
for certifying a zrunning tetal in a reader, or
terminal, when this reader is used with a portable
payment medium (for example, preferably a smart card).
In the present application, the term smart card covers
the term portable electronic circuit medium.

Running total will principally be referring to
monetary arithmetic oper:‘ati'ons (or those concerning
units), the certification serving to guard against
frauds. But under the term “running total”,
information of any sort whatsoever can gquite just as
easily be represented, the certification serving to
provide authentication of this infermation which can be
anything. Although subsequently the term running total
will always be used, for simplicity of understanding,
it is self-evident that the invention can be applied to

certifications of any information whatscever and in
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particular simply to certification of the amount of a
transaction.

In the prieor art, payment by means of a portable
object, in practice by smart card, is performed as
follows. A purchaser, at the time of paying for his
purchase, places his bank payment smart card in a smart
card reader which is in the possgession of a wvendor.
The latter then instigates a payment whose presence,
for the purchaser, is marked by the appearance, on the
screen of the reader, of the amount ©f his purchase and
by an invitation for this purchaser to enter the secret
code for his card. When he hag entered and validated
the secret code for his card, the purchase is complete.
in fact, at the time of this completion, the reader
performs two types of operaticn. Firstly, it stores
the bank details of the purchaser (it removed them from
the card of the purchaser when this was passed through)
corresponding to the amount of the purchase as well as
to other ancillary data ﬂthe date, the time, and the
references of the reader or of the wvendor).
Furthermore, the reader performs a running total
operaticon consisting in adding the amount of the
purchase made by this purchaser to a running total of
the purchases made by the previous purchasers which
have come to the shop, and which have been served by
the same reader. The two items of information are
therefore on the one hand an item of information
necessary for debiting the current account of the
purchaser and on the other hand for crediting the

current account of the vendor.
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The running total thus recorded therefore has a
financial value and the integrity of this value should
be protected from fraudulent manipulations., To achieve
this, equipping the reader with a so-called SAM (Secure
Application Module) security circuit, which performs a
certification of the running totals, is known. The
certification amounts to calculating a certificate, a
string of binary characters, which is a result of an
operation of encrypting the running total with an
encryption algorithm, The encryption algorithm is in
general of the DES type, the RSA type, or some other.
The special feature cof algorithms of this type is the
ability to be parameterized by an encryption key. The
encryption key is normally secret: it is stored inside
the SAM circuit. The complexity of the encryption
algorithms cited is such that it is accepted, nowadays,
that these algorithms cannot be broken, that is to say
it isg not posgsible to recover the encryption key from
the knowledge of an amount, which is known, which has
been encrypted and of which the result of encryption is
known. The result of the encryption is precisely this
certificate.

In other words, with this security system, a
sensitive information item, the running total
information, has been replaced by a pair of protected
information items, the running total associated with
its certificate.

At the end of the day, when he dees his till, the
vendor connects his reader to a central service: in

general the central service of his bank. He then
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transmits, to his bank, the information relating to the
purchasers and the information which concerns him;: the
running total of the purchases made in his shop and the
certificate attached to this running total. In the
central service, verifications are performed, notably
uzing the certificate, and the amount of the running
total is credited to the account of the vendor.

For the central operator, in the course of time,
the number of readers which are connected each evening
can be very large. It can reach several million.

At present, for well understandable reasons of
caution, it is accepted that it is necessary to change
the SAM circuits in all the readers pericdically. For
example, the periodicity is of the order of twe or
three years. Thisg operation is on the one hand costly
and furthermore very difficult to carry out, in view of
the fact that it cannot be performed everywhere at the
same time, that it i1s necessary, and that it is not in
any case practical. ‘

Yet more generally,‘if the bank payment cards of
the customers are replaced by electronic purse type
cards, the problem becomes still more crucial. This is
because, in the case of the electronic purse card or
portable medium, there is no longer any identification
of a customer current account. The purse can be
anonymous and it contains monetary units. There is
therefore furthermore no pogsibility of wverification
for this reason.

In this last case as in the first case, it is

envisaged that skilful fraudsters may be tempted to
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tamper with or to seek to ascertain, by means of very
frequent operations, the secret of the SAM circuit.

The object of the invention is to remedy this
drawback by making provision to not equip the readers
with security circuits. Therefore the management of
these readers will be completely removed. There is no
longer any at all. In order nevertheless to retain the
comfort of security supplied by the system of a running
total associated with a certificate, provision is made
to keep such a system. However, in the invention, the
parameterization of the encryption algorithms will no
longer be performed by a secret private key contained
in the security  circuit, dtself containedg in the
reader, but by a secret private key contained in a
memory of the smart card of the customer. It will thus
be shown that total freedom from the necessity of
having a SAM circuit in the reader can be gained. 1In
practice, execution of the encryption algorithms will
even be carried out in\ the card. However, this
execution could be carried out in the reader, by a
micrdprocessor of this reader, provided that this
reader receives, from the card, the secret private

encryption key.
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According to one aspect of the present invention there is provided a
method for certifying an item of information in a reader, characterised in that

- there is stored, in a smart card, a pair of associated encryption
keys, a private key of the card and a public key of the card,

- the smart card receives a previous certificate corresponding to a
previous information item, and a previous public key,

- the card extracts from the previous cerlificate an image of the
previous information by implementing an algorithm for encrypting this previous
certificate using the previous public key,

- the card verifies that the image of the information is consistent,

- a new information item is calculated on the basis of the previous
information item and a transaction information item,

- the card signs the new information with its private key by
implementing an encryption algorittm in order to obtain a new certificate
corresponding to the new information,

- and the new certificate corresponding to the new information, and
the public key of the card are stored in the reader.

According to a further aspect of the present invention there is provided a
method for certifying an item of information in a reader, characterised in that

- there is stored, in a smart card, a pair of associated encryption
keys, a private key of the card and a certified public key of the card,

- there is stored, in the card or in the reader, a public certification
key, the public certificate key heing associated with a private certification key,
the certified public key of the card recorded in the card having been obtained by
encrypting this public key of the card by means of an encryption algorithm using
this private certification key,

- the smart card receives from the reader, a previous certificate
corresponding to a previous information item, and a cettified public key of a
previous card,

- the card extracts the public key of the previous card by
implementing an algorithm for encrypting the received certified public key of the

previous card using the public certification key,
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- the card extracts an image of the previous information by
implementing an algorithm for encrypting the previous certificate using the
public key of the pravious card extracted previously,

. the card verifies that the image of the information is consistent,

- the card calculates a new information item on the basis of the
previous information item and a transaction information item,

- the card signs the new information with its private key by
implementing an encryption algorithm using the private key of the card in order
to obtain a new certificate cotresponding to the new information,

- and the new certificate, and the certified public key of the card, are
stored in the reader.

it should be noted that, from fwo associated keys, data can be signed,
that is to say encrypted, with one key (for example a private key) and decrypted
with the associated key (for example a public key} or vice versa. Furthermore,
associated keys can be found, one from the other, only in a single direction: a
private key being able to generate a public key. In the case of DES type
algorithms, mother keys and daughter keys are referred 1o, a mother key being

able to have a number of daughters.

WHMare GABNODELME23DC 40
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A feature of the invention may be to
gtore, in a terminal, a certificate, CERTIFICATE O,
relating te an amount and to a public key CPO. The
public key CP0 correspeonds to a private key CS0 with
which the ceftificate CERTIFICATE 0 was produced in a
gecure manner (in the card). This public key CPO is
the public key of a card with which a previous
transaction was performed. From one transaction to
another, the public key recorded in the terminal can
change. 1In the invention, at each transaction, another
public key may be stored in the terminal. The public key
stored corresponds to the private key with which the
last certificate was calculated. It follows from this
solution that a card can verify that the running total,
RUNNING TOTAL ©, stored in a terminal, correctly
corresponds to the CERTIFICATE 0 stored in this
terminal since it can be recovered, in the card
preferaﬁly, with the public key (the public key of
CERTIFICATE 0) itgelf also stored in the terminal.

The invention will be better understood from a
reading of the following description and from an
examination of the accompanying figures. These are
given solely for information and are in no way
limitative of the invention. The figures show:

- Figure 1: a system with a smart card and a
reader which can be used for implementing the method of
the invention;

- Figure 2 and Figure 3: the main steps of two
preferred algorithms, showing the different steps of

the method of the invention;
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- Figures 4a to 4e: schematic representations of
operations performed in the electronic circuits of the
card and/or of the reader.

Figure 1 shows a smart card 1 comprising an
electronic ecircuit, a chip 2. The card 1 is intended
to communicate with a reader 3. The reader 3 ig itself
provided with meansg for communicating with a central
gervice 4, the computer service of a bank for example,
periodically. The communications between the reader 3
and the sgervice 4 of the bank are of known type and do
not play a part in the invention. The electronic
circuit 2 of the amart card has a microprocessor 5
qonnected by a bus 6 £0o a program memeory 7 and a random
access memory 8 having notably a set of registers 9 to
13. The bus 6 is also connected te a non-volatile
memory 14 and a connection interface represented by a
connector 15. The program memcry 7 and the non-
volatile memory 14 will be, for example, formed based
on memory cellg of EPROM qr EEPROM type, or the backed-
up random access memory type, while the memory 8 will
consist of a sget of volatile dynamic or static
memories. The memory 8 is however not necessarily
volatile. The reader 3 has a connector 16 intended to
come 1into contact with the connector 15 of the smart
card 1 when the latter is inserted into the reader.
The reader 3 also has, preferably, a microprocesscr 17
connected by a bus 18 to a program memery 19 and a data
memory 20. Preferably, the memory 19 and the memory 20

are non-volatile.
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The program memories 7 and 19 include the
programs executable by the microprocessors % and 17
respectively for performing, among other things, the
operations in accordance with the method of the
invention on the one hand, and furthermore for
periodically previding the transfer of the information
contained in the memory 20 to the service 4 of the bank
on the other hand. At the initialization of the
method, the server centre 4 can have downloaded, to the
readers 3, a certificate corresponding to a running
total equal to zerc and resulting from an encryption
algorithm (RSA for example) performed on this =zero
running total with an initial private key of an
imaginary card. The public key corresponding to this
zero running total is also downlecaded tc the readers 3.
This private certification key is8 retained by the
server centre 4 (which is the issuer of the card) while
the corresponding public certification key is
downloaded to the terminal§.-

The method of the invention necessitates that, in
the circuit 2 of the card 1, notably in the non-
volatile memcory 14, there i3 stored a pair of
associated encryption keys: a private key, CS1, for the
card 1, and a public key, CPl, also for the card 1.
Furthermore, there is stored in the memory 20 of the
reader, preferably in a non-volatile wanner in case
there should be a power failure, a previous certificate
CERTIFICATE 0, and a public key CP0 relating te a
previous smart card with which the stored certificate,

CERTIFICATE 0, was formed.
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A preferred solution will be described in which
the RUNNING TOTAL 0 is itself also stored in the reader
3. However, as will be seen subsequently, in view of
the certification which is a redundancy of the running
total, having to store this running total itself could
even be avoided. For the time being, it will be
accepted that a running total RUNNING TOTAL 0, relating
to a previous transaction, is also stored in the memory
20.

In a first operation, step 21, Figure 2 or 3, a
protocel for communication of the card 1 with the
reader 3 i1s implemented. This protocol is preliminary
to the invention; it is of known type and, as regards
the invention, it requires no special feature. In a
usual manner, however, this recogniticn and
communication protocol will oblige the purchaser to
enter his secret code on a keypad of the reader so that
the secret code can be verified by this reader.

A first step of the\ method, step 22, Figure 2,
consists in the sending, by the reader 3 to the card 1,
of the last running total state stored in this reader.
In practice, the reader therefore sends the CERTIFICATE
0, the public key CP0 of the CERTIFICATE ¢ and,
preferably, the RUNNING TOTAL 0 to the card 1. During
a step 23, the card 1 receives thesge elements, and the
program contained in the memory 7 causes the storage of
the running total RUNNING TOTAL 0 in the running total
register 9, of the certificate CERTIFICATE 0 in the
certificate register 10 and of the public key CPO of
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the certificate CERTIFICATE 0 in the register 11 of the
memory 8.

According to the invention, the card will firgt
engage in an operaticn of verifying the consistency of
the reader. It verifies in fact the consistency of the
information: the structure or format of the
certificates, after encryption of this certificate
using the public key. The card tests as it were the
fact that the reader has not been tampered with nor is
a fraudulent reader or that the information has not
been manipulated. With this aim, in & preferred
manner, there is calculated in the card, operation 24,
an image of the running total RUNNING TOTAL 0, here
referred to as RUNNING TOTAL 0’. Figure 4a shows
functionally the principle of step 24. This step
consista in encrypting the cértificate CERTIFICATE 0
(now available in the register 10) by means of an
algorithm of the type held in the system, for example
here, in order to be simple, an RSA type algorithm.
Implementation of the algorithm is performed using the
public key CPO now available in the register 11.

It should be mnoted that the public Xkey CPQ,
relating to a previous card 0, is associated with a
private key €80 which is unknown. This is because the
private key (80 is contained, in a secure manner, in a
previous card ¢ to which access is not available. The
formation of the certificate CERTIFICATE 0 by a
previcus card consisted of encrypting the RUNNING TOTAL
0 by means of the private key (30 so as to obtain the

certificate CERTIFICATE 0.
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According to the principle indicated above of the
association of keys, it 1s pogsible to recover the
rumming total RUNNING TOTAL 0 using the public key CPC
associated with the private key C80. It is indicated,
in Figure 4a, that it is RUNNING TOTAL 0‘ because in
fact it is not known whether or not the real RUNNING
TOTAL 0, preferably stored in the reader 3, is a
genuine running total. At the end of the operation 24,
there 1is therefore available, in a random acceas
register 12, RUNNING TOTAL 0‘. It is then possible,
with the instructions of the program in the memory 7,
to achieve the comparison, operation 25, of the running
total RUNNING TOTAL 0 and the running total RUNNING
TOTAL 0'. If this comparison shows any differences,
the program 7 will cause a failure of the transaction
and will refuse to go any further. If this comparison
is correct, the remainder of the operations takes
place.

Preferably, calcula!:ion of the running total
RUNNING TOTAL 0' (operation 24) and comparison of the
two running totals (operation 25) ig performed by the
microprocessor 5 executing the program in the memory 7.
It would be entirely possible however to transmit, by
means of the connectors 15 and 16, the elements of the
program 7 to the microprocessor 17 and have it execute
part of a program which would then not necessarily be
contained in the wemory 19. In a wvariant, the
verification program is contained in the memory 1%, but

is executed by the microprocessor 5.
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In additién, the verification which is concerned
in the operations 24 and 25, which necessitates the
storage and transfer of the running total RUNNING TOTAL
0, could be replaced by a verification of the intrinsic
integrity of the calculated running total RUNNING TOTAL
0. This is because, it is known in the algorithms,
notably the RSA type algorithms, that the running total
result RUNNING TOTAL 0 (Figure 4a} calculated from a
certificate CERTIFICATE 0 and from a normal public key
CP0, must have a particular conformaticn of bits.
Format verifications can then be performed on this
conformation. For example, on a rumning total RUNNING
TOTAL 0', which would be coded in 512 bitg, only around
ten bits are used for the running total itszelf. All
the others are conformation bits (structure, format,
identifier) . By way of example, batches of bits, for
example 64 bits, can then be taken, the parity of each
batch having to be, according to the nature <f a key,
alternate from one batch to another or all of the same
parity or some other arrangement. Other intrinsic type
verifications can be envisaged. These intrinsic
verifications are such that, 1f the certificate
CERTIFICATE 0 was not produced with a private key CSO
(because in the end a fraudster did not know it and
invented a public key CP0)}, in this case the calculated
running total RUNNING TOTAL 0 will have no consistent
meaning. With the structure specific to the algorithm,
it will be possible to see that this result is

fundamentally false, even if, for the satisfaction of
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the fraudster, the bits used for the running total
indicate a substantial value.

Once the operation of verifying the previous
running total has been carried through to completiom,
the terminal 3 sends the amount of the transaction in
progress with the purchaser tc the smart card 1. In
practice the sending of the amount can have been
performed, not at a later step 26, but at the same time
as the step 22.

At a following step 27, the card receives an
amount and calculates, at a gtep 28, a new running
total: the running total RUNNING TOTAL 1. In practice,
the runping total RUNNING TOTAL 1 is the sum of the
running total RUNNING TOTAL O and the amount of the
transaction which is in the process of -being performed.

The operations 22 to 25 can also take place
before the amount appears on a screen 29 of the reader,
and before the purchaser has validated his secret code,
with a keypad 30. ‘

The method of the invention continues with the
step 31 during which, Figure 4b, the microprocessor 5,
applying the program in the memory 7, calculates the
certificate CERTIFICATE 1 in a step 31. The
certificate CERTIFICATE 1 is obtained by encrypting the
running total RUNNING TOTAL‘l, the new running total,
by implementing an encryption algorithm (for example of
RSA type) using the private key of the card 1, CS1.
Preferably, the runQing total RUNNING TOTAL 1 is first
conformed (formatJ structure, identifier added) before

being encrypted. This allows a step of verification or
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intringsic checking of the conaistency of this
information. This step can be implemented either by
the reader or by a following card.

The c¢ard 1 next sends, at a step 32, to the
reader 3, the certificate CERTIFICATE 1 which has just
been calculated, and the public key CP1 which is
associated with the private key €81 with which the
certificate CERTIFICATE 1 was calculated. In a
preferred version, the running total RUNNING TOTAL 1
itself is sent to the reader 3.

This infermation is received, during a step 33,
in the wemory 20 of the reader 3. Either this
information takes the place of previous information, or
is recorded in a file, as following recordings 20’.
The system 1s then available for a following
transaction; what has been 'said relating to a card 0
will become true for a card 1.

Figure 3 shows a preferred variant of the
invention in which the system has been complicated even
further in order to mage it even less fragile as
regards fraudsters. Until now, it had been seen that
there existed, in the card, pairs of associated keys
C81 and CP1. In the card, the key CS1 is accommodated
in a secret area; it is inaccessible by reading for
display or transmission. In practice, it is known how
to end up with sufficient security from this point of
view. As for the public key CPL, being intended to be
transmitted to a reader 3, this is not stored in an
inaccessible area; it is stored in an entirely readable

area of the memory 14.
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In the wvariant, this pair of keys will be
replaced by another pair or a triplet of keys. The aim
of the variant is to prevent a fraudster from acting
should this fraudster know a pair of associated private
and public keys which are compatible. The triplet of
keys includes, as previously, the private key of the
card CS1. It has, in the place of the public key CpP1,
a certified public key CPCi. This certified public key
CPC1 was obtained, PFigure 4c¢, by passing the public key
CPl of the card 1 through a certification circuit
implementing an encryption algorithm. The
certification circuit, and therefore the algorithm,
used a private certification key, (8, known to a
certification body. In an example, the certification
body is the central body; for example it is the bank
which manages the service 4. 1In this case, the private
certificaticn key CS is unknown to the whole world
(except the service 4). The private key €S8 is stored
neither in the smart cards 1, nor in any of the readers
kN On the other hand, a public certification key CP
associated with the private certification key CS, with
which the certified public key CPC1 was produced, is
itself stored in the cards 1, or in the readers 3,
perhaps even in both.

Preferably, it 1s stered in the cards 1 only.
This has the advantage, as the cards are changed, of
being able to change the private certification
key/public certification key pair itself, while
allowing the system to operate with old private

certification key/public certification key pairs.
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Figure 3 shows, following the step 21, as
previously, a step 33 during which the reader 3 sends,
to the card, the running total RUNNING TOTAL 0 (as
previously this is not necessgary but ies preferred), the
certificate CERTIFICATE 0 and thé certified public key.
CPCO of the card with which the certificate CERTIFICATE
0 was produced. During an operation 35, the card 1
receives these elements and starts by extracting,
during an operation 36, the public key CP0 of the card
0. This operation is shown furthermore in Figure 4d.
This operation 36 amounts to encrypting the certified
public key CPC0 of the certificate CERTIFICATE 0 by
implementing an encryption algorithm (RSA) using the
public certification key CP. The key CP is the key
associated with the private certification key. During
the operation 36, the capability then exists . of
producing the public key CP0 of the card with which the
certificate CERTIFICATE 0 was (theoretically) produced.
This is depicted in Figure 4d. During an optional, but
preferred, operation 37 {(shown in dashes), there is
carried out an intrinsic consistency verification of
the key CPO obtained. Thig consistency verification is
in accecrdance with what has been seen previously. If
consistency is not obtained there is a rejection and
the éperation iz not executed. If this operation has
taken place correctly, during a following step 38, the
running totaleUNNING TOTAL 0’ is calculated, as at the
step 24 (Figure 4e). Next, the comparison of the
running totals RUNNING TOTAL ¢ and RUNNING TOTAL 0’ is
performed at the step 39 as at the step 25. In the
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event of failure of this comparison, there is a
rejecticn operation as previocualy. Otherwise, at the
gtep 40, as at the step 26, the amount is sent by the
reader to the card.

The amount is received at the step 41 in the
card, the mnew running tdtal, RUNNING TOTRL 1, is
calculated at the step 42, the new certificate,
CERTIFICATE 1, is calculated at the step 43 (Figure
4b), and at the step 44 the card sends, to the reader,
the caleulated elements, i.e. essentially the
CERTIFICATE 1, preferably in the preferred variant the
RUNNING TOTAL 1, and furthermore, the certified public
key of the card 1: CPCl. Where, on the one hand, the
public certification keys are contained in the cards
and where, furthermore, it is planned to change them
regularly, during a possible operation 45, the card 1
sends in addition, to the reader, the public
certification key CP which it contains. In this way,
easy rotation of the public certification keys CP is
provided when the certification body decides to change
them, It is sufficient for it to distribute te its
customers, purchasers, smart cards equipped with the
new public certification key CP corresponding to the
private key (8 with which the pubklic key CP1 of the
card was itself certified.

During the operation 46, this information is
received in the reader and stored in the memcry 20 as
previocusly. Preferably, the reader then engages in an
operation 47 of verifying the consistency of the

certified public key of the card 1 which has just been



10

20

25

19

given to it. This consistency verification is of the
game type as those seen previously. The operation 47,
depicted in part in Figure 4£, amounts first to
calculating this public key CP1 by encrypting the
certified public key CPCl by means of an RSA encryption
algorithm which uses for thie encryption the public
certification key CP also received. In the event of
failure of wverification of this consistency, the
following step 48 of storing the running total is not
undertaken.

In the event of rejection, the reader 3 remains
in its initial state with, as the last input data, the
running total RUNNING TOTAL ¢ and the certificate
CERTIFICATE O.

A key is a long string of bits. In an example, a
key has a length of 512 or 1024 bits.

The running totals can be of a number of types.
They can be payment transaction running totals, oxr
refund transaction runnipg - totals, or even running
totals of transfers between two electronic purses by
means of a reader. Furthermore, as ‘was indicated
previously, rather than running totals of monetary
units, afy authenticated information whatsoever may be
concerned. In this case, and notably when the
information is simply a transaction amount, it is not
necesgary for the method of the invention to comprise a
step consisting of calculating the new information on
the basis of the previocus information and a transaction

information item. The new information can be received,
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deduced or read by a card before being signed with the
private key of this card.

Rather than encrypting the information, Fiqures
4a to 4f, only by means of keys, it is possgible to
encrypt them by means of keys and variable information
known otherwise. This variable informatien iz for
example dates, card serial numbers, or counter states
of the integrated circuit on these cards. In this
case, these elements can also be transmitted by the
smart card to the reader so that the latter can store
them and retransmit them, during a following operation,
to a following card so that it can decrypt the running
total from the certificate. They are also transmitted
to the server centre at the time of the remote
collection.

At the time of the remote collecticn from the
reader, the set of the electronic transactions and/or
the total of the amounts of the transactions and the
associated certificate can be transferred to the
acquigition centre. The acguisition centre can then
perform following checks:

- verification of the validity of the electronic
signature of each transaction thus making sure that it
hags not been modified,

- wverification of the consistency of the total
received from the terminal and of the associated
certificate,

- verification that the total received from the

terminal corresponds to the running total of the
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electronic transactions, in order to make sure that no

transaction has been added or deleted.




_92.
THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS:

1. A method for certifying an item of information in a reader, characterised
in that
5 - there is stored, in a smart card, a pair of associated encryption
keys, a private key of the card and a public key of the card,
- the smart card receives a previous certificate corresponding to a
previous information item, and a previous public key,
- the card exiracts from the previous certificate an image of the
10  previous information by implementing an algorithm for encrypting this previous
certificate using the previous public key,
- the card verifies that the image of the information is consistent,
- a new information item is calculated on the basis of the previous
information item and a transaction information item,
15 - the card signs the new information with its private key by
implementing an encryption algorithm in order to obtain a new certificate

corresponding to the new information,

- and the new certificate corresponding to the new information, and

s sere e
- s .
.

the public key of the card are stored in the reader.

. .
e aste we

e 20

2. A method for certifying an item of information in a reader, characterised
in that

- there is stored, in a smart card, a pair of associated encryption
o keys, a private key of the card and a certified public key of the card,

Ty 25 - there is stored, in the card or in the reader, a public certification
key, the public certificate key being associated with a private certification key,
the certified public key of the card recorded in the card having been obtained by
° encrypting this public key of the card by means of an encryption algorithm using

this private certification key,
30 - the smart card receives from the reader, a previous certificate

corresponding to a previous information item, and a certified public key of a

previous card,

Wamaic\GABNODELWE230¢. doc
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- the card extracts the public key of the previous card by
implementing an algorithm for encrypting the received certified public key of the
previous card using the public certification key,

- the card extracts an image of the previous information by
implementing an algorithm for encrypting the previous certificate using the
public key of the previous card extracted previously,

- the card verifies that the image of the information is consistent,

- the card calculates a new information item on the basis of the
previous information item and a transaction information item,

- the card signs the new information with its private key by
implementing an encryption algorithm using the private key of the card in order
to obtain a new certificate corrasponding to the new information,

- and the new certificate, and the certified public key of the card, are

stored in the reader.

3. A method according to Claim 2, characterised in that
- the consistency of the certified public key of the card is verified in

the readér.

4, A method according to Claim 1, characterised in that
- the consistency of the new certificate is verified in the reader.

5. A method according to Claim 2 or Claim 3, characterised in that
- the card verifies the consistency of the extracted public key.

6. A method according to any one of Claims 1 to 5, characterised in that
- the consistency is verified by an intrinsic verification, specific to

the encryption algorithm.

7. A method according to any one of Claims 1 to 6, characterised in that

- the previous information is transmitted to the card,

- it is verified that the image of the previous information is
consistent with this previous information, and

- the new information is transmitted to the reader.

W:ima ABGABNODELBS230c.doc
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8. A method according to any one of Claims 1 to 7, characterised in that
- the public key for certifying keys is stored in the card.

9. A method according to any one of Claims 1 to 8, characterised in that
- the successive information items, certificates and public keys are

stored in the reader.

10. A method according to any one of Claims 1 to 9, characterised in that the
information represents a running total and the transaction information

transaction represents an amount of a transaction.

11. A method for certifying an item of information in a reader substantially as

herein described with reference to the accampanying drawings.

DATED: 21 March, 2000
PHILLIPS ORMONDE & FITZPATRICK

Attorneys for:
GEMPLUS S.C.A.

WA arie\G ABNODE LV85230c.dac
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