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(57) Blind access (100, 300, 400) to a desired encryption
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groupe non cryptes correspondants, des identifications et
une liste d 1dentifications correspondant aux ¢léments du
premier groupe. La cle de chiffrement desirce exempte
d’1dentification est s€lectionnée et cryptee par le second
oroupe a 1’aide d’un algorithme prédétermine. La cle a
double cryptage est transférée au premier groupe,
deéchiffree par le premier groupe et transterce au second
groupe pour decryptage. Par conséquent, la cl¢ de
chiffrement est fournie sans que le premier groupe ne
sache quelle cl¢ de chiffrement d’¢lement est examinee
et le second groupe connaissant uniquement la cle de
chiffrement desirce.
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corresponding to the first group members. The desired
ID-free encryption key 1s selected and encrypted by the
second group using a predetermined algorithm. The
doubly encrypted key 1s transferred to the first group,
decrypted by the first group and transferred to the second
oroup for decryption. Thus, the encryption key 1s
provided without knowledge to the first group of which
member’s encryption key 1s being examined and with
knowledge to the second group of only the desired
encryption key.
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(54) Title: A METHOD FOR PROVIDING BLIND ACCESS TO AN ENCRYPTION KEY

(87) Abstract

Blind access (100, 300, 400) to a desired encryption
key of a predetermined first goup member is provided to a
second group. The first group encrypts a plurality of first
group member encryption keys using a predetermined algo-
rithm and transfers to the second group, the encrypted plural-
ity of first group member encryption keys with corresponding
unencrypted first group member identification fields, IDs, and

a list of IDs corresponding to the first group members. The
desired ID-free encryption key is selected and encrypted by
the second group using a predetermined algorithm, The dou-
bly encrypted key is transferred to the first group, decrypted
by the first group and transferred to the second group for
decryption. Thus, the encryption key is provided without
knowledgc to the first group of which member’s encryption
key is being examined and with knowledge to the second
group of only the desired encryption key.
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A METHOD FOR PROVIDING BLIND ACCESS
TO AN ENCRYPTION KEY

Field of the Invention

The present invention relates to accessing encryption keys,
and more particularly, to blind access to encryption keys.

Background

Private businesses and government agencies may need to
access encryption keys used by industry employees without it
being apparent whose encyrption key is being accessed. The
private businesses may need to access individual keys in order to
replace lost tokens and to provide access to management.
Government agencies generally need to access keys for court-
authorized law enforcement purposes. Clearly, private
businesses typically will need to access encryption keys more
often than government agencies. Thus, it is more efficient for a
private business to maintain encryption keys for its employees
and to aflow for occasional access by governmental agencies
when such access is authorized by the courts.

However, when a governmental agency accesses encryption
keys of an individual, it typically does not want the private
business to know which employee is under surveillance. Thus,
there is a need for a method for providing, by a particular private
business, to an authorized governmental agency, an encryption
key of an employee under surveillance without identifying which
employee is being examined.
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More generally, there is a need for providing, to a second
group, blind access to an encryption key of a predetermined first
group member.

Brief Descriptions of the Drawings

FIG. 1 is a flow chart of one embodiment of steps in
accordance with the method of the present invention.

FIG. 2 is a schematic representation of the flow of
information in one embodiment of the present invention in which
third party verification is utilized.

FIG. 3 is a flow chart of an embodiment of steps
implemented by a second group receiving blind access to an
encryption key of a member of a first group in accordance with
the method of the present invention. |

FIG. 4 is a flow chart of an embodiment of steps
implemented by a second group receiving blind access to an
encryption key of a member of a first group in accordance with
the method of the present invention wherein third party
verification is utilized.

FIG. 5 is a block diagram showing the flow of encryption key

information as it is encrypted in accordance with the present
invention.

Detailed Description of a Preferred Embodiment
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The method of the present invention method provides, to a
second group, blind access to an encryption key of a
predetermined first group member. This is particularly useful,
for example, for provision by a particular private business to an
authorized governmental agency, of a set of encryption keys that
iIncludes the encryption key of an employee under surveillance so
that the governmental agency may obtain access to an encryption
key of a particular employee of the business without identifying
which employee is being examined, and, in addition, such that the
governmental agency only receives access to the particular
encryption key of the employee under surveillance. Further, the
method may be implemented such that it includes independent
verification that ensures that the governmental agency only has
access to the encryption key that matches a court order.

FIG. 1, numeral 100, is a flow chart of one embodiment of
steps in accordance with the method of the present invention.
The method provides, to a second group, blind access to an
encryption key of a predetermined first group member by: (1)
encrypting (102), by the first group, a plurality of first group
member encryption keys using a predetermined algorithm and
transferring, to the second group, the encrypted plurality of first
group member encryption keys with corresponding unencrypted
first group member identification fields, IDs, and a list of IDs
corresponding to the first group members; (2) selecting (104) an
encryption key from the encrypted plurality of first group
member encryption keys in accordance with an ID corresponding
to the predetermined member of the first group; (3) encrypting
(106), by the second group, the selected encryption key using the
predetermined algorithm and transferring, to the first group, a
doubly encrypted ID-free encryption key; (4) decrypting (108), by
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the first group, the doubly encrypted ID-free encryption key to
obtain a singly encrypted key and transferring the singly
encrypted key to the second group; and (b) decrypting (110), by
the second group, the singly encrypted key to obtain the
encryption key of the predetermined first group member.

In one implementation, the first group may be a business,
the second group may be a governmental agency, and the
predetermined member of the first group is an employee of the
business that is specified in an order of a court of law.

Where third party verification is not utilized for
determining that the second party has access only to a specific
key, the transferring of step 1 above is from the first group to
the second group.

Where third party verification is utilized for determining
that the second party has access only to a specific key, the
transferring of step 1 above includes (A) transferring to a third
group, by the first group, of the encrypted plurality of first group
member encryption keys with corresponding unencrypted
identification codes, IDs, and a list of IDs corresponding to the
first group members; and (B) selecting in step 2 includes
selecting by the third group and transferring by the third group to
the second group, an encrypted encryption key from the encrypted
plurality of first group member encryption keys in accordance
with an ID corresponding to the predetermined member of the
first group.

Typically, communication and data files are generated by
the first group members and at least one of the communication
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and data files have a corporate identity field that is utilized by
the second group to determine files generated by the first group.

The predetermined algorithm is a commutative encryption
algorithm. A commutative encryption algorithm has the property

that a doubly encrypted message that has been encrypted using,
tor example, for any selected two keys KA and KB, the doubly

encrypted message may be decrypted by using KA then KB or by
using KB then KA. Public key encryption algorithms based on

exponentiation have this property since:

XABmodn = XBA mod n.

RSA Public Key encryption is a specific example, as cited in U.S.
Patent No. 4,405,829, Sep. 20, 1983 (Cryptographic
Communications Systems and Method). When using RSA Pubiic
Key encryption to encrypt a message m and encode keys A and B,
decode keys C and D respectively, and modulus n, where n is a
preselected integer, the enciphered form ¢ of text obtained for m
is of a form:

¢ = (mA mod n)B mod n
may be decoded by

m = (c© mod n)P mod n
or by

m = (cP mod n)C mod n

FIG. 2, numeral 200, is a schematic representation of the
flow of information in one embodiment of the present invention
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in which third party verification is utilized. In this example, a
corporation (202) utilizes its security department to maintain a
backup list of encryption keys (K¢, all keys) for each employee of
the corporation. The list contains an identity (ID) and the
associated encryption key for each employee. Generally, each
communication and data file that the employee generates
contains a corporate identity field to identify the corporation.
Where a governmental agency has received an order of a court
(U.S. Court, 208) to examine the communication and data files of
a particular employee of the corporation, the government agency
approaches the identified corporation to obtain the encryption
key. Alternatively, the governmental agency may approach a
verification center or government oversight committee which
then approaches the corporation to obtain the encryption key.
The corporate identity field may be used by the governmental
agency to identify where the keys for an intercepted message
have been stored. This access is done blindly so that the
corporation does not know which individual is being investigated
and so that the governmental agency may only obtain one
encryption key as authorized by the court order.

The typical protocol is as follows: (1) the corporation
encrypts its employee keys using a commutative encryption
algorithnm and the ID associated with each key is not encrypted:;
(2) the encrypted list of employee keys is provided 1o the
governmental agency and the governmental agency selects the
employee that matches the court order based on the ID; (3) the
governmental agency encrypts the selected employee key using
the same commutative encryption ei_igorithm and this doubly
encrypted employee key is given back to the corporation without
the corresponding 1D; (4) the corporation decrypts the doubly
encrypted message obtaining a singly encrypted employee key
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that is only encrypted under the government’s key, and the key is
then given back to the governmental agency; (5) the government
decrypts the singly encrypted employee key to obtain the
employee key.

Thus, all the keys made available to the government are
encrypted except for the selected key. Therefore, the
governmenial agency only has access to one key. The single key
that the corporation decodes has been encrypted by the
governmental agency so the corporation does not know which key
has been selected by the governmental agency.

Verification that the governmental agency only has access
to the key that matches the court order can be accomplished by
using a third party (204) to transfer the selected key to the
governmental agency (FBI, 206). The corporation provides the
encrypted list
(Kc(all keys)) of employee keys to the third party. The third party
selects the encrypted key that matches the court order and
provides only this encryptied key (K¢(K)) to the governmental
agency. The governmental agency encrypts this key and gives it
(Kg(Kc(K)) back to the corporation, either directly, or via the third
party. The corporation (202) decrypts the doubly encrypted key
(Kg(Kc(K)) to provide a singly encrypted key (Kg(K)) and sends the
singly encrypted key (Kg(K)) either directly to the governmental
agency or via the third party. Using this procedure the
governmental agency only has access to the authorized key and
the third party does not have access to the unencrypted keys.

FIG. 3, numeral 300, is a flow chart of an embodiment of
steps implemented by a second group receiving blind access to an
encryption key of a member of a first group in accordance with
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the method of the present invention. FIG. 5, numeral 500, is a
block diagram showing the flow of encryption key information as
it is encrypted in accordance with the present invention. The
method provides blind access wherein decrypting is implemented
by a second group, of an encryption key of a predetermined
member of a first group, utilizing an encrypted plurality (Kg, 504)
of first group member encryption keys, received from the first
group, that has been encrypted using a predetermined
commutative encryption algorithm and a list of IDs corresponding
to first group members, wherein the first group member
encryption keys Key #i or Ki, i a whole number, have
corresponding unencrypted first group member identification
fields (502), |Ds, comprising, by the second group. The steps
implemented by the second group include: (1) selecting (302) an
encryption key from the encrypted plurality of first group
member encryption keys in accordance with an ID corresponding
to the predetermined member of the first group; (2) encrypting
(304; Kg, 506) the selected encryption key using the
predetermined commutative encryption algorithm and
transferring, to the first group, a doubly encrypted ID-free
encryption key; and (3) decrypting (306; Ky, 510), upon decryption
(K¢, 508) by the first group of the doubly encrypted ID-free
encryption key to obtain a singly encrypted key and receipt of the
singly encrypted key from the first group, the singly encrypted
key to obtain the encryption key of the predetermined member of
the first group.

Again, typically, the predetermined member of the first
group is specified in an order of a court of law. Also, again, at
least one of: communication and data files are generated by first
group members and the communication and data files have a
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corporate identity field that may be utilized by the second group
to determine files generated by the first group.

FIG. 4, numeral 400, is a flow chart of an embodiment of

steps implemented by a second group receiving blind access to an
encryption key of a member of a first group in accordance with
the method of the present invention wherein third party
verification is utilized. The method provides blind access
wherein decrypting is implemented by a second group, of an
encryption key of a predetermined member of a first group,
utilizing an encrypted encryption key obtained by a third group
from an encrypted plurality of first group member encryption
keys provided to the third group by the first group, wherein the
encrypted piurality of first group member encryption keys has
been encrypted using a predetermined commutative encryption
algorithm and the third group has preselected the encrypted
encryption key as the encrypted encryption key of the
predetermined member of the first group based on a list of first
group member unencrypted identification fields, IDs,
corresponding to first group members. The steps implemented by
the second group include: (1) encrypting (402) the encrypted
encryption key using the predetermined commutative encryption
algorithm and transferring, to the first group, a doubly encrypted
ID-free encryption key; and (2) decrypting (404), upon receipt of a
singly encrypted key obtained by decryption by the first group of
the doubly encrypted ID-free encryption key, the singly encrypted
key to obtain the encryption key of the predetermined member of

the first group.

The predetermined member of the first group may be
specified as described above. Also, the communication and data
files may be utilized as described above.
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Although exemplary embodiments are described above, it
will be obvious to those skilled in the art that many alterations
and modifications may be made without departing from the
5 invention. Accordingly, it is intended that all such alterations
and modifications be included within the spirit and scope of the
invention as defined in the appended claims.

We claim:
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CLATIMS:

1. A method for providing, to a second group, blind access to
an encryption key of a predetermined first group member,
comprising the steps of:

1A) encrypting, by the first group, a plurality of first
group member encryption keys using a predetermined algorithm
and transferring, to the second group, the encrypted plurality of
first group member encryption keys with corresponding
unencrypted first group member identification fields, IDs, and a
list of IDs corresponding to the first group members;

1B) selecting an encryption key from the encrypted
plurality of first group member encryption keys in accordance
with an ID corresponding to the predetermined member of the
first group;

1C) encrypting, by the second group, the selected
encryption key using the predetermined algorithm and
transferring, to the first group, a doubly encrypted ID-free
encryption key;

D) decrypting, by the first group, the doubly encrypted
ID-free encryption key to obtain a singly encrypted key and
transterring the singly encrypted key to the second group: and

1E) decrypting, by the second group, the singly encrypted
key to obtain the encryption key of the predetermined first group
member.
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2. The method of claim 1 wherein at least one of 2A-2C:

2A) the predetermined member of the first group is
specified in an order of a court of law;

2B) the predetermined algorithm is a commutative
encryption algorithm; and

2C) the transferring of step 1A is directly from the first
group to the second group.

3. The method of claim 1 wherein:

3A) the transferring of step 1A includes transferring to a
third group, by the first group, of the encrypted plurality of first
group member encryption keys with corresponding unencrypted
identification codes, 1Ds, and a list of IDs corresponding to the
first group members; and

3B) the step of selecting of step 1B includes selecting by
the third group and transferring by the third group to the second
group, an encryption key from the encrypted plurality of first
group member encryption keys in accordance with an ID '
corresponding to the predetermined member of the first group.
and where further selected, wherein the third group is a
verification center/government oversight committee.

4. The method of claim 1 wherein at least one of:
communication and data files are generated by the first group
members and at least one of the communication and data files
have a corporate identity field that is utilized by the second
group to determine files generated by the first group.
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5. A method for blind access decrypting, by a second group, of
an encryption key of a predetermined member of a first group,
utilizing an encrypted plurality of first group member encryption
keys, received from the first group, that has been encrypted using
a predetermined commutative encryption algorithm and a list of
IDs corresponding to first group members, wherein the first
group member encryption keys have corresponding unencrypted
first group member identification fields, {Ds, comprising, by the
second group, the steps of:

S5A) selecting an encryption key from the encrypted
plurality of first group member encryption keys in accordance
with an ID corresponding to the predetermined member of the
first group:

5B) encrypting the selected encryption key using the
predetermined commutative encryption algorithm and
transferring, to the first group, a doubly encrypted [D-free
encryption key; and

5C) decrypting, upon decryption by the first group of the
doubly encrypted [ID-free encryption key to obtain a singly
encrypted key and receipt of the singly encrypted key from the
first group, the singly encrypted key to obtain the encryption key
of the predetermined member of the first group.
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6. The method of claim 5 wherein the predetermined member
of the first group is specified in an order of a court of law.

7. The method of ciaim 5 wherein at least one of:

5 communication and data files are generated by first group
members and the communication and data files have a corporate
identity field that is utilized by the second group to determine
files generated by the first group.
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8. A method for blind access decrypting, by a second group, of
an encryption key of a predetermined member of a first group,
utilizing an encrypted encryption key obtained by a third group

5 from an encrypted plurality of first group member encryption
keys provided to the third group by the first group, wherein the
encrypted pilurality of first group member encryption keys has
been encrypted using a predetermined commutative encryption
algorithm and the third group has preselected the encrypted

10 encryption key as the encrypted encryption key of the
predetermined member of the first group based on a list of first
group member unencrypted identification fields, [|Ds,
corresponding to first group members, comprising, for the second
group, the steps of:

15 . 8A) encrypting the encrypted encryption key using the
predetermined commutative encryption algorithm and
transferring, to the first group, a doubly encrypted ID-free
encryption key;

8B) decrypting, upon receipt of a singly encrypted key

20 obtained by decryption by the first group of the doubly encrypted
ID-free encryption key, the singly encrypted key to obtain the
encryption key of the predetermined member of the first group.
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9. The method of claim 8 wherein the predetermined member
of the first group is specified in an order of a court of law.

10. The method of claim 8 wherein at least one of:

5 communication and data files are generated by first group
members and the communication and data files have a corporate
identity field that is utilized by the second group o determine
files generated by the first group.

10
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