wo 2015/01290°7 A1 [N I 00O O RO

(43) International Publication Date

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

29 January 2015 (29.01.2015)

WIPOIPCT

(10) International Publication Number

WO 2015/012907 A1l

(51

eay)

(22)

(25)
(26)
(30)

1

(72

74

31

International Patent Classification:
G060 20/40 (2012.01) G060 20/32 (2012.01)

International Application Number:
PCT/US2014/034853

International Filing Date:
22 April 2014 (22.04.2014)

Filing Language: English
Publication Language: English
Priority Data:

13/949,850 24 July 2013 (24.07.2013) US

Applicant: MASTERCARD INTERNATIONAL IN-
CORPORATED [US/US]; 2000 Purchase Street, Pur-
chase, NY 10577-2409 (US).

Inventors: KAR, Anindeep; 1309 Mason Grove Drive, St.
Charles, MO 63304 (US). BHATTACHARYYA, Surya,
D.; 1555 Bent Oak Ridge Drive, Fenton, MO 63026 (US).
PEREZ, Kristofer; 111 3rd Avenue, Apt. 8h, New York,
NY 10003 (US). WILLIAMSON, Gregory; 474 Wood-
bine Road, Stamford, CT 06903 (US).

Agent: WIELAND, Charles, F.; Buchanan Ingersoll &
Rooney PC, P. O. Box 1404, Alexandria, VA 22313-1404

(US).
Designated States (unless otherwise indicated, for every

kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,

(84)

BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,
KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME,
MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,
SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM,
TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM,
ZW.

Designated States (uniess otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CIL, CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

Declarations under Rule 4.17:

as to applicant'’s entitlement to apply for and be granted a
patent (Rule 4.17(i1))

as to the applicant's entitlement to claim the priority of the
earlier application (Rule 4.17(iii))

Published:

with international search report (Art. 21(3))

(54) Title: METHOD AND SYSTEM FOR PROXIMITY FRAUD CONTROL

Processing
Server

Hiol

Payment
108 Network

) Consumer \\
\ E : /ma

FIG. 1

Issuer

102
104
P

T

: % Hg/a,mem oar

Werchant

(57) Abstract: A method for authenticating a user in a payment transaction using a computing device includes: storing location data
entries, each entry including a geographic location of a mobile device and a time; receiving an authorization request for a payment
transaction, the request including an account identifier, location identifier, and authorization time; identifying a specific data entry
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computing device associated with the account identifier for action by a user to prove their identity; receiving, data conveying the ac -
tion taken by the user; and authenticating the user based on the received data and authentication information associated with a pay -
ment account corresponding to the account identifier.
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METHOD AND SYSTEM FOR PROXIMITY FRAUD CONTROL

FIELD

[0001] The present disclosure relates to the authentication of payment transactions,
specifically authenticating transactions based on geolocation of a mobile device and

additional authentication data received from a cardholder.
BACKGROUND

[0002] Credit card fraud and other payment card fraud can cost consumers,
merchants, issuers, acquirers, and paymént networks both time and resources. As
technology develops, many payment networks and other entities have begun to use
mobile devices to provide additional security against fraud. For example, some
methods and systems use the geographic location of a mobile device associated with
a cardholder, which is identified during authorization and compared to the location of
the transaction, such as described in Fourez, U.S, Patent Application No. 12/544,009,
entitled “Location Controls on Payment Card Transactions,” filed August 19, 2009,
which is herein incorporated by reference in its entirety. Other systems and methods
similarly compare the location of the transaction at the time of authorization to
previously-obtained locations of a mobile device, such as those described in Stevens,
U.S. Patent No. 7,487,170, entitled “Location Information for Avoiding Unwanted
Communications Systems and Methods,” issued on February 3, 2009, which is herein

incorporated by reference in its entirety.

[0003]However, such systems and methods only utilize the geographic location of the
mobile device for authentication of the payment transaction. Such systems would not
prevent fraud in instances where the perpetrator of the fraud is in possession of the
mobile device. In cases where a mobile device includes a wallet application, the
fraudster would be in possession of both the payment card or cards and the form of
authentication. In addition, such systems require the cardholder to be in possession of

the mobile device at the time of authorization. This could lead to unnecessary denials
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of authorization for a cardholder involved in a genuine transaction in instances where a
cardholder left their mobile device at home or in their vehicle, let a family member or

friend use their payment card, or if their mobile device was powered down.

[0004] Thus, there is a need for a technical solution for providing fraud control based
on geolocation that is effective in instances where a mobile device is unavailable or

has been compromised.
SUMMARY

[0005] The present disclosure provides a description of a system and method for the

authentication of a user in a payment transaction using a computing device.

[0006] A method for authenticating a user in a payment transaction using a computing
device includes: storing, in a database, a plurality of location data entries, wherein
each location data entry includes data related to the location of a mobile device
including a geographic location of the related mobile device and a time and/or date at
which the corresponding geographic location was identified; receiving, by a receiving
device, an authorization request for a payment transaction, wherein the authorization
request includes at least an account identifier, a location identifier, and an
authorization time and/or date; identifying, in the database, a specific location data
entry where the included time and/or date is within a predetermined period of time of
the authorization time and/or date; when the geographic location included in the
specific location data entry is indicative of the mobile device being not present at a
point-of-sale corresponding to the location identifier, transmitting, by a transmitting
device, a request to a computing device associated with the account identifier for
action by a user of the computing device to prove an identity of the user; receiving, by
the receiving device, data conveying the action taken by the user of the computing
device to prove the identity of the user; and authenticating, by a processing device,
the user based on the received data conveying the action taken by the user to prove
the identity of the user and authentication information associated with a payment

account corresponding to the account identifier.
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[0007]A system for authenticating a user in a payment transaction using a computing
device includes a database, a receiving device, a processing device, and a
transmitting device. The database is configured to store a plurality of location data
entries, wherein each location data entry includes data related to the location of a
mobile device including a geographic location of the related mobile device and a time
and/or date at which the corresponding geographic location was identified. The
receiving device is configured to receive an authorization request for a payment
transaction, wherein the authorization request includes at least an account identifier, a
location identifier, and an authorization time and/or date. The processing device is
configured to identify, in the database, a specific location data entry where the
included time and/or date is within a predetermined period of time of the authorization
time and/or date. The transmitting device is configured to, when the geographic
location included in the specific location data entry is indicative of the mobile device
being not present at a point-of-sale corresponding to the location identifier, transmit a
request to a computing device associated with the account identifier for action by a
user of the computing device to prove an identity of the user. The receiving device is
further configured to receive data conveying the action taken by the user of the
computing device to prove the identity of the user, and the processing device is further
configured to authenticate the user based on the received data conveying the action
taken by the user to prove the identity of the user and authentication information
associated with a payment account corresponding to the account identifier.

BRIEF DESCRIPTION OF THE DRAWING FIGURES

[0008] The scope of the present disclosure is best understood from the following
detailed description of exemplary embodiments when read in conjunction with the

accompanying drawings. Included in the drawings are the following figures:

[0009]FIG. 1 is a high level architecture illustrating a system for the authentication of a
user in a payment transaction using a computing device in accordance with exemplary

embodiments.
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[0010]FIG. 2 is a block diagram illustrating the processing server of FIG. 1 for the
authentication of a user in a payment transaction in accordance with exemplary

embodiments.

[0011]FIGS. 3A and 3B are a flow diagram illustrating a method for the authorizing
and authentication a user in a payment transaction in accordance with exemplary

embodiments.

[0012]FIG. 4 is a flow diagram illustrating a method for authorizing a payment
transaction using geolocation and authentication of a user of a computing device in

accordance with exemplary embodiments,

[0013]FIG. 5 is a flow chart illustrating an exemplary method for authenticating a user
in a payment transaction using a computing device in accordance with exemplary

embodiments.

[0014]FIG. 6 is a block diagram illustrating a computer system architecture in

accordance with exemplary embodiments.

[0015] Further areas of applicability of the present disclosure will become apparent
from the detailed description provided hereinafter. It should be understood that the
detailed description of exemplary embodiments are intended for illustration purposes

only and are, therefore, not intended to necessarily limit the scope of the disclosure.
DETAILED DESCRIPTION

Definition of Terms

[0016] Payment Network — A system or network used for the transfer of money via the
use of cash-substitutes. Payment networks may use a variety of different protocols
and procedures in order to process the transfer of money for various types of
transactions. Transactions that may be performed via a payment network may include
product or service purchases, credit purchases, debit transactions, fund transfers,
account withdrawals, etc. Payment networks may be configured to perform
transactions via cash-substitutes, which may include payment cards, letters of credit,
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checks, financial accounts, etc. Examples of networks or systems configured to
perform as payment networks include those operated by MasterCard®, VISA®,
Discover®, American Express®, etc.

[0017] Payment Account — A financial account that may be used to fund a transaction,
such as a checking account, savings account, credit account, virtual payment account,
etc. A payment account may be associated with an entity, which may include a
person, family, company, corporation, governmental entity, etc. In some instances, a
payment account may be virtual, such as those accounts operated by PayPal®, etc.
[0018]Payment Card — A card or data associated with a payment account that may be
provided to a merchant in order to fund a financial transaction via the associated
payment account. Payment cards may include credit cards, debit cards, charge cards,
stored-value cards, prepaid cards, fleet cards, virtual payment numbers, virtual card
numbers, controlled payment numbers, etc. A payment card may be a physical card
that may be provided to a merchant, or may be data representing the associated
payment account (e.g., as stored in a communication device, such as a smart phone
or computer). For example, in some instances, data including a payment account
number may be considered a payment card for the processing of a transaction funded
by the associated payment account. In some instances, a check may be considered a

payment card where applicable.

System for Authenticating a User in a Payment Transaction

[0019]FIG. 1 illustrates a system 100 for authenticating a user in a payment
transaction based on geolocation of a mobile device and additional authentication data
received from the user via a computing device.

[0020]A consumer 102 may use a payment card 104 in order to engage in a payment
transaction with a merchant 106. The consumer 102 may present the payment card
104 for payment as a card-present transaction, such as by providing the physical
payment card 104 to an employee of the merchant 106 at a point-of-sale, or as a card-
not-present transaction, such as by providing a payment card nhumber associated with
the payment card in another form. For example, the consumer 102 may be in
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possession of a mobile device 112, which may include a wallet application or
otherwise be used to present payment details associated with the payment card 104 to
the merchant 106. Additional methods and systems for providing payment details
associated with a payment card to a merchant will be apparent to persons having skill
in the relevant art.

[0021] The merchant 106 may, after receiving the payment information from the
consumer 102, generate an authorization request for the payment transaction
including the payment information. The merchant 106 may then submit the
authorization request to a payment network 108 for processing. The payment network
108 may include a processing server 110, discussed in more detail below, configured
to authenticate the payment card 104 and the consumer 102 involved in the payment
transaction.

[0022] The processing server 110 may store location information including the
geographic location of the mobile device 112 in a location database, discussed in
more detail below. The mobile device 112 may be any type of device suitable for
performing the functions as disclosed herein, such as a cellphone, smartphone, tablet
computer, notebook computer, etc. The location information may include at least the
geographic location of the mobile device 112 and a time and/or date at which the
corresponding geographic location was identified. In some instances, the processing
server 110 may be configured to identify (e.g., receive) an updated geographic
location of the mobile device 112 at or near the time of the receipt of the authorization
request for the payment transaction. Methods for obtaining the geographic location of
a mobile device will be apparent to persons having skill in the relevant art and may
include use of a global positioning system, wireless network, cellular system
triangulation, and an application program executed by the mobile device.

[0023] The processing server 110 may identify the geographic location of the mobile
device 112 as not being in proximity to the merchant 106 at the time of the payment
transaction, or otherwise being indicative of the mobile device 112 not being present at
the time of the transaction. As the mobile device 112 not being in proximity of the

merchant 106 may indicate a fraudulent transaction, but not necessarily be dispositive



WO 2015/012907 PCT/US2014/034853

of fraud (e.g., the consumer 102 may have left the mobile device 112 in a vehicle or at
home, it may be powered down, etc.), the processing server 110 may submit a request
to a computing device associated with the consumer 102 for action by the consumer
102 to prove their identity.

[0024] The computing device may be the mobile device 112, or any other computing
device suitable for performing the functions as discussed herein. For example, the
consumer 102 may use a computing device (e.g., an Internet-connected computer) to
initiate the financial transaction, and thus the request from the processing server 110
may be submitted to the computing device. The consumer 102 may receive the
request via the computing device and may then provide additional authentication data
to prove his/her identity. The additional authentication data may include an answer to
a security question, a code sent to the computing device to be input at the point-of-
sale, a personal identification number, a password, biometric information (e.g., a
fingerprint), or any other suitable information that will be apparent to persons having
skill in the relevant art.

[0025] The computing device may then transmit the consumer-supplied additional
authentication information to the processing server 110. In some instances, the
additional authentication information may be transmitted to the processing server 110
by the merchant 106, such as in instances where the consumer 102 supplies
authentication data to the point-of-sale. The processing server 110 may compare the
received authentication data with authentication data stored associated with the
consumer 102 to authenticate the identity of the consumer 102 as the cardholder or
otherwise authorized user of the payment card 104. If the comparison fails (e.g., the
authentication is unsuccessful), the processing server 110 may deny the transaction,
and the payment network 108 may submit an authorization response to the merchant
106 indicating denial of the payment transaction. If the comparison is successful, the
processing server 110 may forward the authorization request to the issuer 114, which
may approve or deny the payment transaction using systems and methods apparent to

persons having skill in the relevant art.
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[0026] Processing Device
[0027]FIG. 2 illustrates an embodiment of the processing server 110 of the system

100. It will be apparent to persons having skill in the relevant art that the embodiment
of the processing server 116 illustrated in FIG. 2 is provided as illustration only and
may not be exhaustive to all possible configurations of the processing server 110
suitable for performing the functions as discussed herein. For example, the computer
system 600 illustrated in FIG. 6 and discussed in more detail below may be a suitable
configuration of the processing server 110.

[0028] The processing server 110 may include a receiving unit 202. The receiving unit
202 may be configured to interface (e.g., connect, communicate, etc.) with one or
more networks in order to receive data, information, etc. The receiving unit 202 may
receive location information for the mobile device 112, such as the geographic location
of the mobile device 112 and the corresponding time and/or date at which the
geographic location was identified. In some embodiments, the receiving unit 202 may
receive data directly from the mobile device 112, which may be analyzed by a
processing unit 204 to identify the geographic location of the mobile device 112,
[0029] The processing unit 204 may store the location information as a location data
entry 210 in a location database 208. Each location data entry may store data related
to the location of the mobile device 112 and include at least the geographic location of
the mobile device and the time and/or date at which the corresponding geographic
location was identified. The geographic location may be represented in latitude and
longitude or any other representation suitable for performing the functions as disclosed
herein as will be apparent to persons having skill in the relevant art.

[0030] The receiving unit 202 may also be configured to receive authorization requests
for payment transactions. The authorization request may include at least an account
identifier, a location identifier, and an authorization time and/or date. The account
identifier may be a value suitable for identification of a payment account (e.g.,
corresponding to the payment card 104) for use in funding the payment transaction.
The location identifier may be a value suitable for identifying the geographic location at

which the transaction is taking place (e.g., at the merchant 106). The location
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identifier may be represented by latitude and longitude, or any other suitable system,
or may correspond to the merchant 106, which may be used to find the geographic
location of the merchant 106 via a look-up table or other similar system or method.
The authorization time and/or date at which the transaction was initiated, the
authorization request was submitted, or any other time indicative of the payment
transaction suitable for use in performing the functions as discussed herein.

[0031] The processing unit 204 may be configured to identify, in the location database
208, a specific location data entry 210 where the time and/or date included in the
specific location data entry 210 corresponds to the authorization time and/or date
included in the authorization request. The processing unit 204 may then compare the
geographic location in the specific location data entry 210 with the location identifier
included in the authorization request. If the comparison is indicative of the mobile
device 112 being not present at the point-of-sale where the transaction takes place,
then the processing unit 204 may identify an account data entry 214 in the account
database 212 corresponding to the account identifier included in the authorization
request.

[0032] The account database 212 may include a plurality of account data entries 214,
wherein each account data entry 214 may include data associated with a consumer
(e.g., the consumer 102) and may include an account identifier, a mobile device and/or
computing device identifier, and authentication data. The account identifier may be a
value suitable for identifying a payment account associated with the related consumer
102. The mobile device identifier and/or computing device identifier may be an
identifier associated with the mobile device 112 or computing device associated with
the related consumer 102 that may be used to provide additional authentication data.
The authentication data may be additional data used to authenticate the consumer 102
as the consumer related with the corresponding account data entry 214.

[0033] The processing server 110 may also include a transmitting unit 206. The
transmitting unit 206 may be configured to transmit a request for action by a user of
the mobile device 112 or computing device associated with the mobile device and/or

computing device identifier included in the account data entry 214 associated with the
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account identifier included in the authorization request. The user of the device may
provide the additional data consistent with the requested action, which may be
transmitted to the processing server 110 and received by the receiving unit 202,
[0034] The processing unit 204 may compare the received data with the authentication
data included in the account data entry 214. If the comparison is successful (e.g., the
consumer 102 provides data to prove their identity as the cardholder of the associated
payment account), then the transmitting unit 206 may forward the authorization
request and/or an indication of successful authentication to the issuer 114 and/or the
payment network 108 for processing. The payment transaction may then be
processed using systems and methods apparent to persons having skill in the relevant
art. As part of the processing, the receiving unit 202 may receive an authorization
response indicating approval or denial of the payment transaction, which may be
forwarded by the transmitting unit 206 to the merchant 106.

[0035] If the comparison of the received authentication data was unsuccessful, then
transmitting unit 206 may transmit an authorization response indicating the denial of
the payment transaction to the merchant 106. In some embodiments, the transmitting
unit 206 may forward the authorization request to the issuer 114 indicating the
unsuccessful authentication. In some instances, the processing server 110 may be
configured to transmit the authorization request along with a fraud score based on the
comparison of the received authentication data. In further instances, the fraud score
may be transmitted to the issuer 114 regardless of the successful or unsuccessful
authentication of the consumer 102 based on the received data.

Method for Authenticating and Authorization a Payment Transaction

[0036]FIG. 3 illustrates a method 300 for the authentication of the consumer 102 and
the processing of authorization of a payment transaction using the system 100 of FIG
1.

[0037]In step 302, the mobile device 112 may identify its geographic location at a time

and/or date. Methods and systems for identifying the geographic location of the
mobile device 112 will be apparent to persons having skill in the relevant art and may

include using a global positioning system, wireless network, cellular system
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triangulation, an application program executed by the mobile device 112, etc. In step
304, the processing server 110 may receive the identified geographic location and
corresponding time and/or date and store the received information as a location data
entry 210 in the location database 208. In some embodiments, the mobile device 112
may transmit its geographic location to a third party, such as a mobile network
operator, which may forward the geographic location data to the processing server
110. Other methods for obtaining the geographic location of the mobile device 112 by
the processing server 110 will be apparent to persons having skill in the relevant art.
[0038]In step 306, the merchant 106 may submit an authorization request for a
payment transaction including the consumer 102 associated with the mobile device
112. The authorization request may include an account identifier associated with the
payment card 104 used to fund the payment transaction, a location identifier
corresponding to the location of the merchant 106, and an authorization time and/or
date corresponding to the time of the payment transaction. The authorization request
may be submitted to the processing server 110 (e.g., via the payment network 108),
which may be received in step 308.

[0039]In step 310, the processing server 110 may identify the payment account
associated with the account identifier included in the authorization request. Identifying
the payment account may include identifying an account data entry 214 including the
account identifier or another identifier corresponding to the account identifier. At step
312, the processing server 112 may identify the geographic location of the mobile
device 112 at the time of the payment transaction by identifying a specific location data
entry 210 in the location database 208 where the included time and/or date
corresponds to the authorization time and/or date.

[0040]In step 314, the processing server 110 may compare the geographic location of
the mobile device 112 with the geographic location of the payment transaction based
on the location identifier included in the authorization request. If the comparison is
indicative of the mobile device 112 not being present at the payment transaction, then

the processing server 110 may, in step 316, transmit a request for additional
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authentication information to the mobile device 112 or another computing device
associated with the payment account as identified in step 310.

[0041]In step 316, the mobile device 112 or computing device may receive the
request for additional information. The request may include a request for an action to
be performed by the user of the device to prove the identity of the user as an
authorized user of the payment account used in the payment transaction. In step 320,
the mobile device 112 or other computing device may prompt the user to provide the
proof of their identity as an authorized user, such as providing biometric information, a
personal identification number, a password, etc. The mobile device 112 or computing
device may receive the identify proof data as input by the user, and may transmit the
data to the processing server 110 in step 322.

[0042] In step 324, the processing server 110 may receive the additional
authentication data as proof of the consumer 102's identity from the computing device
and/or the mobile device 112. In step 326, the processing server 110 may
authenticate the consumer 102 as an authorized user of the payment account based
on the identity proof data and authentication data included in the account data entry
214 associated with the payment account used to fund the payment transaction.
Then, in step 328, the processing server 110 may process the payment transaction.
Processing the payment transaction may include forwarding the authorization request
to the issuer 114 including the results of the authentication performed in step 326 (e.g.,
which may be represented in a fraud score) and receiving an authorization response
from the issuer 114 indicating approval or denial of the payment transaction.

[0043]In step 330, the processing server 110 may forward the authorization response
to the merchant 106, which may be received by the merchant 106 for finalization of the
payment transaction. In some embodiments, the processing server 110 may also
transmit a notification to the mobile device 112 and/or the oorhputing device indicating
the results of the authentication of the identity of the user.

Method for Processing Authentication of a User of a Payment Transaction

[0044]FIG. 4 illustrates a method for the authentication of the consumer 102 as an

authenticated user of the payment card 104 by the processing server 110.
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[0045]In step 402, the receiving unit 202 of the processing server 110 may receive the
authorization request for the payment transaction including at least an account
identifier, a location identifier, and an authorization time and/or date. In step 404, the
processing server 110 may identify the geographic location of the mobile device 112
associated with the payment account corresponding to the account identifier. In some
embodiments, the mobile device 112 may be identified based on an account data
entry 214 in the account database 212 including the account identifier.

[0046]In step 406, the processing unit 204 of the processing server 110 may
determine if the mobile device 112 is located at the physical location of the merchant
106 based on a comparison of the identified geographic location of the mobile device
112 and a location corresponding to the location identifier included in the authorization
request. In some instances, the comparison may be successful if the geographic
location of the mobile device 112 is identified as being within a predetermined distance
from the merchant 106 involved in the payment transaction. In further instances, the
predetermined distances may vary, such as based on the merchant 106 and/or the
geographic location. For example, the predetermined distances may be larger for a
large retail store, and may be smaller for a small specialty store.

[0047]1f the comparison indicates the mobile device 112 being located at the location
at which the transaction is taking place, then, in step 408, the processing unit 204 of
the processing server 110 may process the payment transaction using methods and
systems apparent to persons having skill in the relevant art. If the comparison in step
406 indicates the mobile device 112 as not being present at the location of the
payment transaction, then, in step 410, the transmitting unit 206 of the processing
server 110 may transmit a prompt to the mobile device 112 or another computing
device associated with the payment account involved in the payment transaction to
provide proof of the identity of the user of the mobile device 112 and/or computing
device. In some instances, the computing device may be a computing device used to
initiated the payment transaction, such as a computer used to initiate an e-commerce

fransaction via the Internet.
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[0048]In step 412, the receiving unit 202 of the processing server 110 may receive
identity proof data from the computing device and/or mobile device 112. In step 414,
the processing unit 204 may identify the associated payment account via an account
data entry 214 in the account database 212 including the account identifier included in
the authorization request. The processing unit 204 may then compare the received
identity proof data with authentication data included in the account data entry 214 in
step 416. If the identity proof data matches the authentication data, then the process
may proceed to step 408 to process the payment transaction. In such an instance, the
processing of the payment transaction may include forwarding the authorization
request to the issuer 114 of the payment card 104 including the matched identity proof
data and/or a fraud score based on at least the matching of the identity proof data with
the authentication data.

[0049]If the identity proof data does not match the authentication data, then, in step
418, the processing server 110 may deny the payment transaction, such as by
transmitting, by the transmitting unit 206, an authorization response indicating denial of
the payment transaction to the merchant 106. In some embodiments, the processing
server 110 may forward the authorization request to the issuer 114 despite the failure
to match the authentication data, but may include an indication of the failure to match
the authentication data, such as a fraud score based on at least the failure to match
the data. In some embodiments, the transmitting unit 206 may also transmit a
notification to the mobile device 112 and/or computing device indicating the successful
or unsuccessful outcome of the transaction processing.

Exemplary Method for Authenticating a User in a Payment Transaction Using a
Computing Device

[0050]FIG. 5 illustrates a method 500 for authenticating a user involved in a payment
transaction using an associated computing device.

[0051]In step 502, a database (e.g., the location database 208) may store a plurality
of location data entries (e.g., the location data entries 210), wherein each location data
entry 210 includes data related to the location of a mobile device (e.g., the mobile

device 112) including a geographic location of the related mobile device 112 and a
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time and/or date at which the corresponding geographic location was identifier. In
some embodiments, the geographic location of the related mobile device 112 may be
identified using at least one of: a global positioning system, wireless network, cellular
system triangulation, and an application program executed by the related mobile
device 112. In a further embodiment, the application program may be a wallet
program.

[0052]In step 504, a receiving device (e.g., the receiving unit 202) may receive an
authorization request for a payment transaction, wherein the authorization request
includes at least an account identifier, a location identifier, and an authorization time
and/or date. In step 506, a specific location data entry 210 may be identified, in the
database 208, where the included time and/or date is within a predetermined period of
time of the authorization time and/or date.

[0053]In step 508, a transmitting device (e.g., the transmitting unit 206) may transmit a
request to a computing device associated with the account identifier for action by a
user of the computing device to prove an identity of the user when the geographic
location included in the specific location data entry is indicative of the mobile device
112 being not present at a point-of-sale corresponding to the location identifier. In
some embodiments, the computing device may be the mobile device 112. In other
embodiments, the computing device may be a computing device used to initiate the
payment transaction. In one embodiment, the request may include at least a security
question associated with the payment account associated with the account identifier.
[0054]In step 510, the receiving device 202 may receive data conveying the action
taken by the user of the computing device to prove the identity of the user. In some
embodiments, data conveying the action taken by the user may include at least one of:
an answer to a security question, a code sent to the mobile device 112 or the
computing device for input at a point-of-sale corresponding to the location identifier, a
personal identification number, a password, and biometric information. In a further
embodiment, the biometric information may include a fingerprint.

[0055]In step 512, the processing device 205 may authenticate the user based on the

received data conveying the action taken by the user to prove the identity of the user
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and authentication information associated with a payment account corresponding to
the account identifier.

[0056]In one embodiment, the method 500 further includes transmitting, by the
transmitting device 206, the authorization request to an issuer (e.g., the issuer 114)
associated with the payment account together with a fraud score based on the
received data conveying the action taken by the user to prove the identity of the user,
receiving, by the receiving device 202, an authorization response from the issuer 114,

and forwarding, by the transmitting device 206, the authorization response in response

to the received authorization request. In a further embodiment, the method 500 may
even further include transmitting, by the transmitting device 206, a notification to the
mobile device 112 indicating one of: successful authentication of the user and
unsuccessful authentication of the user.

[0057]In another embodiment, the method 500 may further include storing, in an
account database (e.g., the account database 212), a plurality of account data entries
(e.g., the account data entries 214), wherein each account data entry 214 includes
data related to a payment account including at least a payment account identifier, a
mobile device identifier, and authentication data. In one further embodiment, each
account data entry 214 may further including a computing device identifier. In some
further embodiments, the method 500 may even further include the plurality of account
data entries 214 including a specific account data entry 214 wherein the included
payment account identifier corresponds to the account identifier, the including mobile
device identifier is associated with the mobile device 112, and the data conveying the
action taken by the user to prove the identity of the user corresponds to the included
authentication data.

Computer System Architecture

[0058]FIG. 6 illustrates a computer system 600 in which embodiments of the present
disclosure, or portions thereof, may be implemented as computer-readable code. For
example, the processing server 110 of FIG. 1 may be implemented in the computer
system 600 using hardware, software, firmware, non-transitory computer readable

media having instructions stored thereon, or a combination thereof and may be
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implemented in one or more computer systems or other processing systems.
Hardware, software, or any combination thereof may embody modules and
components used to implement the methods of FIGS. 3A, 3B, 4, and 5.

[0059]If programmable logic is used, such logic may execute on a commercially
available processing platform or a special purpose device. A person having ordinary
skill in the art may appreciate that embodiments of the disclosed subject matter can be
practiced with various computer system configurations, including multi-core
multiprocessor systems, minicomputers, mainframe computers, computers linked or
clustered with distributed functions, as well as pervasive or miniature computers that
may be embedded into virtually any device. For instance, at least one processor
device and a memory may be used to implement the above described embodiments.
[0060]A processor device as discussed herein may be a single processor, a plurality
of processors, or combinations thereof. Processor devices may have one or more

" u

processor “cores.” The terms “computer program medium,” “non-transitory computer
readable medium,” and “computer usable medium” as discussed herein are used to
generally refer to tangible media such as a removable storage unit 618, a removable
storage unit 622, and a hard disk installed in hard disk drive 612.

[0061] Various embodiments of the present disclosure are described in terms of this
example computer system 600. After reading this description, it will become apparent
to a person skilled in the relevant art how to implement the present disclosure using
other computer systems and/or computer architectures. Although operations may be
described as a sequential process, some of the operations may in fact be performed in
parallel, concurrently, and/or in a distributed environment, and with program code
stored locally or remotely for access by single or multi-processor machines. In
addition, in some embodiments the order of operations may be rearranged without
departing from the spirit of the disclosed subject matter.

[0062] Processor device 604 may be a special purpose or a general purpose
processor device. The processor device 604 may be connected to a communication
infrastructure 606, such as a bus, message queue, network, multi-core message-

passing scheme, etc. The network may be any network suitable for performing the
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functions as disclosed herein and may include a local area network (LAN), a wide area
network (WAN), a wireless network (e.g., WiFi), a mobile communication network, a
satellite network, the Internet, fiber optic, coaxial cable, infrared, radio frequency (RF),
or any combination thereof. Other suitable network types and configurations will be
apparent to persons having skill in the relevant art. The computer system 600 may
also include a main memory 608 (e.g., random access memory, read-only memory,
etc.), and may also include a secondary memory 610. The secondary memory 610
may include the hard disk drive 612 and a removable storage drive 614, such as a
floppy disk drive, a magnetic tape drive, an optical disk drive, a flash memory, etc.
[0063] The removable storage drive 614 may read from and/or write to the removable
storage unit 618 in a well-known manner. The removable storage unit 618 may include
a removable storage media that may be read by and written to by the removable
storage drive 614. For example, if the removable storage drive 614 is a floppy disk
drive, the removable storage unit 618 may be a floppy disk. In one embodiment, the
removable storage unit 618 may be non-transitory computer readable recording
media.

[0064]In some embodiments, the secondary memory 610 may include alternative
means for allowing computer programs or other instructions to be loaded into the
computer system 600, for example, the removable storage unit 622 and an interface
620. Examples of such means may include a program cartridge and cartridge
interface (e.g., as found in video game systems), a removable memory chip (e.g.,
EEPROM, PROM, etc.) and associated socket, and other removable storage units 622
and interfaces 620 as will be apparent to persons having skill in the relevant art.
[0065] Data stored in the computer system 600 (e.g., in the main memory 608 and/or
the secondary memory 610) may be stored on any type of suitable computer readable
media, such as optical storage (e.g., a compact disc, digital versatile disc, Blu-ray disc,
etc.) or magnetic tape storage (e.g., a hard disk drive). The data may be configured in
any type of suitable database configuration, such as a relational database, a

structured query language (SQL) database, a distributed database, an object
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database, etc. Suitable configurations and storage types will be apparent to persons
having skill in the relevant art.

[0066] The computer system 600 may also include a communications interface 624.
The communications interface 624 may be configured to allow software and data to be
transferred between the computer system 600 and external devices. Exemplary
communications interfaces 624 may include a modem, a network interface (e.g., an
Ethernet card), a communications port, a PCMCIA slot and card, etc. Software and
data transferred via the communications interface 624 may be in the form of signals,
which may be electronic, electromagnetic, optical, or other signals as will be apparent
to persons having skill in the relevant art. The signals may travel via a communications
path 626, which may be configured to carry the signals and may be implemented using
wire, cable, fiber optics, a phone line, a cellular phone link, a radio frequency link, etc.
[0067] Computer program medium and computer usable medium may refer to
memories, such as the main memory 608 and secondary memory 610, which may be
memory semiconductors (e.g. DRAMSs, etc.). These computer program products may
be means for providing software to the computer system 600. Computer programs
(e.g., computer control logic) may be stored in the main memory 608 and/or the
secondary memory 610. Computer programs may also be received via the
communications interface 624. Such computer programs, when executed, may enable
computer system 600 to implement the present methods as discussed herein. In
particular, the computer programs, when executed, may enable processor device 604
to implement the methods illustrated by FIGS. 3A, 3B, 4, and 5, as discussed herein.
Accordingly, such computer programs may represent controllers of the computer
system 600. Where the present disclosure is implemented using software, the
software may be stored in a computer program product and loaded into the computer
system 600 using the removable storage drive 614, interface 620, and hard disk drive
612, or communications interface 624.

[0068] Techniques consistent with the present disclosure provide, among other
features, systems and methods for authenticating a user in a payment transaction

using a computing device. While various exemplary embodiments of the disclosed
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system and method have been described above it should be understood that they
have been presented for purposes of example only, not limitations. It is not exhaustive
and does not limit the disclosure to the precise form disclosed. Modifications and
variations are possible in light of the above teachings or may be acquired from

practicing of the disclosure, without departing from the breadth or scope.
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WHAT IS CLAIMED IS:

1. A method for authenticating a user in a payment transaction using a
computing device, comprising:

storing, in a database, a plurality of location data entries, wherein each location
data entry includes data related to the location of a mobile device including a
geographic location of the related mobile device and a time and/or date at which the
corresponding geographic location was identified;

receiving, by a receiving device, an authorization request for a payment
transaction, wherein the authorization request includes at least an account identifier, a
location identifier, and an authorization time and/or date;

identifying, in the database, a specific location data entry where the included
time and/or date is within a predetermined period of time of the authorization time
and/or date;

when the geographic location included in the specific location data entry is
indicative of the mobile device being not present at a point-of-sale corresponding to
the location identifier, transmitting, by a transmitting device, a request to a computing
device associated with the account identifier for action by a user of the computing
device to prove an identity of the user; |

receiving, by the receiving device, data conveying the action taken by the user
of the computing device to prove the identity of the user; and

authenticating, by a processing device, the user based on the received data
conveying the action taken by the user to prove the identity of the user and
authentication information associated with a payment account corresponding to the

account identifier.

2, The method of claim 1, wherein the data conveying the action taken by
the user to prove the identity of the user include at least one of: an answer to a
security question; a code sent to the mobile device to be input at the point-of-sale
corresponding to the location identifier; personal identification number, a password,

and biometric information.
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3. The method of claim 2, wherein the biometric information includes a
fingerprint.
4. The method of claim 1, wherein the request for action to be taken by the

user to prove the identity of the user includes at least a security question associated

with the payment account.

5. The method of claim 1, wherein the geographic location of the related
mobile device is identified using at least one of: a global positioning system, wireless
network, cellular system triangulation, and an application program executed by the

related mobile device.

6. The method of claim 5, wherein the application program is a wallet
program.
7. The method of claim 1, further comprising:

transmitting, by the transmitting device, the authorization request to an issuer
associated with the payment account together with a fraud score based on the
received data conveying the action taken by the user to prove the identity of the user;

receiving, by the receiving device, an authorization response from the issuer;
and

forwarding, by the transmitting device, the authorization response in response

to the received authorization request.

8. The method of claim 7, further comprising:
transmitting, by the transmitting device, a notification to the mobile device
and/or the computing device indicating one of: successful authentication of the user

and unsuccessful authentication of the user.
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9. The method of claim 1, further comprising:
storing, in an account database, a plurality of account data entries, wherein
each account data entry includes data related to a payment account including at least

a payment account identifier, a mobile device identifier, and authentication data.

10.  The method of claim 9, wherein the plurality of account data entries
includes a specific account data entry wherein the included payment account identifier
corresponds to the account identifier, the included mobile device identifier is
associated with the mobile device, and the data conveying the action taken by the user
to prove the identity of the user corresponds to the included authentication data.

11.  The method of claim 1, wherein the computing device is the mobile

device.

12. A system for authenticating a user in a payment transaction using a
computing device, comprising:

a database configured to store a plurality of location data entries, wherein each
location data entry includes data related to the location of a mobile device including a
geographic location of the related mobile device and a time and/or date at which the
corresponding geographic location was identified;

a receiving device configured to receive an authorization request for a payment
transaction, wherein the authorization request includes at least an account identifier, a
location identifier, and an authorization time and/or date;

a processing device configured to identify, in the database, a specific location
data entry where the included time and/or date is within a predetermined period of time
of the authorization time and/or date; and

a transmitting device configured to, when the geographic location included in
the specific location data entry is indicative of the mobile device being not present at a

point-of-sale corresponding to the location identifier, transmit a request to a computing
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device associated with the account identifier for action by a user of the computing
device to prove an identity of the user, wherein

the receiving device is further configured to receive data conveying the action
taken by the user of the computing device to prove the identity of the user, and

the processing device is configured to the user based on the received data
conveying the action taken by the user to prove the identity of the user and
authentication information associated with a payment account corresponding to the

account identifier.

13.  The system of claim 12, wherein the data conveying the action taken by
the user to prove the identity of the user include at least one of: an answer to a
security question; a code sent to the mobile device to be input at a point-of-sale
corresponding to the location identifier; personal identification number, a password,

and biometric information.

14.  The system of claim 13, wherein the biometric information includes a

fingerprint.

15.  The system of claim 12, wherein the request for action to be taken by the
user to prove the identity of the user includes at least a security question associated

with the payment account.

16.  The system of claim 12, wherein the geographic location of the related
mobile device is identified using at least one of: a global positioning system, wireless
network, cellular system triangulation, and an application program executed by the

related mobile device.

17.  The system of claim 16, wherein the application program is a wallet

program.
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18.  The system of claim 12, wherein

the transmitting device is further configured to transmit the authorization request
to an issuer associated with the payment account together with a fraud score based on
the received data conveying the action taken by the user to prove the identity of the
user;

the receiving device is further configured to receive an authorization response
from the issuer, and

the transmitting device is further configured to forward the authorization

response in response to the received authorization request.

19.  The system of claim 18, wherein
the transmitting device is further configured to transmit a notification to the
mobile device and/or the computing device indicating one of. successful authentication

of the user and unsuccessful authentication of the user.

20.  The system of claim 12, further comprising:

an account database configured to store a plurality of account data entries,
wherein each account data entry includes data related to a payment account including
at least a payment account identifier, a mobile device identifier, and authentication
data.

21, The system of claim 20, wherein the plurality of account data entries
includes a specific account data entry wherein the included payment account identifier
corresponds to the account identifier, the included mobile device identifier is
associated with the mobile device, and the data conveying the action taken by the user

to prove the identity of the user corresponds to the included authentication data.

22.  The system of claim 12, wherein the computing device is the mobile

device.
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