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(57) Abstract: An embodiment includes an apparatus comprising: an out-of-band cryptoprocess or including secure non- volatile
storage that couples to a root index, having a fixed address, and comprises first and second variables referenced by the root index;
and semiconductor integrated code (SIC) including embedded processor logic to initialize a processor and embedded memory logic
to initialize a memory coupled to the processor; wherein (a) the SIC is to be executed responsive to resetting the processor and prior
to providing control to boot code, and (b) the SIC is to perform pre-boot operations in response to accessing at least one of the first
and second variables. Other embodiments are described herein.
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TRUSTED BOOT AMD EUNTIME OPERATION

Technical Field
[0001]  An embodiment addresses trusted computing.

Backoround

(0002 Histarically, basic inputfoutput system (BIOS) saoftware, whichis low level
softwware used to koot up (i.e., pefform boot operations such as [oading and starting
an operating sy stern, testing hardware, and the like) and perform lowe [ev el
operations in a computer system, has typically been incorporated by so-called
ariginal equipment manufacturers (OEMS), nameby the computer manufacturers. To
provide BIOS support for proc essors, a processor manufacturer (so-called silicon
manufacturer) provides detailed information to the OEMs. This information is
typically inthe form of source code. Howewer, by providing this code hardware
intellectual property (P aspects of the processor, such as how to program it and
underlying hardware details, are exposed to third parties. Further, by providing
source code, the OEM s can modify the code, integrate it in a non-standard manner,
ar tweak it to support nonrstandard hardware swhich can raise complexity and
aoperating concerns, leading to added support ¢ osts for the silicon manuf acturer.

[0003] Examples of information typic ally provided to initialize a system include
details regarding a processor, interconnect links, memaory fabric, and soforth. Such
details may include register definitions and interfaces to this hardware. This
information is distributed, in addition to OEM s, to independent BIO S vendaors (IBW =),
Asprocessors and other advanc ed silicon controllers are incorparated into different
types of systems and devices (e.g., mohile computing nodes such as tablets and
smattphones), the varying formats of BIO S will expand greatly, raising more [P
concerns and support challenges.

[0004] Furthermaore, malicious attac ks on BIOS will anly bec ome mare prevalent in
the future. Thus, providing @ BIOS that is easy to support over vwarying platform
configurations used by OEMs and 1BY s (see aboee), while also being secure against
tmalware and the like, raises IP concerns and support challenges further still,
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Brief Description of the Drawings

[0005] Features and advantages of embodiments of the present invention will
become apparent from the appended claims, the following detailed description of
ane or more e ample embodiments, and the corresponding figures, inwhich:

Figure 1 includes a systerm for mapping non-volatile storage of atrusted
product maodale (TR to Unified Extensible Firmmweare [ nterface (UEFD variahbles,
included inthe storage, in an emmbodiment of the invention;

Figure 2 includes a LIEF] wariahle in an embodiment of the invention

Figure 3 includes a process for reading a UIEF] wariable stored ina TPM in
an embodiment of the invention;

Figure 4 includes a process forwriting to a LEF] variable stored ina TPM in
an embodiment of the invention;

Figure & includes in a process for operating system (03] and system
managerment mode (S ki) operations accessing a LEFI variable stored ina TP M in

an embodiment of the invention;
Figure B includes a systerm for use with an embodiment of the invention; and

Figure 7 includes a secure computing process in an embodiment of the
invention.

Cetailed Description

[0008]  Inthe following description, numerous specific details are set forth but
embodiments of the invention may be practic ed without these specific details. Well-
known circ uits, structures and technigues have not been shown in detail to avoid
obscuring an understanding of this description. "An embodiment”, "warious
embodiments" and the like indic ate embodiment(s) so described may include
particular features, structures, or characteristics, but not every embodiment
necessarily includes the partic ular features, structures, or characteristics. Some
embodiments may have some, all, or none of the features described for other
embodiments. "First”, "second”, "third" and the like describe a common abject and
indic ate different instanc es of like objects are being referred to. Such adjectives do
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not imply objects so described must bein a diven seguenc e, either temparally,
spatially, inranking, orin amy ather manner. "Connected" may indic ate elements are
in direct physical or electric al contact with each other and "coupled” may indic ate
elements co-operate or interact with each other, but they may or may not be in direct
prisical or electrical contact. Alsa, while similar or same numbers may be used to
designate sarme of simmilar parts in different figures, doing so does not mean all
figures including sirmilar or same numbers constitute a single aor same ermbodiment.

[000F]  An embodiment includes a secure out- of-band cryptoproc essor, such as a
trusted product moduale (TEMY, including secure non-volatile (MW storage (e.q.,
random acc ess memaory (RAMY) that comprises a root index, having a fixed address,
and first and second variahles, such as Linified Extensible Firrmaare Interfac e (LIEFD
wariables, referenced by the root index. The embodiment further includes
sermiconductar integrated code (S1C) including embedded processaor logic to initializ e
a processor and embedded mermary logic to initialize a memory coupled to the
processar; whereinthe S1C is to he exec uted responsive to resetting the processar
and priorto providing control to boot code.

(0003  Anembodiment maps LEFI variables into TR M MY memory, such as flash
memary, so the SIC has a generic way to access the LIEF | v ariables regardless of
wehere one or more OEM s decide to locate or arrange the memory. In other words, if
two DEM s arrange flash storage differently the same SI1C canfallowthe " map" or
index to still locate the LIEF] variahles in both storage scenanos despite those
wariables heing located in different places inthe different flash arrangements used by
the different OEMs. The S1C may include pre-boot instructions specific to, for
example, a processor manufacturer. Furthermore, bec ause the variables are stored
inthe TPM, certain TPM utilties {e.q., read_only and write_only attributes for the
wariables) may be used to bind the wariahlesto the platformin a secureway (o
prevent attack from makware or user error). This confidentialty provided by the TP
allowes for secure storage of wariables that may include sensitive materials, such as
root or master keys for the platforim person identific ation numbers (PIMS), and LEF]
variahles.
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[0009] Thus, embodiments provide several advantages. First, an embodiment
pravides asweay for a silicon manufacture to pratect its indialization code. Second,
that code may interact with BIOS components, such as LIEF | variahles, that are
securely stored ina TPM. Third, despite the variables being stored in a TPM, those
variables may still be accessible to the S1C as well as to the OEM BIOS, during bath
biootirme and runtirme. Other embodiments are described herein.

[0010] While LUEF! variahles and TPMs are addressed herein for marny of the
embodiments, this is done for ease of explanation and brevity and does nat imply all
etnbodiments are lirmited to either of LIEF] variables or TPM s, Other ermbodiment s
tmay he used with other pre-boot code, boot code, initialization code, andrar BIO S
code aswell aswith other secure cryptoproc essors andfor secure storage
mechanisms. Furthermore, specific standards are mentioned for brevity but
embodiments are not limited to am one BIOS or TPM standard ar any ather
standard. A more detailed discussion of variols embodirment s now follows.,

[0011] Asmentioned above, an embodirment has an advantage by providing & wasy
for a silicon manufacture to protect ts initialization code. Thisis now discussed in
greater detail.

[0012] Toprovide BIOS support for proc essors, 8 processor manafacturer
conventionally provides detailed informationto the OQEMs. This may lead to a loss of
confidentiality for the detailed information. Howewer, an embodiment uses SIC to
address these issue. As described more fully in .S, Patent Applic ation Publication
201100320798 (U5, Patent 8,522 066), assigned to Intel Corp. of Santa Clara,
Calfornia, SIC may include early initialization software that has a tightly coupled
binding to underlying processor hardware such that the silicon manufacturer contrals
and provides early initialization software, rather than it being implemented by OEM
BIOS.

[0013] The SIC may he used in an environment to load the code, guarantee s
provenance and after execution of the SIC, and hand control off to OEM BIOS! boot
codein a seamless fashion. The SIC may be used to perform o [ey el aspects of
memory initialization such astraining, in which analog links are set up, diagnostics
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and design for test hooks. While all embodiments are not limited inthis regard, key
initialization code for memory ¢controller and interc onnect links, as swell as runtime
support for various proc essar and system features may be inthe form of S1C. In
soime embodiments, a root of trust to this code can be provided wia a hook in
processar microcode to irmplement a 51C loader to authenticate and then [oad the
SIC, which may be a form of silicon manufacturers BIOS, and then pass control to
the OEM BIOS. Given the challenges of upgradeto an OEM BIOS, a memaory storing
the BIOS such as a firmwiare volume incarporated in a flash mermory could be hostile,
g0 a root of trust for core microc ode within the processor package to launch the SIC
[oader may be usedto guarantee that those subsidiary blocks of the OEM BIOS that
include the SIC are valid.

[0014] After execution of the S1C, contral may passto an OEM BIOS which may be
implemented according to a UEFI open source standard {e.g., LIEFI Specific ation
YVersion 2.3.1c, available at waswy™Uefi™orgispecs or via a conventional BIOS ar
proprietary OEM hoot code, each of which bhoots one ar more oper ating systems
(0=g). In some implementations, the S1C may be usedto perform patches (e.g., to
resohie errors or to perform hinan translation). Also, the SIC may set protections for
certain mermary bloc ks, (e.q., to hide a memory block for binary translation, error
handling, ar ather code of a silicon manufacturer that is to run during runtime and be
invisible to the 05, [n this way, where a processor uses reserved code, such as for
fmicrocode read only memory (URCM) ofload, co-processor support and the like,
haning the SIS provide this memoary prior to exposing the machine to third party

D EM code allowes for a subset ofthe memory to be available to the processor.

[00158] Inwarious embodiments, the SIC may be provided as binary code for
incorporation into an OEM BIOS (e.q., asa flash or other MY memory, or the S1C
can heimplermented in MY storage of a processor package. Thus, embodiments
enable a processar ar ather silic on manufacturer to ship binary modules to
customers, rather than source code, providing greater IP protection. Further wwith a
growving number of customers, technical support costs can be reduced by shipping
BIOS huilding bloc ks together with silic on.
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[00168]  The S1C may provide for a platform independent BIOS. By platfomm
independent, it is meant that the conmponents included are to be executed on any
given platform, regardless of the specifics of the machine (e.q., memory types, link
speeds, voltages available, etc.). Instead, amythingthat may be platform dependent
can he codified through a platform manufacturer datafile. As an example, the
platform vendor may parameterize certain information such as information regarding
the systern board and soforth. Certain components doing fundamental initializ ations
(e.q., alink initialization establishing root of trust) can be done by the SIC before
handing cantrol tothird party code. Thistemparal isolation of the SIC provides a
guarantee that the processar owns the hardware at poweer on reset and only S1C
code can run until contral is given to third party ¢ode.

[0017] The SIC components may include an intial program loader (P, swhich is
responsible for locating and oading the rest of the S1C before third party code. Mote
that this loader may not be considered a component of the SIC. The components of
the S1C may be transitory or persistent. For a persistent embodiment, it could be
active (acting like a platform initialization (P module) or passive (acting like a library,
through new instructions).

[0018] Inan emhbodiment the SIC includes an embedded central processing unit
(CPLY logic (ECL), which inttialzes inter-processor logics such as one board
interconnects. Training for bath link and memory intialzation may include
communic ation hetween both ends of the link. [nthe case of a link, a processar may
bie coupled to another processor ar an inputfoutput (00 hub, and can determine the
optimal frequency and link widths at which they cantransact data. This ECL maodule
fmay tepic ally betransitory. [n some embodiments, link initialization may be redone
without damaging memaory contents in a resume operation from a low power state
(e.q., an Advanced Configuration and Power Interface (ACPD low power state, e.g.,
a3 of the ACPI Specific ation ersion 4.0 {Jun. 16, 200497).

[0019] The SIC may further include an ermbedded memory logic (EML) toinitialz e
memory. This companent may be partially transitory and partially persistent daring
runtirme (e.q., for handling temperature throttling ar error handling). M emaory
initialization may furthier include setting up addressing, as different components have
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different views of mermory. For example, the CPU may have a processar phy sic al
address, the dynamic random access memary (DRAM) may have a DEAM physical
address, andin some embodiments there may be a platform physic al address. Thus
there can be different viewws of rmemaory depending on bicey link address dec oders are
programimed. To enable an amount of sequestered memaory far the proc essor, a
subset of the address decoders and memaory decoders may be programimed for the
processar. This sequestered memory may be exclusively used by the processor
during systermn operation, and may store microcode offload, a binary translator,

lic ensing information, manageability information and so forth. |0 addition resered
logic may be used to support other features of a platform independent [ogic.

[0020] Thus, an embodiment uses S1C to protect contral and confidenti ality
regarding initialization code for a processar ar other cormponent. The SIC may need
tointeract with certain components that are not included in the S1C. Also, such
corrponents may need to be accessibleto code not implemented inthe SIC. Such
cormponents may be accessible to the SIC and other cormpaonents (e.q., OEM BIOS)
wehile still heing resistant to malicious activity, Such components may include, for
example, LIEF | variables that are used in LIEFI Secure Boot technigques. LIEFI
wariables are used to save MREC (Memory Reference Code) configuration data, FCH
(Platform Contral Huby configuration data, 54 (System Agent) configuration data,
keys, andthe like. LIEF| Secure Boottechniques are standardized (e.q., LEFIZ. 3.1¢
specification) and some LIEF] technigues are implemented in open source
arrangements (e.q., edk2™sourc eforge®net).

[O021] Asmentioned above, an embodiment has an advantage of interacting with
BIOS components, such as LEF] variables, that are securely stored in a TRPM. This
is noe discussed in greater detail.

[0022] Hegarding making these vanables resistant to malicious activity, these LEF|
wariables are susceptible to malicious activities. Specifically, OEMIBY S store
wariable data on a flash region and use systerm manadement mode (Shibd) to
maintainthe integrity of the variahle data (i.e., there is no confidentiality contral).
Thus, the variables are susceptible to malicious activity, such as a "shack attack”,
wehich is a low=-budget hardware attack where attackers have physical access to the
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device, but not enoudh equipment or expedise to attack within the integrated circuit
packages. The attackers attempt to connect to the device using JTAG dehug,
boundary scan D, and built-in self test facilities. They can passively monitor the
systermusing logic probes and network anakyzersto snoop bus lines, pins and
system signals. The attackers may also be able to perform simple active hardware
attacks, such asforcing ping and buslinesto bhe at a high or low voltage,
Feprodramming memaory devices, and replacing hardware cormponents with malicious
atternatives. Otherthreats include "ROM swipe"Mreplacement” style attacks and the
likze.

[0023] Tohetter securethese variables, an embodiment cryptographically binds
LIEFI wariables to the platform by storing themin By memory of a TP, This is
possible because, for example, TPM standard version 2.0 supports platform
hierarchy and consequently, platform fimmeare (such asthe S1CY and the O35 can
both usethe TPM, which was not the case with prewious TPM standards (e.g., TPM
standard 1.2 wherety onk the O35 could use the TPM). Conseguently, a LIEFI
wariable (which the S1C needs access to) can bestored in aTFM. The TPM has
strong access contrals (e.q., read-loc k to prevent reading the wariahle and write-lock
to prevent writing to the variable). Thus, the TPM can, for example, implement
READ _LOCK protection (for confidentiality) and WRITE_LOCK protection (for
integrityy for the variables.

[0024] The abowve embodiments show, for example, how initialization code can be
provided in S1C to preserve confidentiality for the initialization code. For exarmple,
the S1C may include processor vendor specific prehoaot code such as PEl (Pre-EFI
initialization) and Do<E (Driver execution Environiment) operations. Thusg, the SIC
tmay contral confidentiality of certain boot operations that serve as, for example, a
BIOS Initial Boot Block (IBB).  Furthermore, warious initialization components that
fmay need to be accessed by the SIC, such as UEF] variables, can be secured by
includingtherm in a secure cryptoprocessor, such as aTRM. An embodiment,
described belowe ensures the SI1C and OEM BIOS, aswell as other components, ¢an
loc ated these components, such as LIEF | wariahles, in a platform independent
Manner.
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[00249] Asmertioned above, an embodiment has an advantage considering,
despite the variables being stored in a TPM, thosew ariahles may still be accessible
tothe S1C as well astothe OEM BIOS, during both hootirme and runtime. This is
not discussed in greater details.

[0026] Regarding location of LIEF] warables, LEFIPI specifications define MW
storagevariables, which can be used to save data to be available upon a 53 resume
ar subsequent hoot. Further, the specifications define an application programming
interface (AFPD forvariable access (e g, SetYariable, Getariable). Howewer, the
specifications do not define how and where such variables are stored.  In other
weards, how an QO EM or IBY stores the wariable(s) is implementation specific and
wehere (0.e., variable layout on a flash region) is also implementation specific.
Conseguently, the SIC may hawve difficulty in reliabk kKhowing where the LIEF |
wariables are stored across a spectrumm of different platforms and BIOS
arrangements.

[0027]  An embodiment provides a weay for the S1C (e g., processoryvendor [BB) 1o
generic ally access MY storage (such as storage included in a TPM) to access
wariable data (e.g., LIEF| configuration data stored in a LIEF | variable). Maore
specifically, an embodiment provides a way to map LIEFI defined standard variables
to TPM MY storage sothatthe SIC can access the variable data in a platform
independent way. OEM and BY BIOS can follosy the map to the variable data.

[0023] Figure 1 includes a system for mapping MY storage of a TPM to LIEFI
variahbles in an embodiment of the invention. Figure 2 includes a UEF] variable in an
embodiment of the invention. Figures 1 and 2 are discussed helow.

[0029] In an embodiment, to store a LIEF | defined variable into TPM MY storage the
TEM MY storage format is defined. As shown in Figure 2, variable 215 (e.g., TPM R
1 variahle) may include, for example, name, Glohally Linigue [dentifier (GLIDY,
attributes, datasize, and data components. These compaonents may all he stored in
ane content block and stored in TRPM MY data region 210, Data region 210 may have
ather aftributes like a B index (MY [ndex) pointing to or referencing cormpanents af
wariable 215 such as"mY Auth® and " MY State”. "MY Auth" may be used tocheck
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access rights for variable 21459 and "MV State” may be used to check read_ lock or
write_lock state forwariable 215 The internal attributes can be defined using, faor
example, a TPM_MDefineSpace command.

[0030] Inorderto address numerous UEF| variables, anindex is used to allow the
TPM MY memory to report or map the wariables it stores. The index may be
implemented as a special TPM Info MY variable or TPM Root BY wariable 105, (As
used herein, a "MW variahle is awvariahle stored in MY memory) The TP Info MY
variable 105 may have a fixed MY address (e.q., Ox01800004). The content of TPM
Foot BN variable 105 may include alist (MY Index) referencing the locations of first,
second, andthird stored wariables TRPM MY 1 wariahle 110 (also referred to above as
TPM MY T variable 215, TPM MY 2 variable 111, TP M MY M ovariable 112

[0031]  Inan embodiment, the TR MY variable may include a hash {or other space
saving abhreviation ar derivative) of a TPM MY wariable. The hashiderivative may be
wehat is stored in the TPM MY, where storage space may be limited.  This
arrangerment allowes for a much larger set of wariables to be mapped to a possibly
smaller set of TPM MY memon.

[0032] Figure 3 includes a process for reading a LIEF] vwariakle stared ina TPM in
an embodirment of the invention. [n an embodimernt, the Getvariable command (or
sormething similar) is used to read a UEF! variable. After the process starts (hloc k
3053 the TPM Variahle driver will autormatic ally be set to access the Root variable
(also known as the "TPM info MV or"TPM Root MW" or element 105 in Figure 1)
(hlock 310, and go through the Koot variable's BY Index (hlock 3145 to determine a
location for a variable and then read the corresponding wariable walue. I Mamers id
pair matches required the UEF] wariable (blocks 325 and 3307, the variable content
will be returned (hloc k 3358). Otherwise the process returns to block 315 fwhich
avancesto block 32010 no index is present). In order to get better performanc g, the
returned walue can he cached into memory (bloc k 340) and then returned (block 3445).
In an embodiment, policy controls can be adopted so that, for example, with a
FeadlLock variahle attribute present {see MY state” of elerment 210 in Figure & the
read action will return EFI_ACCESS _DEMIED (e.q., directly after block 325).
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[0033] Figure 4 includes a process forwriting to a LIEF] variahle stored in a TPM in
an embodiment of the invention. [h an embodiment, the S ety ariable command {or
something similar) is used to wrteldelete avariable. After starting (hlock 405, the
TPM variable driver will obtain the Root BV (block 4100 and access the MY Index
(hlock 419) to see if the sought after variable is present (block 4200, [ not (hlock
428, the process returns to block 415 bt if the wariahle is present the process
advancesto block 4300 Ifthe processisto delete the variable then in block 435 the
wariable is undefined in the index. If the process it not to delete the variable then in
block 440 the new value i written tothe wariahle. For performance considerations,
the newy set value will be cached into memary (block 455) and then returned (block
460%. P alicy contrals may be adopted sothat awWriteLock attribute for a variable (see
“rY state” of elerment 21000 Figure 23 will result in the write action producing
EFI_ACCESS _DEMIED (e.qg., atter hlock 450). Furthermaore, if noindex exists arif
the present index isto be deleted (hlock 440) then the index is deleted. Otherwise, if
no index exists but one is sought then an index is defined (hlock 4445).

[00324] The total size of the TPM MY memory may be limited. Thus, inone
embodiment the more critical variables may be stored in the TPM MY memory while
just a "hash” value of the less critical v ariables is stored in the TRPM MY memaory (width
the entire unhashed value stored in flash memory outside the TPM). Such a solution
maintains the confidentiality and integrity of crifical LIEF | wariables, aswell as the
integrity of less critical LIEF| wariahles.

[0035]  Inan embodiment LEF] variahles are accessible during SMM rurntime as
weell as during hoaottime. During runtime the variables may he accessible to the OF,
Shihd, andior the S1C. The TPM (e.q., using the 2.0 standard) has a Platform
Hierarc by for BIOS usage that provides CommandArea (StartiCanc el)f StatusArea
(Erron)f CommandBufferdreal ResponseBufferArea operations that can be used to
control TPM commands,

[0036] Figure includesin a process for 05 and SMM operations accessing a
UEF! variable stored in a TPM inan embodiment of the invention. There are several
weay s to allow SMMIOS TPM access. First, as shown in Figure 5 hedginning with start
block 5049, in SMM the systemchecks a TPM.STATLUS bit (hlock 5100 If there is
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already an 05 TPM command present (hlock 515) thenthe system waits for the 05
TPM commandto finish (hlock 930, Upon atime ot the systermn cancels the
command fhlock 5400 or continues to wait for the OS5 commandto finish (hlock 5346).
After blocks 535, 540 the system sendsthe Sk TRM command (block 5200
knowing there is nolonger a conflict with an 085 command. A respanse can then he
obtained (hlock 524). Inhlock 814isthere isnot 05 TPM command present the
process may proceed to block 520

[0037]  In other embodiments, the SM M TPM command may be placed in a guede,
and a periodic system manadement interrapt (SM5 may be used to check TPM state
(e.q., is an 03 command present? in aperiodic SM1 handler. Another embodiment
traps all TPM Accesses (e, 05 TPM accesses), and always accesses TR
hardware in Sk (sothere is noconflict with S1C or OS5 TPM accesses).

[00323] Asdescribed herein, an embodiment (1) maps LUEF] variahles into secure
TEM MY memaory, (2 lets SIC code have a generic way 1o access LIEF] variable,
independent of wariakle flash layout, so the S1C 1BB can be deployed on ary
platform, (3 uses better security control, like read_only and write_anly, to protect the
LIEFI variables. The variables may be used to store configuration data, secrets such
as a Platform Key (PE) andfor Key Exchange Key (KEE) addressed in LIEFI
specification (2.3.1c), PIM, andthe like.

[0039] An embodiment enables S1C BB to have a generic way to access platform
dependent memory regions and allaw a party (such as a processor manufacturer) to
accommodate and work with widely v arying BIOS corfigurations. An embodiment
alsoprovides a way to resolve confidentiality igsues for LIEF] wariables, combining a
platform security feature of a TPM with thewvariables.

[0040] Embodiments may he used in many different types of systems. For
example, in one errbodiment a comirunic ation device can be arranged to peorm
the various methods and technigues described herein. Of course, the scope of the
present invention is not limited to a communication device, and instead other
embodiments can be directed to ather types of apparatus for proc essing instructions.
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[0041] Programinstructions may be used tocause a general-purpose or special-
purpose processing system that is programimed wwith the instructions to performthe
operations descrbed herein. Alternatively, the operations may be performed by
specific hardware components that contain hardwired logic for performing the
operations, or by any combination of programmed computer components and
custom hardware components. The methods described herein may be provided as
(a) a cormputer program product that may include one or more machine readable
media having stored thereon instructions that may he used to program a proc essing
system ar aother electronic device to perform the methods or (k) at least one storage
medium having instructions stared therean for causing a systemto perfonm the
fmethods. The term“machine readable medium” or "storage medium” used herein
shall include any medium that is capable of storing or encoding a sequence of

instructions for execution by the machine and that cause the machine to perfarm any
one of the methods described herein. The term”machine readahle medium” or
“storage mediurm" shall accordingly include, but not be lirmited to, memories such as
solid-state memories, optic al and magnetic disks, read- only memony (ROM),
programmable ROM (P ROM), erasable PROM (EPRECM), electrically EFRCM
(EEPRCNMY, adisk drive, afloppy disk, a cormpact disk ROM (CD-ROM), a digital
wersatie disk (O DY, flash memory, a madneto-optical disk, as well as more exatic
mediums such as machine-acc essible biological state preserving storage. A
medium may include any mechanism for staring, transmitting, or receiving
information in a form readahble by a machine, and the mediom may include mediom
through which the program code may pass, such as antennas, optic al fibers,
cotmrunic ations interfaces, etc. Program code may he transmitted in the form of
packets, serial data, parallel data, etc., and may be usedin a compressed or
encrypted format. Furthermore, itis common in the artto speak of software, in one
form or another {e.q., prodram, procedure, process, application, moduale, logic, and
g0 an) as taking an action or causing a result. Such expressions are merely a
sharthand weay of stating that the exec ation of the software by a processing system
causesthe processaor to perform an action or produc e a result.

[0042] Heferring nowe to Figure 6, shown is a bloc k diagram of & system
embodirment 1000 in accordance with an embodiment of the pregent irvention.
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System 1000 may be included in, for example, a mobile ¢omputing node such as a
cellular phone, smartphone, tahblet, Ltrabook® notebook, [aptop, personal digital
assistant, and mobile processaor based platfarm.

[0043] Shown is a multiprocessar system 1000 that includes afirst processing
elerment 1070 and a second processing element 10800 Wwhile two proc essing
elements 1070 and 1080 are shown, itisto be understood that an embodiment of
gysterm 1000 may alsoinclude only one such processing element. System 1000 is
illustrated as a point-to- point interconnect system, swherein the first processing
elerment 1070 and second processing element 1080 are coupled via a point-to-point
interconnect 1050, It should be understood that any or all of the interconnects
ilustrated may be implemented as a multi- drop bus rather than point-to-point
interconnect. As shown, each of processing elements 1070 and 1080 may be
multicore processors, including first and second proc essor cores (Le., processar
cores 1074a and 107 4bh and processor cores 10843 and 10846, Such cores 1074,

107 4h, 108343, 1084h may be configured to exec ute instruction code in a manner
sirrilar to methods discussed hergin.

[0044] Each processing element 1070, 1080 may include at least one shared cache.
The shared cache may stare data (e.g., instructions) that are atilized by one ar mare
cormponents of the processor, such as the cores 10743, 1074b and 10843, 1084h,
respectively. For example, the shared cache may locally cache data stored in a
memory 1032, 1034 for faster access by cormponents of the processor. [none or
fmore embodiments, the shared cache may include one or more mid-level caches,
such as lewel 2 (L3, level 3 (L3, level 4 (L4), ar other levels of cache, alast level
cache (LLC), andfor cormbinations thereof.

[0045] While shown with only two processing elements 1070, 1080, it is to bhe
understood that the scope of the present invention is not so limited. 1n ather
embodiments, one or more additional processing elements may be present in a
given processor. Alternatively, one or more of processing elements 1070, 1080 may
bie an element other than a processor, such as an acc elerator or a field
programmable gate array. For example, additional processing element(s) may
include additional processors(s) that are the same as a first processor 1070,
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additional processoris) that are heterogeneous or asymmetric tofirst processor 1070,
accelerators (such as, e.d., draphics accelerators or digital signal processing (OSF)
unitsy, field programmahble gate arrays, or any other proc essing element. There can
be awvariety of diferenc es between the processing elerments 1070, 1080 in terms of

a spectrum of metrics of merit including architectural, microarchitectural, thermal,
power consuimption characteristics, and the like. These differences may effectively
manifest themselves as asymmetry and heterogeneity amongst the processing
elerments 1070, 1080, Faor at least one embodiment, the various processing
elements 1070, 1080 may reside inthe same die pac kage.

[0046] First processing element 1070 may further include memaory cortroller logic
(MCY 1072 and paint-to-point (P-P) interfaces 1076 and 1073, Similarly, second
processing element 1080 may include a MC 1082 and P-P interfaces 1086 and 1083.
M C's 1072 and 1082 couple the proc essaors to respective memoaries, namely &
memory 1032 and a memary 1034, which may be portions of mmain memaory [ocalky
attached tothe respective processors. Wyhile MC logic 1072 and 1082 is illustrated
as integrated into the processing elements 1070, 1080, for aternative embodiments
the MC logic may be discrete logic outside the processing elements 1070, 1080
rather than integrated therein.

[0047]  First processing elerment 1070 and second processing element 1080 may be
coupled to an M0 subsystem 1090 via P-P interfaces 1076, 1086 via P-F
interconnects 1062, 10104, respectively. As shown, 170 subsysterm 10890 includes P-
Finterfaces 1094 and 1098, Furthermore, VO subsystern 10490 includes an interface
1082 tocouple YO subsysterm 1080 with a high performanc e graphics engine 1033,
I one embodiment, a bus may be used 1o couple graphic s engine 1038 to O
subsystem 1090, Aternately, a poirt-to-point interconnect 1039 may couple these
cormponents. Chipset 10490 may alsoinclude ar couple to a chip or chipset that
includes secure out-of-hand cryptoprocessaor 1051 (e.q., a TP M that is out-of-band
from processors 1070, 1080), that includes secure memaory 1053 that may further
include LIEFI wariables 1054, 10545 (or other such wariables). S1C 1052, including
initialization code 10586 (e.qg., initialization code for memory 1032, processaor 1070,
and the like), may also beincluded wwithin or coupled to cryptoprocessor 1097,
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Furthermore, S1C 1052 may hand off to hoot code 1057, which may be included in or
coupled to chipset 1090

[0043] Inturn, O subsysterm 1090 may be coupled to a first bus 10110 via an
interface 1096, In one embodiment, first bus 10110 may be a Peripheral Component
Interconnect (FCD bus, or abus such as a PCl Express bus or another third
generation VO interconnect bus, although the scope of the present imeention is not
S0 limited.

[0049]  Asshown, various [0 devices 1014, 1024 may be coupled to first bus
10110, along with & bus bridge 1018 which may couple first bus 1011010 a second
bius 10200 In one embodiment, second bus 1020 may be a low pin count (LPCY bus.
Yarous devices may be coupledto second bus 1020 including, for example, a
kevboardimouse 1022, communication device(sy 1026 fwhich may in turn ke in
communic ation with a computer networ k), and a data storage unit 1028 such as a
disk drive ar other mass storage devic e which may include code 1030, in ane
embodiment. The code 1030 may include instructions for performing embodiments
af ane ar more of the methods described ahove. Further, an audio VO 1024 may be
coupled to second bus 1020,

[0050] “arious components of systerm 10000 such as components 1070, 1080,
1032, 1034, 1038, 1090, may includethe RDOL lines described herein.

[0051] Maote that other embodiments are cortemplated. For example, instead of the
point-toepoint architecture showen, & systerm may implement a muolti-drop bus ar
another such communication topology. Also, the elements of the Figure may
atternatively be paditioned using more or fewwer integrated chips than shown in the
Figure.

[0052] Figure ¥ includes a process in an emmbodiment. In block Y05 the processor
isreset. Inhlock 710 S1C accesses a root index to determine the loc ations for UEFI
wariables stored inthe secure storage of 2 TPM or ather such out-of-hand
processarfchip set. [n block 715 the SIC accessesthe located variables and
performs pre-tboot operations in response thereto, Such operations may include
reading orwiiting tothe accessed variables (hlock 7200, In block 725 the S1C hands



WO 2015/048922 PCT/CN2013/084806

17

off operations to boot code. In block 730 the boot code may access the root index to
determine the locations for the LIEFI variables stored in the secure storage of the

TPM and accessthe located variables and perform boot operations in response
thereto.

[0053] Example 1 includes an apparatus comprising:. an out-of-band
cryptoprocessor including secure non-wvolatile storage that couples to aroot indesx,
hiawing afixed address, and comprises first and second variahles referenced by the
toat index; and semiconductor integrated code (S1C) including embedded processar
logic toinitialize a processor and embedded memory logic to initialize a memaory
coupled tothe processar; wherein (&) the SIC is to he executed responsive to
resetting the processor and priorto providing control to boot code, and (k) the SIC is
to perform pre-hoot operations in response to accessing at least one of the first and
second variahles. The cryptoproc essor may be out-of-band with the proc essar.

[0054] Inexample 2 the subject matter of Example 1 can optionally include the boot
code, wherein the boot codeis to perform boot operations in responseto acc essing
at least one ofthe first and second wariables.

[0055] Inexample 3 the subject matter of Examples 1-2 can optionally wherein the
first and sec ond variables are Linified Extensible Firmrmeare Inteface (LEFD) variables
and the cryptoprocessar includes an out-of- band Trusted Product Module TP

[0056] In example 4 the subject matter of Examples 1-3 can optionally include
wherein the SIC isto determine locations for the first and second vadablesin
response to accessingthe root index; and the boot code isto determine the locations
for the first and second variables in responseto acc essing the root index.

[O057] In example 4 the subject matter of Examples 1-4 can optionally include
weherein at least one of the S1C and an operating system (05 is to write to the first
wariahle in responseto at least one of the S1C, the 08, and the boot code acc essing
the root index.

[0058] Inexample 6 the subject matter of Examples 1-5 can optionally include
weherein the first and second variables are accessible during hoth runtime and
bioottime.
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[0059]  Inexample ¥ the subject matter of Examples 1-6 can optionally include
weherein the first and sec ond variables are accessible tothe S1C during both runtime
and boottime and are accessibleto an operating system (O5) during runtime.

[0060]) In example 8 the subject matter of Examples 1-7 can optionally include
weherein the first and second variables are accessible during runtime to both
aperating system (05 and system manadgement mode (Shlb) operations.

[0061] In example 9 the subject matter of Examples 1-8 can optionally include
weherein the first and second variables are not sirmultaneously accessible during
runtime to both of the OS5 and SMM operations.

[006Z] Inexample 10 the subject matter of Examples 1-9 can optionally include
weherein the S1C is included in the cryptoproc essaor and the secure non-vaolatile
storage includes the root index.

[00683] Inexample 11 the subject matter of Examples 1-10 can aptionally include
weherein the first variable includes at least one of (&) a root key for a platform that
couplesthe cryptoprocessor to the processor and tothe memary, (B configquration
datafor the processar, and (©) & hash of a variahle. Thus, non-volatile storage that
corrprises first and sec ond wariables may constitute non-vaolatile storage that
cormprises first and sec ond hashes of variahles. The hash itself may be construed
as avariahle. Embodiments are not limited to hashes and may include other space
saving derivatives of variables.

[0064] Inexample 12 the subject matter of Examples 1-11 can aptionally include
weherein the first variable is at least one of write protected and read protected.

[006859] Example 13 includes a method executed by a processor comprising:
executing sermiconductor integrated code (S1C) responsive tothe processor being
reset wherein executing the SIS includes executing (&) embedded processor logic to
initialize the processar, (b embedded memaory lodic to intialize a memory codpled to
the processar, and (c) pre-boot operations in response to accessing at least ane of
first and second wariables, after exec uting the S1C, providing control to the boot code;
and whereinthe processor is coupled to a cryptoproc essor that includes secure nan-
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wolatile storage that couples to a root index, having afixed address, and comprises
the first and second wariahles referenced by the root indesx.

[00B6] In example 14 the subject matter of Example 13 can optionally include the
bioot code performing boot operations in responseto accessing at least one aof the
first and second variables.

[0067] In example 15 the subject matter of Examples 13-14 can optionally include
the S1C determining locations for the first and sec ond variables in response to
accessing the root index; and the boot code determining the locations for the first
and second variables in response to accessing the root index.

[0063] Inexample 16 the subject matter of Examples 13-15 can optionally inc lude
at least one of the S1C and an operating system (O 5] writing to the first variahle in
response to at [east one of the 51, the 05, and the boot code accessing the root
index.

[0069]) In example 17 the subject matter of Examples 13-16 can aptionally inc lude
the SI1C accessing the first and second variables during both runtime and boottime;
and an operating systerm accessing the first and sec ond variables during rurtime.

[0070]  Inexample 18 the subject matter of Examples 13-17 can aptionally inc lude
accessing the first and second wariables during both runtime and boottime.

[0071]  Inexample 19 the subject matter of Examples 13-18 can optionally inc lude
the SI1C accessing the first and second variables during hoth runtime and hoattime;

and an operating sy stem (25) accessing the first and second variahles during
runtime.

[0072]  Inexample 20 the subject matter of Examples 13-19 can optionally inc lude
weherein the first variable includes at least one of (&) a root key for a platform that
couplesthe cryptoprocessor to the processor and tothe memory, and (k)
configuration data for the processor.

[0073] Inexample 21 at least one machine readahble mediom comprising a plurality
af instructions that in response to being executed on a computing devic e, cause the
cotmputing device to carry out a method according to any one of exanples 13 to 20,
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[0074] Example 22 includes an apparatus comprising means for perfarming any
ane of examples 13 to 20.

[0075] Example 23 includes a cryptoprocessor including secure non-volatile
storage that couples to an index and comprises a first variable referenced by the
index; and semiconductor integrated code (212 including embedded processor logic
toinitialize a processor, wherein (a) the S1C isto be executed responsive to resetting
the processor and accessing the first wariable, and (h) the first variable is acc essihle
during bhoth rurtime and hoottime.

[0076]  Inexample 24 the subject matter of Example 23 can optionally include boot
code, wherein: the hoot code performs hoot operations in response to accessing the
first wariahle; the 512 determines a location for the first wariable in response to
accessing the index; and the hoot code determines the loc ation for the first variahle
in response to accessing the index.

(0077 While the present invention hias been described with respect to a limited
number of ermbodiments, those skilled inthe art will appreciate numerous
rmodifications and variations therefrom. It isintended that the appended claims cover
all such modifications and variations as fall within the true spirit and scope of this
present invention.
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Wehat is claimed is:

1. An apparatus comprising:

an out-o-hand cryptoprocessor including secure non-volatile storage that
couplesto a roat index, having a fixed address, and comprises first and sec ond
wariables referenced by the root index; and

setmiconductar integrated code (S1C) including embedded processor logic to
initialize a processor and embedded memory [odic to intialZ e a memary coupled to
the processar;

weherein (&) the S1C isto be executed responsiveto resetting the processar
and priorto providing control to boot code, and (b the SIC isto perform pre- bhoaot
aperations in response to accessing at least one of the first and second wariables.

2 The apparatus of claim 1 comprising the boot code, wherein the boot code is
to perform boot operations inresponse to accessing at least one of the first and
second variables.

3. The apparatus of ¢laim 2 whereinthe first and second variables are Linified
Extensihle Firmmeare Inteface (LIEF [ variables and the cryptoprocessor includes a
Trusted Product Module (TPM) that is out-of-band with the processor.

4, The apparatus of claim 2, wherein;

the S1C isto determine loc ations for the first and second variables in response
toaccessing the root index; and

the boot code isto detemnine the locations far the first and second variahles in
response to accessing the root index.

. The apparatus of claim 4, wherein at least one of the S1C and an operating
systerm (05 is to write to the first wariable inresponse to at least one of the SI1C, the
i3, and the hoot code accessing the root indesx.

f. The apparatus of claim 1, wherein the first and secand variables are
accessible during both runtime and hoottime.
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T The apparatus of claim 1 whereinthe first and second variables are
accessible tothe S1C during both runtime and bhoottime and are accessible to an
operating systerm (05 during runtime.

. The apparatus of claim 1, wherein the first and second variables are

accessible during runtime to bath operating system (05 and system management
tmode (ShMY operations.

9. The apparatus of claim 8, wherein the first and second variables are not
simudltaneously accessible during runtime to bath of the OF and Sk operations.

10. The apparatus of claim 1, wherein the S1C is included in the cryptoproc essar
and the secure norevolatile storage includes the root index.

11. The apparatus of claim 1 wherein the first variable includes at least one aof (2)
a root key for a platformthat couples the cryptoprocessor to the processor and to the
fmemary, (0 configuration data for the processor, and (c) a hash of a variable.

12, The apparatus of claim 1, wwherein the first variable is at least one of write
protected and read protected.

13 A method executed by a processar comprising:

executing sermic onductor integrated code (S1C) responsive to the processar
bieing reset; wherein executing the 51 C includes executing (&) embedded proc essar
logic to initialize the processar, (B embedded memory logic tointialize a memory
coupled tothe processar, and (o) pre-hoot operations in response to acc essing at
least one of first and second variables:

after execuuting the SIC, providing control to boot code; and

weherein the processar is coupled to a cryptoproc essaor that includes secure
non-wolatile storage that couplesto a root index, having afixed address, and
cormprises the first and sec ond variables referenc ed by the root index.
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14, The method of claim 12 comprising the boot code performing boat operations
inresponse to accessing at least one of the first and second variables.

15, The method of claim 14 comprising:

the S1C determining loc ations for the first and second variables in responseto
accessing the root index; and

the boot code determining the locations for the first and second v ariables in
response to accessing the root index.

16.  The method of claim 19 comprising at least ane of the S1C and an operating
gy sterm (05 writing tothe first wariahle in responseto at [east one of the S1C, the OF,
and the boot code accessing the root index.

17, The method of claim 14 comprising:

the S1C accessing the first and second variables during hoth rurtime and
bioottime; and

an operating system accessing the first and second variables during runtime.

18. The method of claim 13 comprising accessing the first and second wvariahles
during both runtime and boottime.

19. The method of claim 13 wherein the first variable includes st least one of (&) a
root key for a platform that couples the cryptoproc essor tothe processor and to the
memary, and () configuration data for the processar.

200 A communications dewice aranded to carry out a method according to any of
claims 13-149.

21, Atleast one machine readable medium comprising a plurality of instructions
that in response to heing executed on a cormputing device, cause the computing
device to carry out a method according to amy one of claims 13 to 149,
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22 An apparatus comprising means far petforming any ane of claims 13 1o 149,

23, Anapparatus comprising:

a cryptoprocessor including secure norevolatie storage that couples to an
index and comprizes a first wariable referenced by the index; and

sermiconductar integrated code (S1C) including embedded processar logic to
initialize a processor;

weherein (&) the SIC isto be executed responsive to resetting the proc essar
and accessing the first variable, and (b the firstvariable is accessikle during both
rurtirme and boottirme,

24, The apparatus of claim 23 comprising boat code, wherain:

the boot code performs boot operations in response to acc essing the first
wariable;

the S1C determines a location for the first variable in response to acc essing
the index and

the boot code determines the location for the first wariahle in response to
accessing the indesx,
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