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Description

Technical field

[0001] The present invention relates to a population alert system for sending
alert messages to users staying at a specific geographical location. More speci-
fically, the invention describes a method and a system for efficiently locating
and sending messages to mobile phones located within a specific area, without

overloading the network, and independent of any user preferences.

Background of the invention

[0002] Today people are exposed to more threats than for just a few decades
ago, and at the same time efficient existing methods for alerting people are
based on old technology used for alerting of war related scenarios like bomb
and missile attack. This is not considered to be usable for methodical alert for
emergency situations related to unpredictable weather conditions due to clima-
tic changes, increased transportation through dense populated areas, industry
located close to populated areas, infrastructure breakdown, and increased risk

for terrorism.

[0003] New and efficient methods for alerting and protecting people is therefore
a highly focused area within the EU and US, but also in Asian countries which
are often exposed to natural disasters like tsunamis and earthquakes. Billions of
Euros have been spent in developing systems and methods to detect and pre-
dict in advance different kinds of natural and man made hazards (e.g. Global
Monitoring Environmental Security (GMES) program). A predictive monitoring
system has less or no value if it is not capable of alerting people exposed to the
danger. Finding new and more efficient methods for alerting people is therefore
a highly focused topic.

[0004] A complete population alert system must make use of multiple channels
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for distribution of alert messages, but the capability to alert mobile users is re-
garded to be the most important and critical feature.

[0005] Secure and efficient alert of mobile users has up to date been a problem
that has not been sufficiently solved with regard to overload and efficiency
aspects. Systems as described in prior art and with some similarity to the pre-
sent invention suffer from being ineffective and vulnerable due to the fact that
alert messages have to go through the existing structure and devices in the
mobile network in the same way as other calls, thereby exposing the system for

overload when sending a lot of alert messages at the same time.

[0006] US-2004/103158 A1 discloses a method and system for utilizing existing
wireless communication devices and networks, such as cellular phones and
carriers, as an underlying infrastructure in providing emergency information to a
targeted percentage of the population in a specified geographical location, with-
out requiring individuals to subscribe to an alerting service and without using in-
formation solicited from or provided by the intended recipients of the alert. It
does however not teach how to do this without overloading the network, and in-

dependent of any user preferences.

[0007] WO-2005/062582 A1 discloses a mobile communication system provi-
ding communication service in a plurality of serving cells. Upon the occurrence
of an emergency situation, the mobile communication system determines which
of the serving cells are affected by an emergency, and begins broadcasting an
emergency notification message in the affected cells. Mobile communication
devices in the affected cells will only be allowed to communicate a status mes-
sage to inform others of the user's status, or if the user is an emergency sub-
scriber, the emergency subscriber will receive regular communication service.
All other communication service requests will be ignored during the emergency

situation.

[0008] EP-1045604 A2 discloses a system for providing guaranteed wireless

communication service to priority wireless communication subscribers provides
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the capability to restrict access to wireless communications services to a se-
lected set of subscribers, such that their access to wireless communication ser-

vices is not interruptible.

[0009] The above publications deal with different aspect of using a mobile com-
munication system for controlling communication. They do however not teach a
method and system for sending alert messages to users staying at a specific
geographical location without overloading the network, and doing this indepen-

dent of any user preferences.

[0010] The applicant has developed a method and a system described in the
prior filed patent application NO-20076122, also named LBAS (Location Based

Alert Services) solving said weaknesses in corresponding known systems.

[0011] Experience show that a mobile network experience heavy load in areas
where an emergency situation occur. When sending large amounts of alert
messages at the same time, the network will become unstable, and the proba-
bility for slowing down the network increases. A total breakdown of the network
may further occur.

[0012] This is very disadvantageous since the purpose of efficient alerting is to
send as many alert messages as fast and efficient as possible to mobile phone

users staying at a specific geographic area.

[0013] The present invention is a further advancement of the said LBAS sy-
stem, and contributes to a fast and efficient alerting without letting the network
break down due to overload.

Brief description of the invention
[0014] The present invention is described by a method for preventing overload

and blocking of a mobile network when localizing and sending of alert messa-

ges to a plurality of mobile phone users located in a specific geographical area,
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and doing so independently of any user preferences on the mobile phones,
where the method is performed in an optimizing message distribution compo-
nent (A-SMSC) connected to the mobile network, and where the method com-
prises the following steps:
a) receiving an alert initiation message comprising information about the
content of the message and where it is to be sent, represented as relevant
cells, and where this is performed as a request from an LBAS Server to A-
SMSC, and information about the relevant cells is determined by the LBAS
GT by converting information of a specific geographical area to correspon-
ding cell ids;
b) receiving updated information of mobile station ISDNs (MSISDN) number
with current serving cells on base station system (BSS) level, and where in-
formation is acquired by looking up entries in the LBAS Db with updated in-
formation of MSISDN numbers of the mobile phones connected to the rele-
vant cells, represented by cell ids within the specific requested geographical
area;
c) assessing received information and determine the relevant mobile phones
with corresponding MSISDN numbers to send alert messages to;
d) placing a prevention tag for the determined relevant mobile phones on
MSC/VLR level, where the tag indicates that the mobile phones with corre-
sponding MSISDN numbers that alert messages are going to be sent to are
not authenticated when these are trying to initiate a call from the specific
geographical area to MSC, and further that external calls to the determined
relevant mobile phones are not to be connected;
e) sending alert messages from the A-SMSC through a serving MSC to rele-
vant mobile phones with corresponding MSISDN numbers located in the
specific geographical area, and
f) removing placed tags for said relevant mobile phones after finishing the

alerting.

[0015] The invention is also characterized by a system for performing the me-

thod described above.
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[0016] The method and the system are described in more detail in the appen-
ded set of claims.

Detailed description of the invention

[0017] The object of the present invention is to provide a location based alert
service (LBAS) to enable a secure and efficient way of alerting mobile users
within a geographical area, and where this is done without overloading or bloc-
king the mobile network that is used for the alerting.

[0018] Another object of the invention is to ensure that emergency personnel
and other important resources connected to the network via specific MSISDN

numbers get access to the mobile network while alerting is in progress.

[0019] The present invention will now be described in more detail with reference

to the figures wherein:

Fig. 1 shows a general architecture of the system when a mobile phone "A" is
making a call to a mobile phone "B";

Fig. 2 shows the architecture of LBAS compared to the architecture of traditio-
nal distribution of SMS;

Fig. 3 shows a probe monitoring the traffic from the MSC to the VLR;

Fig. 4 shows a probe monitoring the traffic from the MSC to the HLR;

Fig. 5 shows the standard SMS send procedure in detail;

Fig. 6 shows the optimized work flow of message distribution performed by a

message distribution component;
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Fig. 7 shows schematically how MSC blocks out- and in- going calls when a
prevention tag is set, and

Fig. 8 shows the architecture used for preventing that specific MSISDN num-

bers are blocked.

[0020] Fig. 1 shows a general architecture of the system involved when a mo-
bile phone marked as "A" is making a call to another mobile phone marked as
"B". This figure visualizes the complexity of the network, and why special con-
siderations are needed when using the mobile infrastructure as the channel for

distribution of alert messages.

[0021] Before a phone connection or a distribution of a message between two
mobile phones can take place, a rather complex and resource consuming pro-
cess is performed in order to be able to identify the location of the mobile phone

to receive the call.

[0022] The following steps will be performed when "A" is making a call to "B":
1. "A" is connected to the closest Gateway Mobile Switching Center (GMSC)
which identifies the "Switch and Home Location Register" (HLR) which "B"
belongs to;
2. A connection to the HLR is performed to find fundamental information of
"B", in particular to identify the switch that "B" was last reporting to;
3. A connection to the identified switch is performed;
4. A look up in the Visitor Location Register (VLR) is performed to verify if
"B" is still connected to the identified switch, and if so a more exact position
of "B" is identified through the Local Area Code (LAC);
5. A paging process (explained below) is initiated. All the Base Station Con-
trollers (BSC) within the local area of "B" is asked to page the mobile of "B"
over all the cells in the local area.
6. If "B" responds (i.e. is detected within a cell), and if there is a free chan-
nel, a channel allocation is taking place and "B" is ready to receive the mes-

sage.
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[0023] GMSC is the switching centre that all mobile to mobile calls are routed
through.

[0024] HLR is a global database that resides within a cellular network to hold
current details about a subscriber, the equipment in use, the service(s) required,
the user's identification encryption code, and the users "Home" cell, and what

network the subscriber was last known to be using.

[0025] VLR is a database similar to HLR, but with storing of national location
data.

[0026] LAC is the local area code indicating a current geographical area.

[0027] BTS - Base Transceiver Stations is the heart of a cellular mobile phone
system, and is a network of distributed transmitting/receiving radios in fixed lo-

cations.

[0028] BSC is used to control groups of BTSs, provide mobility management for
mobile stations, anchor air-link protocols and provide connection to a mobile
switching centre (MSC). The composite collection of one or more BTS and the
associated BSC will form a base station system (BSS).

[0029] Paging is one of the key elements which make mobile telephony pos-
sible. It is a critical process, both with regard to correct localization and optimi-

zing of radio network traffic, i.e. what is actually paging and how it is working.

[0030] In order to be able to establish a voice call or sending a SMS, it is neces-
sary to know to which radio cell the mobile device is connected to. The VLR has
an approximate knowledge of where the mobile device is located. In the VLR,
the mobile device is located on the local area level (LAC). A local area will vary
from place to place and operator to operator, but it is common that a LAC may
contain hundreds of cells. Since the VLR knows which LAC the receiving mobile

device is located within it will need to search for the mobile device within the
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LAC to get the exact cell. This is where the paging process is starting. Briefly
explained it works as follows:

o Paging is performed by the serving MSC which is responsible to deliver
the message;

o« The MSC is ordering all the BTSs within the LAC to perform a page. A
mobile id (IMSI - International mobile subscriber identifier is a GSM term
used to uniquely identify a subscriber to a specific carrier and country) is
sent over the air via a particular paging channel;

« The mobile device recognizing the id will respond to the page with a cell
id;

o The cell id is received at the MSC and the location of the mobile device is
identified;

e The MSC is now ready to transmit the message.

[0031] As seen from fig. 1, call or message routing is a complex process de-
signed for communication between two mobile devices. With huge load, like
automated mass broadcast of messages and careless use of the network, there
are several places within the message routing process that can be overloaded
and congested. Heavy load on both the HLR and VLR can cause serious pro-
blems breaking down the mobile "network subsystem". Large paging activities
are also a vulnerable signalling activity which can cause congestion and over-
load of the "Base station subsystem". These aspects have motivated the crea-
tion of LBAS.

[0032] Fig. 2 shows the architecture of LBAS compared to the architecture of
traditional distribution of SMS. This figure illustrates how the LBAS system can
optimize and reduce the routing process, and thereby avoiding overload of the
network when sending a large amount of messages simultaneously. The LBAS

specific environment is shown within frames with broken lines.

[0033] The difference from ordinary call/message routing is the extended infor-
mation LBAS has about the recipients of the message. Having in mind that the

LBAS database, which is described below, is containing the current coverage
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cell, i.e. the geographical location of each mobile handset belonging or roaming
to the mobile operator there is no need to connect to the HLR to find the last re-
ported switch of the called party, or to connect to the VLR to find the location
area of the called party. Further there is no need to page all cells within a local
area which may be hundreds. It is only necessary to page the cells covering the

actual area to alert.

[0034] Since the above mentioned procedure for sending a message from one
mobile phone "A" to another "B" is technically resource consuming, and in this
case unnecessary, the LBAS will address the distribution of alert messages in a
more direct and efficient way over the SS7 mobile phone network (SS7 is the
set of telephony signalling protocols used for setting up public switched tele-

phone network calls) thus avoiding the above mentioned vulnerable operations.

[0035] LBAS is divided into the following major components as shown in fig. 2:
1. Storing of real time national user/location data into LBAS National data-
base 25, containing local area and cell coverage for each national mobile
user and visitor (foreign tourists) to the network. This database is the source
for the optimizing message routing component (A-SMSC);

2. Storing of real time global user/location data into the LBAS Global data-
base 15, containing country and part of country (thus the MSC) that the na-
tional mobile users are roaming to abroad. This function has global covera-
ge, and

3. Optimized message routing (by means of A-SMSC 30), enabling a more
efficient and network friendly way of routing alert text messages in the mo-

bile network.

[0036] Probes 10, 20 are located between HLR and VLR and corresponding
MSCs for monitoring traffic and updating the LBAS Databases 15, 25. Said A-
SMSC 30 will only read and process data from the VLR providing information
concerning national location data, since in the case of global alerting, an alert

message may be terminated with an unknown operator.
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[0037] The probe is a component designed to monitor the traffic between two
components within a network without interfering the traffic. In this case the traf-
fic between the MSC and said HLR and VLR databases. A probe comprises a
computer with signalling means connecting to the network for monitoring traffic.
LBAS software for storing location traffic in a relation database (LBAS Db) is a

part of the probe software.

[0038] An LBAS Web service 50, 55 will work as an interface between the alert
application/protocol and LBAS core environment. It further performs the follo-
wing optimization tasks after the localization process has been finished by
LBAS GT, but previous to the sending process the following is executed by
LBAS A-SMSC:

o Quality assuring the location, e.g. checking whether an incidence is still
of current interest or if location update date is too old;

« Reorganizing the table over identified MSISDN (returned from LBAS-GT)
according to cells and cell capacity for achieving as optimal input to A-
SMSC as possible for attaining the most constant load of the radio inter-
face/cells;

« Possible washing of data in the cases where there is a registration/priori-

ty service where the number must be verified before sending.

[0039] After the alert is authorized by the LBAS Service, the first operation ta-
king place is the localization of the cells covering the relevant area. This is per-
formed by the LBAS GT (Geo-Targeting modulen) 40. Inquiries to the LBAS Db
is performed for finding incidents that match with the cells covering the current

area.

[0040] The result, which in practice is a list over all MSISDNs with the latest lo-
cation update from one of the cells covering the area is further returned to LBAS

server that is executing the tasks described for LBAS Server (web service).

[0041] The A-SMSC 30 is a key component of LBAS, performing optimized
transmission of the short messages.
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[0042] Fig. 3 shows a probe monitoring the traffic from the MSC to the VLR
thereby enabling storing of national location data. The probe which is an ss7
component is installed in the operator's network subsystem. Traffic identified as
location information is absorbed and updated in the LBAS National Database
containing real time location data of all subscribers and roaming visitors within

the network.

[0043] The method for storing national location data is as follows:

The probe is monitoring traffic received by the VLR. Traffic related to location
updates delivered to the VLR is identified and stored in the LBAS national Db.
Amongst the MAP (Mobile Application Part) messages identified and containing
location data are e.g. MAP_UPDATE_LOCATION AREA (reporting entrance of
a new LAC) and MAP_PROCESS_ACCESS_REQUEST_ACK (response of
page of mobile devices which occurs when sending and receiving messages

and phone calls). These messages are containing both LAC and Cell Id.

[0044] The record inserted or updated in LBAS Db is containing: IMSI (Interna-
tional Mobile Subscriber Identity) or MSISDN, Cell Id, Lac Id, date and time.

[0045] Fig. 4 shows a probe monitoring the traffic from the MSC to the HLR en-
abling storing of global location data. The probe is installed in the operator's
network subsystem enabling storing of real time location data of all national

mobile users abroad.

[0046] The method for storing of global location data is as follows:

The probe is only monitoring traffic received by the HLR. When a mobile device
arrives at a new country or is travelling over some distance within the country, it
will enter the coverage of a new MSC. The VLR of the serving MSC abroad will
ask the subscribers HLR for some vital customer information. At the same time
it will send location information regarding which MSC the mobile device current-
ly is served by (MAP_UPDATE_LOCATION) to the HLR at home, this message
is then identified and an update of the LBAS Global Db is performed.



10

15

20

25

30

DK/EP 2436197 T3

12

[0047] The monitored data comprise: IMSI (International Mobile Subscriber
Identity), MSC, Country/part of country, date and time.

[0048] Global location data is not as exact as national location data since the

accuracy is limited to MSC level.

[0049] Fig. 5 shows the standard SMS send procedure together with the steps
that are skipped by using LBAS according to the present invention for optimi-

zing the message distribution.

[0050] As is apparent from this figure, routing of a message or call is a complex
procedure with several vulnerable components. Due to the fact that LBAS both
know which cells that are going to be alerted and which phones that are con-
nected to the different cells, all necessary parameters is in place to avoid the
resource consuming routing and localization process, thus reducing the load of
the operator's "Network Subsystem". Another aspect is the load on the "Base
Station Subsystem”. Since we know which cells that are covering the area, we
only want to perform a paging procedure for mobile devices that are still con-
nected to these cells, thus reducing the load on the "Base Station Subsystem".

» Steps 1-3 are the routing phase which is described above with reference
to fig. 1. These steps are not performed in LBAS;

o Step 4 is the forwarding of the SMS from the gateway MSC to the servi-
cing MSC. This step is not performed in LBAS because the message is
sent from A-SMSC which is directly connected to the serving MSC,;

o Step 5 is performed for retrieving subscriber related data. This step may
or may not be performed;

o Steps 6-10 are the paging process. This process is performed but is pro-
posed optimized by only paging relevant cells within the alert area, in-
stead of all the cells within the LAC;

o Steps 11-12 are sending of the SMS and confirmation to the servicing
MSC, and

o Steps 13-14 are acknowledgement of the message sent and forwarded

to the gateway MSC. This step is not performed in LBAS.
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[0051] Fig. 6 shows the modified and optimized work flow of message distribu-
tion for locating and alerting a plurality of mobile phone users located in a spe-
cific geographical area, and doing so independently of any user preferences, by
sending alert messages to relevant mobile phones, and where the method is
optimized for avoiding overload and congestion of the network. The method is
performed in LBAS Server, LBAS GT and LNAS A-SMSC. The method com-
prises the following steps:

a) receiving an alert initiation message comprising information about the

content of the message and where it is to be sent, represented as relevant

cells,

b) receiving updated information of mobile station ISDN (MSISDN) numbers

with current serving cells on base station system (BSS) level,

c) assessing received information and determine the relevant mobile phones

with corresponding MSISDN number to send alert messages to,

d) optimizing location data prior to sending (explained further below), and

e) sending the alert messages from A-SMSC through a serving MSC to rele-

vant mobile phones located in the specific geographical area.

[0052] In one embodiment, the A-SMSC is further connected to LBAS GT with
information about the geographical area where the alert messages are to be
sent. LBAS GT receives this information as a request from a LBAS Service re-
questing initiation of alerting of mobile phones in a specific geographical area
represented by different cells. The request may comprise a polygon containing

the coordinates of the area to alert.

[0053] The LBAS Service is connected to an interface for managing and con-
trolling the method, and the interface is used for selecting type of alert message

and the geographical area to where the messages are to be sent.

[0054] LBAS GT will convert the specific geographical area to corresponding
cell ids that are located inside the specific area. This is performed by looking up

entries in a database cell list, and cell coverage Db, thus acquiring information



10

15

20

25

30

DK/EP 2436197 T3

14

on which geographical area each cell is covering, and screening only cells that
are located in the relevant geographical area.

[0055] The LBAS GT is further connected to a location based alert system da-
tabase (LBAS Db) with updated information of MSISDN numbers, thus the mo-
bile phones, together with the ids of the serving cells that they are connected to.
The LBAS Db is kept updated by using a probe explained above (ref. figure 3).

[0056] The information from the LBAS Db is acquired by LBAS GT and is the

input data in step b) above.

[0057] After the steps described above, the LBAS GT has received cell ids de-
fining the geographical destination area of the alert message, and the relevant

MSISDN numbers with connected cell ids in the geographical destination area.

[0058] After this LBAS GT returns the generated lists to LBAS Server which
performs the following necessary optimizations mentioned in step d) above:

« Quality assuring the location, e.g. checking whether an incidence is still
of current interest or if location update date is too old;

o Reorganizing the table over identified MSISDN (returned from LBAS-GT)
according to cells and cell capacity for achieving as optimal input to A-
SMSC as possible for attaining the most constant load of the radio inter-
face/cells, and

« Possible washing of data in the cases where there is a registration/prio-

rity service where the number must be verified before sending.

[0059] A-SMSC continuously receives data from LBAS and performs a paging
procedure on each MSISDN number for checking whether the returned ids still
are within the range of the cells covering the relevant geographical area. The
paging procedure itself is performed in a module comprised in the serving MSC,
but it is initiated by A-SMSC.

[0060] This corresponds to assessing step ¢) above.
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[0061] A-SMSC is further connected to a base station controller (BSC) for con-
trolling cells represented by groups of base transceiver stations (BTS) located
at fixed geographical locations ensuring mobility management for mobile sta-

tions.

[0062] If the paging procedure described above is affirmed, the alert message
is sent from the A-SMSC through said serving MSC to all the relevant mobile
phones located in the specific geographical area.

[0063] In this process, A-SMSC measures the time elapsed from sending an
alert message to an MSISDN number through its connected cell to receiving a
confirmation from that cell, and if the time elapsed is above a certain limit, the
A-SMSC will reduce the load of the current cell by sending the next alert mes-

sage through another cell.

[0064] The paging procedure described above is performed on all entries in the
LBAS working database until the end of the file in the randomized working

LBAS database has been reached.

[0065] The present invention also comprises a method and system for more ef-
fective reduction of the load on one or more relevant cells by preventing that
relevant MSISDN-numbers are automatically authenticated in normal network

traffic. This is done by blocking out- and in- going calls.

[0066] Fig. 7 shows schematically how MSC blocks out- and in- going calls

when a prevention tag is set.

[0067] As said the invention is a further improvement of the LBAS system, and
is a method for avoiding overload of blocking of a mobile network when locali-
zing and sending of alert messages to a plurality of mobile phone users located
in a specific geographical area. This is performed independently of any user

preferences on the mobile phones, and the method is performed in said optimi-
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zing message distribution component (A-SMSC) connected to the mobile net-

work. The method comprises the following steps:
a) receiving an alert initiation message comprising information about the
content of the message and where it is to be sent, represented as relevant
cells;
b) receiving updated information of mobile station ISDNs (MSISDN) number
with current serving cells on base station system (BSS) level;
C) assessing received information and determine the relevant mobile phones
with corresponding MSISDN numbers to send alert messages to;
d) placing a prevention tag for the determined relevant mobile phones on
MSC/VLR level, where the tag indicates that the mobile phones with corre-
sponding MSISDN numbers that alert messages are going to be sent to are
not authenticated when these are trying to initiate a call from the specific
geographical area to MSC, and further that external calls to the determined
relevant mobile phones are not to be connected;
e) sending alert messages from the A-SMSC through a serving MSC to rele-
vant mobile phones with corresponding MSISDN numbers located in the
specific geographical area, and
f) removing placed tags for said relevant mobile phones after finishing the
alerting.

[0068] The invention is also characterized by a system for performing the me-

thod described above.

[0069] It is steps d) and f) that contribute to the present invention. The object is
as said to prevent that the mobile network used when sending alert messages
is overloaded and blocked. This is enabled by placing a prevention tag for the
determined relevant mobile phones determined by their corresponding MSISDN
numbers. This is performed on MSC/VLR level. The result of this is that MSC
prevents that these numbers are identified when mobile phones connected to
these tries to initiate a call from the specific geographical area to the MSC. Fur-
ther, incoming calls to the set relevant MSISDN of the mobile phones will not be

connected as long as the prevention tag is placed.
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[0070] This will ensure that the use of channels of the mobile network while
sending alert messages will be reduced, and will thus contribute such that the
mobile network is more reliable when sending alert messages in emergency si-

tuations in specific areas.

[0071] By blocking all normal traffic to and from relevant mobile phones in one
ore more specific geographic area may not be desirable. It will be desirable that
some emergency resources and other prioritized resources can use the mobile

network when sending alert messages.

[0072] Fig. 8 shows the architecture used for preventing that specific MSISDN
numbers are blocked. By including a priority database (Priority Db) in the sy-
stem which comprises lists of numbers that are not to be blocked by the preven-
tion tag, selected numbers that are not to be blocked will be able to use the

communication network as usual during the sending of alert messages.

[0073] The priority database is connected to the LBAS database, and each
number which is blocked via prevention tags set for relevant numbers in VLR is
compared with MSISDN numbers stored in the priority database, such that
these are not prevented from normal communication out and in from the specific

geographical area while alert messages are being sent.

[0074] The present invention also deals with a system for performing the me-
thod described above. Such a system may comprise different components with
the main goal to be able to perform the inventive method. The main claim de-
scribes the components comprised in the system with further implementations

as described in the corresponding dependent claims.

[0075] The components of LBAS and the further developed version described
here can easily be installed in the environment of the mobile operator without
interfering with existing core infrastructure. The use of LBAS functionality must
however be highly secured both with regard to misuse and personal data pro-

tection. Only certain certified systems/applications, e.g. PAS, will be certified to
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be integrated to LBAS. Users can for instance be emergency authorities in any

country.

[0076] Europe as well as other developed areas like the US has so far been the

5 main target for mobile high tech. However, due to rapid spreading of the mobile
technology, combined with natural and climatic threats in for instance south
Asian countries, and the fact that a many of these countries are popular tourist
destinations, makes LBAS is an ideal system for alerting and protecting both in-
habitants and tourists in the region.

10

[0077] For a person of skill in the art it is obvious that there are many different
ways of implementing such a system. The actual invention is set forth in the in-
dependent main claims. A specific implementation that can be seen from the
description above is intended to be as an example of how the invention can be

15 implemented.
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Patentkrav

1. Fremgangsméade til forhindring af overbelastning og blokering af et mobilt
netvaerk, nar der sendes alarmmeddelelser til et antal mobiltelefonbrugere, som
er placeret i et specifikt geografisk omrade, og dette sker uafheengigt af nogen
brugerpraeferencer pa de mobile telefoner, hvor fremgangsmaden udgves i en
optimerende meddelelsesdistributionskomponent, A-SMSC, (30), som er for-
bundet med det mobile netveerk, og hvor fremgangsmaden omfatter falgende

trin:

a) modtagelse af en alarminitieringsmeddelelse, som omfatter information
om meddelelsens indhold, og hvorhen den skal sendes, repraesenteret
som relevante celler, og hvor dette udeves som en anmodning fra en posi-
tionsbaseret alarmservice-, LBAS-, server (50) til A-SMSC’en (30, og in-
formation om de relevante celler bestemmes ved hjeelp af et Geo-Targe-
ting-modul, LBAS GT (40), ved at konvertere information om et specifikt
geografisk omréade til tilsvarende celle-ids,

b) modtagelse af opdateret information om et mobilstation-ISDNs-
(MSISDN-) nummer med eksisterende fungerende celler pa basisstations-
system- (BSS-) niveau, og hvor information erhverves ved at sl& noteringer
op i en positionsbaseret alarmsystemdatabase, LBAS Db (25), med opda-
teret information om MSISDN-numre p& mobiltelefoner, som er forbundet
med de relevante celler, reprasenteret ved celle ids inden for det specifikt
anmodede geografiske omrade,

c) vurdering af modtaget information og bestemmelse af de relevante mo-
biltelefoner med tilsvarende MSISDN-numre, hvortil der skal sendes alarm-
meddelelser,

kendetegnet ved, at fremgangsmaden yderligere omfatter trinnene:

d) placering af en preeventionstag for de bestemte relevante mobiltelefoner
pa MSC/VLR-niveau, hvor tagget indikerer, at mobiltelefonerne med de til-
svarende MSISDN-numre, hvortil alarmmeddelelserne skal sendes, ikke

verificeres, nar disse forsgger at initiere et opkald fra det specifikke geo-
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grafiske omréade til MSC, og yderligere at eksterne opkald til de bestemte
relevante mobiltelefoner ikke skal forbindes,

e) sending af alarmmeddelelser fra A-SMSC’en (30) via en fungerende
MSC til relevante mobiltelefoner med tilsvarende MSISDN-numre, som er
placeret i det specifikke geografiske omrade, og

f) fiernelse af placerede tags for de relevante mobile telefoner efter afslut-

ningen af alarmeringen.

2. Fremgangsmade ifolge krav 1, kendetegnet ved, at trinnet d) yderligere
omfatter sammenligning af de taggede relevante mobiltelefoner med MSISDN-
numre, som er lagret i en prioritetsdatabase, og fiernelse af tagget fra mobiltele-
foner, som har deres MSISDN lagret i prioritetsdatabasen, séledes at disse ikke
forhindres i normal kommunikation til og fra det specifikke geografiske omrade,

medens der sendes alarmmeddelelser.

3. Fremgangsméade ifolge krav 1, kendetegnet ved, at A-SMSC’en (30) for-

bindes med:

- en celledaekningskomponent, LBAS GT (40), med information om et geo-
grafisk omrade, hvortil der skal sendes alarmmeddelelser,

- en positionsbaseret alarmsystemdatabase, LBAS Db (25) med opdateret
information om MSISDN-numre med eksisterende fungerende celle, og

- en fungerende MSC til at styre celler, som er repraesenteret ved grupper
af basismodtagestationer (BTS), som er placeret ved faste geografiske po-
sitioner, som tilvejebringer mobilitetsmanagement for mobile stationer, og
hvor vurderingen af modtaget information under trin ¢) omfatter udforelse
af en pagingprocedure pa relevante MSISDNs til modtagelse af eksiste-
rende fungerende cellers ids for hvert relevant MSISDN, og kontrol af
hvorvidt de returnerede celle-ids ligger inden for det interval af celler, som

daekker det relevante geografiske omrade.

4. Fremgangsmade ifalge krav 3, kendetegnet ved, at LBAS GT (40) forbin-
des med en LBAS-service (50), som er forbundet med et interface til at admini-
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strere og styre fremgangsmaden, og hvor interfacet anvendes til at veelge
alarmmeddelelsestype og det geografiske omrade, hvortil meddelelserne skal
sendes.

5. Fremgangsmade ifolge krav 3, kendetegnet ved, at LBAS GT'en (40)
konverterer information om et specifikt geografisk omrade til celle-ids ved af-
lzesning af en databaseliste med information om, hvilket omrade hver celle
dackker, og screening af blot celler, som er placeret i det relevante geografiske

omrade fgr denne information sendes til A-SMSC’en (40).

6. Fremgangsmade ifolge krav 3, kendetegnet ved, at LBAS Db (25) opdate-
res dynamisk med information, som modtages fra en sonde (20), som overva-
ger trafikken imellem et mobilt omskiftercentrum (MSC) og et gaest-positions-re-
gister (VLR), som befinder sig inden for netveerket indeholdende eksisterende

detaljer om abonnenter og udstyr som anvendes.

7. Fremgangsmaéade ifglge krav 3, kendetegnet ved, at celle-id-resultater lag-
res i en midlertidig tabel, som anvendes til at randomisere celle-ids far paging-

proceduren for at reducere i ko veerende trafikbelastninger p& samme celle.

8. Fremgangsmade ifalge krav 1, kendetegnet ved, at A-SMSC (30) maler
tidsforlobet fra sendingen af en alarmmeddelelse til et MSISDN-nummer via
dets forbundne celle til modtagelse af en bekraeftelse fra cellen, og hvis tidsfor-
lobet er over en vis greense, vil MDC’en (30) reducere den eksisterende celles

belastning ved at sende den naeste alarmmeddelelse via en anden celle.

9. System til hindring af overbelastning og blokering af et mobilt netvaerk, nér
der sendes alarmmeddelelser til et antal mobiltelefonbrugere, som er placeret i
et specifikt geografisk omréde, og dette sker uafhaengigt af nogen brugerpraefe-
rencer pa de mobile telefoner, hvor systemet omfatter en optimerende medde-
lelsesdistributionskomponent, A-SMSC, (30), som er forbundet med det mobile

netvaerk, og omfattende midler til:
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a) modtagelse af en alarminitieringsmeddelelse, som omfatter information
om meddelelsens indhold, og hvorhen den skal sendes, repraesenteret
som relevante celler, og hvor dette udeves via en celledaekningskompo-
nent, positionsbaseret alarmservicer, LBAS, GT (40), som omfatter infor-
mation om et geografisk omrade og tilsvarende celle-ids,

b) modtagelse af opdateret information, fra en positionsbaseret alarmsy-
stemdatabase, LBAS, Db (25), om mobilstation-ISDN- (MSISDN-) numre
med eksisterende fungerende celler p4 basisstationssystem- (BSS-) ni-
veau,

¢) vurdering af modtaget information og bestemmelse af de relevante mo-
biltelefoner med tilsvarende MSISDN-numre, hvortil der skal sendes alarm-
meddelelser,

kendetegnet ved, at systemet yderligere omfatter midler til:

d) placering af en preeventionstag for de bestemte relevante mobiltelefoner
pa MSC/VLR-niveau, hvor tagget indikerer, at mobiltelefonerne med de til-
svarende MSISDN-numre, hvortil alarmmeddelelserne skal sendes, ikke
verificeres, nar disse forsgger at initiere et opkald fra det specifikke geo-
grafiske omrade til MSC, og yderligere at eksterne opkald til de bestemte
relevante mobiltelefoner ikke skal forbindes,

e) sending af alarmmeddelelser fra A-SMSC’en (30) via en fungerende
MSC til relevante mobiltelefoner med tilsvarende MSISDN-numre, som er
placeret i det specifikke geografiske omrade, og

f) flernelse af placerede tags for de relevante mobile telefoner efter afslut-

ningen af alarmeringen.

10. System ifalge krav 9, kendetegnet ved, at det yderligere omfatter midler til
at sammenligne de taggede relevante mobiltelefoner, under trin d), med
MSISDN-numre, som lagres i en prioritetsdatabase, og midler til at fierne tagget
fra mobiltelefoner, som har deres MSISDN lagret i prioritetsdatabasen, saledes
at disse ikke forhindres i normal kommunikation til og fra det specifikke geogra-

fiske omrade, medens der sendes alarmmeddelelser.
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11. System ifalge krav 9, kendetegnet ved, at LBAS GT (40) forbindes med
en LBAS-service (50), som er forbundet med et interface til at administrere og
styre fremgangsmaden, og hvor interfacet anvendes til at veelge alarm-
meddelelsestype og det geografiske omrade, hvortil meddelelserne skal sen-

des.

12. System ifalge krav 9, kendetegnet ved, at LBAS GT’en (40) omfatter mid-
ler til konvertering af information om et specifikt geografisk omrade til celle-ids,
omfattende en celledaekningsdatabase (45) med information om, hvilket omrade
hver celle daekker, og screeningsmidler til at udvaelge kun celler, som er place-
ret i det relevante geografiske omrade, og midler til at forsyne A-SMSC’en (30)

med denne information.

13. System ifglge krav 9, kendetegnet ved, at LBAS Db’en (25) forbindes med
en sonde (20) til overvagning af trafik imellem et mobilt omskiftercentrum (MSC)
og et geest-positions-register (VLR), som befinder sig inden for netvaerket inde-

holdende eksisterende detaljer om abonnenter og udstyr som anvendes.

14. System ifglge krav 9, kendetegnet ved, at A-SMSC’en (30) omfatter en
database til midlertidig lagring af celle-id og midler til randomisering af celle-ids.

15. System ifolge krav 9, kendetegnet ved, at A-SMSC (30) omfatter midler til
maling af tidsforlgbet fra sending af en alarmmeddelelse til en celle til modta-
gelsen af en bekraeftelse fra cellen, og midler til bestemmelse af om den forlgb-
ne tid ligger over en vis graense, og midler til at reducere belastningen af den

eksisterende celle ved at sende alarmmeddelelsen til en anden celle.
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