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(57) Abstract: A system and method for providing lawful interception (LI) data in voice calf continuity for telecommunication net -
works are disclosed. In one embodiment, the data associated with a registered telecommunication network user (i.e target user) com-
ing from a first telecommunication network is intercepted by a VCC gateway. Further, the Intercepted data is sent to the LEA in a
format desired by the LEA. Furthermore, the VCC getaway is configured based on a successful determination of network properties
associated with the second telecommunication network upon the target user moving to the second telecommunication network. The
second telecommunication network Is based on a technology that Is different from the first telecommunication network. In addition,
the data associated with the target user coming from the second telecommunication network is continuously intercepted by the VCC
gateway and continuously sent to the LEA by the VCC gateway in the format desired by the LEA.
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SYSTEM AND METHOD FOR LAWFUL INTERCEPTION IN VOICE CALL

CONTINUITY FOR TELECOMMUNICATION NETWORKS

BACKGROUND

[0001] Even with the advancement of telecommunication networks towards long term
evolution (LTE) and other such advanced technologies, there is still a requirement for
maintaining call continuity across various networks. Further, the term “network
convergence” is becoming very popular in the advanced telecommunication networks.
Furthermore, the concept of “voice call continuity” (VCC) is starting to emerge from a
cell-to-cell movement towards a network-to-network movement. The VCC requires
maintaining a voice call during the network-to-network movement when the
telecommunication networks are based on various technologies. For examplé, the VCC
requires seamlessly maintaining a voice call when a user/subscriber moves from one
telecommunication network that is based on one technology, for example, a second
generation (2G) network or a WiMax based network to another telecommunication
network that is based on another technology, for éxample, a third generation (3G)

network or a Wi-Fi based network.

[0002)Based on existing technologies, in the above-described scenario, if a
user/subscriber moves from one network to another network and the user is lawfully
intercepted by a law enforcement agency (LEA), such a lawfully intercepted call cannot

be re-established and maintained in the network-to-network movement during the entire
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period without the user knowing it. This is because the infrastructure needed for doing
lawful interception of a call is not unified and varies based on different technologies and
the real-time communication may go from circuit switching to packet based switching.
Further, the telecommunication networks based on different technologies operate under
different frequency ranges. Furthermore, the interface protocols needed between
telecommunication networks based on different technologies and mobile stations
operate under different standards. Typically in such a scenario, the call may either get
dropped or the LEA may be unable to continue the lawful interception of the call. In both
the scenarios, the LEA can lose the needed important data/voice associated with the

conversation of the lawfully intercepted user/subscriber.
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SUMMARY

[0003] A system and method for lawful interception (LI) in voice call continuity (VCC) for
telecommunication networks is disclosed. According to one aspect of the present
subject matter, data associated with a registered telecommunication network user
coming from a first telecommunication network is intercepted by a VCC gateway upon a

successful detection/authentication by the law enforcement agency (LEA).

[0004] In one example embodiment, intercepting the data associated with the registered
telecommunication network user coming from the first telecommunication network
includes detecting the data associated with the registered telecommunication network
user coming from the first telecommunication network by the VCC gateway,
authenticating the registered telecommunication network user by an LI gateway via the
VCC gateway, and duplicating the data associated with the registered

telecommunication network user upon a successful authentication.

[0005] Further, the intercepted data is sent to the LEA by the VCC gateway in a format
desired by the LEA. In one embodiment, sending the intercepted data to the LEA
includes sending the duplicated data associated with the registered telecommunication

network user to the LEA by the VCC gateway in a format desired by the LEA.

[0006]Now consider that the registered telecommunication network user moves to a
second telecommunication network. In one embodiment, the second
telecommunication network is based on a technology that is different from the first

telecommunication network. In one example embodiment, the first telecommunication
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network and the second telecommunication network are technologies selected from the
group consisting of 2G network, 3G network, VOIP networks. Wi-Fi network, and
WiMax. For example, when the first telecommunication is a GSM network, then the
second telecommunication network can be one of the Wi-Fi network and WiMax

network.

[0007]In one embodiment, the VCC gateway determines network properties associated
with the second telecommunication network using a VCC backend upon the registered
telecommunication network user moves to the second telecommunication network. In
this case, the movement of the user from the first telecommunication network to the
second telecommunication network is detected by using the VCC backend and the
corresponding co-ordinates (i.e., X, Y, Z co-ordinates) of the registered

telecommunication network user.

[0008] Furthermore, the VCC gateway is configured based on a successful
determination of the network properties associated with the second telecommunication
network upon the registered telecommunication network user moving to the second
telecomrhunication network. Also, intercepting the data associated with the registered
telecommunication network user coming from the second telecommunication network is
continued by the VCC gateway upon configuring the VCC gateway based on the

network properties associated with the second telecommunication network.

[0009] In one example embodiment, continue intercepting the data coming from the

second telecommunication network includes duplicating the data associated with the
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registered telecommunication network user coming from the second telecommunication
network by the VCC gateway upon configuring the VCC gateway based on the network
properties associated with the second telecommunication network. In one émbodiment,
the data associated with the registered telecommunication network user coming from
the second telecommunication network is duplicated towards the LEA even if the
registered telecommunication network user moves from the first telecommunication

network to the second telecommunication network.

[0010]) In addition, sending the intercepted data coming from the second

telecommunication network to the LEA is continued by the VCC gateway in the format
desired by the LEA. In one embodiment, continue sending the intercepted data coming
from the second telecommunication network to the LEA includes continue sending the
duplicated data coming from the second telecommunication network to the LEA by the

VCC gateway in the format desired by the LEA.

[001 1]According to another aspect of the present subject matter, a non-transitory
computer-readable storage medium for providing lawful interception (LI) data in voice
call continuity (VCC) in telecommunication networks having instructions that, when
executed by a computing device cause the computing device to perform the above

described method.

[0012] According to yet another aspect of the present subject matter, a system for
providing lawful interception (LI) data ih voice call continuity (VCC) in

telecommunication networks includes a first telecommunication network, a second
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telecommunication network that is based on a technology different from that of the first
telecommunication network, a L| gateway, and a VCC gateway coupled to the first
telecommunication network, the second telecommunication network, and the LI
gateway. Further, the VCC gatéway includes a VCC server to perform the above

described method.



WO 2013/144669 PCT/IB2012/000646
7

BRIEF DESCRIPTION OF THE DRAWINGS

[0013] Various embodiments are described herein with reference to the drawings,

wherein:

[0014]FIG. 1 is a block diagram illustrating providing lawful intercepted (LI) data in a

VOIP/Wi-Fi network movement scenario;

[0015]FIG. 2 is a block diagram illustrating providing LI data in a GSM network (e.g., 2G

or 3G telecommunication network) movement scenario;

[0016]FIG. 3 a block diagram illustrating of a voice call continuity (VCC) being carried in

a network-to-network movement environment, in the context of the invention;

[0017]FIG. 4 is a block diagram illustrating providing LI data in a VCC in a Wi-Fi/VOIP
network to GSM network movement scenario, according to an embodiment of the

invention;

[0018]FIG. 5 illustrates a flow diagram of a method for providing Li data in a VCC in

telecommunication networks, according to one embodiment of the invention;

[0019]FIG. 6 is a sequence diagram illustrating sequential exchange of signals when
providing the LI data in a VCC in a network-to-network movement scenario, according

to another embodiment;
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[0020]FIG. 7 is an enhanced sequence diagram illustrating a process in the VCC back
end when providing the LI data in the VCC in the network-to-network movement

scenario, such as those shown in FIG. 6, according to one embodiment;

[0021] The drawings described herein are for illustration purposes only and are not

intended to limit the scope of the present disclosure in any way.
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DETAILED DESCRIPTION

[0022] A system and method for lawful interception (LI) in voice call continuity (VCC)
for telecommunication networks is disclosed. In the following detailed description of the
embodiments of the present subject matter, reference is made to the accompanying
drawings that form a part hereof, and in which are shown by way of illustration specific
embodiments in which the present subject matter may be practiced. These
embodiments are described in sufficient detail to enable those skilled in thé artto
practice the present subjeét matter, and it is to be understood that other embodiments
may be utilized and that changes may be made without departing from the scope of the
present subject matter. The following detailed description is, therefore, not to be taken
in a limiting sense, and the scope of the present subject matter is defined by the

appended claims.

[0023] In the document, the terms “registered telecommunication network user” and
“target user” are used interchangeably throughout the document. Further, the term
“VCC" refers to voice call continuity which requires maintaining a voice call when a
mobile terminal (e.g., a user) is moving from one cell to another. In this case, the
another/neighboring cell can use the samé technology or a different technology to the
one the user has originated the call. For example, moving from a second generation

- (2G) to a third generation (3G) network (i.e., same technology scenario) or moving from

a WiMax to a Wi-Fi network (i.e., different technology scenario) and so on.
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[0024]) Furthermore, the term Lawful interception (LI) refers to a legally sanctioned
official access to private communications, such as telephone calls, e-fnail messages,
and the like. In general, LI is a security process in which a network operator or service
provider gives law enforcement officials/law enforcement agencies (LEA) access to the
communications of private individuals or organizations. The LEA often interacts with
both network access (i.e., typically managed by a network access provider (AP), who's
infrastructure relies on that of a network operator, such as an incumbent telecom
operator, local cable TV service, or wireless services operator) and network services

(such as E-mail, chat, and Wi-Fi) to intercept the target user’s call.

[0025]) Further, the terminology “Handover Interface 1 (HI1)” refers to an interface for
administrative information. The HI1 transports all kinds of administrative information
from/to the law enforcement agencies (LEA) and network operators (NOW). The HI1
“port can be used for the transmission of the request to establish or to remove the
interception action from the LEA to the NWO or service provider (SP). In case if the
automatic transmission between the LEA and NWO/SP is not possible for some
reasons, the HI1 port supports manual transmission (e.g., voice, fax, etc.) and not only
focuses on automatic transmission from/to the law enforcement mediation function

(LEMF) and the NWOY/SP facility.

[0026] Further, the terminology “Handover Interface 2 (HI2)" refers to an interface for
intercept related information (IRI). The HI2 transports all IRI. The HI2 interface is used
to transmit information or data associated with the telecommunication services of the

identified target user apparent to the network. The HI2 includes signaling information
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used to establish the telecommunication service and to control its progress (e.g., target
identification, identifications of the other party’s communication, basic service used,

direction of the call or the event, answer indication and/or release causes, time stamps,
and the like). If available, further information such as supplementary service information

or location information may be included.

[0027] For example, the IRI record type includes record type description, begin record
at the first event of the call or service attempt, end record at the end of the call or
service attempt, continue record at any time during the call or service attempt (e.g., in-
call service activation/deactivation), report record if no call association is available (e.g.

activation/deactivation of features, use of a non-call associated service).

[0028] Furthermore, the terminology “Handover Interface 3 (HI3)" refers to an interface
for content of communication. The HI3 transports the content of the communication of
the intercepted telecommunication service to the LEMF. The content of communication
shall be presented as a transparent en-Clair copy of the information flow during an
established, frequently bi-directional, communication of the interception subject. The
HI3 may contain voice or data. The transmission media used to support the HI3
interface is usually associated with a telecommunications network or its access
arrangements. In case of failures, the content of communication is lost. The network

may not provide any recording functions.

[0029]FIG. 1 is a block diagram 100 illustrating providing lawful intercepted data in a

VOIP/Wi-Fi network movement scenario. Particularly, FIG. 1 illustrates a target user 102
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initiating a call with another user 104 in a VOIP/Wi-Fi network. A media gateway
controller (MGC) 106 receives signaling information (e.g., dialed digits) from a media
gateway and instructs the media gateway to alert the called party (i.e., the other user
104) to send and receive voice data. The communication protocols used between the
MGC 106 and the media gateway include but not limited to gateway control protocol
(H.248), media gateway control protocol (MGCP) or session initiation protocol (SIP)

(i.e., 110A-B).

[0030]In the VOIP/Wi-Fi network, the target user is recognized from a database 108 via
the MGC 106 when the target user 102 originates or terminates the call. Further, upon
recognizing the target user 102, the target user’s speech is tapped by a call duplication
device 112 and a real-time transport protocol (RTP) is directly transferred to an LI
gateway (LIG) 114 and from there to a LEA 116. In this case, the RTP streams are
directly duplicated by the duplication device 112, which is éxternal to the VOIP/Wi-Fi

network and the duplicated packet is directly routed towards the LEA 116.

[0031]FIG. 2 is a block diagram 200 illustrating providing lawful intercepted data in a
GSM network (e.g., 2G telecommunication network 208A or 3G telecommunication
network 208B) movement scenario. Particularly, FIG. 2 illustrates a target user 202

initiating a call with another user in a GSM network.

[0032])In the GSM network (i.e., 2G telecommunication network 208A or 3G
telecommunication network 208B), the target user 202 is recognized by a mobile

switching center (MSC) 204 using a database 206 when the target user 202 originates
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or terminates the call. Further, upon recognizing the target user 202, the target user’s
speech is transferred from an air interface to the MSC 204. Furthermore, the MSC 204
uses an internal duplication mechanism to convert the user’s speech and transfers the
converted user’'s speech to a LEA 210. This delivery mechanism is triggered via a
normal #7 signaling link. Further, the interception center in the LEA 210 receives

information of the call as a normal #7 signaling call with voice channels.

[0033]FIG. 3 a block diagram 300 illustrating of a voice call continuity (VCC) being
carried in a network-to-network movement environment, in the context of the invention.
Particularly, FIG. 3 illustrates a smart phone 302 (associated with a target user)
seamlessly roaming between a Wi-Fi network 306 and a cellular network 312. Further,
FIG. 3 illustrates a modem 304 providing the Wi-Fi network 306 (such as VOIP network
306A) to the smart phone 302, a PC 308 and/or a voice over Internet protocol (VolP)
phone 310. Furthermore, the cellular network 312 includes global system for mobile
communications (GSM) network 312A such as 2G or 3G network. The cellular network
312 can also include other networks such as code division multiple access (CDMA)

network, advanced mobile phone system (AMPS) network, and so on.

[0034]In operation, FIG. 3 illustrates a seamless roaming of the smart phone 302
between the Wi-Fi network 306 and the cellular network 312. In other words, network
coverage is available for the smart phone 302 either by Wi-Fi network 306 or by cellular
network 312 to ensure voice call continuity (VCC) in a network-to-network movement
environment such as when the user moves from the Wi-Fi network 306 to cellular

network 312 or vice versa.
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[0035] For example, consider a basic call handling scenario in case of VCC. A target
user (associated with the smart phone 302) initiates the call using a registered
telecommunication network, for example GSM network 312A. Further, the call
‘interception is started by the GSM network 312A via a mobile switching center (MSC).
Furthermore, the MSC sends the intercepted information/data (i.e., speech content)
directly to a law enforcement agency (LEA) which is explained in FIG. 2. The HI2
information is forwa’rded towards the LEA from a lawful interception management

system (LIMS).

[0036] Now consider that the target user (e.g., associated with the smart phone 302)
moves to the Wi-Fi network 306. In this case, the interception information from the GSM
network 312A is not forwarded to the Wi-Fi network 306. Therefore, the interception call
by the GSM network 312A is terminated abruptly and hence the intercepted information
in the~Wi-Fi network 306 cannot be sent any more towards the LEA. However, the target

user call still cdntinues in the Wi-Fi network 306.

[0037])With respect to FIGS. 1-3, the LI cannot be continued when the user moves from
one network to another because of the following reasons:
1. The i-nfrastructure for doing lawful interception (L) is different in case of
GSM and Wi-Fi networks. In GSM network, the mobile switching center
is included for HI1 and the LEA 210 directly for HI2 and HI3. In case of
GSM network, the MSC 204 uses an internal duplication mechanism to

convert the user’'s speech and transfers the converted user’s speech to
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the LEA 210. In case of the Wi-Fi network, the LIG 114 and call
duplication device 112 are situated in betwéen the MGC 106 and the

- LEA 116. The conversion of the user's speech is done by the LEA. The
call duplication device 112 is used for the duplication of data which is
controlled by the MGC 106 and these packets are forwarded to LIG 114
and then to LEA 116.

i. ldentif_ying the lawful interception data is difficult as the target
speech still remains in one location and not in both the GSM and
Wi-Fi network databases.

2. The underlying technologly for communication of the GSM network and
Wi-Fi network is different. The GSM network is based on direct
conversion of voice and thén transfer it to #7 signaling signals and then
send it to the LEA. In case of a Wi-Fi network, the packet
communication is directly duplicated and duplicated packet is send
towards the LEA.

I. Since the infrastructure is not unified, it not possible to intercept
the call continuously during switch over of a call from GSM to Wi-
Fi or vice versa.

li. The LEA cannot decode both the data as the first part of the data
might come as #7 signaling speech from the GSM and the
second part would come as packetized data from the Wi-Fi
network if the call is moving from GSM to Wi-Fi (integrity of data).

3. LEA does not have any intelligence to accept non standard information.
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[0038] Therefore, there arises a need to maintain the tracking session across networks
having different technologies and to share the complete tracking information among the

LEA's of different networks.

[0039]FIG. 4 is a block diagram 400 illustrating providing lawful interception (LI) data in
VCC in a Wi-Fi/VOIP network to GSM network movement scenario, according to an
embodiment of the invention. Particularly, FIG. 4 illustrates a first telecommunication
network (e.g., Wi-Fi/VOIP/IMS network 406), a second telecommunication network
(e.g., GSM network 412), a LI gateway 410A associated with a law enforcement agency
(LEA) 410, and a VCC gateway 408 coupled to the first telecommunication network 406,
the second telecommunication network 412, and the LI gateway 410A. Also, FIG. 4
illustrates another telecommunication network 404A (e.g., Wi-Fi/VOIP/IMS network)
including a calling gateway 404B and a MGC 404C associated with a receiving user
(i.e., other user 404). In one embodiment, the VCC gateway 408 connects itself to the

target user 402 for the HI3 delivery.

[0040] Further, the first telecommunication network 406 includes a calling gateway
406A, a database 406B, a MGC 406C and a duplication gateway 406D. Furthermore,
the second telecommunication network 406 includes a calling gateway 412A, a
database 412B, a MSC 412C and a duplication gateway 412D. Also, the VCC gateway

408 includes a VCC server 408A and a VCC backend 408B.
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[0041]In operation, the target user 402 originates a call to another subscriber 404 via
Wi-FilVOIP/IMS network 406. In this case, the VCC gateway 408 is connected to the
target user 402 via the first telecommunication network 406. In one e’mbodiment, VCC is
a feature which is marked in the profile of the user 402 (i.e., subscriber) that he can use
the VCC. Further, if the user 402 is marked as the target user and if he originates or

terminates the call, the VCC gateway 408 is activated.

[0042]) When the target user 402 initiates a call, the VCC gateway 408A monitors the
target user 402 continuously. Further, the VCC gateway 408 tunes itself to the HI34
delivery point and always consistently delivers the same intercepted data to the LEA
410 via the LI gateway 410A, for example, even when the target user 402 moves from
Wi-Fi/VOIP/IMS network 406 to the GSM network 412 as shown in dotted lines. In this
case, if the communication has started in the #7 signaling way then the same can be

continued throughout the call in VCC.

[0043]In one example embodiment, during the course of this movement the target user
402 cannot feel that he is intercepted because the target user 402 does not feel the
switch of technologies. The same is applicable for the LEA 410 because the LEA 410
also gets only a single output throughout the call. In one embodiment, fhe VCC gateway
408 includes the VCC server 408A and the VCC backend 408B to perform the method

described below in FIG. 5.

[0044]FIG. 5 illustrates a flow diagram 500 of a method for providing LI data in VCC in

telecommunication networks by a VCC gateway (i.e., such as the VCC gateway 408 of
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FIG. 4), according to one embodiment of the invention. At block 502, data associated
with a registered telecommunication network user (hereinafter refers to as “the target
user”) coming from a first telecommunication network is intercepted by a VCC gateway

upon a successful detection/authentication by a LEA.

[0045] For intercepting the data associated with the target user coming from a first
telecommunication network, first the data associated with the target user coming from
the first telecommunication network is detected. Further, the target user is authenticated
by the LEA via a LI gateway. Then, the data associated with the target user is

duplicated to the LEA upon a successful authentication.

[0046] At block 504, the intercepted data is sent to the LEA by the VCC gateway in a
format desired by the LEA. For example, sending the intercepted data to the LEA
includes sending the duplicated data associated with the target user to the LEA in a

format desired by the LEA.

[0047]Now consider that the target user moves to a second telecommunication
network. In one embodiment, the second telecommunication network is based on a
technology that is different from the first telecommunication network. In one example
embodiment, the first telecommunication network and the second telecommunication
network are technologies selected from the group consisting of GSM network (i.e., 2G
network, 3G network), VOIP network, Wi-Fi network, and WiMax. For example, when
the first telecommunication is a GSM network, then the second telecommunication

network can be one of the VOIP network, Wi-Fi network and WiMax network.
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[0048] Further, the VCC gateway determines network properties associated with the
second telecommunication network using a VCC backend upon the target user moves
to the second telecommunication network. In this case, the movement of the target user
from the first telecommunication network to the second telecommunication network is
detected by using the VCC backend and the corresponding co-ordinates (i.e., X, Y, Z

co-ordinates) of the location information of the target user.

[0049] At block 506, the VCC gateway is configured based on a successful
determination of the network properties associated with the second telecommunication
network when the target user moving to the second telecommunication network. At
block 508, intercepting the data associated with the target user coming from the second
telecommunication network is continued by the VCC gateway upon configuring itself
(.e., the VCC gateway) based on the network properties associated with the second

telecommunication network.

[0050] For continuing intercepting ‘the data coming from the second telecommunication
network, the data associated with the target user coming from the second
telecommunication network is duplicated by the VCC gateway. In one embodiment, the
data associated with the target user coming from the second telecommunication
network is duplicated towards the LEA when the target user moves from the first

telecommunication network to the second telecommunication network.
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[0051] At block 510, sending the intercepted data coming from the second
telecommunication network to the LEA is continued by the VCC gateway in the format
desired by the LEA. For continuing sending the intercepted data coming from the
second telecommunication network to the LEA includes continuing sending the
duplicated data coming from the second telecommunication network to the LEA by the
VCC gateway in the format desired by the LEA, thereby sending single output to the

LEA throughout the call.

[0052]FIG. 6 is a sequence diagram 600 illustrating sequential exchange of signals
when providing the LI data in VCC in a network-to-network movement scenario,
according to another embodiment. As illustrated, the sequence diagram 600 includes a
target user A 602, a first telecommunication network (herein after referred to as a
network 1) 604, a LI database 606, a VCC server 608, a user B 610, HI3 delivery 612, a
second telecommunication network (herein after referred to as a network 2) 614, a
network 1 call duplication function (CDF) 616, a network 2 CDF 618, and a VCC

backend 620.

[0053]In one embodiment, FIG. 6 depicts the sequence diagram comprising a number
of steps as may be performed during the LI in the VCC when the target user A 602
moves from one network 1 604 to the network 2 614. In one embodiment, the network 2
614 is based on a technology that is different from the network 1 604. For example, if
network 1 604 includes a Wi-Fi network then the network 2 614 includes a GSM

network, and so on.
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[0054] In step 1, the target user A 602 initiates/originates a call with the user b 610
using the network 1 604. In step 2, a check is made to recognize/detect whether the
target user A 602 is listed in the LI database 606 associated with the network 1 604 for
lawful interception. In other words, the LI database 606 is checked to see whether the
target user’s call needs to be tracked. In step 3, if the target user A 602 matches for LI
(.e., i.e., the target user's identity matches with an identity in the LI database 606 for
L1), then a new VCC server 608 is introduced for tracking the speech information (i.e., LI

data) of the target user A 602 in step 4.

[0055]In step 5, the VCC server 608 contacts a duplication server 1 which duplicates
the target user’'s speech using a call duplication function (CDF) 616 associated with the
network 1 604. Upon a successful duplication of the target user’s speech in step 6, the
VCC server 608 allows the target user A 602 to contact the user B 610 in step 7. In step
8, the lawful interception data (i.e., HI3) in the network 1 604 is delivered to the LEA via

the LI gateway.

[0056]In step 9, the target user A 602 moves from the network 1 604 to network 2 614
which is based on the technology that is different from the network 1 604. In step 10, the
VCC server 608 sends movement request to the network 2 614. In one example
embodiment, the VCC server 608 detects the movement of the target user A 602 from
the network 1 604 to the network 2 614 using the VCC backend 620 and corresponding
X, Y and z co-ordinates of the target user A 602. In step 11, the VCC server 608
determines and analyzes the network properties associated with the network 2 614

using the VCC backend 620 when the target user A 602 moves to the network 2 614,
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[0057]In step 12, the result of analyzing the network properties associated with the
network 2 614 is sent to the VCC server 608. In step 13, the VCC server 608
successfully authenticates the movement of the target user A 602 to the network 2 614.
In step 14, the VCC server 608 contacts a duplication server 2 which duplicates the
target user's speech using a CDF 618 associated with the network 2 614. Upon a
successful duplication of the target user’'s speech in step 14, the duplication server 2
sends the response of the CFD 618 associated with the network 2 614 to the VCC
server 608 in step 15. Further in step 16, the target user A 602’s call continues to the
user B 610 via the network 2 614. In step 17, delivering the lawful interception data (i.e.,

HI3) in the network 2 614 to the LEA via the LI gateway is continued.

[0058] In this way, the interception is taken care by the CDF (i.e., the CDF 616 and CDF
618) that is present in both the networks (i.e., the network 1 604 and the network 2 614

respectively) be it the #7 signaling conversion of direct duplication of the packet.

[0059]FIG. 7 is an enhanced sequence diagram illustrating a process in the VCC back
end when providing the LI data in the VCC in a network-to-network movement scenario,
such as those shown in FIG. 6, according to one embodiment. As illustrated, the
sequence diagram 700 includes the target user A 602, the first telecommunication
network (herein after referred to as a network 1) 604, the LI database 606, the VCC
server 608, the user B 610, the HI3 delivery 612, the second telecommunication

network (herein after referred to as a network 2) 614, the network 1 call duplication
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function (CDF) 616, the network 2 CDF 618, the VCC backend 620, and a VCC

database 702.

[0060] In one embodiment, the VCC backend 620 refers to a network which includes a
VCC database 702 and a control algorithm based on a location of a particular area (i.e.,
using X, Y, and Z coordinates) of what are all the available networks and their
intercepting techniq‘ues. Based on the request for the movement, the VCC
communicates to the VCC server 608 of what and where to route the new request so

that the VCC-LI is not lost.

[0061] In step 1, the target user A 602 initiates/originates a call with the user b 610
using the network 1 604. In step 2, a check is made to recognize/detect whether the
target user A 602 is listed in the L| database 606 associated with the network 1 604 for
lawful interception. In other words, the LI database 606 is checked to see whether the
target user’s call needs to be tracked. In step 3, if the target user A 602 matches for LI
(i.e., i.e., the target user’s identity matches with an identity in the LI database 602 for
LI), then a new VCC server 608 is introduced for tracking the speech information (i.e., LI

data) of the target user A 602 in step 4.

[0062]In step 5, the VCC server 608 contacts the VCC backend 620 to check the ways
of intercepting the target user’s call. In step 6, the VCC backend 620 queries the VCC
database 702 regarding the ways of intercepting the target user's call. In step 7, the

VCC database 702 responds to the VCC backend 620 with the CDF 1 for intercepting
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the target user’s call. In step 8, the VCC backend 620 sends the result of the analysis

(i.e., intercept using CDF 1) to the VCC server 608.

[0063]In step 9, the VCC server 608 contacts a duplication server 1 which duplicateé
the target user’s speech using the CDF 1 616 associated with the network 1 604. Upon
a successful duplication of the target user’s speech in step 10, the VCC server 608
allows the target user A 602 to contact the user B 610 in step 11. In step 12, the lawful
interception data (i.e., HI3) in the network 1 604 is delivered to the LEA via the LI

gateway.

[0064]In step 13, the target user A 602 moves from the network 1 604 to network 2 614
which is based on a technology that is different from the network 1 604. In step 14, the
VCC server 608 sends movement request to the network 2 614. In one example
embodiment, the VCC server 608 detects the movement of the target user A 602 from
the network 1 604 to the network 2 614 using the VCC backend 620 and corresponding
X, Y and z co-ordinates of the target user A 602. In step 15, the VCC server 608
determines and analyzes the network properties associated with the network 2 614

using the VCC backend 620 when the target user A 602 moves to the network 2 614.

[0065] In step 16, the VCC backend 620 queries the VCC database 702 regarding the
ways of intercepting the target user’s call in the network 2 614. In step 17, the VCC
database 702 responds to the VCC backend 620 with the CDF 2 for intercepting the

target user's call.
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[0066]In step 18, the result of analyzing the network properties associated with the
network 2 614 is sent to the VCC server 608. In step 19, the VCC server 608
successfully authenticates the movement of the target user A 602 to the network 2 614.
In step 20, the VCC server 608 contacts a duplication server 2 which duplicates the
target user’s speech using the CDF 618 associated with the network 2 614. Upon a
successful duplication of the target user's speech in step 20, the duplication server 2
sends the response of the CFD 618 associated with the network 2 614 to the VCC
server 608 in step 21. Further in step 22, the target user A 602's call continues to the
user B 610 via the network 2 614. In step 23, delivering the LI data (i.e., HI3) in the
network 2 614 to the LEA via the LI gateway is continued in the same format as that of

the LI data sent from the network 1 604.

[0067] Therefore, the call setup is initiated from the target user A 602 is never lost and
there is always continuous L| data delivery whereby Ll is never lost. The VCC server
608 detects the movement of target user A 602 using the X, Y, Z co-ordinates that the
target user A 602 moves and uses the same to identify which network the target user A

602 is going into.

[0068] The above described architecture is very easy to implement and can be adapted
to any kind of network as there is no big change in the way the call handing is to happen
and if done once then when new networks are added the same can be easily modified
in the database. If there is a new network to be added then the same could be done

easily by adding the new network configuration in the corresponding tables.
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[0069] Further, the above technique described in FIGS. 4-7 provides the VCC server
that lies directly in the path of the target user and the other user, and receives all the
corresponding information about the network which the target user moves from the VCC
backend and hence addresses VCC in case of LI in any kind of network. Furthermore,
the above technique described in FIGS. 4-7 allows the target user to move between
network and topologies as all information are fed and readily available for the VCC
server from the VCC backend. Also, the above technique described in FIGS. 4-7 allows
to place the new VCC server and the VCC backend as separate components in the
network that take care of the CFD function of LI in case of VCC and hence there is no
need to change the existing infrastructure. In this case, the VCC server and the VCC
backend can be used to replicate the speech content of the target user and could
provide the content to the LEA in the format required by the LEA without making any

change in the network topology or architecture of the LEA.

[0070] An article comprising a non transitory computer readable storage medium having-
instructions thereon which when executed by a computer, cause the computer to
perform the above described method. The method described in the foregoing may be in
a form of a machine-readable medium embodying a set of instructions that, when
executed by a machine, cause the machine to perform any method disclosed herein. It
will be appreciated that the vafious embodiments discussed herein may not be the

same embodiment, and may be grouped into various other embodiments not explicitly
disclosed herein. For example, the VCC server may include a processor and a memory
coupled to the processor. The memory includes the set of instruction for executing by

the processor.
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[0071]In addition, it will be appreciated that the various operations, processes, and
methods disclosed herein may be embodied in a machine-readable medium and/or a
machine accessible medium compatible with a data processing system (e.g., a
computer system), and may be performed in any order (e.g., including using means for
achieving the various operations). Accordingly, the specification and drawings are to be

regarded in an illustrative rather than a restrictive sense.

[0072] In various embodiments, the above-described methods and systems of FIGS. 4
through 7 provides an easy to implement in the existing network topology and
heterogeneous networks today, helps in preventing the LI call drop during VCC in a
heterogeneous network, and also provides a smooth transfer and thus takes care of LI

in case of VCC.

[0073] Further, the above-described methods can also be applicable for future network
upgrades. Because once a new technology is introduced the VCC server and VCC
backend can be adapted with the new technology by providing information about the
new technology. The above-described methods provides a non intrusive solution
because there is no change in packet header and no changes in the IP addresses and
does not put any over head to the network and hence does not affect the performance

of the network.
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[0074] Although, the present embodiments have been described with reference to
specific example embodiments, it will be evident that various modifications and changes
may be made to these embodiments without departing from the broader spirit and
scope of the various embodiments. Furthermore, thé various devices, modules,
analyzers, generators, and the like described herein may be enabled and operated
using hardware circuitry, for example, complementary metal oxide semiconductor based
logic circuitry, firmware, software and/or any combination of hardware, firmware, and/or
software embodied in a machine readable medium. For example, the various electrical
structure and methods may be embodied using transistors, logic gates, and electrical

circuits, such as application specific integrated circuit.
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CLAIMS
What is claimed is:

1. A method for providing lawful interception (LI) data in voice call continuity (VCC) in

telecommunication networks, comprising:

intercepting data associated with a registered telecommunication network user
coming from a first telecommunication network by a VCC gateway upon a successful

detection/authentication by a law enforcement agency (LEA);

delivering the intercepted data to the LEA by the VCC gateway in a format desired

by the LEA,

configuring the VCC gateway based on a’successful determination of network
properties associated with a second telecommunication network upon the registered
telecommunication network user moving to the second telecommunication network,
wherein the second telecommunication network is based on a technology that is

different from the first telecommunication network:

continue intercepting the data associated with the registered telecommunication
network user coming from the second telecommunication network by the VCC gateway
upon configuring the VCC gateway based on the network properties associated with the

second telecommunication network; and
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continue sending the intercepted data coming from the second telecommunication

network to the LEA by the VCC gateway in the format desired by the LEA.

2. The method of claim 1, wherein the first telecommunication network and the second
telecommunication network are technologies selected from the group consisting of GSM

networks, VOIP networks, Wi-Fi networks, and WiMax networks.

3. The method of claim 1, wherein configuring the VCC gateway based on the
successful determination of network properties associated with the second

telecommunication network, comprises:

detection of the movement of the registered telecommunication network user from
the first telecommunication network to the second telecommunication network using a
VCC backend and corresponding co-ordinates of the registered telecommunication

network user;

determining the network properties associated with the second telecommunication
network using the VCC backend by the VCC gateway upon the registered

telecommunication network user moves to the second telecommunication network; and

configuring the VCC gateway based on a successful determination of the network

properties associated with the second telecommunication network.

4. The method of claim 1, wherein intercepting the data associated with the registered
telecommunication network user coming from the first telecommunication network by

the VCC gateway upon the successful detection/authentication by the LEA comprises:
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detection of the data associated with the registered telecommunication network user

coming from the first telecommunication network by the VCC gateway;

authenticating the registered telecommunication network user by an LI gateway via

the VCC gateway; and

duplicating the data associated with the registered telecommunication network user

towards the LEA upon a successful authentication.

5. The method of claim 4, wherein sending the intercepted data to the LEA by the VCC

gateway in the format desired by the LEA comprises:

sending the duplicated data associated with the registered telecommunication

network user to the LEA by the VCC gateway in a format desired by the LEA.

6. The method of claim 4, wherein continue intercepting the data associated with the
registered telecommunication network user coming from the second telecommunication
network by the VCC gateway upon configuring the VCC gateway based on the network

properties associated with the second telecommunication network, comprises:

duplicating the data associated with the registered telecommunication network user
coming from the second telecommunication network by the VCC gateway upon
configuring the VCC gateway based on the network properties associated with the
second telecommunication network, wherein the data associated with the registered
telecommunication network user coming from the second telecommunication network is

duplicated towards the LEA when the registered telecommunication network user
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moves from the first telecommunication network to the second telecommunication

network.

7. The method of claim 6, wherein continue sending the intercepted data coming from
the second telecommunication network to the LEA by the VCC gateway in the format

desired by the LEA, comprises:

continue sending the duplicated data coming from the second telecommunication

network to the LEA by the VCC gateway in the format desired by the LEA.

8. A non-transitory computer-readable storage medium for providing lawful interception
(L1) data in voice call continuity (VCC) in telecommunication networks having

instructions that, when executed by a computing device cause the computing device to:

intercept data associated with a registered telecommunication network user coming
from a first telecommunication network by a VCC gateway upon a successful

detection/authentication by a law enforcement agency (LEA);

deliver the intercepted data to the LEA by the VCC gateway in a format desired by

the LEA:

configure the VCC gateway based on a successful determination of network
properties associated with a second telecommunication network upon the registered
telecommunication network user moving to the second telecommunication network,
wherein the second telecommunication network is based on a technology that is

different from the first telecommunication network:
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continue intercepting the data associated with the registered telecommunication
network user coming from the second telecommunication network by the VCC gateway
upon configuring the VCC gateway based on the network properties associated with the

second telecommunication network; and

continue sending the intercepted data coming from the second telecommunication

network to the LEA by the VCC gateway in the format desired by the LEA.

9. The non-transitory computer-readable storage medium of claim 8, wherein the first
telecommunication network and the second telecommunication network are
technologies selected from the group consisting of GSM networks, VOIP networks, Wi-

Fi networks, and WiMax networks.

10. The non-transitory computer-readable storage medium of claim 8, wherein
configuring the VCC gateway based on the successful determination of network

properties associated with the second telecommunication network, comprises:

detection of the movement of the registered telecommunication network user from
the first telecommunication network to the second telecommunication network using a
VCC backend and corresponding co-ordinates of the registered telecommunication

network user;

determining the network properties associated with the second telecommunication
network using the VCC backend by the VCC gateway upon the registered

telecommunication network user moves to the second telecommunication network; and
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configuring the VCC gateway based on a successful determination of the network

properties associated with the second telecommunication network.

11.The non-transitory computer-readable storage medium of claim 8, wherein
intercepting the data associated with the registered telecommunication network user
coming from the first telecommunication network by the VCC gateway upon the

successful detection/authentication by the LEA comprises:

detection of the data associated with the registered telecommunication network user

coming from the first telecommunication network by the VCC gateway;

authenticating the registered telecommunication network user by an LI gateway via

the VCC gateway; and

duplicating the data associated with the registered telecommunication network user

upon a successful authentication.

12. The non-transitory computer-readable storage medium of claim 11, wherein sending
the intercepted data to the LEA by the VCC gateway in the format desired by the LEA

comprises:

sending the duplicated data associated with the registered telecommunication

network user to the LEA by the VCC gateway in a format desired by the LEA.

13. The non-transitory computer-readable storage medium of claim 11, wherein continue
intercepting the data associated with the registered telecommunication network user

coming from the second telecommunication network by the VCC gateway upon
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configuring the VCC gateway based on the network properties associated with the

second telecommunication network, comprises:

duplicating the data associated with the registered telecommunication network user
coming from the second telecommunication network by the VCC gateway upon
configuring the VCC gateway based on the network properties associated with the
second telecommunication network, wherein the data associated with the registered
telecommunication network user coming from the second telecommunication network is
duplicated towards the LEA when the registered telecommunication network user
moves from the first telecommunication network to the second telecommunication

network.

14.The non-transitory computer-readable storage medium of claim 13, wherein continue
sending the intercepted data coming from the second telecommunication network to the

LEA by the VCC gateway in the format desired by the LEA, comprises: -

continue sending the duplicated data coming from the second telecommunication

network to the LEA by the VCC gateway in the format desired by the LEA.

15. A system for providing lawful interception (LI) data in voice call continuity (VCC) in

telecommunication networks, comprising:
a first telecommunication network;

a second telecommunication network that is based on a technology different from

that of the first telecommunication network;

a LI gateway; and
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a VCC gateway coupled to the first telecommunication network, the second
telecommunication network, and the LI gateway, wherein the VCC gateway includes a

VCC server to:

intercept data associated with a registered telecommunication network user
coming from the first telecommunication network upon a successful

detection/authentication by a law enforcement agency (LEA);

deliver the intercepted data to the LI gateway associated with the LEA in a

format desired by the LEA;

configure the VCC gateway based on a successful determination of network
properties associated with the second telecommunication network upon the
registered telecommunication network user moving to the second telecommunication

network;

continue intercepting the data associated with the registered
telecommunication network user coming from the second telecommunication
network upon configuring the VCC gatéway based on the network properties

associated with the second telecommunication network; and

continue sending the intercepted data coming from the second
telecommunication network to the LI gateway associated with the LEA in the format

desired by the LEA.



WO 2013/144669 PCT/IB2012/000646
37

16. The system of claim 15, wherein the first telecommunication network and the second
telecommunication network are technologies selected from the group consisting of

GSM networks, VOIP networks, Wi-Fi networks, and WiMax networks.

17.The system of claim 15, wherein the VCC server detects movement of the registered
telecommunication network user from the first telecommunication network to the second
telecommunication network using a VCC backend and corresponding co-ordinates of
the registered telecommunication network user, determines the network properties
associated with the second telecommunication network using the VCC backend upon
the registered‘ telecommunication network user moves to the second telecommunication
network, and configures the VCC gateway based on a successful determination of the

network properties associated with the second telecommunication network.

18. The system of claim 15, wherein the VCC server detects the data associated with
the registered telecommunication network user coming from the first telecommunication
network, wherein the LI gateway authenticates the registered telecommunication
network user via the VCC gateway, and wherein the VCC server duplicates the data
associated with the registered telecommunication network user upon a successful

authentication.

19. The system of claim 18, wherein the VCC server sends the duplicated data .
associated with the registered telecommunication network user to the LEA in a format

desired by the LEA.

20. The system of claim 18, wherein the VCC server duplicates the data associated with

the registered telecommunication network user coming from the second
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telecommunication network upon configuring the VCC gateway based on the network
properties associated with the second telecommunication network, wherein the data
associated with the registered telecommunication network user coming from the second
telecommunication network is duplicated towards the LEA when the registered
telecommunication network user moves from the first telecommunication network to the

second telecommunication network.

21.The system of claim 20, wherein the VCC server continues sending the duplicated
data coming from the second telecommunication network to the LEA in the format

desired by the LEA.
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