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SUPPORT ACTION BASED SELF LEARNING AND ANALYTICS FOR
DATACENTER DEVICE HARDWARE/FIRMWARE FAULT MANAGEMENT

BACKGROUND

[11  Advanced reliability, availa_bi\lity and supportability (RAS) is becoming
increasingly a differentiating factor for hardware manufacturers with the commoditization
of servers and other network components in a data center. Automated
~hardware/firmware analysis is also generally becoming a challenge when it comes to
isolating problems spanning multiple subsystems. As computer technology advances,
for example with continuous changeé to fabrication technologies, analysis of
hardware/firmware errors based on past experience and data may not always be
appropriate for newer hardware/firmware products. _

[2] The lack of historic failure data for new hardware/firmware can result in hardware
vendors shipping error analysis algorithms that may not always pin point to a particular
field replaceable unit (FRU) or reason for failure. For example, it may be difficult to know
if a dual inline memory module (DIMM) error is caused due to bad fabrication, bad
connector, dynamic random access memory (DRAM) failure, and/or problem with
motherboard’s traces and chipset like scalable memory buffers. In another example,
several processor cards can plug into and make use of a common system bus where
additional memory modules or |O modules may also be plugged into the common
system bus. If a fault occurs in a memory controller or 10 controller, the fault can appear
to be caused by a fault on itself or one of the FRUs of the common bus. Example FRUs
- are network card, sound card, video card, modem, storage device, and the like.

[3] Existing fault management solutions for such complex error analysis scenarios
spanning multiple subsystems, typically, generate a service event along with a
recommendation including an ordered set of actions to a support engineer upon
detecting a hardware/firmware failure event. For example, in the case of a memory
failure, a series of steps starting with reseating a DIMM, replacing the DIMM (if problem
persists), and/or replacing mother board (if problem further persists) are generally

recommended.
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BRIEF DESCRIPTION OF THE DRAWINGS

[4] Figure 1A is a block diagram depicting an example support activify based self

| learning and analytics for datacenter device hardware/firmware fault management.

[5] Figure 1B is another block diagram depicting an example support activity based
self learning and analytics for datacenter device hardware/firmware fault management
including major components of the managed device, the self learning manager, and the
service provider cloud, such as those shown in figure 1A.

[6] Figure 2 is an example table of event and associated action codes stored in an
event and action Code'repository snap shot (EACRS) or a centralized event and action
code repository (CEACR), such as those shown in Figures 1A and 1B, respectively.
[7] Figure 3 is a flow diagram depicting an example method for support activity
based self learning and analytics for datacenter device hardware/firmware fault

management.
DETAILED DESCRIPTION

[8] In the following description and figures, some example implementations of
systems and/or methods for support activity based self learning and analytics for
datacenter device hardware/firmware fault management are described. Various
examples described below relate to self learning from support engineer’s field support
activities and automatically fine tune and generate recommendations of
hardware/firmware error analysis solutions. More specifically examples describe
validating support engineer’s actions, detecting anomalies and implement closed loop
solutions to automatically close the support event/call with the required data to correct
the hardware/firmware errors in the field.

[9] The terms “support engineer”, “service engineer”, “field engineer” and “customer
engineer” are used interchangeably throughout the document. Further, the terms
‘hardware” and “field replaceable unit (FRU)" are being used interchangeably
throughout the document. Furthermore, the terms “service activity”, “field activity”, “field
- support activity” and “support activity” refer to service and/or support actions performed

in the field by a support engineer. In addition, the term “datacenter device hardware and
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firmware” can also refer to servers and storage and network devices. Also the term
“‘managed device” refers to a “managed server”, “server”, and the like. The terms
‘datacenter device” and "managed device” are being used interchangeably throughout
the document. Moreover, the term *hardware/firmware failure event” refers to an error
condition observed in a hardware component like processor, memory, fan and the like
and/or a failure of a hardware device during initialization that may be caused due to a
firmware bug. '

[10] Figure 1A is a block diagram of a system 100A depicting an example scenario of
support activity based self learning and analytics for datacenter hardware/firmware fault
management. Referring to Figure 1A, the example system 100A depicts a support
engineer’s computing device 106 including a support engineer’s user interface (Ul) 128.
As depicted in Figure 1A, the example system 100A further includes a managed device
102 coupled to the support engineer’'s computing device 106. Further, as depicted in
Figure 1A, the managed device 102 includes memory 103, which in turn includes a self
learning manager 108, an error analysis engine 114. Furthermore, as depicted in Figure
1A, the managed device includes ah event and action code repository snapshot
(EACRS) 116 and a hardware/firmware layer 118.

[11] Figure 1B is another block diagram of a system 100B that is similar to Figure 1A
except that the managed device 102 is shown including some major components and
‘their interconnectivity and also shown including a service provider cloud 104
communicatively coupled to the managed device 102 via Internet 129. As shown in
Figure 1B the managed device 102 further includes a service action history repository
(SAHR) 110 and an FRU history repository 112. Aléo as shown in Figure 1B, the self
learning manager 108 includes a feedback collector 120, an action validation engine
122, a dynamic action code priority generator 124 and a service event data
retriever/generator 126. Further as shown in Figure 1B, the service provider cloud 104
includes remote supbort automation tools 130, a service case identification (I1D)
repository 132, a data analytics cloud 134 and associated reports 136, a user interface
(Ul) 138, and a centralized event and action code repository (CEACR)140.

[12] In operation, a service event including a unique service event ID, a set of

prioritized cause and support engineer actions/recommendations and associated unique
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support engineer action codes is generated for a support engineer using a mapping
table 200, such as those shown in Figure 2, by the error analysis engine 114 upon
detecting a hardware/firmware failure event via the hardware/firmware layer 118
associated with the managed device 102. Example set of prioritized cause and support
engineer actions/recommendations are a set of prioritized cause/recommendations. The
cause/recommendations is a combination of field replaceable unit (FRU) replacements
and/or non FRU replacement procedures, and further the order of FRU replacement
cause/recommendations can be based on an annual failure rate of associated FRUs. In
s}ome example scenarios, where hardware/firmware failure event symptoms may not be
isolated to a speciﬁé field replaceable unit (FRU), an ordered set of
cause/recommendation action description will be provided in the service event
generated by the error analysis engine 114. The cause/recommendation action can be

- a combination of FRU replacement and/or non FRU replacement. For example,
recommending first to reseat an FRU and then recommending replacing the FRU if the
reseating does not resolve the failure. The order for FRU replacement
cause/recommendation action description may be based on annual failure rate of
associated FRUs. In some examples, the error analysis engine 114 generates a service
event along with problem cause/recommendations upon detecting a hardware/firmware
failure event. Further in these examples, each service event may be accompanied by a
unique service event ID along with location identifiers as to where the
hardware/firmware failure event occurred or was detected. Furthermore in these
examples, the error analysis engine 114 may store all associated FRU information, such
as serial number, part number and the like. Also in these examples, the error analysis
engine 114 may be configured to generate the service event including a unique service
event ID, a set of prioritized cause/recommendations, associated unique support
engineer action codes, location identifier as to where the hardware/firmware failure
event occurred or detected, FRU vital information for the support engineer'using the
“mapping table. The vital information includes FRU serial number, FRU port number
and/or FRU time of failure.

[13] Insome examples, a unique support engineer action code is defined for each

possible support engineer actions that are associated with hardware/firmware failure
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events. For example, a unique support engineer action code of “1234": DIMM may be
aésigned to a possible support engineer action of “reseat FRU”: DIMM” while possible
support engineer action code of “replace FRU”: DIMM" may be assigned with a unique
support engineer action code of “4321": DIMM. In these examples, architected unique
support engineer action codes may be defined to corresponding different support
engineer actions that can be taken by a support engineer. Further for example, for a
support engineer action of “reseating a DIMM”, the unique support engineer action code
may be defined as “RESEAT_DIMM”, for a support engineer action of “‘updating
firmware”, the unique support engineer action code may be defined as “UPDATE_FW’
and so on. In these examples, the mapping table including each support engineer action
and associated unique support engineer action codes is stored in the EACRS 116
and/or a central event and action code repository (CEACR) 140 residing in the service
provider cloud 104 that is coupled to the managed device 102 via Internet 129. In
addition to these examples, a recommendation text may be associated with the support
engineer action code along and an extract of these support engineer action codes and a
service event definition may be bundied with an instance of the error analysis engine
114. Also in these examples, mapping of service event recommendations and
associated unique support engineer action codes for various managed de\l/ices and
product platforms may be maintained in the CEACR 140. Further, a snap shot of
metadata information (mapping table, such as those show in Figure 2) correlating
‘support engineer action codes and prioritized service event recommendations
applicable to a specific product and/or platform may be stored in the EACRS 116. In
one example, EACRS 116 includes a snap shot of the data in CEACR 140 at a point in
time. The snap shot may'be bundled with all managed devices that have the
hardware/firmware analytical bapability.

[14] Even though the error analysis engine 114 is shown residing in the managed
device 102, it can be envisioned that the error analysis engine can be located remotely
and can be configured to work with more than one managed device 10é. in one
example, unique support engineer action codes for each possible support engineer’s
actions for different managed devices and platforms are stored in the CEACR 140.

Further, associative map of service event recommendations and unique support
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engineer's action codes are stored in the CEACR 140. In this example, Ul 138
associated with the CEACR 140 is modified to accommodate the addition of the unique
support engineer’s action codes. B

[15] The support engineer actions taken by the support engineer, in response to the
service event and upon completing the service event, are then received by the self
learning manager 108 via a support engineer’s user interface (Ul) 128 residing in the
support engineer’s computing device 106. In some examples, support engineer actions
taken by the support engineer in response to the service event and upon completing the
service event are received by the feedback collector 120 residing in the self learning
manager 108 via a support engineer’s user interface (Ul) 128 residing in the support
engineer's computing device 106. In sbme examples, the feedback collector 120 stores
the support engineer actions in a non-volatile storage, such as the SAHR 110 for offline
analytics. In some examples,vthe service event, the unique support engineer action 1D
including the details of thé action taken by the support engineer and assocviated service
event ID are sent in real-time to the sérvice provider cloud 104 to signal the completion
of the service event. In these examples, the support engineer enters the unique support
engineer action codes and associated support engineer actions via the support
engineer’s Ul 128 upon completing the service call in response to the service event. In
these examples, the support engineer may also enter associated free flowing text via
the support engineer’s Ul 128, which may be ‘used for providing low level details
regarding the support engineer actions taken in response to the service event and also
may be used for providing feedback to the action validation engine 122 on any new
cause/recommendation found by the support engineer. In one example, the action
validation engine 122 validates any action taken by a support engineer. Further, the
action validation engine 122 sends a completion event notification to the service
provider cloud 104 via Internet 129 to indicate the completion of the service event and
status is updated in the service case |D repository 132. In some examples, feedback
collector 120 is configured to receive the data entered by the support engineer after
completing the service event via the support engineer's Ul 128 and then store the data
in the SAHR 110 for future analytics. In one example, SAHR 110 is used to store data

related to support engineer actions taken by a support engineer in response to a service
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call/event. Further in this example, the dynamic action code priority generator 124
automatically reorders the cause/recommendation information (stored in SAHR 110
‘and/or EACRS 116) associated with the service event based on support engineer’s
previous action history, conditional probability algorithms using number of instances
where support engineer takes a different action when compared with recommendations
and annual failure rate. In some examples, the dynamic action code priority generator
124 automatically reorders the cause/recommendation information based on recovery
policies. '

[16] The self learning manager 108 then analyzes the support engineer actions taken
by the support engineer with the set of prioritized cause and support engineer
actions/recommendations. In some examples, the action validation engine 122 residing
in the self learning manager 106 automatically analyzes and validates the support |
engineer actions ta‘ken by the support engineer with the set of prioritized cause and
support engineer actions/recommendations. Further the action validation engine 122
then determines any potential errors resulting from the support engineer actions taken
by the support engineer and notifying the support engineer based on the outcome of the
analysis. In some examples, the action validation engine 122 validates- the support
ehgineer actions taken by the support engineer using any stored FRU
hardware/firmware failure event information in the FRU history repository 112. For
example, if the recommended action was “REPLACE_FRU” at a specific location in the
managed device 102, the action validation engine 122 uses the unique support action
code and compares the obtained FRU hardware/firmware failure event information after
completing the service event with the FRU hardware/firmware failﬁre event information
before completing the service event to see if the FRU was replaced at the specified
location. If there is any discrepancy in the support engineer’s actions, the action
validation engine sends out alerts to the support engineer of a potential wrong action(s).
To enable learning and for any future dynamic analysis, the unique support action code,
failure symptom, location identifier, and time of performing the service action are stored
in the SAHR 110. In some examples, the action validation engine 122 may use the
stored data associated with the unique support action code if a similar

hardware/firmware failure event occurs at the same location within a predetermined
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time interval. In such a situation, the action validation engine 122 may trigger automatic
reorder of cause/recommendation information associated with the unique support action
code based on support engineer’s previous support action history, conditional
probability algorithms and annual failure rate of hardware components. In these
examples, the dynamic action code priority generator 124 along with the service event
data retriever/generator 126 update the unique support action code priorities for a
service event based on support engineer entered data for the service event via the -
support engineer’'s Ul 128 obtained from SAHR 110. In one example, the service event
data retriever/generator 126 retrieves associated support engineers action codes and
generates a service event. The dynamic action code priority generator 124 reorders the
causef/recommendation information for the service event based on support engineer’s
previous action history, conditional probability algorithms and annual failure rate of
hardware components. In one example, FRU history repository 112 is configured to
store unique support engineer’s action code data associated with each FRU in the
managed device 102.

[17]1 The action validation engine 122 then dynamically recommends any needed
updates to the set of prioritized cause and support engineer actions/recommendations
based on the outcome of the analysis by the .self learning manager 108. In some
examples, service events and associated support engineer actions may also be used to
detect potential user errors and to dynamically trigger updating of recommendations for
, an'y similar future errors. Also in these examples, statistical techniques, user defined
policies and analytics may be used to update prioritized support engineer actions and
recommendations in the EACRS 116 and/or CEACR 140.

[18] In one example, the executable instructions can be part of an installation
package that whén installed can be executed by the self learning manager 108 to
implement the systems 100A and B. In one example, the memory resource in the
systems 100A and B can also be a portable medium such as a CD, a DVD, a flash
drive, or memory maintained by a computer device from which the installation package
can be downloaded and installed. In another example, the executable instructions can

be part of an application or applications already installed. Here, the memory resource in
' 3
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the systems 100A and B can include 'integratevd memory such as a drive, NVRAM,
DRAM or the like.

[191 In the discussion herein, the self learning manager 108 and the error analysis
engine 114 in Figures 1A and 1B have been described as a combination of circuitry and
executable instructions. Such components can be implemented in a number of fashions.
The executable instruction can be processor executable instructions, such as program

- instructions, stored on memory, such as memory 103, which is a tangible, non-transitory
- computer readable storage medium, and the circuitry can be electronic circuitry,
managed device 102, for executing those instructions. The managed device 102, for
example, can include one or multiple processors. The memory 103 can store program
instructions, which enable support activity based self learning and analytics for
datacenter device hardware/firmware fault management as a result of code generated
by the self learning manager 108 and/or the error analysis engine 114. The memory 103
can be integrated in the same managed device 102 or it can be in a separate computing
system that is accessible to the managed device 102. '

[20] As shown in Figures 1A and 1B, the self learning manager 108 including the
feedback collector 120, action validation engine 122, dynamic action code priority
genefator 124 and service event data retriever/generator 126 can be stored in a same
computing system or distributed across servers, other devices or storage mediums, or a
combination thereof. For example, an instance of the self learning manager 108 and the
error analysis engine 114 can be executing on one or more of the procéssor resources
of the server devices. The engines and/or modulesk can complete or assist completion of
operations performed in describing another engine and/or module. The engines,
generators, drivers and/or modules can perform the example method described in
connection with Figure 3.

[21] Figure 3 is a flow diagram 300 depicting an example method for support activity
based self learning and analytics for datacenter device hardware/firmware fault
management. Referring to Figure 3, example methods for implementing support activity
based self learning and analytics for datacenter device hardware/firmware fault

management is described below.
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[22] At block 302, a service event.including a unique service event ID, a set of
prioritized cause and support engineer actions/recommendations and associated unique
support engineer action codes are generated for a support engineer by an error analysis
engine using a mapping table upon detecting a hardware/firmware failure event via a
hardware/firmware layer associated with a ménaged device in the datacenter. In this
example, the mapping table includes each of support engineer’s
actions/recommendations and associated cause and unique support engineer action
codes as shown in example table in Figure 2. In some examples, a centralized
repository (CEACR), such as those shown in Figures 1A and 1B, includes all
hardware/firmware failure events, associated cause and support engineer’s
actions/recommendations and unique support engineer action codes for all the
managed nodes and platforms in a datacenter. In these examples, a mapping table
including a snap shot of the data associated with a managed node in’ the CEACR is
stored in the event and action code repository snap shot (EACRS), such as those
shown in Figures 1A and 1B, associated with the managed node. It can envisioned that
such mapping table associated with managed nodes, shown |n Figures 1A and 1B, can
be bundled and shipped along with such hardware/firmware fault management
solutions. _

[23] At block 304, support engineer actions taken by the support engineer is then
received upon completing the service event via a support engineer’s user interface (Ul)
by a self learning manager, such as those shown in Figures 1A and 1B. In this example,
the support engineer after completing the service event, provides feedback on the
actual action taken during the repair procedure. The feedback may be in the form of
unique support engineer action code, unique service event ID, and any free flowing text.
[24] At block 306, suppbrt engineer actions taken by the support engineer are then
analyzed with the set of prioritized cause and support engineer
actions/recommendations by the self learning manager. In some examples, the support
engineer feedback is then stored in a' non-volatile memory (SAHR), such as those
shown in Figures 1A and 1B for offline analytics. In some examples, if the managed

device is connected to a service provider cloud, such as those shown in Figures 1A and

10
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1B, the unique service event ID along with the unique support engineer action code and -
the free flowing text are then sent to the service provider cloud to store in the CEACR).
[25] At block 308, any potential errors resulting from the support engineer actions
taken by the support engineer is determined and notified the support engineer based on
the outcome of the analysis by the self learning manager. In some examples, the
actions taken by the support engineer to complete the service event is then verified
using the generated set of prioritized cause and support engineer
actions/recommendations. This may be accomplished by comparing the system
configuration information before and after completing the service event (repair)
associated with unique support engineer action code. - '

[26] Atblock 310, any needed updates to the set of prioritized cause and support
engineer actions/recommendations are dynamicaily recommended based on the
outcome of the analysis by the self learning manager. For example, if the error analysis
engi’ne generates and recommends replacing DIMM in location 1 and if the support
engineer replaces DIMM in location 2 and enters the action taken for replacing the
DIMM, a notification including the details of anomaly is ‘automatically sent to the support
engineer. For another example, if the generated recommendations in the highest order
of priority are to perform action 1, action 2 and then action 3 and in majority of the
completed service events is only following action 2 to complete the service event, then
the error analysis engines based on statistical analysis and frequency may
automatically change the set of prioritized cause and support ehgineer
actions/recommendations in the CEACR and EACRS. For another example, after
completing the verification and analysis if there are anomalies in the action taken by the
support engineer, a notification including these anomalies may be automatically sent to
the owner of these service events, which may enable a proactive modification to the
stored set of prioritized cause and support engineer actions/recommendations. In some
examples, the feedback received from the support engiheer may be used to close the
support case automatically in the service provider cloud. In some examples, the action
taken by the suppoft engineer may also be used to automatically update the local snap
shot of the CEACR and EACRS to reflect any new set of prioritized cause and support
engineer actions/recommendations. Such automatic updates to the CEACR and EACS

11
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may be controlled using service policies based on, for example, percentagé of service
events and statistical analysis. /

[27] The above examples describe an automated support action based self learning
and analytics technique that uses a combination of the self learning manager 108 and
error analysis engine 114 for datacenter device hardware/firmware fault management.
Further, the above examples describe an automated real-tinﬁe hotifiéation of any
potential errors that might have arisen in completing the service event to the support
engineer. This is accomplished by comparing the FRU configuration of the datacenter
device before the failure event with the FRU configuration of the datacenter device after
completing the service event by the support engineer along with any service engineer’s
feedback.

[28] The method associated with the flow diagram 300 of Figure 3 is explained in
more detail with reference to Figure’é 1A, 1B avnd 2 above. Although the flow diagram of
Figure 3 illustrates specific orders of execution, the order of execution can differ from
that which is illustrlated. For example, the order of execution of the blocks can be

~ scrambled relative to the order shown. Also, the blocks shown in succession can be
executed concurrently or with partial concurrence. All such variations are within the
scope .of the present subject matter. Even though the above Figures 1A and 1B are
described using only one managed device 102 in the datacenter, one skilled in the art
would appréciate that the idea can be extended to any number of managed devices,
such as multiple servers in a datacenter.

[29]- The terms “include,” “have,” and variations thereof, as used herein, have the
same meaning as the term “comprise” or appropriate variation thereof. Furthermore, the
term “based on”, as used herein, means “based at leastin part on.” Thus, a feature that
is described as based on some stimulus can be based on the stimulus or a combination
of stimuli including fhe stimulus.

[30] The present description has been shown and described with reference to the
foregoing examples. It is understood, however, that other forms, details, and examples
can be made withoUt departing from the spirit and scope of the invention that is defined

in the following claims.

12
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CLAIMS
What is claimed is:

1. A system, comprising:
a support engineer’s computing device;
a centralized event and action code.rebository (CEACR); and
a managed device coupled to the support engineer’'s computing device and the
CEASR, wherein the managed device, .comprising:
| a self learning manager; ‘
an event and action code repository snap shot (EACRS);
an error analysis engine; and
a hardwére/firmware layer coupled to the error analysis engine, wherein
the self learning manager and tHe error analysis engine are to:
generate a service event including a unique service event ID, and
associated set of prioritized cause and support engineer’s
actioﬁs/recbmmendations and unique support engineer action codes for a
support engineer;
receive support engineer actions taken by the support engineer upon
completing the service event;
analyze support engineer actions taken by the support engineer,;
determine any potential errors resulting from the support engineer
actions and notifying the support engineer based on the outcome of the
analysis; and |
dynamically recommend any needed updates to the set of prioritized.
cause and support engineer actions/recommendations based on the

outcome of the analysis.

2.The system of claim 1, wherein the self learning manager and the error analysis
engine are further to: '
store the support engineer actions taken by the support engineer in a service

action history repository (SAHR).

13
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3. The system of claim 1, wherein the self learning manager along with the error
analysis engine are further configured to:

send the unique service event ID and the support engineér actions taken by the
support engineer along with a confirmation of completion of the service event to a

remote datacenter to enable automatic closure of a service event.

4. The system of claim 1, wherein the self learning manager and the error analysis
engine are further to: ,

define a unique support engineer’s action code for each possible support
engineer’s actions associated with hardware/firmware failure evehts; and

store the mapping table including each of éupport engineer’s actions and
associated unique support engineer’s action codes in EACRS and/or a central event

and action code repository (CEACR) residing in a service provider cloud.

5. The system of claim 1, wherein the self learning manager and the error analysis
engine are to analyze support engineer actions taken by the support engineer with the
set of prioritized cause and support engineer actions/recommendations, comprising the
step of:

analyzing support engineer actions taken by the support engineer with the set of
prioritized cause and support engineer actions/recommendations using statistical

techniques.

6. The system of claim 1, wherein the set of prioritized cause and support engineer
actions/recommendations, comprises:

a combination of field replaceable unit (FRU) replacements and/or non FRU
replacement procedures, and further the order of FRU replacement

cause/recommendations are based on an annual failure rate of associated FRUs.

7. The system of claim 6, wherein the self learning manager and the error analysis

engine are to generate the service event including a unique service event 1D, a set of

14
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prioritized cause/support engineer actions/recommendations, associated unique support
engineer action codes, location identifier as to where the hardware/firmware failure
event occurred or detected, FRU vital information for the support engineer using the
mapping table, wherein the vital.information includes FRU serial number, FRU port

number and/or FRU time of failure.

8. A non-transitory computer readable storage medium comprising a set of instructions
executable by at least one processof resource to:

génerating a service event inclﬂding a unigue service event ID, a set of prioritized
cause and support engineer actions/recommendations and associated unique support
engineer action codes for a support engineer;

receiving support engineer actions taken by the support engineer upon
completing fhe service event, o

analyzing support engineer actions taken by the support engineer with the set of
prioritized cause and support engineer actions/recommendations;

determining any potential errors resulting from the support engineer actions
taken by the support engineer and notifying the support engineer based on the outcome
of the analysis by the self learning manager; and

dynamically recommending any needed updates to the set of prioritized cause
and support éngineeractiOns/recorhmendations based on the outcome of the analysis

by the self learning manager.

9. The non-transitory computer readable storage medium of claim 8, comprising:
storing the support engineer actions taken by the support engineer in a non-

- volatile memory for off-line analytics.

10.  The non-transitory computer readable storage medium of claim 8, comprising:
sending the service event |ID and the support engineer actions taken by the
support engineer along with a confirmation of completion of the service event to a

remote datacenter.
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11. A method for support activity based self learning and analytics for datacenter
device hardware/firmware fault management, comprising: |

generating a service event including a unique service event [D, a set of prioritized
cause and support engineer actions/recommendations and associated unique support
engineer action codes for a suppoft engineer using a mapping table including each of
support ehgineer’s actions and associated unigue support engineer action codés by an
error analysis engine upon detecting a hardware/firmware failure event via a
hardware/firmware layer associated with a managed device in the datacenter;’

receiving support engineer actions taken by the support engineer upon
completing the service event via a support engineer’s user interface (Ul) by a self
learning manéger;

analyzing support engineer actions taken by the support engineer with the set of
prioritized cause and support engineer actions/recommendations and field replaceable
unit (FRU) configuration information before and after servicing the hardware/firmware
failure by the self learning manager;

determining any pot_ential'erro‘rs resulting from the support engineer éctions
taken by the support engineer and notifying the support engineer based on the outcome
of the analysis by the self learning manager; and ' o

dynamically recommending any needed updates to the set of prioritized cause
and support engineer actions/recommendations based on the outcome of the analysis

by the self learning manager.

12.  The method of claim 11, further comprising:
storing the support engineer actions taken by the support engineer in a non-

volatile memory for off-line analytics.

13.  The method of claim 11, further comprising:
sending the service event ID and the support engineer actions taken by the
support engineer along with a confirmation of completion of the service event to a

remote datacenter.
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14.  The method of claim 11, further comprising:
defining a unique support éngineer’s action code for each possible support
engineers actions/recommendations associated with hardware/firmware failure events;
.maintaining the mapping table including each of support engineer’s'actions: and
associated uniqué support engineer’s action codes in the EACSR and/or in the central

event and action code repository (CEACR) residing in a service provider cloud.

15.  The method of claim 11, wherein analyzing support engineer actions taken by the
~ support engineer with the set of prioritized cause and support engiheer
actions/recommendations, comprises:

analyzing support engineer actions taken by the support engineer with the set of
prioritized cause and support engineer actions/recommendations using statistical

- techniques.
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GENERATE A SERVICE EVENT INCLUDING A UNIQUE SERVICE EVENT ID, A
SET OF PRIORITIZED CAUSE AND SUPPORT ENGINEER ACTIONS/
RECOMMENDATIONS AND ASSOCIATED UNIQUE SUPPORT ENGINEER
ACTIONS CODES FOR A SUPPORT ENGINEER

"

RECEIVE SUPPORT ENGINEER ACTIONS TAKEN BY THE SUPPORT ENGINEER
UPON COMPLETING THE SERVICE EVENT VIA A SUPPORT ENGINEER'S USER [~ 304
INTERFACE (U1)

!

ANALYZE SUPPORT ENGINEER ACTIONS TAKEN BY THE SUPPORT ENGINEER
WITH THE SET OF PRIORITIZED CAUSE AND SUPPORT ENGINEER ACTIONS/ ™~ 306
RECOMMENDATIONS

;

DETERMINE ANY POTENTIAL ERRORS RESULTING FROM THE SUPPORT
ENGINEER ACTIONS TAKEN BY THE SUPPORT ENGINEER AND NOTIFY THE - 308
SUPPORT ENGINEER BASED ON THE OUTCOME OF THE ANALYSIS

’

DYNAMICALLY RECOMMEND ANY NEEDED UPDATES TO THE SET OF
PRIORITIZED CAUSE AND SUPPORT ENGINEER ACTIONS/ —~— 310
RECOMMENDATIONS BASED ON THE OUTCOME OF THE ANALYSIS

~ 302

‘\300
FIG. 3
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