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machine at a particular point in time 
www . 

Determine a set of dependent applications that the 
application depends on for operation 806 

Determine an ordering of the set of dependent applications 
such that every application that a particular application of 

the set of dependent applications depends on precedes the 
particular application in the ordering 

6808 

Determine a set of virtual machines that run the set of 
dependent applications Ls10 

1812 Acquire a set of snapshots of the set of virtual machines , 
the set of snapshots corresponds with states of the set of 

virtual machines at the particular point in time 

n814 Bring up a second set of virtual machines using the set of 
snapshots , each virtual machine of the second set of virtual 

machines is brought up in an order that satisfies the 
ordering of the set of dependent applications 

6816 Bring up a second virtual machine using the first snapshot 
of the first virtual machine subsequent to bringing up the 

second set of virtual machines 

FIG . 8 
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Assign a first floating IP address to a first node in a cluster 6 902 

Assign a second floating IP address to a second node in the 
cluster 1904 

Detect that the first node has failed - 906 

1908 Determine a set of nodes within the cluster that are 
responsive in response to detecting that the first node has 

failed 

Generate a set of priority values corresponding with the set 
of nodes h 910 

Determine that the second node is associated with a 
highest priority value of the set of priority values 912 

1914 Assign the first floating IP address to the second node in 
response to determining that the second node is associated 

with the highest priority value 

FIG . 9 
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AUTOMATED GENERATION OF CLONED FIG . 5D is a flowchart describing one embodiment of a 
PRODUCTION ENVIRONMENTS process for extracting a particular version of a file from one 

or more snapshots of a virtual machine . 
CLAIM OF PRIORITY FIGS . 6A - 6H depict various embodiments of sets of files 

5 and data structures associated with managing and storing 
The present application claims priority to U . S . Provisional snapshots of virtual machines . 

Application No . 62 / 075 , 112 , entitled “ Data Management FIG . 61 is a flowchart describing one embodiment of a 
System , ” filed Nov . 4 , 2014 , which is herein incorporated by process for storing snapshots of a virtual machine . 
reference in its entirety . FIG . 6J is a flowchart describing one embodiment of a 

10 process for generating a signature of a snapshot . 
BACKGROUND FIGS . 7A - 7D depict various embodiments of sets of files 

and data structures associated with managing and storing 
Virtualization allows virtual hardware to be created and snapshots of virtual machines . 

decoupled from the underlying physical hardware . For FIG . 7E is a flowchart describing one embodiment of a 
example , a hypervisor running on a host machine or server 15 process for managing and storing snapshots of a virtual 
may be used to create one or more virtual machines that may machine using a hybrid local / remote data management sys 
each run the same operating system or different operating tem . 
systems ( e . g . , a first virtual machine may run a Windows® FIG . 8 is a flowchart describing one embodiment of a 
operating system and a second virtual machine may run a process for generating a cloned virtual machine environ 
Unix - like operating system such as OS X® ) . A virtual 20 ment . 
machine may comprise a software implementation of a FIG . 9 is a flowchart describing one embodiment of a 
physical machine . The virtual machine may include one or process for operating a cluster - based file server . 
more virtual hardware devices , such as a virtual processor , 
a virtual memory , a virtual disk , or a virtual network DETAILED DESCRIPTION 
interface card . The virtual machine may load and execute an 25 
operating system and applications from the virtual memory . Technology is described for managing , storing , and serv 
The operating system and applications used by the virtual ing data within a virtualized environment . In one embodi 
machine may be stored using the virtual disk . The virtual ment , an integrated data management and storage system 
machine may be stored as a set of files including a virtual may manage the extraction and storage of historical snap 
disk file for storing the contents of a virtual disk and a virtual 30 shots associated with different point in time versions of one 
machine configuration file for storing configuration settings or more virtual machines , provide near instantaneous resto 
for the virtual machine . The configuration settings may ration of a virtual machine or one or more files located on the 
include the number of virtual processors ( e . g . , four virtual virtual machine , and enable secondary workloads ( e . g . , 
CPUs ) , the size of a virtual memory , and the size of a virtual workloads for experimental or analytics purposes ) to 
disk ( e . g . , a 10 GB virtual disk ) for the virtual machine . 35 directly use the integrated data management and storage 

system as a primary storage target to read or modify past 
BRIEF DESCRIPTION OF THE DRAWINGS versions of data . The integrated data management and 

storage system may provide a unified primary and secondary 
FIG . 1A depicts one embodiment of a networked com - storage system with built - in data management that allows 

puting environment . 40 virtual machine snapshots of a virtual machine stored within 
FIG . 1B depicts one embodiment of a server . the system to be directly mounted or made accessible in 
FIG . 1C depicts one embodiment of a storage appliance . order to enable substantially instantaneous virtual machine 
FIGS . 2A - 2L depict various embodiments of sets of files recovery of the virtual machine . In some cases , the inte 

and data structures associated with managing and storing grated data management and storage system may be used as 
snapshots of virtual machines . 45 both a backup storage system and a “ live ” primary storage 

FIG . 3A is a flowchart describing one embodiment of a system for primary workloads . 
process for managing and storing virtual machine snapshots As virtualization technologies are adopted into informa 
using a data storage system . tion technology ( IT ) infrastructures , there is a growing need 

FIG . 3B is a flowchart describing one embodiment of a for recovery mechanisms to support mission critical appli 
process for restoring a version of a virtual machine using a 50 cation deployment within a virtualized infrastructure . How 
data storage system . ever , a virtualized infrastructure may present a new set of 

FIG . 3C is a flowchart describing one embodiment of a challenges to the traditional methods of data management 
process for generating a dependent snapshot of a virtual due to the higher workload consolidation and the need for 
machine and generating one or more new versions of the instant , granular recovery . An integrated data management 
virtual machine that derive from the dependent snapshot 55 and storage system may enable substantially instantaneous 
using a data storage system . recovery of applications running on the virtual infrastructure 

FIGS . 4A - 4B depict embodiments of stored files associ - without requiring the applications to be restored first to a 
ated with different versions of virtual machines . primary storage platform . The integrated data management 

FIGS . 4C - 4D depict a flowchart describing one embodi - and storage system may provide a unified primary and 
ment of a process for managing and storing virtual machine 60 secondary storage system that allows virtual machine snap 
snapshots using a data storage system . shots to be directly mounted and used by secondary work 

FIG . 5A depicts one embodiment of a virtual machine loads , thereby providing a non - passive data storage for 
search index . backups and supporting secondary workloads that require 

FIG . 5B depicts one embodiment of a merged file for the access to production data stored on a primary storage 
version A45 of Virtual Machine A referred to in FIG . 5A . 65 platform used within a production environment . The benefits 

FIG . 5C depicts one embodiment of a first portion of a of using an integrated data management and storage system 
base image and a second portion of the base image . include the ability to reduce the amount of data storage 
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required to backup virtual machines , the ability to reduce the one or more networks 180 may include an extranet or other 
amount of data storage required to support secondary work private network for securely sharing information or provid 
loads , the ability to provide a non - passive storage target in ing controlled access to applications or files . 
which backup data may be directly accessed and modified , A server , such as server 160 , may allow a client to 
and the ability to quickly restore earlier versions of virtual 5 download information or files ( e . g . , executable , text , appli 
machines and files . cation , audio , image , or video files ) from the server or to 

FIG . 1A depicts one embodiment of a networked com perform a search query related to particular information 
puting environment 100 in which the disclosed technology stored on the server . In some cases , a server may act as an 
may be practiced . As depicted , the networked computing application server or a file server . In general , a server may 
environment 100 includes a data center 150 , a storage 10 refer to a hardware device that acts as the host in a 
appliance 140 , and a computing device 154 in communica - client - server relationship or a software process that shares a 
tion with each other via one or more networks 180 . The resource with or performs work for one or more clients . 
networked computing environment 100 may include a plu - One embodiment of server 160 includes a network inter 
rality of computing devices interconnected through one or face 165 , processor 166 , memory 167 , disk 168 , and virtu 
more networks 180 . The one or more networks 180 may 15 alization manager 169 all in communication with each other . 
allow computing devices and / or storage devices to connect Network interface 165 allows server 160 to connect to one 
to and communicate with other computing devices and / or or more networks 180 . Network interface 165 may include 
other storage devices . In some cases , the networked com - a wireless network interface and / or a wired network inter 
puting environment may include other computing devices face . Processor 166 allows server 160 to execute computer 
and / or other storage devices not shown . The other comput - 20 readable instructions stored in memory 167 in order to 
ing devices may include , for example , a mobile computing perform processes described herein . Processor 166 may 
device , a non - mobile computing device , a server , a work - include one or more processing units , such as one or more 
station , a laptop computer , a tablet computer , a desktop CPUs and / or one or more GPUs . Memory 167 may comprise 
computer , or an information processing system . The other one or more types of memory ( e . g . , RAM , SRAM , DRAM , 
storage devices may include , for example , a storage area 25 ROM , EEPROM , Flash , etc . ) . Disk 168 may include a hard 
network storage device , a networked - attached storage disk drive and / or a solid - state drive . Memory 167 and disk 
device , a hard disk drive , a solid - state drive , or a data storage 168 may comprise hardware storage devices . 
system . The virtualization manager 169 may manage a virtualized 

The data center 150 may include one or more servers , infrastructure and perform management operations associ 
such as server 160 , in communication with one or more 30 ated with the virtualized infrastructure . The virtualization 
storage devices , such as storage device 156 . The one or more manager 169 may manage the provisioning of virtual 
servers may also be in communication with one or more machines running within the virtualized infrastructure and 
storage appliances , such as storage appliance 170 . The provide an interface to computing devices interacting with 
server 160 , storage device 156 , and storage appliance 170 the virtualized infrastructure . In one example , the virtual 
may be in communication with each other via a networking 35 ization manager 169 may set a virtual machine into a frozen 
fabric connecting servers and data storage units within the state in response to a snapshot request made via an appli 
data center to each other . The storage appliance 170 may cation programming interface ( API ) by a storage appliance , 
include a data management system for backing up virtual such as storage appliance 170 . Setting the virtual machine 
machines and / or files within a virtualized infrastructure . The into a frozen state may allow a point in time snapshot of the 
server 160 may be used to create and manage one or more 40 virtual machine to be stored or transferred . In one example , 
virtual machines associated with a virtualized infrastructure . updates made to a virtual machine that has been set into a 
The one or more virtual machines may run various appli - frozen state may be written to a separate file ( e . g . , an update 
cations , such as a database application or a web server . The file ) while the virtual disk file associated with the state of the 
storage device 156 may include one or more hardware virtual disk at the point in time is frozen . The virtual disk file 
storage devices for storing data , such as a hard disk drive 45 may be set into a read - only state to prevent modifications to 
( HDD ) , a magnetic tape drive , a solid - state drive ( SSD ) , a the virtual disk file while the virtual machine is in the frozen 
storage area network ( SAN ) storage device , or a networked - state . The virtualization manager 169 may then transfer data 
attached storage ( NAS ) device . In some cases , a data center , associated with the virtual machine ( e . g . , an image of the 
such as data center 150 , may include thousands of servers virtual machine or a portion of the image of the virtual 
and / or data storage devices in communication with each 50 machine ) to a storage appliance in response to a request 
other . The data storage devices may comprise a tiered data made by the storage appliance . After the data associated with 
storage infrastructure ( or a portion of a tiered data storage the point in time snapshot of the virtual machine has been 
infrastructure ) . The tiered data storage infrastructure may transferred to the storage appliance , the virtual machine may 
allow for the movement of data across different tiers of a be released from the frozen state ( i . e . , unfrozen ) and the 
data storage infrastructure between higher - cost , higher - per - 55 updates made to the virtual machine and stored in the 
formance storage devices ( e . g . , solid - state drives and hard separate file may be merged into the virtual disk file . The 
disk drives ) and relatively lower - cost , lower - performance virtualization manager 169 may perform various virtual 
storage devices ( e . g . , magnetic tape drives ) . machine related tasks , such as cloning virtual machines , 

The one or more networks 180 may include a secure creating new virtual machines , monitoring the state of 
network such as an enterprise private network , an unsecure 60 virtual machines , moving virtual machines between physical 
network such as a wireless open network , a local area hosts for load balancing purposes , and facilitating backups 
network ( LAN ) , a wide area network ( WAN ) , and the of virtual machines . 
Internet . The one or more networks 180 may include a One embodiment of storage appliance 170 includes a 
cellular network , a mobile network , a wireless network , or network interface 175 , processor 176 , memory 177 , and disk 
a wired network . Each network of the one or more networks 65 178 all in communication with each other . Network interface 
180 may include hubs , bridges , routers , switches , and wired 175 allows storage appliance 170 to connect to one or more 
transmission media such as a direct - wired connection . The networks 180 . Network interface 175 may include a wireless 
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network interface and / or a wired network interface . Proces - In some embodiments , the storage appliance 170 may 
sor 176 allows storage appliance 170 to execute computer manage the extraction and storage of virtual machine snap 
readable instructions stored in memory 177 in order to shots associated with different point in time versions of one 
perform processes described herein . Processor 176 may or more virtual machines running within the data center 150 . 
include one or more processing units , such as one or more 5 A snapshot of a virtual machine may correspond with a state 
CPUs and / or one or more GPUs . Memory 177 may comprise of the virtual machine at a particular point in time . In 
one or more types of memory ( e . g . , RAM , SRAM , DRAM , response to a restore command from the server 160 , the 
ROM , EEPROM , NOR Flash , NAND Flash , etc . ) . Disk 178 storage appliance 170 may restore a point in time version of 
may include a hard disk drive and / or a solid - state drive . a virtual machine or restore point in time versions of one or 
Memory 177 and disk 178 may comprise hardware storage more files located on the virtual machine and transmit the 
devices . restored data to the server 160 . In response to a mount 

In one embodiment , the storage appliance 170 may command from the server 160 , the storage appliance 170 
include four machines . Each of the four machines may m ay allow a point in time version of a virtual machine to be 
include a multi - core CPU , 64 GB of RAM , a 400 GB SSD , 1 mounted and allow the server 160 to read and / or modify data 
three 4 TB HDDs , and a network interface controller . In this associated with the point in time version of the virtual 
case , the four machines may be in communication with the machine . To improve storage density , the storage appliance 
one or more networks 180 via the four network interface 170 may deduplicate and compress data associated with 
controllers . The four machines may comprise four nodes of different versions of a virtual machine and / or deduplicate 
a server cluster . The server cluster may comprise a set of 20 and compress data associated with different virtual 
physical machines that are connected together via a network . machines . To improve system performance , the storage 
The server cluster may be used for storing data associated appliance 170 may first store virtual machine snapshots 
with a plurality of virtual machines , such as backup data received from a virtualized environment in a cache , such as 
associated with different point in time versions of 1000 a flash - based cache . The cache may also store popular data 
virtual machines . 25 or frequently accessed data ( e . g . , based on a history of 

The networked computing environment 100 may provide virtual machine restorations , incremental files associated 
a cloud computing environment for one or more computing with commonly restored virtual machine versions ) and cur 
devices . Cloud computing may refer to Internet - based com - rent day incremental files or incremental files corresponding 
puting , wherein shared resources , software , and / or informa - with snapshots captured within the past 24 hours . 
tion may be provided to one or more computing devices 30 An incremental file may comprise a forward incremental 
on - demand via the Internet . The networked computing envi - file or a reverse incremental file . A forward incremental file 
ronment 100 may comprise a cloud computing environment may include a set of data representing changes that have 
providing Software - as - a - Service ( SaaS ) or Infrastructure occurred since an earlier point in time snapshot of a virtual 
as - a - Service ( IaaS ) services . SaaS may refer to a software machine . To generate a snapshot of the virtual machine 
distribution model in which applications are hosted by a 35 corresponding with a forward incremental file , the forward 
service provider and made available to end users over the incremental file may be combined with an earlier point in 
Internet . In one embodiment , the networked computing time snapshot of the virtual machine ( e . g . , the forward 
environment 100 may include a virtualized infrastructure incremental file may be combined with the last full image of 
that provides software , data processing , and / or data storage the virtual machine that was captured before the forward 
services to end users accessing the services via the net - 40 incremental was captured and any other forward incremental 
worked computing environment . In one example , networked files that were captured subsequent to the last full image and 
computing environment 100 may provide cloud - based work prior to the forward incremental file ) . A reverse incremental 
productivity or business related applications to a computing file may include a set of data representing changes from a 
device , such as computing device 154 . The storage appli - later point in time snapshot of a virtual machine . To generate 
ance 140 may comprise a cloud - based data management 45 a snapshot of the virtual machine corresponding with a 
system for backing up virtual machines and / or files within a reverse incremental file , the reverse incremental file may be 
virtualized infrastructure , such as virtual machines running combined with a later point in time snapshot of the virtual 
on server 160 or files stored on server 160 . machine ( e . g . , the reverse incremental file may be combined 

In some cases , networked computing environment 100 with the most recent snapshot of the virtual machine and any 
may provide remote access to secure applications and files 50 other reverse incremental files that were captured prior to the 
stored within data center 150 from a remote computing most recent snapshot and subsequent to the reverse incre 
device , such as computing device 154 . The data center 150 mental file ) . 
may use an access control application to manage remote The storage appliance 170 may provide a user interface 
access to protected resources , such as protected applications , ( e . g . , a web - based interface or a graphical user interface ) 
databases , or files located within the data center . To facilitate 55 that displays virtual machine backup information such as 
remote access to secure applications and files , a secure identifications of the virtual machines protected and the 
network connection may be established using a virtual historical versions or time machine views for each of the 
private network ( VPN ) . A VPN connection may allow a virtual machines protected . A time machine view of a virtual 
remote computing device , such as computing device 154 , to machine may include snapshots of the virtual machine over 
securely access data from a private network ( e . g . , from a 60 a plurality of points in time . Each snapshot may comprise 
company file server or mail server ) using an unsecure public the state of the virtual machine at a particular point in time . 
network or the Internet . The VPN connection may require Each snapshot may correspond with a different version of 
client - side software ( e . g . , running on the remote computing the virtual machine ( e . g . , Version 1 of a virtual machine may 
device ) to establish and maintain the VPN connection . The correspond with the state of the virtual machine at a first 
VPN client software may provide data encryption and 65 point in time and Version 2 of the virtual machine may 
encapsulation prior to the transmission of secure private correspond with the state of the virtual machine at a second 
network traffic through the Internet . point in time subsequent to the first point in time ) . 
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The user interface may enable an end user of the storage ( e . g . , each virtual machine may include two virtual disks that 
appliance 170 ( e . g . , a system administrator or a virtualiza - are used for storing data associated with the virtual 
tion administrator ) to select a particular version of a virtual machine ) . 
machine to be restored or mounted . When a particular In one embodiment , a data management application run 
version of a virtual machine has been mounted , the particu - 5 ning on a storage appliance , such as storage appliance 140 
lar version may be accessed by a client ( e . g . , a virtual in FIG . 1A or storage appliance 170 in FIG . 1A , may request 
machine , a physical machine , or a computing device ) as if a snapshot of a virtual machine running on server 160 . The 
the particular version was local to the client . A mounted snapshot of the virtual machine may be stored as one or 
version of a virtual machine may correspond with a mount more files , with each file associated with a virtual disk of the 
point directory ( e . g . , / snapshots / VM5 / Version23 ) . In one virtual machine . A snapshot of a virtual machine may 
example , the storage appliance 170 may run an NFS server correspond with a state of the virtual machine at a particular 
and make the particular version ( or a copy of the particular point in time . The particular point in time may be associated 
version of the virtual machine accessible for reading and / or with a time stamp . In one example , a first snapshot of a 
writing . The end user of the storage appliance 170 may then 16 virtual machine may correspond with a first state of the 
select the particular version to be mounted and run an virtual machine ( including the state of applications and files 
application ( e . g . , a data analytics application ) using the stored on the virtual machine ) at a first point in time ( e . g . , 
mounted version of the virtual machine . In another example , 5 : 30 p . m . on Jun . 29 , 2014 ) and a second snapshot of the 
the particular version may be mounted as an iSCSI target . virtual machine may correspond with a second state of the 

FIG . 1B depicts one embodiment of server 160 in FIG . 20 virtual machine at a second point in time subsequent to the 
1A . The server 160 may comprise one server out of a first point in time ( e . g . , 5 : 30 p . m . on Jun . 30 , 2014 ) . 
plurality of servers that are networked together within a data In response to a request for a snapshot of a virtual 
center . In one example , the plurality of servers may be machine at a particular point in time , the virtualized infra 
positioned within one or more server racks within the data structure manager 199 may set the virtual machine into a 
center . As depicted , the server 160 includes hardware - level 25 frozen state or store a copy of the virtual machine at the 
components and software - level components . The hardware - particular point in time . The virtualized infrastructure man 
level components include one or more processors 182 , one ager 199 may then transfer data associated with the virtual 
or more memory 184 , and one or more disks 185 . The machine ( e . g . , an image of the virtual machine or a portion 
software - level components include a hypervisor 186 , a vir - of the image of the virtual machine ) to the storage appliance . 
tualized infrastructure manager 199 , and one or more virtual 30 The data associated with the virtual machine may include a 
machines , such as virtual machine 198 . The hypervisor 186 set of files including a virtual disk file storing contents of a 
may comprise a native hypervisor or a hosted hypervisor . virtual disk of the virtual machine at the particular point in 
The hypervisor 186 may provide a virtual operating platform time and a virtual machine configuration file storing con 
for running one or more virtual machines , such as virtual figuration settings for the virtual machine at the particular 
machine 198 . Virtual machine 198 includes a plurality of 35 point in time . The contents of the virtual disk file may 
virtual hardware devices including a virtual processor 192 , include the operating system used by the virtual machine , 
a virtual memory 194 , and a virtual disk 195 . The virtual local applications stored on the virtual disk , and user files 
disk 195 may comprise a file stored within the one or more ( e . g . , images and word processing documents ) . In some 
disks 185 . In one example , a virtual machine may include a cases , the virtualized infrastructure manager 199 may trans 
plurality of virtual disks , with each virtual disk of the 40 fer a full image of the virtual machine to the storage 
plurality of virtual disks associated with a different file appliance or a plurality of data blocks corresponding with 
stored on the one or more disks 185 . Virtual machine 198 the full image ( e . g . , to enable a full image - level backup of 
may include a guest operating system 196 that runs one or the virtual machine to be stored on the storage appliance ) . In 
more applications , such as application 197 . other cases , the virtualized infrastructure manager 199 may 

The virtualized infrastructure manager 199 , which may 45 transfer a portion of an image of the virtual machine 
correspond with the virtualization manager 169 in FIG . 1A , associated with data that has changed since an earlier point 
may run on a virtual machine or natively on the server 160 . in time prior to the particular point in time or since a last 
The virtualized infrastructure manager 199 may provide a snapshot of the virtual machine was taken . In one example , 
centralized platform for managing a virtualized infrastruc - the virtualized infrastructure manager 199 may transfer only 
ture that includes a plurality of virtual machines . The 50 data associated with virtual blocks stored on a virtual disk of 
virtualized infrastructure manager 199 may manage the the virtual machine that have changed since the last snapshot 
provisioning of virtual machines running within the virtu - of the virtual machine was taken . In one embodiment , the 
alized infrastructure and provide an interface to computing data management application may specify a first point in 
devices interacting with the virtualized infrastructure . The time and a second point in time and the virtualized infra 
virtualized infrastructure manager 199 may perform various 55 structure manager 199 may output one or more virtual data 
virtualized infrastructure related tasks , such as cloning vir - blocks associated with the virtual machine that have been 
tual machines , creating new virtual machines , monitoring modified between the first point in time and the second point 
the state of virtual machines , and facilitating backups of in time . 
virtual machines . In some embodiments , the server 160 may or the hyper 

In one embodiment , the server 160 may use the virtual - 60 visor 186 may communicate with a storage appliance , such 
ized infrastructure manager 199 to facilitate backups for a as storage appliance 140 in FIG . 1A or storage appliance 170 
plurality of virtual machines ( e . g . , eight different virtual in FIG . 1A , using a distributed file system protocol such as 
machines ) running on the server 160 . Each virtual machine Network File System ( NFS ) Version 3 . The distributed file 
running on the server 160 may run its own guest operating system protocol may allow the server 160 or the hypervisor 
system and its own set of applications . Each virtual machine 65 186 to access , read , write , or modify files stored on the 
running on the server 160 may store its own set of files using storage appliance as if the files were locally stored on the 
one or more virtual disks associated with the virtual machine server . The distributed file system protocol may allow the 
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server 160 or the hypervisor 186 to mount a directory or a first node associated with the first floating IP address fails , 
portion of a file system located within the storage appliance . one of the VRRP daemons may automatically assume or 

FIG . 1C depicts one embodiment of storage appliance 170 pick up the first floating IP address if no other VRRP daemon 
in FIG . 1A . The storage appliance may include a plurality of has already assumed the first floating IP address . Therefore , 
physical machines that may be grouped together and pre - 5 if the first node in the cluster fails or otherwise goes down , 
sented as a single computing system . Each physical machine then one of the remaining VRRP daemons running on the 
of the plurality of physical machines may comprise a node other nodes in the cluster may assume the first floating IP 
in a cluster ( e . g . , a failover cluster ) . In one example , the address that is used by the hypervisor for communicating 
storage appliance may be positioned within a server rack with the cluster . 
within a data center . As depicted , the storage appliance 170 10 In order to determine which of the other nodes in the 
includes hardware - level components and software - level cluster will assume the first floating IP address , a VRRP 
components . The hardware - level components include one or priority may be established . In one example , given a number 
more physical machines , such as physical machine 120 and ( N ) of nodes in a cluster from node ( 0 ) to node ( N - 1 ) , for a 
physical machine 130 . The physical machine 120 includes a floating IP address ( i ) , the VRRP priority of node ( j ) may be 
network interface 121 , processor 122 , memory 123 , and disk 15 ( - i ) modulo N . In another example , given a number ( N ) of 
124 all in communication with each other . Processor 122 nodes in a cluster from node ( 0 ) to node ( N - 1 ) , for a floating 
allows physical machine 120 to execute computer readable IP address ( i ) , the VRRP priority of node ( j ) may be ( i - j ) 
instructions stored in memory 123 to perform processes modulo N . In these cases , node ( j ) will assume floating IP 
described herein . Disk 124 may include a hard disk drive address ( i ) only if its VRRP priority is higher than that of any 
and / or a solid - state drive . The physical machine 130 20 other node in the cluster that is alive and announcing itself 
includes a network interface 131 , processor 132 , memory on the network . Thus , if a node fails , then there may be a 
133 , and disk 134 all in communication with each other . clear priority ordering for determining which other node in 
Processor 132 allows physical machine 130 to execute the cluster will take over the failed node ' s floating IP 
computer readable instructions stored in memory 133 to address . 
perform processes described herein . Disk 134 may include 25 In some cases , a cluster may include a plurality of nodes 
a hard disk drive and / or a solid - state drive . In some cases , and each node of the plurality of nodes may be assigned a 
disk 134 may include a flash - based SSD or a hybrid HDD / different floating IP address . In this case , a first hypervisor 
SSD drive . In one embodiment , the storage appliance 170 may be configured with a first floating IP address associated 
may include a plurality of physical machines arranged in a with a first node in the cluster , a second hypervisor may be 
cluster ( e . g . , eight machines in a cluster ) . Each of the 30 configured with a second floating IP address associated with 
plurality of physical machines may include a plurality of a second node in the cluster , and a third hypervisor may be 
multi - core CPUs , 128 GB of RAM , a 500 GB SSD , four 4 configured with a third floating IP address associated with a 
TB HDDs , and a network interface controller . third node in the cluster . 

In some embodiments , the plurality of physical machines As depicted in FIG . 1C , the software - level components of 
may be used to implement a cluster - based network file 35 the storage appliance 170 may include data management 
server . The cluster - based network file server may neither system 102 , a virtualization interface 104 , a distributed job 
require nor use a front - end load balancer . One issue with scheduler 108 , a distributed metadata store 110 , a distributed 
using a front - end load balancer to host the IP address for the file system 112 , and one or more virtual machine search 
cluster - based network file server and to forward requests to indexes , such as virtual machine search index 106 . In one 
the nodes of the cluster - based network file server is that the 40 embodiment , the software - level components of the storage 
front - end load balancer comprises a single point of failure appliance 170 may be run using a dedicated hardware - based 
for the cluster - based network file server . In some cases , the appliance . In another embodiment , the software - level com 
file system protocol used by a server , such as server 160 in ponents of the storage appliance 170 may be run from the 
FIG . 1A , or a hypervisor , such as hypervisor 186 in FIG . 1B , cloud ( e . g . , the software - level components may be installed 
to communicate with the storage appliance 170 may not 45 on a cloud service provider ) . 
provide a failover mechanism ( e . g . , NFS Version 3 ) . In the In some cases , the data storage across a plurality of nodes 
case that no failover mechanism is provided on the client - in a cluster ( e . g . , the data storage available from the one or 
side , the hypervisor may not be able to connect to a new more physical machines ) may be aggregated and made 
node within a cluster in the event that the node connected to available over a single file system namespace ( e . g . , / snap 
the hypervisor fails . 50 shots / ) . A directory for each virtual machine protected using 

In some embodiments , each node in a cluster may be the storage appliance 170 may be created ( e . g . , the directory 
connected to each other via a network and may be associated for Virtual Machine A may be / snapshots / VM _ A ) . Snap 
with one or more IP addresses ( e . g . , two different IP shots and other data associated with a virtual machine may 
addresses may be assigned to each node ) . In one example , reside within the directory for the virtual machine . In one 
each node in the cluster may be assigned a permanent IP 55 example , snapshots of a virtual machine may be stored in 
address and a floating IP address and may be accessed using subdirectories of the directory ( e . g . , a first snapshot of 
either the permanent IP address or the floating IP address . In Virtual Machine A may reside in / snapshots / VM A / s1 / and 
this case , a hypervisor , such as hypervisor 186 in FIG . 1B a second snapshot of Virtual Machine A may reside 
may be configured with a first floating IP address associated in / snapshots / VM _ A / s2 / ) . 
with a first node in the cluster . The hypervisor may connect 60 The distributed file system 112 may present itself as a 
to the cluster using the first floating IP address . In one single file system , in which as new physical machines or 
example , the hypervisor may communicate with the cluster nodes are added to the storage appliance 170 , the cluster 
using the NFS Version 3 protocol . Each node in the cluster may automatically discover the additional nodes and auto 
may run a Virtual Router Redundancy Protocol ( VRRP matically increase the available capacity of the file system 
daemon . A daemon may comprise a background process . 65 for storing files and other data . Each file stored in the 
Each VRRP daemon may include a list of all floating IP distributed file system 112 may be partitioned into one or 
addresses available within the cluster . In the event that the more chunks . Each of the one or more chunks may be stored 
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within the distributed file system 112 as a separate file . The to backup an entire image of a virtual machine at a particular 
files stored within the distributed file system 112 may be point in time or one or more virtual disks associated with the 
replicated or mirrored over a plurality of physical machines , virtual machine at the particular point in time . In one 
thereby creating a load balanced and fault tolerant distrib example , the backup schedule may specify that the virtual 
uted file system . In one example , storage appliance 170 may 5 machine be backed up at a snapshot capture frequency , such 
include ten physical machines arranged as a failover cluster as every two hours or every 24 hours . Each backup job may 
and a first file corresponding with a snapshot of a virtual be associated with one or more tasks to be performed in a 
machine ( e . g . , / snapshots / VM _ A / s1 / s1 . full ) may be repli sequence . Each of the one or more tasks associated with a 
cated and stored on three of the ten machines . job may be run on a particular node within a cluster . In some 

The distributed metadata store 110 may include a distrib - 10 cases , the distributed job scheduler 108 may schedule a 
uted database management system that provides high avail - specific job to be run on a particular node based on data 
ability without a single point of failure . In one embodiment , stored on the particular node . For example , the distributed 
the distributed metadata store 110 may comprise a database , job scheduler 108 may schedule a virtual machine snapshot 
such as a distributed document oriented database . The job to be run on a node in a cluster that is used to store 
distributed metadata store 110 may be used as a distributed 15 snapshots of the virtual machine in order to reduce network 
key value storage system . In one example , the distributed congestion . 
metadata store 110 may comprise a distributed NoSQL key The distributed job scheduler 108 may comprise a dis 
value store database . In some cases , the distributed metadata tributed fault tolerant job scheduler , in which jobs affected 
store 110 may include a partitioned row store , in which rows by node failures are recovered and rescheduled to be run on 
are organized into tables or other collections of related data 20 available nodes . In one embodiment , the distributed job 
held within a structured format within the key value store scheduler 108 may be fully decentralized and implemented 
database . A table ( or a set of tables ) may be used to store without the existence of a master node . The distributed job 
metadata information associated with one or more files scheduler 108 may run job scheduling processes on each 
stored within the distributed file system 112 . The metadata node in a cluster or on a plurality of nodes in the cluster . In 
information may include the name of a file , a size of the file , 25 one example , the distributed job scheduler 108 may run a 
file permissions associated with the file , when the file was first set of job scheduling processes on a first node in the 
last modified , and file mapping information associated with cluster , a second set of job scheduling processes on a second 
an identification of the location of the file stored within a node in the cluster , and a third set of job scheduling 
cluster of physical machines . In one embodiment , a new file processes on a third node in the cluster . The first set of job 
corresponding with a snapshot of a virtual machine may be 30 scheduling processes , the second set of job scheduling 
stored within the distributed file system 112 and metadata processes , and the third set of job scheduling processes may 
associated with the new file may be stored within the store information regarding jobs , schedules , and the states of 
distributed metadata store 110 . The distributed metadata jobs using a metadata store , such as distributed metadata 
store 110 may also be used to store a backup schedule for the store 110 . In the event that the first node running the first set 
virtual machine and a list of snapshots for the virtual 35 of job scheduling processes fails ( e . g . , due to a network 
machine that are stored using the storage appliance 170 . failure or a physical machine failure ) , the states of the jobs 

In some cases , the distributed metadata store 110 may be managed by the first set of job scheduling processes may fail 
used to manage one or more versions of a virtual machine . to be updated within a threshold period of time ( e . g . , a job 
Each version of the virtual machine may correspond with a may fail to be completed within 30 seconds or within 3 
full image snapshot of the virtual machine stored within the 40 minutes from being started ) . In response to detecting jobs 
distributed file system 112 or an incremental snapshot of the that have failed to be updated within the threshold period of 
virtual machine ( e . g . , a forward incremental or reverse time , the distributed job scheduler 108 may undo and restart 
incremental ) stored within the distributed file system 112 . In the failed jobs on available nodes within the cluster . 
one embodiment , the one or more versions of the virtual The job scheduling processes running on at least a plu 
machine may correspond with a plurality of files . The 45 rality of nodes in a cluster ( e . g . , on each available node in 
plurality of files may include a single full image snapshot of the cluster ) may manage the scheduling and execution of a 
the virtual machine and one or more incrementals derived plurality of jobs . The job scheduling processes may include 
from the single full image snapshot . The single full image run processes for running jobs , cleanup processes for clean 
snapshot of the virtual machine may be stored using a first ing up failed tasks , and rollback processes for rolling - back 
storage device of a first type ( e . g . , a HDD ) and the one or 50 or undoing any actions or tasks performed by failed jobs . In 
more incrementals derived from the single full image snap - one embodiment , the job scheduling processes may detect 
shot may be stored using a second storage device of a second that a particular task for a particular job has failed and in 
type ( e . g . , an SSD ) . In this case , only a single full image response may perform a cleanup process to clean up or 
needs to be stored and each version of the virtual machine remove the effects of the particular task and then perform a 
may be generated from the single full image or the single full 55 rollback process that processes one or more completed tasks 
image combined with a subset of the one or more incre - for the particular job in reverse order to undo the effects of 
mentals . Furthermore , each version of the virtual machine the one or more completed tasks . Once the particular job 
may be generated by performing a sequential read from the with the failed task has been undone , the job scheduling 
first storage device ( e . g . , reading a single file from a HDD ) processes may restart the particular job on an available node 
to acquire the full image and , in parallel , performing one or 60 in the cluster . 
more reads from the second storage device ( e . g . , performing The distributed job scheduler 108 may manage a job in 
fast random reads from an SSD ) to acquire the one or more which a series of tasks associated with the job are to be 
incrementals . performed atomically ( i . e . , partial execution of the series of 

The distributed job scheduler 108 may be used for sched - tasks is not permitted ) . If the series of tasks cannot be 
uling backup jobs that acquire and store virtual machine 65 completely executed or there is any failure that occurs to one 
snapshots for one or more virtual machines over time . The of the series of tasks during execution ( e . g . , a hard disk 
distributed job scheduler 108 may follow a backup schedule associated with a physical machine fails or a network 



US 10 , 114 , 565 B2 
13 14 

connection to the physical machine fails ) , then the state of ization infrastructure . The virtualization interface 104 may 
a data management system may be returned to a state as if communicate with the virtualized infrastructure manager 
none of the series of tasks were ever performed . The series using an API for accessing the virtualized infrastructure 
of tasks may correspond with an ordering of tasks for the manager ( e . g . , to communicate a request for a snapshot of a 
series of tasks and the distributed job scheduler 108 may 5 virtual machine ) . In this case , storage appliance 170 may 
ensure that each task of the series of tasks is executed based request and receive data from a virtualized infrastructure 
on the ordering of tasks . Tasks that do not have dependencies without requiring agent software to be installed or running 
with each other may be executed in parallel . on virtual machines within the virtualized infrastructure . 

In some cases , the distributed job scheduler 108 may The virtualization interface 104 may request data associated 
schedule each task of a series of tasks to be performed on a 10 with virtual blocks stored on a virtual disk of the virtual 
specific node in a cluster . In other cases , the distributed job machine that have changed since a last snapshot of the 
scheduler 108 may schedule a first task of the series of tasks virtual machine was taken or since a specified prior point in 
to be performed on a first node in a cluster and a second task time . Therefore , in some cases , if a snapshot of a virtual 
of the series of tasks to be performed on a second node in the machine is the first snapshot taken of the virtual machine , 
cluster . In these cases , the first task may have to operate on 15 then a full image of the virtual machine may be transferred 
a first set of data ( e . g . , a first file stored in a file system ) to the storage appliance . However , if the snapshot of the 
stored on the first node and the second task may have to virtual machine is not the first snapshot taken of the virtual 
operate on a second set of data ( e . g . , metadata related to the machine , then only the data blocks of the virtual machine 
first file that is stored in a database ) stored on the second that have changed since a prior snapshot was taken may be 
node . In some embodiments , one or more tasks associated 20 transferred to the storage appliance . 
with a job may have an affinity to a specific node in a cluster . The virtual machine search index 106 may include a list 
In one example , if the one or more tasks require access to a of files that have been stored using a virtual machine and a 
database that has been replicated on three nodes in a cluster , version history for each of the files in the list . Each version 
then the one or more tasks may be executed on one of the of a file may be mapped to the earliest point in time snapshot 
three nodes . In another example , if the one or more tasks 25 of the virtual machine that includes the version of the file or 
require access to multiple chunks of data associated with a to a snapshot of the virtual machine that include the version 
virtual disk that has been replicated over four nodes in a of the file ( e . g . , the latest point in time snapshot of the virtual 
cluster , then the one or more tasks may be executed on one machine that includes the version of the file ) . In one 
of the four nodes . Thus , the distributed job scheduler 108 example , the virtual machine search index 106 may be used 
may assign one or more tasks associated with a job to be 30 to identify a version of the virtual machine that includes a 
executed on a particular node in a cluster based on the particular version of a file ( e . g . , a particular version of a 
location of data required to be accessed by the one or more database , a spreadsheet , or a word processing document ) . In 
tasks . some cases , each of the virtual machines that are backed up 

In one embodiment , the distributed job scheduler 108 may o r protected using storage appliance 170 may have a corre 
manage a first job associated with capturing and storing a 35 sponding virtual machine search index . 
snapshot of a virtual machine periodically ( e . g . , every 30 In one embodiment , as each snapshot of a virtual machine 
minutes ) . The first job may include one or more tasks , such is ingested each virtual disk associated with the virtual 
as communicating with a virtualized infrastructure manager , machine is parsed in order to identify a file system type 
such as the virtualized infrastructure manager 199 in FIG . associated with the virtual disk and to extract metadata ( e . g . , 
1B , to create a frozen copy of the virtual machine and to 40 file system metadata ) for each file stored on the virtual disk . 
transfer one or more chunks ( or one or more files ) associated The metadata may include information for locating and 
with the frozen copy to a storage appliance , such as storage retrieving each file from the virtual disk . The metadata may 
appliance 170 in FIG . 1A . The one or more tasks may also also include a name of a file , the size of the file , the last time 
include generating metadata for the one or more chunks , at which the file was modified , and a content checksum for 
storing the metadata using the distributed metadata store 45 the file . Each file that has been added , deleted , or modified 
110 , storing the one or more chunks within the distributed since a previous snapshot was captured may be determined 
file system 112 , and communicating with the virtualized using the metadata ( e . g . , by comparing the time at which a 
infrastructure manager that the virtual machine the frozen file was last modified with a time associated with the 
copy of the virtual machine may be unfrozen or released for previous snapshot ) . Thus , for every file that has existed 
a frozen state . The metadata for a first chunk of the one or 50 within any of the snapshots of the virtual machine , a virtual 
more chunks may include information specifying a version machine search index may be used to identify when the file 
of the virtual machine associated with the frozen copy , a was first created ( e . g . , corresponding with a first version of 
time associated with the version ( e . g . , the snapshot of the the file ) and at what times the file was modified ( e . g . , 
virtual machine was taken at 5 : 30 p . m . on Jun . 29 , 2014 ) , corresponding with subsequent versions of the file ) . Each 
and a file path to where the first chunk is stored within the 55 version of the file may be mapped to a particular version of 
distributed file system 112 ( e . g . , the first chunk is located at the virtual machine that stores that version of the file . 
/ snapshots / VM _ B / s1 / s1 . chunki ) . The one or more tasks In some cases , if a virtual machine includes a plurality of 
may also include deduplication , compression ( e . g . , using a virtual disks , then a virtual machine search index may be 
lossless data compression algorithm such as LZ4 or LZ77 ) , generated for each virtual disk of the plurality of virtual 
decompression , encryption ( e . g . , using a symmetric key 60 disks . For example , a first virtual machine search index may 
algorithm such as Triple DES or AES - 256 ) , and decryption catalog and map files located on a first virtual disk of the 
related tasks . plurality of virtual disks and a second virtual machine search 

The virtualization interface 104 may provide an interface index may catalog and map files located on a second virtual 
for communicating with a virtualized infrastructure manager disk of the plurality of virtual disks . In this case , a global file 
managing a virtualization infrastructure , such as virtualized 65 catalog or a global virtual machine search index for the 
infrastructure manager 199 in FIG . 1B , and requesting data virtual machine may include the first virtual machine search 
associated with virtual machine snapshots from the virtual - index and the second virtual machine search index . A global 
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file catalog may be stored for each virtual machine backed the particular version , output a first set of data associated 
up by a storage appliance within a file system , such as with the mounted version , receive a second set of data 
distributed file system 112 in FIG . 1C . associated with one or more modifications to the mounted 

The data management system 102 may comprise an version , and update the mounted version of the virtual 
application running on the storage appliance that manages 5 machine based on the second set of data . In parallel , while 
and stores one or more snapshots of a virtual machine . In one a primary system has mounted the particular version of the 
example , the data management system 102 may comprise a virtual machine and has the ability to access and / or modify 
highest level layer in an integrated software stack running on data associated with the particular version of the virtual 
the storage appliance . The integrated software stack may machine , a copy of the particular version of the virtual 
include the data management system 102 , the virtualization 10 machine ( e . g . , the contents of a virtual disk and configura 
interface 104 , the distributed job scheduler 108 , the distrib - tion information associated with the particular version ) and 
uted metadata store 110 , and the distributed file system 112 . any subsequent changes to the particular version of the 
In some cases , the integrated software stack may run on virtual machine may be transferred to the primary system . In 
other computing devices , such as a server or computing some cases , a primary system may automatically failover or 
device 154 in FIG . 1A . The data management system 102 15 switch to the particular version stored on the storage appli 
may use the virtualization interface 104 , the distributed job ance 170 and then automatically failback or switch back to 
scheduler 108 , the distributed metadata store 110 , and the the primary system once the particular version of the virtual 
distributed file system 112 to manage and store one or more machine has been transferred to the primary system . By 
snapshots of a virtual machine . Each snapshot of the virtual allowing a primary system to directly mount the particular 
machine may correspond with a point in time version of the 20 version of the virtual machine , the primary system may 
virtual machine . The data management system 102 may immediately bring up and use the particular version of the 
generate and manage a list of versions for the virtual virtual machine without first restoring and transferring the 
machine . Each version of the virtual machine may map to or particular version of the virtual machine to the primary 
reference one or more chunks and / or one or more files stored system . In some cases , to improve system performance and 
within the distributed file system 112 . Combined together , 25 to enable a non - passive storage system , the data manage 
the one or more chunks and / or the one or more files stored ment system 102 may generate and then store the mounted 
within the distributed file system 112 may comprise a full version of the virtual machine in a cache , such as a flash 
image of the version of the virtual machine . based cache . 

In some cases , the storage appliance 170 may comprise a In another embodiment , the data management system 102 
converged scale - out data management system that includes 30 may manage and store a plurality of point in time versions 
an integrated software stack that protects application data , of a virtual machine , receive an instruction to generate a 
enables near instant recovery of applications , and allows derivative version of a first version of the plurality of point 
derivative workloads ( e . g . , testing , development , and ana in time versions , generate the derivative version in response 
lytic workloads ) to use the storage appliance as a primary to the instruction , receive a second set of data associated 
storage platform to read and / or modify past versions of data . 35 with one or more modifications to the derivative version , and 
In one embodiment , the data management system 102 may update the derivative version of the virtual machine based on 
manage and store a plurality of point in time versions of a the second set of data . By allowing a system running a 
virtual machine , receive an instruction to restore a first derivative workload to directly mount a derivative version of 
version of the plurality of point in time versions of the a point in time version of the virtual machine and read and / or 
virtual machine ( e . g . , to restore the virtual machine to a 40 modify data associated with the derivative version , the 
restore point ) , generate the first version in response to the derivative workload may be run using a backup storage 
instruction to restore the first version , and output the first system for a primary system , thereby enabling a non - passive 
version ( e . g . , transfer the first version to a primary storage backup system for the primary system . In one example , a 
system ) . The first version may correspond with the most new application may be installed on a derivative version of 
recent snapshot of the virtual machine . The data manage - 45 a snapshot of a virtual machine and run using the derivative 
ment system 102 may also receive a second instruction to version in order to test the execution of the new application 
restore a particular version of a particular file ( e . g . , a word prior to installing the new application within a production 
processing document or a database file ) , determine a second environment . 
version of the plurality of point in time versions of the In some embodiments , a plurality of versions of a virtual 
virtual machine that includes the particular version of the 50 machine may be stored as a base file associated with a 
particular file , extract the particular version of the particular complete image of the virtual machine at a particular point 
file from a portion of the second version of the virtual in time and one or more incremental files associated with 
machine ( e . g . , extracting the particular version of the par - forward and / or reverse incremental changes derived from 
ticular file without completely generating the full image of the base file . The data management system 102 may patch 
the second version of the virtual machine ) , and output the 55 together the base file and the one or more incremental files 
particular version of the particular file ( e . g . , by transferring in order to generate a particular version of the plurality of 
the particular version of the particular file to a server ) . In versions by adding and / or subtracting data associated with 
some cases , a group of one or more files ( e . g . , associated the one or more incremental files from the base file or 
with a file folder ) may be restored and outputted from the intermediary files derived from the base file . In some 
storage appliance 170 without requiring a full image of a 60 embodiments , each version of the plurality of versions of a 
virtual machine to be generated or restored . virtual machine may correspond with a merged file . A 

In another embodiment , the data management system 102 merged file may include pointers or references to one or 
may manage and store a plurality of point in time versions more files and / or one or more chunks associated with a 
of a virtual machine , receive an instruction to mount a particular version of a virtual machine . In one example , a 
particular version of the plurality of point in time versions , 65 merged file may include a first pointer or symbolic link to a 
generate a mounted version of the virtual machine based on base file and a second pointer or symbolic link to an 
the particular version in response to the instruction to mount incremental file associated with the particular version of the 
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virtual machine . In some embodiments , the one or more first pointer ( pBase ) that references the base image Base 
incremental files may correspond with forward incrementals ( e . g . , via the path / snapshots / VM _ A / s5 / s5 . full ) , a second 
( e . g . , positive deltas ) , reverse incrementals ( e . g . , negative pointer ( R1 ) that references the reverse incremental R1 
deltas ) , or a combination of both forward incrementals and ( e . g . , via the path / snapshots / VM _ A / s4 / s4 . delta ) , a third 
reverse incrementals . 5 pointer ( R2 ) that references the reverse incremental R2 

FIGS . 2A - 2L depict various embodiments of sets of files ( e . g . , via the path / snapshots / VM _ A / s3 / s3 . delta ) , and a and data structures ( e . g . , implemented using merged files ) fourth pointer ( pR3 ) that references the reverse incremental associated with managing and storing snapshots of virtual R3 ( e . g . , via the path / snapshots / VM _ A / s2 / s2 . delta ) . In one machines . FIGS . 2A - 2L may be referred to when describing embodiment , to generate the full image of version V2 of the processes depicted in FIGS . 3A - 3C . 
FIG . 2A depicts one embodiment of a set of virtual Virtual Machine A , the base image may be acquired , the data 

changes associated with reverse incremental R1 may be machine snapshots stored as a first set of files . The first set applied to the base image to generate a first intermediate of files may be stored using a distributed file system , such as 
distributed file system 112 in FIG . 1C . As depicted , the first image , the data changes associated with reverse incremental 
set of files includes a set of reverse incrementals ( R1 - R4 ) , a 15 R2 may be applied to me ementals ( R1 - R4 ) 15 R2 may be applied to the first intermediate image to generate 
full image ( Base ) , and a set of forward incrementals ( F1 - F2 ) . a second intermediate image , and then the data changes 
The set of virtual machine snapshots includes different associated with reverse incremental R3 may be applied to 
versions of a virtual machine ( versions V1 - V7 of Virtual the second intermediate image to generate the full image of 
Machine A ) captured at different points in time ( times version V2 of Virtual Machine A . 
T1 - T7 ) . In some cases , the file size of the reverse incremen - 20 FIG . 2D depicts one embodiment of a set of virtual 
tal R3 and the file size of the forward incremental F2 may machine snapshots stored as a second set of files after a 
both be less than the file size of the base image correspond consolidation process has been performed using the first set 
ing with version V5 of Virtual Machine A . The base image of files in FIG . 2A . The second set of files may be stored 
corresponding with version V5 of Virtual Machine A may using a distributed file system , such as distributed file system 
comprise a full image of Virtual Machine A at point in time 25 112 in FIG . 1C . The consolidation process may generate new 
T5 . The base image may include a virtual disk file for Virtual files R12 , R11 , and Base2 associated with versions V5 - V7 of 
Machine A at point in time T5 . The reverse incremental R3 Virtual Machine A in order to move a full image closer to a 
corresponds with version V2 of Virtual Machine A and the more recent version of Virtual Machine A and to improve the forward incremental F2 corresponds with version V7 of reconstruction time for the more recent versions of Virtual 
Virtual Machine A . Machine A . The data associated with the full image Base in In some embodiments , each snapshot of the set of virtual FIG . 2A may be equivalent to the new file R12 patched over machine snapshots may be stored within a storage appliance , R11 and the full image Base2 . Similarly , the data associated such as storage appliance 170 in FIG . 1A . In other embodi with the full image Base2 may be equivalent to the forward ments , a first set of the set of virtual machine snapshots may 
be stored within a first storage appliance and a second set of 35 incremental F2 in FIG . 2A patched over F1 and the full 
the set of virtual machine snapshots may be stored within a image Base in FIG . 2A . 

In some cases , the consolidation process may be part of a second storage appliance , such as storage appliance 140 in 
FIG . 1A . In this case , a data management system may extend periodic consolidation process that is applied at a consoli periodic consolidation process that is applied at a 
across both the first storage appliance and the second storage dation frequency ( e . g . , every 24 hours ) to each virtual 
appliance . In one example , the first set of the set of virtual 40 machine of a plurality of protected virtual machines to 
machine snapshots may be stored within a local cluster reduce the number of forward incremental files that need to 
repository ( e . g . , recent snapshots of the file may be located be patched to a base image in order to restore the most recent 
within a first data center ) and the second set of the set of version of a virtual machine . Periodically reducing the 
virtual machine snapshots may be stored within a remote number of forward incremental files may reduce the time to 
cluster repository ( e . g . , older snapshots or archived snap - 45 restore the most recent version of the virtual machine as the 
shots of the file may be located within a second data center ) number of forward incremental files that need to be applied 
or a cloud repository . to a base image to generate the most recent version may be 

FIG . 2B depicts one embodiment of a merged file for limited . In one example , if a consolidation process is applied 
generating version V7 of Virtual Machine A using the first to snapshots of a virtual machine every 24 hours and 
set of files depicted in FIG . 2A . The merged file includes a 50 snapshots of the virtual machine are acquired every four 
first pointer ( pBase ) that references the base image Base hours , then the number of forward incremental files may be 
( e . g . , via the path / snapshots / VM _ A / s5 / s5 . full ) , a second limited to at most five forward incremental files . 
pointer ( pF1 ) that references the forward incremental F1 As depicted , the second set of files includes a set of 
( e . g . , via the path / snapshots / VM _ A / s6 / s6 . delta ) , and a third reverse incrementals ( R11 - R12 and R1 - R4 ) and a full image 
pointer ( pF2 ) that references the forward incremental F2 55 ( Base2 ) . The set of virtual machine snapshots includes the 
( e . g . , via the path / snapshots / VM _ A / s7 / s7 . delta ) . In one different versions of the virtual machine ( versions V1 - V7 of 
embodiment , to generate the full image of version V7 of Virtual Machine A ) captured at the different points in time 
Virtual Machine A , the base image may be acquired , the data ( times T1 - T7 ) depicted in FIG . 2A . In some cases , the file 
changes associated with forward incremental F1 may be size of the reverse incremental R2 may be substantially less 
applied to ( or patched to ) the base image to generate an 60 than the file size of the base image Base2 . The reverse 
intermediate image , and then the data changes associated incremental R2 corresponds with version V2 of Virtual 
with forward incremental F2 may be applied to the inter - Machine A and the base image Base2 corresponds with 
mediate image to generate the full image of version V7 of version V7 of Virtual Machine A . In this case , the most 
Virtual Machine A . recent version of Virtual Machine A ( i . e . , the most recent 

FIG . 2C depicts one embodiment of a merged file for 65 restore point for Virtual Machine A ) comprises a full image . 
generating version V2 of Virtual Machine A using the first To generate earlier versions of Virtual Machine A , reverse 
set of files depicted in FIG . 2A . The merged file includes a incrementals may be applied to ( or patched to ) the full image 
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Base2 . Subsequent versions of Virtual Machine A may be forward incrementals F5 - F6 that are derived from Version 
stored as forward incrementals that depend from the full VZ of Virtual Machine A . In one example , Virtual Machine 
image Base2 . B may have been initially cloned from Version VX of Virtual 

In one embodiment , a consolidation process may be Machine A and Virtual Machine C may have been initially 
applied to a first set of files associated with a virtual machine 5 cloned from Version VZ of Virtual Machine A . 
in order to generate a second set of files to replace the first In one embodiment , in response to a failure of a first 
set of files . The first set of files may include a first base virtual machine in a production environment ( e . g . , due to a 
image from which a first version of the virtual machine may failure of a physical machine running the first virtual 
be derived and a first forward incremental file from which a machine ) , a most recent snapshot of the first virtual machine 
second version of the virtual machine may be derived . The 10 stored within a storage appliance , such as storage appliance 
second set of files may include a second reverse incremental 170 in FIG . 1C , may be mounted and made available to the 
file from which the first version of the virtual machine may production environment . In some cases , the storage appli 
be derived and a second base image from which the second ance may allow the most recent snapshot of the first virtual 
version of the virtual machine may be derived . During the machine to be mounted by a computing device within the 
consolidation process , data integrity checking may be per - 15 production environment , such as server 160 in FIG . 1A . 
formed to detect and correct data errors in the files stored in Once the most recent snapshot of the first virtual machine 
a file system , such as distributed file system 112 in FIG . 1C , has been mounted , data stored within the most recent 
that are read to generate the second set of files . snapshot of the first virtual machine may be read and / or 

FIG . 2E depicts one embodiment of a merged file for modified and new data may be written without the most 
generating version V7 of Virtual Machine A using the 20 recent snapshot of the first virtual machine being fully 
second set of files depicted in FIG . 2D . The merged file restored and transferred to the production environment . 
includes a first pointer ( pBase2 ) that references the base In another embodiment , a secondary workload may 
image Base2 ( e . g . , via the path / snapshots / VM _ A / s7 / request that a particular version of a virtual machine be 
s7 . full ) . In this case , the full image of version V7 of Virtual mounted . In response to the request , a storage appliance , 
Machine A may be directly acquired without patching for - 25 such as storage appliance 170 in FIG . 1C , may clone the 
ward incrementals or reverse incrementals to the base image particular version of the virtual machine to generate a new 
Base2 corresponding with version V7 of Virtual Machine A . virtual machine and then make the new virtual machine 

FIG . 2F depicts one embodiment of a merged file for available to the secondary workload . Once the new virtual 
generating version V2 of Virtual Machine A using the machine has been mounted , data stored within the new 
second set of files depicted in FIG . 2D . The merged file 30 virtual machine may be read and / or modified and new data 
includes a first pointer ( pBase2 ) that references the base may be written to the new virtual machine without changing 
image Base2 ( e . g . , via the path / snapshots / VM _ A / s7 / data associated with the particular version of the virtual 
s7 . full ) , a second pointer ( pR11 ) that references the reverse machine stored within the storage appliance . 
incremental R11 ( e . g . , via the path / snapshots / VM _ A / s61 FIG . 2H depicts one embodiment of a merged file for 
s6 . delta ) , a third pointer ( pR12 ) that references the reverse 35 generating version V1 of Virtual Machine B using the set of 
incremental R12 ( e . g . , via the path / snapshots / VM _ A / s5 / files depicted in FIG . 2G . The merged file includes a first 
s5 . delta ) , a fourth pointer ( pR1 ) that references the reverse pointer ( pBase ) that references the base image Base , a 
incremental R1 ( e . g . , via the path / snapshots / VM _ A / s4 / second pointer ( pR1 ) that references the reverse incremental 
s4 . delta ) , a fifth pointer ( R2 ) that references the reverse R1 , a third pointer ( R2 ) that references the reverse incre 
incremental R2 ( e . g . , via the path / snapshots / VM _ A / s3 / 40 mental R2 , and a fourth pointer ( PF3 ) that references the 
s3 . delta ) , and a sixth pointer ( pR3 ) that references the forward incremental F3 . In one embodiment , to generate the 
reverse incremental R3 ( e . g . , via the path / snapshots / VM _ A ) full image of version V1 of Virtual Machine B , the base 
s2 / s2 . delta ) . In one embodiment , to generate the full image image associated with Version VY of Virtual Machine A may 
of version V2 of Virtual Machine A , the base image may be be acquired , the data changes associated with reverse incre 
acquired , the data changes associated with reverse incre - 45 mental R1 may be applied to the base image to generate a 
mental R11 may be applied to the base image to generate a first intermediate image , the data changes associated with 
first intermediate image , the data changes associated with reverse incremental R2 may be applied to the first interme 
reverse incremental R12 may be applied to the first inter - diate image to generate a second intermediate image , and the 
mediate image to generate a second intermediate image , the data changes associated with forward incremental F3 may be 
data changes associated with reverse incremental R1 may be 50 applied to the second intermediate image to generate the full 
applied to the second intermediate image to generate a third image of version V1 of Virtual Machine B . 
intermediate image , the data changes associated with reverse FIG . 21 depicts one embodiment of a merged file for 
incremental R2 may be applied to the third intermediate generating version V2 of Virtual Machine C using the set of 
image to generate a fourth intermediate image , and then the files depicted in FIG . 2G . The merged file includes a first 
data changes associated with reverse incremental R3 may be 55 pointer ( pBase ) that references the base image Base , a 
applied to the fourth intermediate image to generate the full second pointer ( PF1 ) that references the forward incremental 
image of version V2 of Virtual Machine A . F1 , a third pointer ( pF5 ) that references the forward incre 

FIG . 2G depicts one embodiment of a set of files associ mental F5 , and a fourth pointer ( pF6 ) that references the 
ated with multiple virtual machine snapshots . The set of files forward incremental F6 . In one embodiment , to generate the 
may be stored using a distributed file system , such as 60 full image of version V2 of Virtual Machine C , a base image 
distributed file system 112 in FIG . 1C . As depicted , the set ( e . g . , the base image associated with Version VY of Virtual 
of files includes a set of reverse incrementals ( R1 - R3 ) , a full Machine A ) may be acquired , the data changes associated 
image ( Base ) , and a set of forward incrementals ( F1 - F2 , F3 , with forward incremental F1 may be applied to the base 
and F5 - F6 ) . In this case , a first version of Virtual Machine image to generate a first intermediate image , the data 
B may be generated using a forward incremental F3 that 65 changes associated with forward incremental F5 may be 
derives from Version VX of Virtual Machine A and a second applied to the first intermediate image to generate a second 
version of Virtual Machine C may be generated using intermediate image , and the data changes associated with 
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forward incremental F6 may be applied to the second data changes associated with forward incremental F5 may be 
intermediate image to generate the full image of version V2 applied to the first intermediate image to generate a second 
of Virtual Machine C . intermediate image , and the data changes associated with 

FIG . 2J depicts one embodiment of a set of files associ - forward incremental F6 may be applied to the second 
ated with multiple virtual machine snapshots after a con - 5 intermediate image to generate the full image of version V2 
solidation process has been performed using the set of files of Virtual Machine C . 
in FIG . 2G . The set of files may be stored using a distributed In some embodiments , a data storage system may include 
file system , such as distributed file system 112 in FIG . 1C . a distributed scale - out software and storage stack that inte 
The consolidation process may generate new files R12 , R11 , grates backup data management software with a storage 
and Base2 . As depicted , the set of files includes a set of 10 target . The distributed scale - out software may enable the 
reverse incrementals ( R11 - R12 and R1 - R3 ) , a full image data storage system to be scalable and run using commodity 
( Base2 ) , and a set of forward incrementals ( F3 and F5 - F7 ) . hardware . The data storage system may be used to backup 
In this case , a first version of Virtual Machine B may be one or more virtual machines running within a virtualized 
generated using a forward incremental F3 that derives from environment or to backup one or more applications associ 
Version VX of Virtual Machine A and a second version of 15 ated with the one or more virtual machines . Via communi 
Virtual Machine C may be generated using forward incre - cation with a virtualization manager , such as virtualization 
mentals F5 - F6 that are derived from Version VZ of Virtual manager 169 in FIG . 1A , the data storage system may 
Machine A . In one example , Virtual Machine B may have discover the one or more virtual machines within the virtu 
been initially cloned from Version VX of Virtual Machine A alized environment and capture snapshots of the one or more 
and Virtual Machine C may have been initially cloned from 20 virtual machines over time . Each captured snapshot may 
version VZ of Virtual Machine A . Forward incremental file correspond with a virtual machine level image of a virtual 
F7 may include changes to Version VW of Virtual Machine machine . 
A that occurred subsequent to the generation of the full FIG . 3A is a flowchart describing one embodiment of a 
image file Base2 . In some cases , the forward incremental file process for managing and storing virtual machine snapshots 
F7 may comprise a writeable file or have file permissions 25 using a data storage system . In one embodiment , the process 
allowing modification of the file , while all other files asso - of FIG . 3A may be performed by a storage appliance , such 
ciated with earlier versions of Virtual Machine A comprise as storage appliance 170 in FIG . 1A . 
read only files . In step 302 , one or more virtual machines to be protected 

FIG . 2K depicts one embodiment of a merged file for or backed up are identified . The one or more virtual 
generating version V1 of Virtual Machine B using the set of 30 machines include a first virtual machine . The one or more 
files depicted in FIG . 2 ) . The merged file includes a first virtual machines may be selected by an end user of a storage 
pointer ( pBase2 ) that references the base image Base2 , a appliance , such as storage appliance 170 in FIG . 1A , using 
second pointer ( pR11 ) that references the reverse incremen - a user interface provided by the storage appliance . In step 
tal R11 , a third pointer ( pR12 ) that references the reverse 304 , a schedule for backing up the first virtual machine is 
incremental R12 , a fourth pointer ( pR1 ) that references the 35 determined . In one example , the schedule for backing up the 
reverse incremental R1 , a fifth pointer ( pR2 ) that references first virtual machine may comprise periodically backing up 
the reverse incremental R2 , and a sixth pointer ( pF3 ) that the first virtual machine every four hours . In step 306 , a job 
references the forward incremental F3 . In one embodiment , scheduler is configured to implement the schedule for back 
to generate the full image of version V1 of Virtual Machine ing up the first virtual machine . In one example , a distributed 
B , a base image ( e . g . , the base image associated with Version 40 job scheduler , such as distributed job scheduler 108 in FIG . 
VW of Virtual Machine A ) may be acquired , the data 1C , may be configured to schedule and run processes for 
changes associated with reverse incremental R11 may be capturing and storing images of the first virtual machine 
applied to the base image to generate a first intermediate over time according the schedule . 
image , the data changes associated with reverse incremental In step 308 , a snapshot process for acquiring a snapshot 
R12 may be applied to the first intermediate image to 45 of the first virtual machine is initiated . The snapshot process 
generate a second intermediate image , the data changes may send an instruction to a virtualized infrastructure man 
associated with reverse incremental R1 may be applied to ager , such as virtualization manager 169 in FIG . 1A , that 
the second intermediate image to generate a third interme requests data associated with the snapshot of the first virtual 
diate image , the data changes associated with reverse incre - machine . In step 310 , it is determined whether a full image 
mental R2 may be applied to the third intermediate image to 50 of the first virtual machine needs to be stored in order to 
generate a fourth intermediate image , and the data changes store the snapshot of the first virtual machine . The determi 
associated with forward incremental F3 may be applied to nation of whether a full image is required may depend on 
the fourth intermediate image to generate the full image of whether a previous full image associated with a prior version 
version V1 of Virtual Machine B . of the first virtual machine has been acquired . If a full image 

FIG . 2L depicts one embodiment of a merged file for 55 needs to be stored , then step 311 is performed . Otherwise , if 
generating version V2 of Virtual Machine C using the set of a full image does not need to be stored , then step 312 is 
files depicted in FIG . 2 ) . The merged file includes a first performed . In step 311 , the full image of the first virtual 
pointer ( pBase2 ) that references the base image Base2 , a machine is acquired . The full image of the first virtual 
second pointer ( pR11 ) that references the reverse incremen - machine may correspond with a file or one or more data 
tal R11 , a third pointer ( pF5 ) that references the forward 60 chunks . In step 312 , changes relative to a prior version of the 
incremental F5 , and a fourth pointer ( pF6 ) that references first virtual machine are acquired . The changes relative to 
the forward incremental F6 . In one embodiment , to generate the prior version of the first virtual machine may correspond 
the full image of version V2 of Virtual Machine C , a base with a file or one or more data chunks . In step 313 , the full 
image ( e . g . , the base image associated with Version VW of image of the first virtual machine is stored in a distributed 
Virtual Machine A ) may be acquired , the data changes 65 file system , such as distributed file system 112 in FIG . 1C . 
associated with reverse incremental R11 may be applied to In step 314 , the changes relative to the prior version of the 
the base image to generate a first intermediate image , the first virtual machine are stored in a distributed file system , 
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such as distributed file system 112 in FIG . 1C . In one may include one or more forward incremental files and one 
embodiment , the full image of the first virtual machine may or more reverse incremental files . In step 338 , a file asso 
be stored using a first storage device of a first type ( e . g . , a ciated with the particular version is generated using the base 
HDD ) and the changes relative to the prior version of the image and the set of incremental files . The file may be 
first virtual machine may be stored using a second storage 5 generated by patching the set of incremental files onto the 
device of a second type ( e . g . , an SSD ) . base image . 

In some embodiments , snapshots of the first virtual In one example , referring to FIG . 2G , if the particular 
machine may be ingested at a snapshot capture frequency version corresponds with Version V2 of Virtual Machine C , 
( e . g . , every 30 minutes ) by a data storage system . When a then the base image may correspond with the file Base in 
snapshot of the first virtual machine is ingested , the snapshot 10 FIG . 2G and the set of incremental files may correspond 
may be compared with other snapshots stored within the with files F1 , F5 , and F6 of FIG . 2G . In another example , 
data storage system in order to identify a candidate snapshot referring to FIG . 2G , if the particular version corresponds 
from which the snapshot may depend . In one example , a with Version V1 of Virtual Machine B , then the base image 
scalable approximate matching algorithm may be used to may correspond with the file Base in FIG . 2G and the set of 
identify the candidate snapshot whose data most closely 15 incremental files may correspond with files R1 , R2 , and F3 
matches the data associated with the snapshot or to identify of FIG . 2G . In step 340 , at least a portion of the file is 
the candidate snapshot whose data has the fewest number of outputted . The at least a portion of the file may be transferred 
data differences with the snapshot . In another example , an to a computing device , such as computing device 154 in 
approximate matching algorithm may be used to identify the FIG . 1A , or to a virtualization manager , such as virtualiza 
candidate snapshot whose data within a first portion of the 20 tion manager 169 in FIG . 1A . 
candidate snapshot most closely matches data associated In some embodiments , the base image and a subset of the 
with a first portion of the snapshot . In some cases , a majority set of incremental files may correspond with a second virtual 
of the data associated with the snapshot and the candidate machine different from the virtual machine ( e . g . , the second 
snapshot may be identical ( e . g . , both the snapshot and the virtual machine may have been backed up prior to snapshots 
candidate snapshot may be associated with virtual machines 25 of the virtual machine being acquired and used to generate 
that use the same operation system and have the same a dependent base file for the virtual machine ) . In this case , 
applications installed ) . Once the candidate snapshot has the base image may comprise the base image for the second 
been identified , then data differences ( or the delta ) between virtual machine and the set of incremental files may include 
the snapshot and the candidate snapshot may be determined a dependent base file that comprises data differences 
and the snapshot may be stored based on the data differ - 30 between the base image for the second virtual machine and 
ences . In one example , the snapshot may be stored using a a previously acquired base image for the virtual machine . 
forward incremental file that includes the data differences Data deduplication techniques may be applied to identify a 
between the snapshot and the candidate snapshot . The candidate base image from which a dependent base file may 
forward incremental file may be compressed prior to being depend and to generate the dependent base file . 
stored within a file system , such as distributed file system 35 FIG . 3C is a flowchart describing one embodiment of a 
112 in FIG . 1C . process for generating a dependent snapshot of a virtual 

In step 316 , a merged file associated with the snapshot is machine and generating one or more new versions of the 
generated . The merged file may reference one or more files virtual machine that derive from the dependent snapshot 
or one or more data chunks that have been acquired in either using a data storage system . In one embodiment , the process 
step 311 or step 312 . In one example , the merged file may 40 of FIG . 3C may be performed by a storage appliance , such 
comprise a file or a portion of a file that includes pointers to as storage appliance 170 in FIG . 1A . 
the one or more files or the one or more data chunks . In step In step 352 , a dependent snapshot to be generated is 
318 , the merged file is stored in a metadata store , such as identified . The dependent snapshot depends from a particu 
distributed metadata store 110 in FIG . 1C . In step 320 , a lar version of a virtual machine ( e . g . , the most recent version 
virtual machine search index for the first virtual machine is 45 of the virtual machine or a prior point in time version of the 
updated . The virtual machine search index for the first virtual machine ) . In one embodiment , the dependent snap 
virtual machine may include a list of files that have been shot may correspond with a test snapshot of the particular 
stored in the first virtual machine and a version history for version of the virtual machine from which a new application 
each of the files in the list . In one example , the virtual may be installed and run prior to releasing the new appli 
machine search index for the first virtual machine may be 50 cation into a production environment . Changes to the test 
updated to include new files that have been added to the first snapshot made by the new application may be stored as one 
virtual machine since a prior snapshot of the first virtual or more new versions that derive from the dependent snap 
machine was taken and / or to include updated versions of shot . In another embodiment , the dependent snapshot may 
files that were previously stored in the first virtual machine . correspond with a mounted snapshot of the particular ver 

FIG . 3B is a flowchart describing one embodiment of a 55 sion of the virtual machine from which a client may mount 
process for restoring a version of a virtual machine using a the mounted snapshot of the particular version and make 
data storage system . In one embodiment , the process of FIG . subsequent modifications to the mounted snapshot . The 
3B may be performed by a storage appliance , such as storage subsequent modifications may be stored as one or more new 
appliance 170 in FIG . 1A . versions that derive from the dependent snapshot . 

In step 332 , a particular version of a virtual machine to be 60 In step 354 , a new merged file that corresponds with the 
restored is identified . In step 334 , a base image from which dependent snapshot is generated . In some cases , the new 
the particular version may be derived is determined . In step merged file may comprise a duplicate copy of the merged 
336 , a set of incremental files for generating the particular file associated with the particular version of the virtual 
version is determined . In one embodiment , the base image machine . In one example , referring to FIG . 2G , if the 
and the set of incremental files may be determined from a 65 particular version corresponds with Version VX of Virtual 
merged file associated with the particular version of the Machine A , then the new merged file may comprise a 
virtual machine . In some cases , the set of incremental files duplicate copy of the merged file associated with Version 
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VX of Virtual Machine A . In this case , the new merged file or more virtual machines may include an independent virtual 
may be associated with a cloned virtual machine that com machine ( i . e . , a virtual machine whose versions derive from 
prises a cloned version of Version VX of Virtual Machine A . merged files that do not include pointers to data associated 
In step 356 , a set of data associated with one or more with a different virtual machine ) with six different versions 
changes to the dependent snapshot is acquired . In step 358 , 5 that correspond with files Base , R1 - R3 , and F1 - F2 . The one 
the set of data is stored as a new file . The new file may or more virtual machines may include a first dependent 
comprise a forward incremental file . In one embodiment , the virtual machine ( i . e . , a virtual machine whose versions 
new file may be stored using a distributed file system , such derive from merged files that include pointers to data asso 
as distributed file system 112 and FIG . 1C . In another ciated with an independent virtual machine ) associated with 
embodiment , the new file may be stored using a flash - based 10 file F3 and a second dependent virtual machine associated 
cache or an SSD . In step 360 , the new merged file is updated with files F5 - F6 . 
with a pointer to the new file in response to acquiring the set The second set of files may include one or more new files 
of data . that have been generated using the first set of stored files in 

In one embodiment , the new file may correspond with order to consolidate the first set of files and to move a base 
changes to a cloned virtual machine that comprises a cloned 15 image file ( e . g . , the file Base ) closer to a more recent version 
version of Version VX of Virtual Machine A in FIG . 2G . The of the independent virtual machine . As depicted , the one or 
changes to the cloned virtual machine may occur subsequent more new files include files R11 , R12 , and Base2 ( i . e . , a new 
to the generation of the cloned virtual machine . The new file base image file ) . The one or more new files may correspond 
may correspond with a forward incremental file , such as with a first version of the independent virtual machine 
forward incremental F3 in FIG . 2 . In one example , the 20 associated with the base image ( Base ) , a second version of 
changes to the cloned virtual machine may be associated the independent virtual machine associated with the new 
with a modification to a database stored on the cloned virtual base image ( Base2 ) , and the versions of the independent 
machine or the installation of a new application on the virtual machine between the first version and the second 
cloned virtual machine . version . The second set of files may also include a forward 

In some cases , in response to a particular version of the 25 incremental file F7 that may include changes that have 
virtual machine being mounted , a storage appliance may occurred subsequent to the generation of the new base image 
generate a dependent snapshot of the particular version of file Base2 . 
the virtual machine in order to allow modifications to the In one embodiment , a first merged file representing a 
dependent snapshot without interfering with or corrupting version of the first dependent virtual machine associated 
the particular version of the virtual machine . The dependent 30 with file F3 may not need to be updated due to the relocation 
snapshot may correspond with a cloned virtual machine that of the base image file to a more recent version of the 
comprises a cloned version of the particular version of the independent virtual machine . However , a second merged file 
virtual machine . The dependent snapshot may then be modi - representing a version of the second dependent virtual 
fied by a secondary workload that may read data from the machine associated with file F5 may need to be updated in 
dependent snapshot and write data to the dependent snap - 35 order to point to the new file R11 . In one example , the 
shot . In some cases , the dependent snapshot may comprise second merged file may redirect a pointer from pointing to 
a new full image of the particular version of the virtual the file F1 to point to the new file R11 . Once the second 
machine that may be directly modified by the secondary merged file has been updated from referencing the file F1 to 
workload . In other cases , modifications made to the depen - referencing the new file R11 , then the file F1 may be released 
dent snapshot may be stored in a new file ( e . g . , a forward 40 from being stored or deleted . 
incremental ) that includes the changes in data from the FIG . 4B depicts one embodiment of a third set of stored 
dependent snapshot . files . The third set of stored files may be associated with one 

In one embodiment , upon detection of a failure of a virtual or more virtual machines after consolidation of the first set 
machine ( e . g . , due to a hardware failure ) , the most recent of stored files in FIG . 4A . As depicted , the independent 
version of the virtual machine stored within a storage 45 virtual machine has six different versions that correspond 
appliance may be identified and made available to an with files Base2 , R1 - R3 , and R11 - R12 . The first dependent 
application requiring data from the virtual machine . In some virtual machine is associated with file F3 and the second 
cases , the most recent version of the virtual machine may be dependent virtual machine is associated with files F5 - F6 . 
made available via a dependent snapshot or a cloned virtual The files Base and F1 - F2 in FIG . 4A have been deleted . 
machine that comprises a cloned version of the most recent 50 Merged files associated with versions of the second depen 
version of the virtual machine . In cases where a dependent dent virtual machine may include pointers to the new file 
snapshot has been generated , the application may read R11 and the new base image file Base2 . In one embodiment , 
and / or modify the data stored within the dependent snapshot the second dependent virtual machine may correspond with 
without altering the contents of the most recent version of a cloned version of the independent virtual machine that is 
the virtual machine stored within the storage appliance . In 55 being used by a secondary workload . The secondary work 
one example , in response to detecting a failure of a virtual load may be halted while the merged files associated the 
machine or a failure of a virtual disk of the virtual machine , second dependent virtual machine are updated to include 
a primary system may quickly mount the most recent pointers to the new file R11 . In another embodiment , the 
version of the virtual machine stored within a storage merged files associated with versions of the second depen 
appliance and then continue reading and writing data from 60 dent virtual machine may be updated to include pointers to 
the mounted version without first restoring and transferring the new file R11 once all applications accessing the second 
the most recent version of the virtual machine to the primary dependent virtual machine have been halted or terminated . 
system . FIGS . 4C - 4D depict a flowchart describing one embodi 

FIG . 4A depicts one embodiment of a first set of stored ment of a process for managing and storing virtual machine 
files and a second set of stored files . The first set of stored 65 snapshots using a data storage system . In one embodiment , 
files may be associated with one or more virtual machines the process of FIGS . 4C - 4D may be performed by a storage 
prior to consolidation of the first set of stored files . The one appliance , such as storage appliance 170 in FIG . 1A . 
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In step 402 , a first set of files associated with a plurality be generated by patching one or more forward incremental 
of versions of a first virtual machine to be consolidated is files to the base file . The one or more forward incremental 
identified . In one example , the first set of files may include files may correspond with one or more versions of the first 
a base image file ( e . g . , generated during a previous consoli virtual machine that were generated subsequent to the first 
dation process ) and one or more other files associated with 5 version . In one example , data changes ( e . g . , bit differences ) 
versions of the first virtual machine created after the base associated with a first forward incremental file of the one or 
image file was generated . The one or more other files may more forward incremental files may be applied to the data 
include one or more forward incremental files . In one stored in the base file to generate an intermediate full image 
embodiment , the decision to consolidate the first set of files and data changes associated with a second forward incre 
or to generate a new base image file such that the new base 10 mental file associated with the second version of the first 
image file is closer to the most recent version of the first virtual machine may be applied to the intermediate full 
virtual machine than the base image file may be determined image to generate the new base file . In one example , the new 
based on a consolidation frequency ( e . g . , files associated base file may correspond with the new base image file Base2 
with the first virtual machine may be consolidated every 8 in FIG . 4A . 
hours , every 24 hours , or every 72 hours ) . In another 15 In step 410 , a first data integrity check is performed on the 
embodiment , the decision to consolidate the first set of files new base file and / or on data read to generate the new base 
or to generate a new base image file such that the new base file . In one example , as data is read from a file system , such 
image file is closer to the most recent version of the first as distributed file system 112 in FIG . 1C , storing the base file 
virtual machine than the base image file may be determined and one or more incremental files for generating the new 
based on a number of forward incremental files that need to 20 base file , checksums may be computed using the data and 
be patched to the base image file in order to restore the most compared in order to detect errors within the data . As the 
recent version of the first virtual machine . In one example , data may have been replicated over a plurality of physical 
if the number of forward incremental files that need to be machines , such as physical machine 120 and physical 
patched to the base image file in order to restore the most machine 130 in FIG . 1C , if a data error is detected , then the 
recent version of the first virtual machine is greater than a 25 data error may be corrected using replicated data and the 
threshold number of forward incremental files ( e . g . , more corrected data ( e . g . , a new correct replica ) may be written to 
than ten forward incremental files ) , then the first set of files one or more of the plurality of physical machines . In another 
may be consolidated or identified for consolidation . In example , as data is read from a file system to generate the 
another embodiment , the decision to consolidate the first set new base file , error correcting code ( ECC ) information may 
of files may be determined based on a data size threshold 30 be generated based on the data in order to detect and correct 
corresponding with a summation of the file sizes for the data errors that occurred during transmission or storage of 
forward incremental files that need to be patched to the base the data . Upon detection of one or more data errors , the one 
image file in order to restore the most recent version of the or more data errors may be corrected and the corrected data 
first virtual machine . In one example , if the combined data may be written to one or more of a plurality of physical 
size for the forward incremental files that need to be patched 35 machines supporting the file system . One benefit of per 
to the base image file in order to restore the most recent forming a data integrity check as the new base file is 
version of the first virtual machine is greater than a threshold generated is that data storage reliability of a data storage 
data size ( e . g . , the sum of the file sizes for the forward system may be improved . 
incrementals is greater than 20 MB ) , then the first set of files In step 412 , a set of reverse incremental files associated 
may be consolidated or identified for consolidation . In some 40 with the first version and one or more versions of the first 
embodiments , the first set of files may be automatically virtual machine between the first version and the second 
consolidated ( e . g . , without manual intervention ) if a con - version is generated . The set of reverse incremental files 
solidation period has passed or expired ( e . g . , it has been may correspond with data changes that derive from the new 
more than 12 hours since the last consolidation occurred or base file . In one example , a first reverse incremental file of 
since the base image file was generated ) , the total number of 45 the set of reverse incremental files may include the data 
forward incremental files that need to be patched to the base changes ( e . g . , the bit differences ) from the new base file and 
image file in order to restore the most recent version of the a second reverse incremental file of the set of reverse 
first virtual machine is greater than a threshold number of incremental files may include the data changes from the new 
forward incremental files , and / or the combined data size for base file patched with the first reverse incremental file . In 
the forward incremental files that need to be patched to the 50 one example , the set of reverse incremental files may 
base image file in order to restore the most recent version of correspond with reverse incremental files R11 - R12 in FIG . 
the first virtual machine is greater than a threshold data size . 4A . In some cases , the set of reverse incremental files may 

In step 404 , a first version of the plurality of versions be compressed prior to being stored within a file system , 
associated with a base file is determined . The base file may such as distributed file system 112 in FIG . 1C . In step 414 , 
comprise a full image ( or a complete image ) of the first 55 a second data integrity check is performed on the set of 
version of the first virtual machine . In step 406 , a second reverse incremental files and / or on data read to generate the 
version of the plurality of versions associated with a new set of reverse incremental files . One benefit of performing a 
base file to be generated is determined . The second version data integrity check during consolidation or as the set of 
may correspond with a newer version of the virtual machine reverse incremental files is generated is that data storage 
than the first version . In one example , the second version 60 reliability of a data storage system may be improved . 
may comprise the most recent version of the first virtual Moreover , periodically performing data integrity checks 
machine . The most recent version of the first virtual machine ( e . g . , during periodic consolidations that occur on a daily or 
may correspond with the latest or more recent snapshot of weekly basis ) may allow for a reduction in the degree of 
the first virtual machine . replication or a reduction in the number of replicas stored 

In step 408 , the new base file is generated . In one 65 within a cluster . 
example , the new base file may be generated by generating In step 416 , the new base file is written to a first storage 
a full image for the second version . The new base file may device of a first type . In step 418 , the set of reverse 



US 10 , 114 , 565 B2 
29 30 

incremental files is written to a second storage device of a the first virtual machine associated with point in time 
second type . In one example , the first storage device of a first snapshots captured within a particular period of time be 
type may comprise a HDD and the second storage device of stored ( e . g . , a data storage system may only store backup 
the second type a comprise an SSD . In another example , the versions of the first virtual machine associated with point in 
first storage device of the first type may comprise a high 5 time snapshots that were captured within the past three 
density MLC flash - based SSD ( e . g . , 2 - bits / cell or 3 - bits / cell ) 
and the second storage device of the second type may In one embodiment , the backup policy for the first virtual 
comprise a high performance SLC flash - based SSD . In machine may specify that versions of the first virtual another example , the first storage device of the first type may machine associated with points in time older than a particu comprise a hybrid HDD / SSD drive and the second storage 10 lar time be moved from a second storage device ( e . g . , an device of the second type may comprise an SSD . In another SSD ) to a first storage device ( e . g . , a HDD ) . In one example , example , the first storage device of the first type may have incremental files associated with versions of the first virtual a first read speed and / or a first write speed and the second machine older than a particular time ( e . g . , older than six storage device of the second type may have a second read 
speed that is faster than the first read speed and / or a second 15 months ago ) be tran d / or a second 15 months ago ) be transferred from the second storage device 
write speed that is faster than the first write speed . In another to the first storage device . The backup policy applied to a 
example , the first storage device of the first type may have virtual machine may depend on a classification of the virtual 
a first read latency and / or a first random access time and the machine . In one example , a virtual machine may be classi 
second storage device of the second type may have a second fied as a gold - level virtual machine , a silver - level virtual 
read latency that is less than the first read latency and / or a 20 machine , or a bronze - level virtual machine . The backup 
second random access time that is less than the first random policy for a gold - level virtual machine may specify a greater 
access time speed . One benefit of storing the new base file maximum number of versions to be stored than a silver - level 
in a first storage device of a first type and the set of reverse virtual machine or a bronze - level virtual machine . The 
incremental files in a second storage device of a second type backup policy for a gold - level virtual machine may specify 
is that a particular version of the first virtual machine may 25 a longer period of time for storing versions of the virtual 
be quickly generated by performing a sequential read from machine than a silver - level virtual machine or a bronze - level 
the first storage device ( e . g . , reading a single file from a virtual machine . 
HDD ) to acquire the new base file and , in parallel , perform - In one embodiment , a virtual machine may be automati 
ing one or more reads from the second storage device ( e . g . , cally classified , for example , as a gold - level virtual machine , 
performing fast random reads from an SSD ) to acquire the 30 a silver - level virtual machine , or a bronze - level virtual 
set of reverse incremental files . machine based on a history of restoration requests for 

In step 420 , a first set of merged files is updated to snapshots of the virtual machine . In one example , if more 
reference the new base file . The first set of merged files may than ten snapshots of the virtual machine have been restored 
correspond with merged files for the first version , the second within a week of a current date , then the virtual machine may 
version , and the versions of the first virtual machine between 35 be automatically classified as a gold - level virtual machine . 
the first version and the second version . In one example , in In another example , if no request for a restored snapshot of 
reference to FIG . 2G , the first version may correspond with a virtual machine has been received within a month of a 
Version VY of Virtual Machine A , the second version may current date , then the virtual machine may be automatically 
correspond with Version VW of Virtual Machine A , and the classified as a bronze - level virtual machine . In another 
versions of the first virtual machine between the first version 40 embodiment , a virtual machine may be automatically clas 
and the second version may correspond with Version VZ of sified based on a history of snapshot mounting requests for 
Virtual Machine A . snapshots of the virtual machine . Once the virtual machine 

In step 422 , a backup policy associated with the first has been automatically classified , then a particular backup 
virtual machine is determined . The backup policy may policy for the virtual machine may be applied to the virtual 
specify one or more parameters for backing up the first 45 machine based on the classification . 
virtual machine in order to recover information from the first In step 424 , a second set of reverse incremental files 
virtual machine in the event that the first virtual machine associated with versions of the first virtual machine that are 
fails ( e . g . , due to a system failure ) . In one example , the older than the first version is identified based on the backup 
backup policy for the first virtual machine may specify that policy . In one example , the second set of reverse incremental 
at most a maximum number of versions of the first virtual 50 files may correspond with versions of the first virtual 
machine be stored ( e . g . , a data storage system may store at machine that correspond with points in time that occurred 
most 100 backup versions of the first virtual machine ) . In the more than six months from a current time . In another 
case that the maximum number of versions to be stored for example , the second set of reverse incremental files may 
a virtual machine is 100 , the first 50 versions may corre - correspond with versions of the first virtual machine that 
spond with daily snapshots of the virtual machine covering 55 correspond with points in time that occurred more than one 
the past 50 days and the last 50 versions may correspond year from the time that the second version of the first virtual 
with weekly snapshots of the virtual machine that cover the machine was created or more than one year from the time 
50 weeks prior to the past 50 days . The backup policy may that a snapshot associated with the second version was 
specify that a first number of historical snapshots of a virtual captured . In step 426 , the second set of reverse incremental 
machine are stored for points in time within a threshold date 60 files is moved from the second storage device to the first 
from a current date ( e . g . , that 30 snapshots are available storage device . In some cases , the second set of reverse 
covering the past 30 days ) and that a second number of incremental files may be transferred from an SSD to a HDD . 
historical snapshots of the virtual machine are stored for The second set of reverse incremental files may be trans 
points in time greater than the threshold date from the ferred such that only the 50 most recent snapshots of the first 
current date ( e . g . , that 70 snapshots are available covering 65 virtual machine are stored on the SSD and all other snap 
dates prior to the past 30 days ) . The backup policy for the shots of the first virtual machine that were captured prior to 
first virtual machine may also specify that only versions of the 50 most recent snapshots are stored on the HDD . 
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In one embodiment , a second set of reverse incremental ated with a file to be restored ( e . g . , version X2 of File X ) 

files may be identified based on a backup policy associated may be acquired from a file system and patched . 
with the virtual machine . The backup policy may specify a FIG . 5C depicts one embodiment of a first portion 502 of 
maximum number of snapshots allowed for the virtual the base image referenced by the first pointer ( pBase ) in 
machine for a particular time period . In one example , the 5 FIG . 5B and a second portion 504 of the base image 
backup policy may specify that the maximum number of referenced by the first pointer ( pBase ) in FIG . 5B . In some 
snapshots for snapshots corresponding with points in time cases , rather than restoring an entire base image in order to 
that occurred more than six months from a current time must restore a particular version of a file , the first portion 502 of 
not be greater than a first number ( e . g . , not more than 100 the base image may be restored in order to identify a location 
snapshots ) . The second set of reverse incremental files may 10 of the file within the base image or to identify one or more 
then be consolidated to free up storage space . In one regions within the base image that store the file . In one 
example , the second set of reverse incremental files may example , the first portion 502 of the base image may 
comprise ten reverse incremental files and the second set of correspond with one or more file system metadata files . The 
reverse incremental files may be consolidated to generate a one or more file system metadata files may store information 
single consolidated file corresponding with the earliest point 15 regarding the type of file system used and information 
in time snapshot of the ten reverse incremental files . regarding every file and directory on a virtual volume or 

In step 428 , a second set of merged files is updated to disk . In some cases , the one or more file system metadata 
reference the new base file . The second set of merged files files may be located near the beginning or the end of the base 
may correspond with merged files for a second virtual image or near the beginning or the end of a virtual disk 
machine that include a pointer to the base file . The second 20 partition within the base image . The one or more file system 
virtual machine may include dependent snapshots that metadata files may include NTFS metadata files , such as an 
depend on snapshots associated with the first virtual NTFS Master File Table . The NTFS Master File Table may 
machine . In step 430 , it is detected that there is no depen - include information for retrieving files from an NTFS par 
dency on the first set of files . In one example , it may be tition . The one or more file system metadata files may 
detected that there is no dependency on the first set of files 25 include a File Allocation Table . The one or more file system 
if there are no merged files that include pointers to any of the metadata files may include information for locating and 
first set of files . In step 432 , the first set of files is deleted in retrieving files from a virtual disk within the base image 
response to detecting that there is no dependency on the first even when due to fragmentation , the file is located in 
set of files . The first set of files may be deleted to free up data multiple regions within the virtual disk ) . 
storage space within a data storage system . 30 Once the first portion 502 of the base image has been 

FIG . 5A depicts one embodiment of a virtual machine acquired and one or more regions within the base image are 
search index , such as virtual machine search index 106 in identified that store the file to be restored , the one or more 
FIG . 1C . A virtual machine search index for a virtual regions of the base image including the second portion 504 
machine may include a list , table , or other data structure that of the base image may be read and patched with data from 
stores mappings or pointers from different versions of files 35 one or more reverse incremental files in order to generate a 
stored on the virtual machine to different versions of the portion of a particular version of a virtual machine from 
virtual machine . As depicted , the virtual machine search which the particular version of the file may be extracted . 
index includes a list of file versions for File X that are stored Thus , a particular version of a file may be quickly extracted 
on Virtual Machine A . The list of file versions for File X by using the virtual machine search index of FIG . 5A to 
includes Versions X1 - X4 . Each of the file versions includes 40 identify a version of a virtual machine that includes the 
a pointer to a particular version of Virtual Machine A that particular version of the file and then restoring only a portion 
corresponds with the earliest point in time snapshot of of the version of the virtual machine that includes the 
Virtual Machine A that includes the file version . For particular version of the file . One benefit of extracting the 
example , version A23 of Virtual Machine A comprises the particular version of the file from a small portion of the 
earliest point in time snapshot of Virtual Machine A that 45 version of the virtual machine ( e . g . , 2 MB ) rather than from 
includes version X1 of File X and version A45 of Virtual an entire image of the version of the virtual machine ( e . g . , 
Machine A comprises the earliest point in time snapshot of 20 GB ) is that the particular version of the file may be 
Virtual Machine A that includes version X2 of File X . The restored in a shorter amount of time . 
virtual machine search index also includes a list of file FIG . 5D is a flowchart describing one embodiment of a 
versions for File Y that are stored on Virtual Machine A . The 50 process for extracting a particular version of a file from one 
list of file versions for File Y includes a mapping of version or more snapshots of a virtual machine . In one embodiment , 
Y1 of File Y ( saved at time T2 ) to version A45 of Virtual the process of FIG . 5D may be performed by a storage 
Machine A and a mapping of version Y2 of File Y ( saved at appliance , such as storage appliance 170 in FIG . 1A . 
time T8 subsequent to time T2 ) to version A95 of Virtual In step 512 , a particular version of a file to be restored is 
Machine A . Version A45 of Virtual Machine A may comprise 55 identified . The file may be stored on a virtual disk of a virtual 
the 45th version of Virtual Machine A . machine . The file may comprise or correspond with a 

FIG . 5B depicts one embodiment of a merged file for the database , a spreadsheet , a word processing document , an 
version A45 of Virtual Machine A referred to in FIG . 5A . image file , a video file , a text file , an executable file , an audio 
The merged file includes a first pointer ( Base ) that refer - file , an electronic message , or an email . The particular 
ences a base image ( e . g . , via the path / snapshots / VM _ A / 60 version of the file may be selected by an end user of a storage 
s100 / s100 . full ) and other pointers to reverse incremental appliance , such as storage appliance 170 in FIG . 1A , using 
files ( e . g . , a pointer to reverse incremental file R55 via the a user interface provided by the storage appliance . In step 
path / snapshots / VM _ A / s45 / s45 . delta ) . In this case , version 514 , a virtual machine search index , such as virtual machine 
A45 of Virtual Machine A may be generated by patching 55 search index 106 in FIG . 1C , for the virtual machine is 
reverse incremental files onto the base image . However , 65 acquired . In step 516 , a version of the virtual machine that 
rather than patching the reverse incremental files onto the includes the particular version of the file is identified using 
entire base image , only a portion of the base image associ - the virtual machine search index . In step 518 , a merged file 
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corresponding with the version of the virtual machine is dependent base file Dependent _ Base and forward incremen 
acquired . In step 520 , a base image for generating the tals F7 - F8 . As depicted , the file Dependent _ Base may com 
version of the virtual machine is identified using the merged prise a dependent base file that includes data differences that 
file . In step 522 , a set of incremental files for generating the may be applied to the base image for Virtual Machine A 
version of the virtual machine is identified using the merged 5 ( Base ) in order to generate a first version ( e . g . , Version 1 ) of 
file . In step 524 , a first portion of the base image that Virtual Machine B . In some cases , the dependent base file 
includes file system metadata for the virtual disk storing the may be considered a forward incremental file that depends 
file is determined . In one embodiment , the file system from the base image for Virtual Machine A and may be used 
metadata may include information for location and retriev . to generate the first version of Virtual Machine B . One 
ing the file from the virtual disk . In one example , the file 10 benefit of generating the first version of Virtual Machine B 
system metadata includes NTFS metadata . using a dependent base file is that the versions of Virtual 

In step 526 , a portion of the version of the virtual machine Machine B may be stored using less storage space . 
is generated using the file system metadata and the set of FIG . 6B depicts one embodiment of a merged file for 
incremental files . In one embodiment , the portion of the generating Version 1 of Virtual Machine B using the stored 
version of the virtual machine is generated by patching the 15 files depicted in FIG . 6A . The merged file includes a first 
set of incremental files to a second portion of the base image . pointer ( pBase ) that references the base image for Virtual 
In another embodiment , the portion of the version of the Machine A ( Base ) and a second pointer ( pDependent _ Base ) 
virtual machine is generated by applying each of the set of that references the dependent base file ( Dependent _ Base ) . In 
incremental files to one or more chunks of data located one embodiment , to generate a full image for Version 1 of 
within the base image . In step 528 , the particular version of 20 Virtual Machine B , the base image ( Base ) for Virtual 
the file is extracted from the portion of the version of the Machine A may be acquired and the data changes associated 
virtual machine . In step 530 , the particular version of the file with the dependent base file may be applied to the base 
is outputted . The particular version of the file may be image to generate the full image for Version 1 of Virtual 
transferred to a computing device , such as computing device Machine B . 
154 in FIG . 1A , or to a virtualization manager , such as 25 FIG . 6C depicts one embodiment of a first set of stored 
virtualization manager 169 in FIG . 1A . In one example , the files associated with different versions of a Virtual Machine 
outputted file may correspond with a database that has been A ( VM A ) and a second set of stored files associated with 
restored to a particular version of the database without different versions of a Virtual Machine B ( VMB ) after a first 
having to perform a full restoration of an entire image of a consolidation process has been performed on the first set of 
virtual machine . One benefit of extracting the particular 30 files in FIG . 6A . The first consolidation process may gen 
version of the file from a portion of the version of the virtual erate new files R12 , R11 , and Base2 . The new files may 
machine that includes the particular version of the file is that allow a base image for Virtual Machine A to be moved closer 
the particular version of the file may be quickly restored to a more recent version of Virtual Machine A . The first set 
without having to first restore an entire image of the version of stored files includes a reverse incremental R1 , reverse 
of the virtual machine . 35 incremental R11 , reverse incremental R12 ( corresponding 

In some embodiments , a particular version of a data object with Version VX of Virtual Machine A ) , and base image 
to be restored may be identified . The particular version of the Base2 ( corresponding with Version VY of Virtual Machine 
data object may correspond with a particular point in time A ) . The second set of stored files includes a dependent base 
instance of the data object ( e . g . , a third snapshot of an file Dependent Base and forward incrementals F7 - F8 . As 
electronic document captured at a third point in time ) . The 40 depicted , the file Dependent _ Base may comprise a depen 
data object may be stored on a virtual disk of a virtual dent base file that includes data differences that may be 
machine . The data object may comprise a database , a applied to a full image of Version VX of Virtual Machine A 
spreadsheet , a word processing document , an electronic in order to generate a first version ( e . g . , Version 1 ) of Virtual 
document , an image , a video , a text file , an executable file , Machine B . 
an audio recording , an electronic message , or an email . A 45 FIG . 6D depicts one embodiment of a merged file for 
version of the virtual machine that includes the particular generating Version 1 of Virtual Machine B using the stored 
version of the data object may be identified using a virtual files depicted in FIG . 6C . The merged file includes a first 
machine search index . Once the version of the virtual pointer ( pBase2 ) that references the base image for Virtual 
machine has been identified , metadata associated with the Machine A ( Base2 ) , a second pointer ( pR11 ) that references 
virtual machine ( e . g . , file system metadata ) may be read in 50 the reverse incremental R11 , a third pointer ( pR12 ) that 
order to identify one or more regions within the virtual disk references the reverse incremental R12 , and a fourth pointer 
that store the data object . A portion of the version of the ( pDependent _ Base ) that references the dependent base file 
virtual machine may then be generated by reading and / or Dependent _ Base . In one embodiment , to generate the full 
patching only the one or more regions within the virtual disk image of Version 1 of Virtual Machine B , the base image for 
that store the data object . The particular version of the data 55 Virtual Machine A ( Base2 ) may be acquired , the data 
object may then be extracted using only the portion of the changes associated with reverse incremental R11 may be 
version of the virtual machine without having to extract or applied to the base image to generate a first intermediate 
restore an entire image of the version of the virtual machine . image , the data changes associated with reverse incremental 

FIG . 6A depicts one embodiment of a first set of stored R12 may be applied to the first intermediate image to 
files associated with different versions of a Virtual Machine 60 generate a second intermediate image , and the data changes 
A ( VM A ) and a second set of stored files associated with associated with the dependent base file Dependent _ Base 
different versions of a Virtual Machine B ( VMB ) . The first may be applied to the second intermediate image to generate 
set of stored files includes a reverse incremental R1 , base the full image for Version 1 of Virtual Machine B . 
image Base ( corresponding with Version VX of Virtual FIG . 6E depicts one embodiment of a first set of stored 
Machine A ) , forward incremental F1 , and forward incre - 65 files associated with different versions of a Virtual Machine 
mental F2 ( corresponding with Version VY of Virtual A ( VMA ) and a second set of stored files associated with 
Machine A ) . The second set of stored files includes a different versions of a Virtual Machine B ( VM B ) after a 
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second consolidation process has been performed on the applying dependent bases either in parallel ( e . g . , four depen 
second set of files in FIG . 6C . The second consolidation dent virtual machines may each be derived from a base 
process may generate new files R22 , R21 , and image file for an independent virtual machine ) or in series 
Dependent Base2 . The new files may allow a most recent ( e . g . , a first dependent virtual machine may be derived from 
version of Virtual Machine B ( e . g . , Version 3 of Virtual 5 an independent virtual machine and a second dependent 
Machine B ) to move closer to the base image for Virtual virtual machine may be derived from the first dependent 
Machine A . The first set of stored files includes a reverse virtual machine ) is that the amount of data storage space 
incremental R1 , reverse incremental R11 , reverse incremen required to store the different versions of virtual machines 
tal R12 ( corresponding with Version VX of Virtual Machine may be reduced and the deduplication rate may be increased . 
A ) , and base image Base2 ( corresponding with Version VY 10 FIG . 6H depicts one embodiment of a merged file for 

generating Version 1 of Virtual Machine C using the stored of Virtual Machine A ) . The second set of stored files files depicted in FIG . 6G . The merged file includes a first includes a dependent base file Dependent _ Base2 and reverse pointer ( pBase ) that references the base image for Virtual incrementals R21 - R22 . As depicted , the file Dependent _ Machine A , a second pointer ( pDependent _ Base ) that ref 
Base2 may comprise a dependent base file that includes data erences the dependent base file for Virtual Machine B . and 
differences that may be applied to a full image of Version 15 a third pointer ( pDependent Base3 ) that references the 
VY of Virtual Machine A in order to generate a most recent dependent base file Dependent _ Base3 for Virtual Machine 
version ( e . g . , Version 3 ) of Virtual Machine B . C . In one embodiment , to generate the full image of Version 

FIG . 6F depicts one embodiment of a merged file for 1 of Virtual Machine C , the base image ( Base ) for Virtual 
generating Version 1 of Virtual Machine B using the stored Machine A may be acquired , the data changes associated 
files depicted in FIG . 6E . The merged file includes a first 20 with the dependent base file Dependent _ Base may be 
pointer ( pBase2 ) that references the base image for Virtual applied to the base image to generate a first intermediate 
Machine A ( Base2 ) , a second pointer ( pDependent _ Base2 ) image , and the data changes associated with the dependent 
that references the dependent base file Dependent _ Base2 , a base file Dependent _ Base3 may be applied to the first 
third pointer ( pR21 ) that references the reverse incremental intermediate image to generate the full image for Version 1 
R21 , and a fourth pointer ( pR22 ) that references the reverse 25 of Virtual Machine C . 
incremental R22 . In one embodiment , to generate the full In a virtualized environment , redundancy in data stored 
image of Version 1 of Virtual Machine B , the base image on two or more different virtual machines may occur due to 
( Base2 ) for Virtual Machine A may be acquired , the data a common operation system used by the virtual machines 
changes associated with the dependent base file ( e . g . , 100 virtual machines within the virtualized environ 
Dependent _ Base2 may be applied to the base image to 30 ment may run the same operating system ) or due to the 
generate a first intermediate image , the data changes asso - cloning of virtual machines within the virtualized environ 
ciated with the reverse incremental R21 may be applied to ment . A cloned virtual machine may include the same 
the first intermediate image to generate a second interme - operating system and applications as a virtual machine from 
diate image , and the data changes associated with the reverse which the cloned virtual machine was cloned . In some cases , 
incremental R22 may be applied to the second intermediate 35 in a virtualized environment supporting an enterprise , many 
image to generate the full image for Version 1 of Virtual of the virtual machines used by employees of the enterprise 
Machine B . may comprise cloned virtual machines that include a sig 

FIG . 66 depicts one embodiment of a first set of stored nificant amount of redundancy due to the installation of a 
files associated with different versions of a Virtual Machine common operating system and common applications ( e . g . , 
A ( VM A ) , a second set of stored files associated with 40 more than 85 % of the data may be redundant ) . The com 
different versions of a Virtual Machine B ( VM B ) , and a monality between different virtual machines may allow a 
third set of stored files associated with different versions of virtual machine to be efficiently stored as a dependent virtual 
a Virtual Machine C ( VM C ) . The first set of stored files machine that may be derived from an independent virtual 
includes a reverse incremental R1 , base image Base , and machine . The dependent virtual machine may be associated 
forward incrementals F1 - F2 . The second set of stored files 45 with a dependent base file that is stored on the same physical 
includes a first dependent base file Dependent Base and machine as a base image associated with the independent 
forward incrementals F7 - F8 . The third set of stored files virtual machine . The dependent base file and the base image 
includes a second dependent base file Dependent _ Base3 and may reside on two different storage devices within the same 
forward incremental F15 . As depicted , the file physical machine . In some cases , to reduce the time needed 
Dependent _ Base may comprise a first dependent base file 50 to restore a version of the dependent virtual machine , the 
that includes data differences that may be applied to the base dependent base file and other incremental files associated 
image for Virtual Machine A ( Base ) in order to generate a with the dependent virtual machine may be stored in an SSD 
full image for a first version ( e . g . , Version 1 ) of Virtual of the physical machine and the base image associated with 
Machine B and the file Dependent _ Base3 may comprise a the independent virtual machine may be stored in a HDD of 
second dependent base file that includes data differences that 55 the physical machine . 
may be applied to a full image of the first version of Virtual FIG . 61 is a flowchart describing one embodiment of a 
Machine B in order to generate a first version ( e . g . , Version process for storing snapshots of a virtual machine . In one 
1 ) of Virtual Machine C . In some cases , the dependent base embodiment , the process of FIG . 61 may be performed by a 
file Dependent Base may be considered a first forward storage appliance , such as storage appliance 170 in FIG . 1A . 
incremental file that depends from the base image for Virtual 60 In step 612 , an initial snapshot of a first virtual machine 
Machine A and may be used to generate the first version of is acquired . The initial snapshot may be acquired from a 
Virtual Machine B and the dependent base file virtualization manager , such as virtualization manager 169 
Dependent _ Base3 may be considered a second forward in FIG . 1A . The initial snapshot of the virtual machine may 
incremental file that depends from both the base image for comprise the first point in time version of the first virtual 
Virtual Machine A and the dependent base file 65 machine saved to a storage appliance , such as storage 
Dependent _ Base and may be used to generate the first appliance 170 FIG . 1A . The initial snapshot may include a 
version of Virtual Machine C . One benefit of generating and full image of the first virtual machine or a full image of one 
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or more virtual disks associated with the first virtual described in FIG . 6J is one example of a process for 
machine . In some cases , a signature may be generated for implementing step 614 in FIG . 61 . In one embodiment , the 
each virtual disk of a virtual machine . In other cases , a process of FIG . 6J may be performed by a storage appliance , 
signature may be generated for an entire virtual machine that such as storage appliance 170 in FIG . 1A . 
includes one or more virtual disks . 5 In step 632 , one or more blocks within a full image are 

In step 614 , a signature for the initial snapshot is gener determined . The full image may be associated with a snap 
ated . In one example , the signature may include one or more shot of a virtual machine . The full image may correspond 
hash values . In another example , the signature may include with a state of a virtual disk of the virtual machine . In one 
a fixed - length value ( e . g . , 1 KB or 4 B in size ) that is example , the one or more blocks may comprise sampled data 
statistically unique to the full image . The signature may be 10 regions associated with a portion of the full image . In 
generated using a similarity hashing algorithm . One embodi - another example , the one or more blocks may comprise a set 
ment of a process for generating a signature of a snapshot is of noncontiguous data regions within the full image . The set 
described later in reference to FIG . 6J . of noncontiguous data regions may include a first data 

In step 616 , a second virtual machine is identified based region that does not border or overlap with a second data 
on the signature . The second virtual machine is associated 15 region of the set of noncontiguous data regions . In some 
with a base image . The second virtual machine may com - cases , the one or more blocks may be arranged in a manner 
prise a previously backed up virtual machine and may be that allows a greater number of hash values to be computed 
associated with a second signature . The second virtual near the beginning or the end of the full image . For example , 
machine may be identified based on a comparison of the the one or more blocks may be arranged such that a 
signature with the second signature . In one embodiment , the 20 percentage ( e . g . , 80 % ) of the one or more blocks are located 
second virtual machine may comprise the virtual machine within a first portion of the full image ( e . g . , within the first 
out of a plurality of virtual machines with the closest 2 GB of data ) . One reason for the increased sampling or 
matching signature to the signature associated with the weighting of the first portion of the full image is that a 
initial snapshot of the first virtual machine . In some cases , a common operating system may reside in the first portion of 
nearest neighbor search may be performed on a plurality of 25 the full image ( e . g . , the common operating system may 
signatures associated with a plurality of virtual machines in reside in the first 1 GB of the full image ) . 
order to identify the second virtual machine . In one embodiment , a first set of data blocks ( e . g . , 100 4 

In step 618 , a dependent base file is generated using the KB data blocks ) may be identified within the full image . 
full image and the base image . The dependent base file may Each block of the first set of data blocks may be located 
be generated by determining the data differences between 30 within a different region of the full image compared to the 
the full image and the base image . The data differences may other data blocks . Each block of the first set of data blocks 
comprise bit differences between the full image and the base may correspond with a different portion of the full image 
image that are determined using a bitwise XOR operation . In compared with the other data blocks of the first set of data 
one example , the dependent base file may comprise a blocks . In one example , a first subset of the first set of data 
forward incremental file that depends from the base image 35 blocks ( e . g . , the first 50 out of 100 data blocks ) may be 
for the second virtual machine and from which the full arranged such that a data block of the first subset is located 
image may be generated . In step 620 , a merged file is at the beginning of every 16 MB ( or any other fixed data 
generated for the initial snapshot . The merged file may length ) of data in the full image . In the case that the first 
include a first pointer to the base image and a second pointer subset of data blocks are arranged every 16 MB , then the 
to the dependent base file . In step 622 , the merged file and 40 offsets for the first subset of data blocks may be at 0 , 16 MB , 
the signature may be stored in a metadata store , such as 32 MB , . . . , and 784 MB . In the case that the first subset 
distributed metadata store 110 in FIG . 1C . of data blocks are arranged every 4 MB , then the offsets for 

In step 624 , the dependent base file is written to a first the first subset of data blocks may be at 0 , 4 MB , 
storage device of a first type . The dependent base file may 8 MB , . . . , and 196 MB . In one example , a second subset 
be compressed prior to being written to the first storage 45 of the first set of data blocks ( e . g . , the last 50 out of 100 data 
device . In one embodiment , the base image for the second blocks ) may be arranged such that the data blocks are 
virtual machine may be located on a first physical machine positioned at increasingly greater distances from each other . 
and the first storage device may be located on the first In this case , the offsets for the second subset of data blocks 
physical machine . By locating both the base image and the may be at 1 GB , 1 . 1 GB , 1 . 3 GB , 1 . 6 GB , 2 GB , 2 . 5 GB , etc . 
dependent base file on the same physical machine , network 50 In another example , a second subset of the first set of data 
traffic may be reduced and the time to restore versions of the blocks ( e . g . , the last 50 out of 100 data blocks ) may be 
first virtual machine may be reduced . arranged such that the data blocks are positioned at mono 

In one embodiment , both the base image and the depen - tonically increasing distances from each other . In this case , 
dent base file may be located on the first storage device ( e . g . , the offsets for the second subset of data blocks may be at 1 
an SSD ) . In another embodiment , the base image for the 55 GB , 1 . 1 GB , 1 . 2 GB , 1 . 5 GB , 2 GB , 3 GB , etc . 
second virtual machine may be stored on a second storage In some embodiments , the first set of data blocks identi 
device of a second type different from the first storage device fied within the full image may be arranged such the data 
of the first type . In one example , the dependent base file may blocks of the first set of data blocks are spaced at mono 
be stored using a flash - based memory and the base image tonically increasing distances from each other . In other 
may be stored using a HDD . In order to restore the full 60 embodiments , the first set of data blocks may be arranged 
image , the dependent base file and any other incremental such that a majority of the first set of data blocks are located 
files may be read from the first storage device of the first type within a first portion of the full image that is located near or 
and , in parallel , the base image may be read from the second at a beginning or an end of the full image . In one embodi 
storage device of the second type ( e . g . , the base image may ment , each data block of the first set of data blocks exists 
be read by performing a sequential read from a HDD ) . 65 within a first portion of the full image ( e . g . , only the first 1 . 5 

FIG . 6J is a flowchart describing one embodiment of a GB or other fixed data length of data within the full image 
process for generating a signature of a snapshot . The process may be sampled ) . 
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In step 634 , one or more hash values corresponding with blocks are spaced at a fixed distance from each other or are 
the one or more blocks are determined . In one embodiment , spaced at monotonically increasing distances from each 
each of the one or more hash values may be determined other . 
using a hash function , such as MD5 , SHA2 - 56 , or CRC32 . In some embodiments , a dependent virtual machine may 
In one example , a first hash value corresponding with a first 5 depend from a first independent virtual machine at a first 
data block of the one or more blocks may be computed using point in time and then depend from a second independent 
a hash function and a second hash value corresponding with virtual machine different from the first independent virtual 
a second data block of the one or more blocks may be machine at a second point in time subsequent to the first 
computed using the hash function . In step 636 , a signature point in time . In one example , the best matching indepen 
is generated based on an ordered list of the one or more hash 10 dent virtual machine for the dependent virtual machine ( e . g . , 
values . In one embodiment , if the hash function for gener the virtual machine with the highest matching score ) at the 
ating the one or more hash values comprises CRC32 and the first point in time may comprise the first independent virtual 
number of one or more blocks comprises 100 data blocks , machine and the best matching independent virtual machine 
then the signature may comprise an ordered list of 100 4 B for the dependent virtual machine at the second point in time 
values . To compare a first signature with a second signature , 15 may comprise the second independent virtual machine . In 
each hash value in the ordered list of hash values for the first some cases , the updating of the independent virtual machine 
signature may be compared with a corresponding hash value used for deriving a dependent virtual machine may be 
in the ordered list of hash values for the second signature . A performed periodically ( e . g . , every month ) . 
matching score may be determined based on the number of In some embodiments , a data management system includ 
matched hashes divided by the number of total hashes . In 20 ing one or more storage appliances may store a first set of 
one example , if the number of ordered hash values com - snapshots of a virtual machine on a first storage appliance 
prises 100 hash values and the number of matching hash within a first storage domain ( e . g . , an on - premise or local 
values comprises 70 hash values , then the matching score storage appliance ) and a second set of snapshots of the 
may comprise 0 . 7 . In this case , a matching score of 1 . 0 virtual machine on a second storage appliance within a 
would indicate that all of the ordered hash values between a 25 second storage domain ( e . g . , a remote storage appliance ) or 
first signature and a second signature matched . In some within a cloud - based storage service . In one example , the 
cases , if the highest matching score for a virtual machine is first set of snapshots may comprise the 50 most recent 
less than a threshold value ( e . g . , is less than 0 . 5 ) , then the snapshots of the virtual machine and the second set of 
virtual machine may be stored as an independent virtual snapshots may comprise all the other snapshots of the virtual 
machine . 30 machine . In another example , the first set of snapshots may 

In one embodiment , a plurality of noncontiguous data comprise all snapshots of a virtual machine captured within 
blocks within a full image of a virtual machine may be the past year and the second set of snapshots may comprise 
sampled ( e . g . , 100 4 KB data blocks out of a full image all snapshots of the virtual machine captured within the past 
comprising 100 GB ) and a plurality of hash values corre - five years . In another example , a storage appliance , such as 
sponding with the plurality of noncontiguous data blocks 35 storage appliance 170 in FIG . 1A , may manage and store a 
may be generated . A signature for the virtual machine may first set of snapshots comprising all snapshots of a virtual 
comprise an ordered list of the plurality of hash values . The machine captured within a first period of time ( e . g . , within 
plurality of noncontiguous data blocks may be arranged such the past three months ) and the storage appliance may push 
that data blocks of a first plurality of the plurality of all snapshots of the virtual machine captured within a second 
noncontiguous data blocks ( e . g . , the first 30 out of 100 data 40 period of time ( e . g . , within the past ten years ) to a remote 
blocks ) are spaced at a fixed distance from each other and storage appliance or a cloud - based storage service . In some 
data blocks of a second plurality of the plurality of noncon cases , a cloud - based storage service may run an integrated 
tiguous data blocks ( e . g . , the last 70 out of 100 data blocks ) software stack including a data management system , such as 
are spaced at monotonically increasing distances from each data management system 102 in FIG . 1C , a distributed job 
other . In this case , each data block of the first plurality may 45 scheduler , a distributed metadata store , and a distributed file 
be spaced apart or separated by a fixed data length ( e . g . , system . One benefit of managing and storing snapshots of 
every 16 MB ) and each data block of the second plurality one or more virtual machines using a hybrid local / remote 
may be spaced apart or separate by an increasing data length data management system that includes a local storage appli 
( e . g . , the first two data blocks of the second plurality may be ance and a remote storage appliance and / or a cloud - based 
spaced apart by 0 . 1 GB and the next two data blocks of the 50 storage service is that the hybrid local / remote data manage 
second plurality may be spaced apart by 0 . 2 GB ) . In some ment system may provide near instantaneous restoration of 
cases , the first plurality of the plurality of noncontiguous the snapshots of the one or more virtual machines while 
data blocks may be determined based on a size and / or a providing disaster - resistant data protection in the event that 
location of an operating system within the full image . the first storage appliance or the remote storage appliance 

In one embodiment , a size of an operating system or a 55 fails . 
memory footprint associated with the operating system may FIG . 7A depicts one embodiment of a first set of stored 
be acquired and used to identify a first portion of a full image files associated with different versions of a Virtual Machine 
of a virtual machine ( e . g . , the first portion of the full image ( VM A ) and a second set of stored files associated with 
may be located at the beginning of the full image and different versions of a Virtual Machine B ( VM B ) located 
correspond with the size of the operating system , such as the 60 within a first storage domain ( Storage Domain A ) . The first 
first 0 . 5 GB of the full image ) . In this case , a first set of data set of stored files includes a base image associated with 
blocks may be sampled within the first portion of the full Virtual Machine A ( Base A ) and the second set of stored 
image and a set of hash values corresponding with the first files includes a base image associated with Virtual Machine 
set of data blocks may be generated . A portion of a signature B ( Base _ B ) . In some cases , the Virtual Machine B may be 
for the virtual machine may comprise an ordered list of the 65 associated with a reverse incremental RB1 that is stored 
set of hash values . The first set of data blocks may be within the first storage domain ( e . g . , a local storage appli 
arranged such that the data blocks of the first set of data ance ) and 728 other reverse incrementals that are stored 
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within a second storage domain ( e . g . , within a remote associated with the dependent base file associated with 
storage appliance or a cloud - based storage service ) different Virtual Machine B ( Dependent _ Base _ B ) may be applied to 
from the first storage domain . In one example , in order the base image to generate a first intermediate image , the 
generate a full image for one of the versions of Virtual data changes associated with forward incremental FB1 may 
Machine B associated with the 728 other reverse incremen - 5 be applied to the first intermediate image to generate a 
tals , one or more of the 728 reverse incrementals may be second intermediate image , and the data changes associated 
transferred to the first storage domain from the second with forward incremental FB2 may be applied to the second storage domain and the full image may be generated within intermediate image to generate the full image of Version 732 the first storage domain . In this case , the one or more of the of Virtual Machine B . 728 reverse incrementals transferred to the first storage 10 In one embodiment , the first storage domain in FIG . 7A domain may be cached within the first storage domain for may comprise a local storage domain within a local data future access to the same data . In another example , in order center and the second storage domain in FIG . 7C may generate a full image for one of the versions of Virtual 
Machine B associated with the 728 other reverse incremen comprise a remote storage domain within a remote data 
tals , the full image may be generated within the second 15 center . The files stored within the local storage domain may 
storage domain and then transferred to the first storage be stored using a first storage appliance , such as storage 
domain . appliance 170 in FIG . 1A . The files stored in the remote 

FIG . 7B depicts one embodiment of a merged file for storage domain may be stored using a second storage 
generating Version 732 of Virtual Machine B using the appliance , such as storage appliance 140 in FIG . 1A . In 
stored files depicted in FIG . 7A . The merged file includes a 20 another embodiment , the first storage domain in FIG . 7A 
first pointer ( pBase _ B ) that references the base image for may comprise a remote storage domain and the second 
Virtual Machine B ( Base _ B ) , a second pointer ( pFB1 ) that storage domain in FIG . 7C may comprise a local storage 
references the forward incremental FB1 , and a third pointer domain . 
( pFB2 ) that references the forward incremental FB2 . In one In some embodiments , a first storage appliance may 
embodiment , to generate a full image for Version 732 of 25 determine whether files stored within the first storage appli 
Virtual Machine B , the base image ( Base _ B ) for Virtual ance are to be archived or transferred to a second storage 
Machine B may be acquired , the data changes associated appliance based on a threshold number of versions . In one 
with the forward incremental FB1 may be applied to the base example , once a total number of versions of a virtual 
image to generate a first intermediate image , and the data machine stored within the first storage appliance reaches a 
changes associated with forward incremental FB2 may be 30 maximum number of versions , then the oldest versions of 
applied to the first intermediate image to generate the full the virtual machine that cause the maximum number of 
image of Version 732 of Virtual Machine B . versions to be exceeded may be transferred to the second 

FIG . 7C depicts one embodiment of a third set of stored storage appliance or to a cloud - based storage device . In 
files associated with different versions of the Virtual another example , if a maximum number of versions for a 
Machine A ( VMA ) depicted in FIG . 7A and a fourth set of 35 first storage appliance storing the first set of stored files 
stored files associated with different versions of the Virtual associated with Virtual Machine A in FIG . 7A is three , then 
Machine B ( VM B ) depicted in FIG . 7A located within a the 55 versions of Virtual Machine A that are older than the 
second storage domain ( Storage Domain B ) different from version associated with reverse incremental RA1 may be 
the first storage domain ( Storage Domain A ) depicted in transferred to a second storage appliance , such as the second 
FIG . 7A . In some cases , the first storage domain may 40 storage appliance storing the third set of stored files in FIG . 
communicate with the second storage domain via a network , 7C . The 55 versions of Virtual Machine A transferred to the 
such as a wide area network or the Internet . The third set of second storage appliance may correspond with reverse 
stored files includes a base image associated with Virtual incrementals RA2 - RB56 in FIG . 7C . 
Machine A ( Base A ) and the fourth set of stored files In some embodiments , a first storage appliance may 
includes a dependent base file associated with Virtual 45 determine whether files stored within the first storage appli 
Machine B ( Dependent _ Base _ B ) . As depicted , Virtual ance are to be archived or transferred to a second storage 
Machine A is associated with 58 different versions corre - appliance based on a threshold point in time . In one 
sponding with a forward incremental FA1 , a base image example , once a particular version of a virtual machine 
Base A , and 56 reverse incrementals RA1 - RA56 . Virtual associated with a particular point in time is older than the 
Machine B is associated with 732 different versions corre - 50 threshold point in time ( e . g . , the particular point in time is 
sponding with a forward incrementals FB1 - FB2 , a depen - older than three months from a current time ) , then the 
dent base file Dependent _ Base _ B , and 729 reverse incre particular version may be transferred to the second storage 
mentals RB1 - RB729 . In some cases , the second storage appliance or to a cloud - based storage device . In another 
domain may include a remote storage appliance or a cloud - example , if 728 versions of Virtual Machine B in FIG . 7A 
based storage service . 55 are older than a threshold point in time ( e . g . , more than 30 

FIG . 7D depicts one embodiment of a merged file for days old or more than one year old ) , then the 728 versions 
generating Version 732 of Virtual Machine B using the of Virtual Machine B may be transferred to a second storage 
stored files depicted in FIG . 7C . The merged file includes a appliance , such as the second storage appliance storing the 
first pointer ( pBase _ A ) that references the base image fourth set of stored files in FIG . 7C . The 728 versions of 
for Virtual Machine A ( Base _ A ) , a second pointer ( pDepen - 60 Virtual Machine B transferred to the second storage appli 
dent _ Base _ B ) that references the dependent base file for ance may correspond with reverse incrementals RB2 - RB729 
Virtual Machine B ( Dependent _ Base B ) , a third pointer in FIG . 7C . 
( pFB1 ) that references the forward incremental FB1 , and a In some embodiments , in order to minimize network 
fourth pointer ( pFB2 ) that references the forward incremen - congestion , data associated with virtual machine snapshots 
tal FB2 . In one embodiment , to generate a full image for 65 may be deduplicated and / or compressed prior to being 
Version 732 of Virtual Machine B , the base image for Virtual transferred from a first storage domain to a second storage 
Machine A ( Base _ A ) may be acquired and the data changes domain . In one example , a dependent base file or a base 
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image may be compressed using a lossless data compression or more snapshots are stored within the first storage domain . 
algorithm such as LZ4 or LZ77 prior to being transferred to The one or more incremental files may be stored using the 
the second storage domain . local storage appliance within the first storage domain . The 

In some embodiments , rather than transferring a base one or more incremental files may include one or more 
image associated with a virtual machine from a first storage 5 forward incremental files and / or one or more reverse incre 
domain to a second storage domain , a dependent base file mental files . 
that derives from another base image within the second In step 720 , a base image associated with a second virtual 
storage domain may be transferred instead . In one example , machine different from the first virtual machine is identified . 
rather than transferring the base image associated with The second virtual machine may comprise a virtual machine 
Virtual Machine B ( Base _ B ) in FIG . 7A to the second 10 that is stored within the first storage domain and that is 
storage domain , a dependent base file ( Dependent _ Base _ B ) stored within a second storage domain with the highest 
may be generated in the first storage domain and transferred matching signature score or the most data similarity with the 
to the second storage domain if the base image associated full image stored within the first storage domain . In step 722 , 
with Virtual Machine A ( Base _ A ) from which the dependent a dependent base file is generated using the full image and 
base file depends exists within the second storage domain . In 15 the base image . In step 724 , the dependent base file is 
some cases , a first storage appliance within the first storage transferred to a second storage domain . In one embodiment , 
domain may identify a base image from which a dependent the second storage domain may comprise a remote storage 
base file may be derived by acquiring a list of independent appliance . In another embodiment , the second storage 
virtual machines within the second storage domain , deter - domain may comprise a cloud - based storage service . 
mining a matching signature score ( e . g . , determined based 20 In step 726 , a maximum number of snapshots and a 
on a number of matched hashes ) for each independent maximum age for snapshots are acquired . In one example , 
virtual machine on the list of independent virtual machines the maximum number of snapshots may impose a limit to the 
that exists within the first storage domain , and identifying number of versions of the first virtual machine that may be 
the independent virtual machine stored within the first stored within the first storage domain . In another example , 
storage domain with the highest matching signature score . In 25 the maximum age for snapshots may impose a limit on the 
one embodiment , a dependent base file associated with a number of versions of the first virtual machine that may be 
virtual machine may be transferred in place of a base image stored within the first storage domain . In step 728 , it is 
for the virtual machine based on a classification of the virtual determined that the one or more incremental files associated 
machine . For example , if the virtual machine is classified as with the one or more snapshots should be transferred to the 
a gold - level virtual machine , then the base image may be 30 second storage domain based on the maximum number of 
transferred to the second storage domain . However , if the snapshots and / or the maximum age for snapshots . In step 
virtual machine is classified as a bronze - level virtual 730 , the one or more incremental files are transferred to the 
machine , then the dependent base file may be transferred to second storage domain . In some cases , after the one or more 
the second storage domain . incremental files have been transferred to the second storage 

FIG . 7E is a flowchart describing one embodiment of a 35 domain , the one or more incremental files may be deleted 
process for managing snapshots of a virtual machine using from the first storage domain to free - up storage space within 
a hybrid local / remote data management system . In one the first storage domain . 
embodiment , the process of FIG . 7E may be performed by In some cases , one or more snapshots of the first virtual 
a storage appliance , such as storage appliance 170 in FIG . machine may be transferred to the second storage domain 
1A . 40 upon detection that the first storage domain stores more than 

In step 712 , an initial snapshot of a first virtual machine a threshold number of snapshots for the first virtual machine . 
is acquired . The initial snapshot may be acquired from a In other cases , every snapshot of the first virtual machine 
virtualization manager , such as virtualization manager 169 that is stored within the first storage domain may be auto 
in FIG . 1A . The initial snapshot of the virtual machine may matically transferred to the second storage domain . The 
comprise the first point in time version of the first virtual 45 snapshots of the first virtual machine may be directly 
machine saved to a storage appliance , such as storage accessed via the first storage domain or the second storage 
appliance 170 FIG . 1A . The initial snapshot may include a domain . In response to a request from the first storage 
full image of the first virtual machine or a full image of one domain , the second storage domain may transfer a snapshot 
or more virtual disks associated with the first virtual of the first virtual machine to the first storage domain ( e . g . , 
machine . In one embodiment , a signature may be generated 50 a snapshot that was originally transferred from the first 
from the full image associated with the initial snapshot in storage domain to the second storage domain may be 
order to identify a candidate base image associated with a transferred back to the first storage domain ) . 
second virtual machine . In one example , a signature may be In one embodiment , a hybrid local / remote data manage 
generated for the entire first virtual machine or for a first ment system may include a remote replication system that 
virtual disk of the first virtual machine in order to identify 55 replicates data between a local storage appliance and a 
the candidate base image . remote storage appliance and / or a cloud - based storage ser 

In step 714 , a full image associated with the initial vice in real - time . The replicated data may be deduplicated 
snapshot is stored within a first storage domain . The full and compressed prior to being transferred between the local 
image may be stored using a local storage appliance within storage appliance and the remote storage appliance or the 
the first storage domain . In step 716 , one or more snapshots 60 cloud - based storage service . The hybrid local / remote data 
of the first virtual machine are acquired subsequent to management system may include a hybrid data management 
acquiring the initial snapshot . In one example , the initial system that manages snapshots of one or more virtual 
snapshot of the first virtual machine may comprise a first machines across a local storage appliance and a remote 
version of the first virtual machine and the one or more storage appliance and / or a cloud - based storage service in 
snapshots of the first virtual machine may comprise one or 65 real - time . The hybrid data management system may 
more subsequent versions of the first virtual machine . In step dynamically move data associated with the snapshots based 
718 , one or more incremental files associated with the one on user configured parameters such as a maximum number 
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of snapshots that may be stored on the local storage appli - production environment . In one embodiment , a gateway 
ance , a maximum number of snapshots that may be stored on virtual machine may be configured to act as a gateway 
the remote storage appliance , a maximum age for the between the cloned environment and an outside network . All 
snapshots stored on the local storage appliance , and a requests to IP addresses that are not part of the cloned 
maximum age for the snapshots stored on the remote storage 5 environment may be routed through the gateway virtual 
appliance . In some cases , the hybrid data management machine to the outside network . The gateway may act as a 
system may cause a first set of snapshots for the one or more Network Address Translation ( NAT ) layer for external cli 
virtual machines to be stored on the local storage appliance , ents that want to connect to the cloned environment from the 
a second set of snapshots for the one or more virtual outside network . Each of the virtualized production services 
machines to be stored on the remote storage appliance , and 10 within the cloned environment may be exposed through 
a third set of snapshots for the one or more virtual machines separate IP addresses to the outside network and requests 
to be stored on both the local storage appliance and the may be routed to the appropriate virtualize production 
remote storage appliance ( e . g . , the third set of snapshots may service by the NAT layer . 
comprise replicated snapshots ) . In some cases , runbook automation techniques or other 

In one embodiment , a virtualized environment cloning 15 workflow automation techniques may be used to generate 
application may be used to create a cloned environment of and bring up the cloned versions of the plurality of virtual 
a set of virtualized production services running on a plurality machines in an appropriate order such that a cloned virtual 
of virtual machines within a production environment . The machine is not brought up until dependent virtual machines 
virtualized environment cloning application may comprise a have been brought up and the applications running on the 
software - level component of a storage appliance or an 20 dependent virtual machines are running . The appropriate 
application running on a storage appliance , such as storage order may be specified using a configuration file that may be 
appliance 170 in FIG . 1C . The virtualized environment created and / or be modified by a system administrator or a 
cloning application may generate the cloned environment to virtualization administrator prior to generation of the cloned 
enable the testing of new features within the cloned envi - versions . In one example , in the case of a web server that 
ronment or for experimental or analytical purposes . The 25 relies on a database to display a web site , the database may 
cloned environment may include a plurality of cloned virtual b e automatically brought up first in the cloned environment 
machines that are derived from snapshots of the plurality of before the web server is brought up since the web server may 
virtual machines within the production environment at a experience errors if it is not able to access the database . 
particular point in time . In one example , the cloned envi FIG . 8 is a flowchart describing one embodiment of a 
ronment may comprise a virtual laboratory of networked 30 process for automating the generation of a cloned virtual 
virtual machines in which applications may be tested with machine environment . In one embodiment , the process of 
out interfering with the production environment . FIG . 8 may be performed by a storage appliance , such as 

The set of virtualized production services may include a storage appliance 170 in FIG . 1A . 
first service ( e . g . , a database service ) and a second service In step 802 , an application running on a first virtual 
that depends on the first service ( e . g . , an inventory manage - 35 machine is identified . The application may be identified by 
ment application that depends on the database service ) . The an end user of a storage appliance using a graphical user 
first service may be run using a first virtual machine of the interface . The application may comprise an application to be 
plurality of virtual machines and the second service may be cloned . The application may comprise one application of a 
run using a second virtual machine of the plurality of virtual plurality of applications running on the first virtual machine 
machines . In some cases , upon a selection of the second 40 in which the first virtual machine is to be cloned . The first 
service for cloning ( e . g . , via a GUI selection by an end user virtual machine may comprise one virtual machine out of a 
of a storage appliance ) , other services on which the second plurality of virtual machines that are to be cloned in order to 
service relies , such as the first service , may be automatically run , for example , a set of virtualized production services 
identified due to dependencies with the second service . The within a cloned environment . In step 804 , a first snapshot of 
dependencies may be identified via a dependency mapping 45 the first virtual machine is acquired . The first snapshot may 
table stored within a distributed metadata store , such as correspond with a state of the first virtual machine at a 
distributed metadata store 110 in FIG . 1C . Once the set of particular point in time . In step 806 , a set of dependent 
virtualized production services have been identified , each of applications that the application depends on for operation is 
the set of virtualized production services may be paused or determined . In one example , the application may comprise 
quiesced while snapshots of the plurality of virtual machines 50 an inventory management application that depends on a 
running the set of virtualized production services are cap - database application ( e . g . , the inventory management appli 
tured . While the set of virtualized production services are cation may use the database application in order to access or 
paused , a virtualization interface , such as virtualization store inventory - related information ) . In this case , the inven 
interface 104 in FIG . 1C , may be used to acquire the tory management application may run on the first virtual 
snapshots of the plurality of virtual machines . Once the 55 machine and the database application may run on a different 
snapshots of the plurality of virtual machines have been virtual machine that is in communication with the first 
acquired , then cloned versions of the plurality of virtual virtual machine . 
machines may be generated and stored using a distributed In step 808 , an ordering of the set of dependent applica 
file system , such as distributed file system 112 in FIG . 1C . tions is determined such that every application that a par 

In cases where the cloned versions of the plurality of 60 ticular application of the set of dependent applications 
virtual machines must be configured with the same IP depends on precedes the particular application in the order 
addresses as the plurality of virtual machines within the ing . In one example , the application may depend on a second 
production environment ( e . g . , due to the inability of a application , which in turn depends on a third application . In 
backup system to modify an application specific configura - this case , the ordering may comprise the third application 
tion that includes an IP address ) , the cloned environment 65 followed by the second application followed by the appli 
may have to be brought up in a private network to prevent cation . The dependencies between each application of the set 
conflicts with the plurality of virtual machines within the of dependent applications may be determined using a depen 
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dency mapping table or using a direct acyclic graph ( DAG ) seconds or two minutes ) . In step 908 , a set of nodes within 
in which vertices of the DAG correspond with the applica the cluster that are responsive is determined . The set of 
tions of the set of dependent applications and directed edges nodes may comprise the nodes within the cluster that are 
between the vertices may correspond with the dependencies . responsive or announcing themselves as alive over a net 
In one example , a directed edge from a predecessor node to 5 work connecting the cluster . The set of nodes may be 
a successor node may represent that the successor node determined in response to detecting that the first node has 
depends on the predecessor node . failed . 

In step 810 , a set of virtual machines that run the set of In step 910 , a set of priority values corresponding with the 
dependent applications is determined . The set of virtual set of nodes is generated . In one embodiment , given a 
machines may correspondence with virtual machines run - 10 number ( N ) of nodes in a cluster from node ( 0 ) to node ( N - 1 ) , 
ning the set of dependent applications at the particular point for a floating IP address ( i ) , the priority value of node ( j ) may 
in time . In step 812 , a set of snapshots of the set of virtual be assigned ( - i ) modulo N . In one example , node ( ) may 
machines is acquired . The set of snapshots may correspond assume floating IP address ( i ) only if its priority value is 
with states of the set of virtual machines at the particular greater than that of any other node in the cluster that is alive 
point in time . In some cases , the set of virtual machines may 15 and announcing itself on the network . In another embodi 
be paused or quiesced while the set of snapshots are cap - ment , given a number ( N ) of nodes in a cluster from node ( 0 ) 
tured . to node ( N - 1 ) , for a floating IP address ( i ) , the priority value 

In step 814 , a second set of virtual machines is brought up of node ( j ) may be ( i - j ) modulo N . In one example , node ( j ) 
using the set of snapshots . Each virtual machine of the may assume floating IP address ( i ) only if its priority value 
second set of virtual machines is brought up in an order that 20 is less than that of any other node in the cluster that is alive 
satisfies the ordering of the set of dependent applications . and announcing itself on the network . In step 912 , it is 
The second set of virtual machines may comprise cloned determined that the second node is associated with a highest 
versions of the set of virtual machines that run the set of priority value of the set of priority values . In step 914 , the 
dependent applications . In step 816 , a second virtual first floating IP address is assigned to the second node in 
machine is brought up using the first snapshot of the first 25 response to determining that the second node is associated 
virtual machine subsequent to bringing up the second set of with the highest priority value . In one embodiment , after the 
virtual machines . The second virtual machine may comprise first floating IP address has been assigned to the second 
a cloned version of the first virtual machine . In some node , the second node may be responsive to and commu 
embodiments , where the cloned versions of the first virtual n icate with a hypervisor that is configured to communicate 
machine and the set of virtual machines must be configured 30 with the cluster using the first floating IP address . In other 
with the same IP addresses as the first virtual machine and embodiments , it may be determined that the second node is 
the set of virtual machines , the cloned versions may be associated with a lowest priority value of the set of priority 
brought up in a private network and a gateway virtual values and the first floating IP address may be assigned to the 
machine may be configured to act as a gateway between the second node in response to determining that the second node 
cloned versions within the private network and outside 35 is associated with the lowest priority value . 
networks . In some embodiments , it may be determined that the 

FIG . 9 is a flowchart describing one embodiment of a second node should be assigned the first floating IP address 
process for operating a cluster - based file server that does not based on a set of virtual machines that were running on the 
require a front - end load balancer . In one embodiment , the first node when the first node failed . Upon detection that the 
process of FIG . 9 may be performed by a storage appliance , 40 first node has failed , a set of virtual machines that were 
such as storage appliance 170 in FIG . 1A . running on the first node when the first node failed may be 

In step 902 , a first floating IP address is assigned to a first identified , a subset of the set of nodes within the cluster that 
node in a cluster . The first node may respond to requests are running the set of virtual machines may be identified , 
made to the first floating IP address . The cluster may and a subset of the set of priority values corresponding with 
comprise a plurality of physical machines . Each physical 45 the subset of the set of nodes may be determined . The second 
machine of the plurality of physical machines may corre - node may then be determined based on a highest priority 
spond with a node in the cluster . The cluster may comprise value of the subset of the set of priority values . In one 
a cluster - based network file server . In one embodiment , a example , the first node may have been running three virtual 
hypervisor in communication with the cluster may be con - machines when the first node failed . The subset of the set of 
figured with the first floating IP address . In some cases , the 50 nodes may comprise nodes within the cluster that are 
hypervisor may not provide a failover mechanism nor be currently running the three virtual machines . In some cases , 
able to update or reconfigure the first floating IP address the subset of the set of nodes may comprise nodes within the 
after the hypervisor has been configured with the first cluster that are currently running at least two of the three 
floating IP address . virtual machines . The subset of the set of priority values may 

In step 904 , a second floating IP address is assigned to a 55 correspond with priority values generated for the subset of 
second node in the cluster . The first floating IP address is the set of nodes . The second node may then be identified as 
different from the second floating IP address . The second the node within the subset of the set of nodes with the 
node may respond to requests made to the second floating IP highest priority value of the subset of the set of priority 
address . In step 906 , it is detected that the first node has values . In another example , if a virtual machine ' s data 
failed . In one example , the first node may become nonre - 60 resides on nodes 1 , 4 , and 6 in a cluster and node 1 fails , then 
sponsive to communications over the network due to a nodes 4 and 6 may be given a higher priority and either node 
hardware failure or a network failure . In one embodiment , a 4 or node 6 may be assigned the floating IP address asso 
cluster management system may periodically monitor the ciated with node 1 . Upon detection that the first node is back 
availability of nodes within the cluster and flag a node up , the second node may release the first floating IP address . 
failure when a particular node within the cluster goes down 65 The disclosed technology may be described in the context 
or becomes nonresponsive after a threshold period of time of computer - executable instructions , such as software or 
( e . g . , a node has been nonresponsive for more than thirty program modules , being executed by a computer or proces 
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sor . The computer - executable instructions may comprise acquiring a set of snapshots of the set of virtual machines , 
portions of computer program code , routines , programs , the set of snapshots corresponds with states of the set 
objects , software components , data structures , or other types of virtual machines at the particular point in time ; 
of computer - related structures that may be used to perform generating a second set of virtual machines using the set 
processes using a computer . In some cases , hardware or 5 of snapshots , each virtual machine of the second set of 
combinations of hardware and software may be substituted virtual machines is generated in an order that satisfies 
for software or used in place of software . the ordering of the set of dependent applications ; 

Computer program code used for implementing various identifying a first full image associated with the first 
operations or aspects of the disclosed technology may be virtual machine ; 
developed using one or more programming languages , 10 generating a first signature using a first full image of the 
including an object oriented programming language such as first virtual machine ; 
Java or C + + , a procedural programming language such as identifying a third virtual machine based on a comparison 
the “ C ” programming language or Visual Basic , or a of the first signature associated with the first virtual 
dynamic programming language such as Python or machine and a third signature associated with the third 
JavaScript . In some cases , computer program code or 15 virtual machine ; 
machine - level instructions derived from the computer pro - identifying one or more incremental files corresponding 
gram code may execute entirely on an end user ' s computer , with one or more snapshots of the first virtual machine ; 
partly on an end user ' s computer , partly on an end user ' s and 
computer and partly on a remote computer , or entirely on a generating a second virtual machine corresponding with 
remote computer or server . 20 the first virtual machine subsequent to generating the 

For purposes of this document , it should be noted that the second set of virtual machines , the generating the 
dimensions of the various features depicted in the Figures second virtual machine includes acquiring the one or 
may not necessarily be drawn to scale . more incremental files corresponding with the one or 

For purposes of this document , reference in the specifi more snapshots of the first virtual machine from a 
cation to “ an embodiment , ” " one embodiment , " " some 25 second storage device with a second read speed in 
embodiments , " or " another embodiment ” may be used to parallel with acquiring a third full image of the third 
describe different embodiments and do not necessarily refer virtual machine different from the first virtual machine 
to the same embodiment . from a first storage device with a first read speed less 

For purposes of this document , a connection may be a than the second read speed , the generating the second 
direct connection or an indirect connection ( e . g . , via another 30 virtual machine includes generating the second virtual 
part ) . In some cases , when an element is referred to as being machine using the third full image of the third virtual 
connected or coupled to another element , the element may machine different from the first virtual machine and the 
be directly connected to the other element or indirectly one or more incremental files corresponding with the 
connected to the other element via intervening elements . one or more snapshots of the first virtual machine . 
When an element is referred to as being directly connected 35 2 . The method of claim 1 , wherein : 
to another element , then there are no intervening elements the first storage device comprises a magnetic storage 
between the element and the other element . device ; 

For purposes of this document , the term “ based on ” may the second storage device comprises a solid - state storage 
be read as “ based at least in part on . ” device ; 

For purposes of this document , without additional con - 40 the second virtual machine comprises a cloned version of 
text , use of numerical terms such as a " first ” object , a the first virtual machine ; and 
" second " object , and a “ third ” object may not imply an the second set of virtual machines comprises cloned 
ordering of objects , but may instead be used for identifica versions of the set of virtual machines . 
tion purposes to identify different objects . 3 . The method of claim 1 , wherein : 

For purposes of this document , the term “ set ” of objects 45 the first virtual machine corresponds with a first virtual 
may refer to a “ set ” of one or more of the objects . machine configuration file ; the third virtual machine 

Although the subject matter has been described in lan corresponds with a third virtual machine configuration 
guage specific to structural features and / or methodological file different from the first virtual machine configura 
acts , it is to be understood that the subject matter defined in tion file ; 
the appended claims is not necessarily limited to the specific 50 the application depends on a second application of the set 
features or acts described above . Rather , the specific features of dependent applications , and the generating the sec 
and acts described above are disclosed as example forms of ond set of virtual machines includes generating a fourth 
implementing the claims . virtual machine that ran the second application at the 
What is claimed is : particular point in time prior to generating the second 
1 . A method for generating a cloned virtual machine 55 virtual machine . 

environment , comprising : 4 . The method of claim 1 , wherein : 
identifying an application running on a first virtual the generating the first signature associated with the first 
machine at a particular point in time ; virtual machine includes generating a first plurality of 

determining a set of dependent applications that the hash values corresponding with a first plurality of data 
application depends on for operation ; 60 blocks within a first snapshot of the first virtual 

determining an ordering of the set of dependent applica machine , the first plurality of data blocks within the 
tions using a dependency mapping table such that every first snapshot is arranged such that two or more data 
application that a particular application of the set of blocks of a first set of the first plurality of data blocks 
dependent applications depends on precedes the par are spaced at a fixed distance from each other while two 
ticular application in the ordering ; 65 or more data blocks of a second set of the first plurality 

determining a set of virtual machines that ran the set of of data blocks are positioned at increasingly greater 
dependent applications at the particular point in time ; distances from each other , the first set of the first 
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plurality of data blocks corresponds with a first portion a memory configured to store a dependency mapping 
of the first snapshot and the second set of the first table that includes dependency information of applica 
plurality of data blocks corresponds with a second tions ; and 
portion of the first snapshot that does not overlap with one or more processors configured to : 
the first portion of the first snapshot . identify an application running on a first virtual machine 

5 . The method of claim 1 , wherein : at a particular point in time ; 
the generating the second set of virtual machines includes determine a set of dependent applications that the appli 

bringing up the second set of virtual machines using the cation depends on for operation ; 
set of snapshots , each virtual machine of the second set determine an ordering of the set of dependent applications 
of virtual machines is brought up in the order that 10 using the dependency mapping table , the ordering of 
satisfies the ordering of the set of dependent applica the set of dependent applications is arranged such that 
tions ; and every application that a particular application of the set 

the generating the second virtual machine includes bring of dependent applications depends on precedes the 
ing up the second virtual machine subsequent to bring - 15 particular application in the ordering ; 
ing up the second set of virtual machines . determine a set of virtual machines that ran the set of 

6 . The method of claim 5 , wherein : dependent applications at the particular point in time 
the bringing up the second virtual machine includes and acquire a set of snapshots of the set of virtual 
booting up the second virtual machine and running a machines , the set of snapshots corresponds with states 
cloned version of the application using the second 20 of the set of virtual machines at the particular point in 
virtual machine subsequent to booting up the second time ; 
virtual machine . generate a second set of virtual machines using the set of 

7 . The method of claim 5 , wherein : snapshots , each virtual machine of the second set of 
the bringing up the second set of virtual machines virtual machines is generated in an order that satisfies 

includes booting up the second set of virtual machines 25 the ordering of the set of dependent applications ; 
and executing cloned versions of the set of dependent identify a first full image associated with the first virtual 
applications using the second set of virtual machines ; machine ; 
and generate a first signature using the first full image asso 

the bringing up the second virtual machine includes ciated with the first virtual machine ; initiating execution of a cloned version of the applica - 30 identify a third virtual machine based on a comparison of tion using the second virtual machine subsequent to the the first signature associated with the first virtual executing cloned versions of the set of dependent machine and a third signature associated with the third applications using the second set of virtual machines . 
virtual machine ; 8 . The method of claim 5 , further comprising : 

identifying a set of IP addresses used by the first virtual 35 identify one or more incremental files corresponding with 
machine and the set of virtual machines ; and one or more snapshots of the first virtual machine ; and 

configuring the second virtual machine and the second set generate a second virtual machine corresponding with the 
of virtual machines with the set of IP addresses , the first virtual machine subsequent to generating the sec 
bringing up the second set of virtual machines includes ond set of virtual machines , the one or more processors 
bringing up the second set of virtual machines within a 40 configured to acquire the one or more incremental files 
private network , the bringing up the second virtual corresponding with the one or more snapshots of the 
machine includes bringing up the second virtual first virtual machine from a second storage device with 
machine within the private network . a second read speed in parallel with acquiring a third 

9 . The method of claim 8 , further comprising : full image of the third virtual machine different from 
configuring a gateway virtual machine to act as a gateway 45 the first virtual machine from a first storage device with 
between the private network and a second network a first read speed less than the second read speed , the 
outside of the private network . one or more processors configured to generate the 

10 . The method of claim 9 , wherein : second virtual machine using the third full image of the 
the configuring a gateway virtual machine includes con third virtual machine different from the first virtual 

figuring the gateway virtual machine such that all 50 machine and the one or more incremental files corre 
requests to IP addresses that are not within the set of IP sponding with the one or more snapshots of the first 
addresses are routed through the gateway virtual virtual machine . 
machine to the second network ; and 13 . The system of claim 12 , wherein : 

the configuring a gateway virtual machine includes con the one or more processors configured to generate the first 
figuring the gateway virtual machine such that all 55 signature associated with the first virtual machine via 
requests to IP addresses that are within the set of IP generation of a first plurality of hash values corre 
addresses are not routed outside of the private network . sponding with a first plurality of data blocks within a 

11 . The method of claim 1 , wherein : first snapshot of the first virtual machine , the first 
the determining the ordering of the set of dependent plurality of data blocks within the first snapshot is 

applications includes acquiring the dependency map - 60 arranged such that two or more data blocks of a first set 
ping table for the set of dependent applications and of the first plurality of data blocks are spaced at a fixed 
determining the ordering based on the dependency distance from each other while two or more data blocks 
mapping table , the dependency mapping table includes of a second set of the first plurality of data blocks are 
dependency information for each application of the set positioned at increasingly greater distances from each 
of dependent applications . 65 other , the first set of the first plurality of data blocks 

12 . A system for generating a cloned virtual machine corresponds with a first portion of the first snapshot and 
environment , comprising : the second set of the first plurality of data blocks 

tuo machine 
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corresponds with a second portion of the first snapshot 
that does not overlap with the first portion of the first 
snapshot ; 

the second virtual machine comprises a cloned version of 
the first virtual machine ; and 5 

the second set of virtual machines comprises cloned 
versions of the set of virtual machines . 

14 . The system of claim 12 , wherein : 
the first virtual machine corresponds with a first virtual 
machine configuration file ; and the third virtual 
machine corresponds with a third virtual machine con 
figuration file different from the first virtual machine 
configuration file . 

15 . The system of claim 12 , wherein : 
the one or more processors configured to generate the 

second set of virtual machines using the set of snap 
shots , each virtual machine of the second set of virtual 
machines is generated in the order that satisfies the 
ordering of the set of dependent applications ; and 20 

the one or more processors configured to generate the 
second virtual machine subsequent to generating the 
second set of virtual machines . 

16 . The system of claim 12 , wherein : 
the one or more processors configured to boot up the 35 

second virtual machine and run a cloned version of the 
application using the second virtual machine subse 
quent to booting up the second virtual machine . 

17 . The system of claim 12 , wherein : 
the one or more processors configured to boot up the 30 

second set of virtual machines and execute cloned 
versions of the set of dependent applications using the 
second set of virtual machines , the one or more pro 
cessors configured to initiate execution of a cloned 
version of the application using the second virtual 35 
machine subsequent to executing the cloned versions of 
the set of dependent applications using the second set 
of virtual machines . 

18 . The system of claim 12 , wherein : 
the one or more processors configured to identify a set of an 

IP addresses used by the first virtual machine and the 
set of virtual machines , the one or more processors 
configured to configure the second virtual machine and 
the second set of virtual machines with the set of IP 
addresses , the one or more processors configured to 45 
bring up the second set of virtual machines within a 
private network and bring up the second virtual 
machine within the private network . 

19 . The system of claim 18 , wherein : 
the one or more processors configured to configure a 50 

gateway virtual machine to act as a gateway between 
the private network and a second network outside of the 
private network . 

20 . One or more storage devices containing processor 
readable code for programming one or more processors to 55 . 
perform a method for generating a cloned virtual machine 
environment , the processor readable code comprising : 

processor readable code configured to identify an appli 
cation running on a first virtual machine at a particular 
point in time ; 

processor readable code configured to determine a set of dependent applications that the application depends on 
for operation ; 

processor readable code configured to determine an order 
ing of the set of dependent applications using a depen 
dency mapping table such that every application that a 
particular application of the set of dependent applica 
tions depends on precedes the particular application in 
the ordering ; 

processor readable code configured to determine a set of 
virtual machines that ran the set of dependent applica 
tions at the particular point in time ; 

processor readable code configured to acquire a set of 
snapshots of the set of virtual machines , the set of 
snapshots corresponds with states of the set of virtual 
machines at the particular point in time ; 

processor readable code configured to generate a second 
set of virtual machines using the set of snapshots , each 
virtual machine of the second set of virtual machines is 
brought up in an order that satisfies the ordering of the 
set of dependent applications ; 

processor readable code configured to identify a first full 
image associated with the first virtual machine ; 

processor readable code configured to generate a first 
signature using a first full image of the first virtual 
machine ; 

processor readable code configured to identify a third 
virtual machine based on a comparison of the first 
signature associated with the first virtual machine and 
a third signature associated with the third virtual 
machine ; 

processor readable code configured to identify one or 
more incremental files corresponding with one or more 
snapshots of the first virtual machine ; 

processor readable code configured to acquire the one or 
more incremental files corresponding with the one or 
more snapshots of the first virtual machine from a 
second storage device comprising a solid - state storage 
device with a second read speed in parallel with acquir 
ing a third full image of the third virtual machine 
different from the first virtual machine from a first 
storage device comprising a magnetic storage device 
with a first read speed less than the second read speed ; 
and 

processor readable code configured to generate a second 
virtual machine corresponding with the first virtual 
machine subsequent to bringing up the second set of 
virtual machines , the generating the second virtual 
machine includes generating the second virtual 
machine using the third full image of the third virtual 
machine different from the first virtual machine and the 
one or more incremental files corresponding with the 
one or more snapshots of the first virtual machine . 

* * * * * 


