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REMOTELY RETRIEVING INFORMATION FROM CONSUMER DEVICES
BACKGROUND

[0001] It is common for a person to store a significant amount of personal information,
whether photos, word processing documents, spreadsheets, presentations, video, or the
like, on a home computer. It is desirable to be able to access this information through a
mobile device, such as a laptop computer or mobile phone, or through another computer at
another location, such as a computer at a place of employment, or a publicly accessible
computer.
[0002] Instead of storing such information on a home computer, a person may use a
service which allows a person to store information on network-accessible storage.
Typically, a user accesses a server using a browser application running on a client
computer. After authentication, such as logging into an account, the user uploads and
stores information on the server. Because the server can be accessed through the network
from any computer with a browser application, the user can access and download the
information they stored on the server through any other computer connected to the
network.
[0003] When information is stored remotely on the server, there can be performance
problems. For example, an individual in one geographic location, ¢.g., Europe or Asia,
likely would find performance to be slow if the servers were in another distant
geographical location, e.g., North America.
[0004] Some users are not comfortable with storing information on a server that is owned
and controlled by someone else. Instead, they would prefer to access their own computers
remotely. Some systems, called remote desktop systems, provide this kind of access by
installing an application on the computer to be remotely accessed. The application allows
a desktop view of a host computer to be manipulated from a client computer that is
connected to the host computer through a TCP/IP network. In particular, the host
computer continually contacts the server to see if remote access is being requested. When
a user wants to connect to the host computer from a client computer, the user runs an
application on the client computer that contacts the server. The server in turn connects the
client with the host computer. After this connection, the client can transmit keyboard and
other commands to the host computer, and the host computer returns screen updates to the
client computer. In essence, the client computer provides inputs to the host computer, and

the host computer returns screen updates to the client computer.
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[0005] Running applications remotely and remotely controlling another machine provides
slow performance. In addition, as with a storage server, an individual in one geographic
location, e.g., Europe or Asia, likely would find performance to be slow if the servers were
in another distant geographical location, e.g., North America.

SUMMARY
[0006] This Summary is provided to introduce a selection of concepts in a simplified form
that are further described below in the Detailed Description. This Summary is not intended
to identify key features or essential features of the claimed subject matter, nor is it
intended to be used to limit the scope of the claimed subject matter.
[0007] Users that access their personal information from a home computer or other user
device typically only need access to data, and do not need to remotely control the desktops
of their home computers or other user device. By providing a remote access service that
coordinates access to the user device, a remote device can send commands to a user device
to request various operations to be performed. An application on the host computer
processes these commands, and provides the requested information back to the remote
device.
[0008] Example commands include, but are not limited to, retrieving one or more files,
retrieving file system directory information, packaging information and returning a result,
directing the computer to upload information to a service, listing one or more device
profiles, and remotely executing an operation and returning a result
[0009] The commands also can be accompanied by parameters. Example parameters
include, but are not limited to, type and format of data that the remote device expects, a
type of the remote device, connection type, connection bandwidth, and the application on
the remote device that will consume the received information. The user device can format
the information being sent to the remote device based on the received parameters.
[0010] The connection between the remote device and the user device can be pinned to a
server on both sides. The remote device connects to the server using a long standing
request. The user device also connects to the server by issuing requests. The server
provides the request from the remote device as a response to the request from the user
device. When the server receives the data from the user device, it provides it to the remote
device by responding to the request from the remote device.
[0011] Accordingly, in one aspect, a computing device is configured to allow a remote
device to request commands to be performed on the computing device through a remote

access service. A connection manager has a network connection to receive requests for
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connections from the remote access service, The connection manager is configured to, in
response to a request from the remote access service for a connection, connect to a server
in the remote access service by issuing a sequence of requests to the server. The
connection manager further is configured to receive commands from the remote device
through responses from the server to the requests. A data transfer module has an input for
receiving the commands, and is configured to cause the commands to be performed on the
computing device. This module has an output for providing data resulting from the
commands to the connection manager. The connection manager further is configured to
receive the data resulting from the commands and to send the data to the remote device by
sending a message containing the data to the server.

[0012] In another aspect, a remote access service allows a remote device to request
commands to be performed on a computing device. The remote access service includes a
load balancer connected to a computer network and configured to receive, from the remote
device, requests to access the computing device. It also includes a plurality of servers.
The load balancer selects one of the plurality of servers for communication with the
remote device and the computing device in response to a request from the remote device.
The selected server is configured to receive requests for commands from the remote
device, and cause the computing device to be notified of the request for access by the
remote device. The selected server receives requests from the computing device for the
commands from the remote device. The server then responds to the request from the
computing device with the commands from the remote device. The server receives results
from the commands from the computing device and forwards the received results to the
remote device.

[0013] In another aspect, a system provides access to information by a remote device.
The system includes a computing device on which information is stored and a remote
access service including a plurality of servers. Each server is configured to receive
requests for commands from the remote device, and cause the computing device to be
notified of the request for access by the remote device. The server receives requests from
the computing device for the commands from the remote device, and responds to the
request from the computing device with the commands from the remote device. The
server receives results from the commands from the computing device and forwards the

received results to the remote device.
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[0014] These various aspects can be embodied in a computer-implemented process, an
article of manufacture including a computer storage medium having computer program
instructions stored thereon, or as a computing machine.
[0015] In the following description, reference is made to the accompanying drawings
which form a part hereof, and in which are shown, by way of illustration, specific example
implementations of this technique. It is understood that other embodiments may be
utilized and structural changes may be made without departing from the scope of the
disclosure.

DESCRIPTION OF THE DRAWINGS
[0016] FIG. 1 is a block diagram of an example operating environment in which a remote
file access service can be implemented.
[0017] FIG. 2 is a more detailed block diagram of an example remote access service.
[0018] FIG. 3 is a flow chart describing an example operation of the system in Fig. 2.
[0019] FIG. 4 is a more detailed block diagram of an example operation user device.
[0020] FIG. 5 a flow chart describing an example operation of the system in Fig. 4.
[0021] FIG. 6 is a block diagram of an example computing device in which such a system
can be implemented.

DETAILED DESRIPTION

[0022] The following section provides an example operating environment in which a
remote file access service can be implemented.
[0023] Referring to Fig. 1, a remote device 100 can connect to one or more user devices
102 through a remote access service 104. The remote device 100 connects to the remote
access service 104 over a computer network 106, typically an internet protocol (IP) based
computer network. For example, the remote device 100 and remote access service 104
can communicate over an IP network. An example communication protocol that can be
used is the Hypertext Transfer Protocol Secure (HTTPS), which is a combination of the
Hypertext Transfer Protocol (HTTP) with the Secure Sockets Layer or Transport Layer
Security (SSL/TLS) protocol to provide encrypted communication and secure
identification of a network web server. Other protocols can be used and the invention is
not limited to using a specific communication protocol. Similarly, a user device 102
connects to the remote access service 104 over a computer network 108, such as an
internet protocol (IP) based computer network. While shown in Fig. 1 as separate
networks, computer networks 108 and 106 can both be the internet and are not necessarily

separate and distinct computer networks.
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[0024] Example remote devices 100 include, but are not limited to, a mobile phone, a
laptop computer, a desktop computer, a handheld computer or other computing device
capable of connecting with and communicating with the remote access service 104 over
the computer network 106. A remote device can be, for example, a mobile device carried
by the user, or a computer at a place of employment, or a publicly accessible computer.
[0025] Example user devices 102 include, but are not limited to, a mobile phone, a laptop
computer, a desktop computer, a handheld computer or other computing device capable of
connecting with and communicating with the remote access service 104 over the computer
network 108. A user device can be found, for example, in the user’s home.

[0026] The remote access service 104 includes one or more server computers (not shown)
that connect user devices and remote devices. The server computer to which a user device
is connected generally is the server computer that is geographically closest to the user
device within the remote access service 104.

[0027] In a manner to be described in more detail below, the system generally operates in
the following way. A user instructs the user device 102 to connect to the remote access
service 104. When the user is using the remote device 100, the user instructs the remote
device 100 to connect to the remote access service 104. In response to user identifying
information, the remote access service 104 identifies the user devices 102 that are
associated with the user by the remote access service 104. The remote access service also
identifies which of these user devices 102 are connected to the remote access service 104.
The remote access service 104 provides information to the remote device 100 about the
user devices 102 that are available, and allows the remote device 100 to issue commands,
with parameters, to user devices 102.

[0028] Example commands include, but are not limited to, retrieving one or more files,
retrieving file system directory information, packaging information and returning a result,
directing the computer to upload information to a service, listing one or more device
profiles, and remotely executing an operation and returning a result.

[0029] The commands also can be accompanied by parameters.

Example parameters include, but are not limited to, type and format of data that the remote
device expects, a type of the remote device, connection type, connection bandwidth, and
the application on the remote device that will consume the received information. The user
device can format the information being sent to the remote device based on the received

parameters.
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[0030] Given this context, an example implementation of the remote access service 104
will be described in more detail in connection with Figs. 2-3.

[0031] In Fig. 2, the remote access service 220 includes a server pool 200 which includes
two or more server computers 202. A load balancer 204 is connected to each of the server
computers 202. The load balancer can have an identifier, for example, a uniform resource
locator (URL), in the form of [remote access service name].[domain name].[top level
domain], that is used by the remote device to access the remote access service 220. The
load balancer 204 maintains information about the loads and geographic locations of the
server computers 202. In response to a request from a remote device, the load balancer
selects one of the server computers 202 for managing the connection between the remote
device 222 and the user device 224 to be accessed. If information about the geographical
location of the server computer and at least one of the devices is available, then this
selection can be based on the geographical proximity of the user device, remote device and
server computer. The selected server computer sends its identifier to the remote device
222, for example a URL such as [server name].[remote access service name].[domain
name].[top level domain]. The server computer 202 connects to a notification service 206,
which attempts to authenticate the user and the remote device 222 with the user device
224. The notification service 206 informs the user device 224 that the remote device 222
is attempting to connect, and provides information enabling the user device 224 to connect
to the selected server computer 202.

[0032] The process performed by the system in Fig. 2 is shown in the flowchart of Fig. 3.
The process of accessing a user device begins with a remote device issuing 300 a request
to the remote access service, and in particular the load balancer 204. For example, the
request can be an HTTPS message that includes the URL of the load balancer 204. If the
request is for a specific device, the URL also could include a parameter that specifies the
user device to be accessed. For example, a URL could be

https://ra.live.com?did=<deviceid>, and the message sent could be a GET request in

HTTPS. The load balancer 204 routes 302 the request to the nearest server computer in
the server pool by selecting a server and passing the received request to it.

[0033] The selected server computer responds 304 to the original request from the remote
device with a message to the remote device indicating the server computer to which the
remote device should continue to contact to access data. For example, the message may

include a URL of the form https://[servername].ra.live.com/vo.1/provider?rsid=<blob>,

where [servername] is the name of the selected server. Instead of waiting for an
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acknowledgement, if the remote device does not respond within a set amount of time, ¢.g.,
two minutes, the connection can be terminated.

[0034] The server computer 202 also instructs 306 the notification service 206. The
notification service 206 attempts to authorize 308 the user of the remote device for access
to the user device, and issues 310 a notification to the user device about the request from
the remote device.

[0035] After receiving information about the selected server, the remote device can then
start to issue 312 messages to the server, ¢.g., GET requests in HTTPS, to perform various
commands on the user device. The commands, and the parameters for these commands,
can be appended to the URL received from the server.

[0036] In the meantime, the user device begins issuing 314 requests to the server, e.g.,
GET requests in HTTPS, to fetch the requests from the server that are being received by
the server from the remote device.

[0037] In response to the requests from the user device, the server forwards 316 to the
user device any messages that it has queued from the remote device. In response to a
message from the server, the user device processes 318 the message and sends 320 any
corresponding data to the server. The server sends 322 the data to the remote device and
continues both receiving and sending both requests and data over the connections with the
remote device and the user device.

[0038] Having now described the general operation of such the remote access service, an
example implementation of the user device will now be described in connection with Fig.
4. In this implementation, the user device is connected to the computer network and has
an application that is running that responds to the notifications from a notification service,
such as described above in connection with Figs. 2-3.

[0039] In Fig. 4, the user device 450 has a cloud transfer stack 400, which may be
implemented as a dynamically linked library, which receives notifications 410 from the
notification service 412 of the remote access service 414. The notifications are processed
by a connection manager 402 to authenticate the user and the remote device 460. After
authentication, the connection manager 402 connects to the server 416, through an
(optional) HTTP platform abstraction layer (PAL) 404, and communicates with the server
by posting data to the server and receiving requests for file system operations. The
abstraction layer 404 provides a platform independent implementation of HTTP. The

cloud transfer stack 400 sends periodic get messages to the server 416 to retrieve requests



10

15

20

25

30

WO 2012/173899 PCT/US2012/041795

from the remote device 460. Each received request has a corresponding request identifier
and session identifier.

[0040] The cloud transfer stack 400 also communicates with a data transfer stack 406,
which handles access to and data transfer between a file access module 408 and the cloud
transfer stack 400. For each request received from the remote device, the cloud transfer
stack 400 initiates a command to the file access module 408 through the data transfer stack
406. The data transfer stack 406 queues requests and manages sending the requested
commands to the file access module, causing the commands to be performed the data
resulting from those commands to be formatted. When the data transfer stack 400 has
received the data for a specified command in a request, it informs the cloud transfer stack,
which in turn transfers the data to the server.

[0041] The file access module 408 responds to a variety of named commands, any of
which can be specified in the request made by the remote device, along with parameters
for the command. In Fig. 4, the example commands are fetch a file, get a thumbnail, get a
directory count, enumerate the directory, get a device profile and get the last modified file.
These operations are merely examples, and the invention is not limited to any specific set
of file operations that can be performed. The data transfer stack 406 can be implemented
to provide handlers for each of these commands. The handler for a command issues the
command to retrieve data or other information and then formats the data according to the
parameters received for the remote device. As an example, a command called “album
view” could retrieve a set of images. If the remote device indicated that it can handle
compressed data file packages, such as a *.zip file, then the handler for the “album view”
command receives the image files and generates a *.zip file from them.

[0042] Referring now to Fig. 5, a flowchart describing the operation of the
implementation of Fig.4 will now be described in more detail.

[0043] The connection manager, after authentication, issues 500 a request to the selected
server, such as an HTTPS GET message. A timeout of about two minutes can be used for
a response. After a response is received 502, the connection manager informs 504 the data
transfer stack that a session has been established between the user device and the server.
For this session, the data transfer stack establishes 506 a request queue.

[0044] The connection between the remote device and the user device is thus pinned to a
server on both sides. The remote device connects to the server using a long standing
request. The user device also connects to the server by issuing requests. The server

provides the request from the remote device as a response to the request from the user
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device. When the server receives the data from the user device, it provides it to the remote
device by responding to the request from the remote device.

[0045] When a request is received by the user device from the remote device in response
to the connection manager’s request, the request is parsed 510 to obtain a request identifier
and other information about the request, such as the operation to be performed and the
URI for the server to which data will be posted by the connection manager. The
connection manager maintains a request state map to track the status of requests. An entry
is added 512 to this request state map with the request identifier. The connection manager
queues 514 the request in the data transfer stack.

[0046] In some cases, the data to be sent to the server is sent using multiple messages. In
some cases, only one message is used. To handle this complexity, when the data transfer
stack retrieves the requested data it informs 516 the connection manager, using the request
identifier. The connection manager checks 518 the request state map for an existing
HTTP request handle for the request identifier, and creates one if one does not already
exist. The handle is used to send 520 this data and any subsequent data from the data
transfer stack for the same request identifier. When the data transfer stack informs 516 the
connection manager of data being available, it also can provide an end flag, which
indicates whether the data it is providing is the last portion of the data to be transferred for
that request identifier.

[0047] With the foregoing system, a user can efficiently access personal information from
a home computer or other user device without the need to remotely control its desktop. By
providing a remote access server that coordinates access to the file system of the user
device, a remote device sends commands to the user device. An application on the user
device processes these commands, and in response, provides information to the remote
device.

[0048] Having now described an example implementation, a computing environment in
which such a system is designed to operate will now be described. The following
description is intended to provide a brief, general description of a suitable computing
environment in which the remote device, computers in the remote access service, and user
devices, can be implemented. The system can be implemented with numerous general
purpose or special purpose computing hardware configurations. Examples of well known
computing devices that may be suitable include, but are not limited to, personal
computers, server computers, hand-held or laptop devices (for example, media players,

notebook computers, cellular phones, personal data assistants, voice recorders),
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multiprocessor systems, microprocessor-based systems, set top boxes, game consoles,
programmable consumer ¢lectronics, network PCs, minicomputers, mainframe computers,
distributed computing environments that include any of the above systems or devices, and
the like.

[0049] FIG. 6 illustrates an example of a suitable computing system environment. The
computing system environment is only one example of a suitable computing environment
and is not intended to suggest any limitation as to the scope of use or functionality of such
a computing environment. Neither should the computing environment be interpreted as
having any dependency or requirement relating to any one or combination of components
illustrated in the example operating environment.

[0050] With reference to FIG. 6, an example computing environment includes a
computing machine, such as computing machine 600. In its most basic configuration,
computing machine 600 typically includes at least one processing unit 602 and memory
604. The computing device may include multiple processing units and/or additional co-
processing units such as graphics processing unit 620. Depending on the exact
configuration and type of computing device, memory 604 may be volatile (such as RAM),
non-volatile (such as ROM, flash memory, etc.) or some combination of the two. This
most basic configuration is illustrated in FIG. 6 by dashed line 606. Additionally,
computing machine 600 may also have additional features/functionality. For example,
computing machine 600 may also include additional storage (removable and/or non-
removable) including, but not limited to, magnetic or optical disks or tape. Such additional
storage is illustrated in FIG. 6 by removable storage 608 and non-removable storage 610.
Computer storage media includes volatile and nonvolatile, removable and non-removable
media implemented in any method or technology for storage of information such as
computer program instructions, data structures, program modules or other data. Memory
604, removable storage 608 and non-removable storage 610 are all examples of computer
storage media. Computer storage media includes, but is not limited to, RAM, ROM,
EEPROM, flash memory or other memory technology, CD-ROM, digital versatile disks
(DVD) or other optical storage, magnetic cassettes, magnetic tape, magnetic disk storage
or other magnetic storage devices, or any other medium which can be used to store the
desired information and which can accessed by computing machine 600. Any such
computer storage media may be part of computing machine 600.

[0051] Computing machine 600 may also contain communications connection(s) 612 that

allow the device to communicate with other devices. Communications connection(s) 612
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is an example of communication media. Communication media typically carries computer
program instructions, data structures, program modules or other data in a modulated data
signal such as a carrier wave or other transport mechanism and includes any information
delivery media. The term "modulated data signal" means a signal that has one or more of
its characteristics set or changed in such a manner as to encode information in the signal,
thereby changing the configuration or state of the receiving device of the signal. By way
of example, and not limitation, communication media includes wired media such as a
wired network or direct-wired connection, and wireless media such as acoustic, RF,
infrared and other wireless media.

[0052] Computing machine 600 may have various input device(s) 614 such as a display, a
keyboard, mouse, pen, camera, touch input device, and so on. Output device(s) 616 such
as speakers, a printer, and so on may also be included. All of these devices are well known
in the art and need not be discussed at length here.

[0053] The system may be implemented in the general context of software, including
computer-executable instructions and/or computer-interpreted instructions, such as
program modules, being processed by a computing machine. Generally, program modules
include routines, programs, objects, components, data structures, and so on, that, when
processed by a processing unit, instruct the processing unit to perform particular tasks or
implement particular abstract data types. This system may be practiced in distributed
computing environments where tasks are performed by remote processing devices that are
linked through a communications network. In a distributed computing environment,
program modules may be located in both local and remote computer storage media
including memory storage devices.

[0054] The terms “article of manufacture”, “process”, “machine” and “composition of
matter” in the preambles of the appended claims are intended to limit the claims to subject
matter deemed to fall within the scope of patentable subject matter defined by the use of
these terms in 35 U.S.C. §101.

[0055] Any or all of the aforementioned alternate embodiments described herein may be
used in any combination desired to form additional hybrid embodiments. It should be
understood that the subject matter defined in the appended claims is not necessarily
limited to the specific implementations described above. The specific implementations
described above are disclosed as examples only.

[0056] What is claimed is:
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CLAIMS
1. A computing device configured to allow a remote device to request commands to be
performed on the computing device through a remote access service, comprising;:

a connection manager having a network connection to receive requests for
connections from the remote access service, and being configured to, in response to a
request from the remote access service for a connection, connect to a server in the remote
access service by issuing a sequence of requests to the server;

the connection manager further being configured to receive commands from the
remote device through responses from the server to the requests; and

a data transfer module having an input for receiving the commands, and configured
to cause the commands to be performed on the computing device, and an output for
providing data resulting from the commands to the connection manager;

the connection manager further being configured to receive the data resulting from
the commands and to send the data to the remote device by sending a message containing
the data to the server.

2. The computing device of claim 1, wherein the commands include instructions to
retrieve a collection of files in the file system of the computing device, and the data
transfer module collects and aggregates the files into a package to be sent to the remote
device.

3. The computing device of claim 1, wherein the data transfer module includes a queue
for requests for each session between the remote device and the computing device.

4. The computing device of claim 1, wherein the connection manager includes a request
state map for each request for managing information about the communication between
the remote device and the computing device.

5. A remote access service for allowing a remote device to request commands to be
performed on a computing device, comprising:

a load balancer connected to a computer network and configured to receive, from
the remote device, requests to access the computing device;

a plurality of servers;

the load balancer selecting one of the plurality of servers for communication with
the remote device and the computing device in response to a request from the remote
device;

the selected server being configured to:

receive requests for commands from the remote device;
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cause the computing device to be notified of the request for access by the remote
device;

receive requests from the computing device for the commands from the remote
device;

respond to the request from the computing device with the commands from the
remote device;

receive results from the commands from the computing device; and

forward the received results to the remote device.

6. The remote access service of claim 5, further comprising a notification service, wherein
the selected server instructs the notification service to inform the computing device about
the request for a connection from the remote device.

7. A system providing for access by a remote device of information, comprising:

a computing device on which information is stored;

a remote access service including a plurality of servers, wherein each server is
configured to:

receive requests for commands from the remote device;

cause the computing device to be notified of the request for access by the remote
device;

receive requests from the computing device for the commands from the remote
device;

respond to the request from the computing device with the commands from the
remote device;

receive results from the commands from the computing device; and

forward the received results to the remote device.

8. The system of claim 7 wherein the computing device comprises:

a connection manager having a network connection to receive the requests for
connections from the remote access service, and being configured to, in response to a
request from the remote access service for a connection, connect to the server by issuing a
sequence of requests to the server;

the connection manager further being configured to receive commands from the
remote device through responses from the server to the requests; and

a data transfer module having an input for receiving the commands, and configured
to cause the commands to be performed on the computing device, and an output for

providing data resulting from the commands to the connection manager;

13
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the connection manager further being configured to receive the data resulting from
the commands and to send the data to the remote device by sending a message containing
the data to the server.
9. The system of claim 8, wherein the data transfer module includes a queue for requests
for each session between the remote device and the computing device.
10. The system of claim 8, wherein the connection manager includes a request state map
for each request for managing information about the communication between the remote

device and the computing device.
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