w0 2022/072630 A1 |0 00000 KO0 O 0 0

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

World Intellectual Propert J
(o wer Orgmiation 2 U0 O OO0 0 O O A0

International Bureau

/ (10) International Publication Number
(43) International Publication Date _ WO 2022/072630 A1l
07 April 2022 (07.04.2022) WIPO | PCT
(51) International Patent Classification: (72) Inventor: GOROG, Christopher Paul, 6215 Corporate
HO4L 9/00 (2022.01) Drive, Suite 101, Colorado Springs, Colorado 80919 (US).
(21) International Application Number: (74) Agent: MERENSTEIN, Eric C. et al.; LOWENSTEIN
PCT/US2021/052872 SANDLER LLP, One Lowenstein Drive, Roseland, New

07068 .
(22) International Filing Date: Jersey US)

30 September 2021 (30.09.2021)  (81) Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AOQO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
(26) Publication Language: English CA, CH, CL, CN, CO, CR, CU, CZ,DE, DJ, DK, DM, DO,
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,
HR, HU, ID, IL, IN, IR, IS, IT, JO, JP, KE, KG, KH, KN,

(25) Filing Language: English

(30) Priority Data:

63/086.904 02 October 2020 (02.10.2020) U: KP.KR. KW K2 LA.LC. LK LR LS. LU. LY MA. MD.
I M i o
; ctober i (02'10'2020) Us NZ, OM., PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW,
o pomommiam o ROIUGLINGS R
ccemper . .
: TR. TT, TZ. UA, UG. US, UZ. VC, VN, WS, ZA. ZM. ZW.
17/488 655 29 September 2021 (29.09.2021) US

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ, TZ,

(Us). UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,

(71) Applicant: BLOCKFRAME, INC. [US/US]; 6215 Cor-
porate Drive, Suite 101, Colorado Springs, Colorado 80919

(54) Title: PROVIDING CRYPTOGRAPHICALLY SECURE POST-SECRETS-PROVISIONING SERVICES

i

.1 o

,,//;/

Devics
1182
Secrats . o Bevice
cantainment gy T HDBTY o
i1z 118 i -
£ T

Brokering
e agentis}

10
&

&

Secreds ice Provider Sarrets and Service Provider

&
¥

(57) Abstract: A system includes a memory device and a processor, operatively coupled to the memory device, to perform operations
including receiving a request to provide a post-secrets-provisioning service with respect to a device, in response to receiving the request,
determining whether to authorize the request, in response to authorizing the request, obtaining a set of secrets data corresponding to the
device, and providing the post-secrets-provisioning service by performing a cryptographic function utilizing the set of secrets data.

[Continued on next page]



WO 2022/072630 A | /11000000 00O 0 0 O

TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FI, FR, GB, GR, IR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SL SK, SM,
TR). OAPI (BF, BJ, CF, CG, CL CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

Declarations under Rule 4.17:

— as to applicant's entitlement to apply for and be granted a
patent (Rule 4.17(ii))

— as to the applicant's entitlement to claim the priority of the
earlier application (Rule 4.17(iii))

Published:
—  with international search report (Art. 21(3))



WO 2022/072630 PCT/US2021/052872

PROVIDING CRYPTOGRAPHICALLY SECURE POST-SECRETS-PROVISIONING
SERVICES

TECHNICAL FIELD
[001] Embodiments of the disclosure relate generally to cybersecurity, and more

specifically, relate to providing cryptographically secure post-secrets-provisioning services.

BACKGROUND

[002] The Internet of Things (IoT) refers to a network of physical objects (“things™) that
are capable of communicating with each other and/or with other devices over the Internet.
Industrial IoT (IloT) devices can receive and analyze data received from connected
equipment, operational technology, etc. to monitor and/or control industrial systems. An
industrial control system (ICS) is an integrated hardware/software system that controls the

operation of equipment (e.g, machines) within an environment.

SUMMARY

[003] In some embodiments, a system is provided. The system includes a memory
device and a processor, operatively coupled to the memory device, to perform operations
including receiving a request to provide a post-secrets-provisioning service with respect to a
device, in response to receiving the request, determining whether to authorize the request, in
response to authorizing the request, obtaining a set of secrets data corresponding to the
device, and providing the post-secrets-provisioning service by performing a cryptographic
function utilizing the set of secrets data.

[004] In some embodiments, a method is provided. The method includes receiving, from
an entity by a processor of a secrets and service provider system, a request to provide a post-
secrets-provisioning service with respect to a device, in response to receiving the request,
determining, by the processor, whether to authorize the request, in response to authorizing the
request, obtaining, by the processor, a set of secrets data corresponding to the device, and
performing, by the processor, a cryptographic function utilizing the set of secrets data to
provide the post-secrets provisioning service.

[005] In some embodiments, a non-transitory computer-readable storage medium is
provided. The non-transitory computer-readable storage medium includes instructions that,
when executed by a processing device, cause the processing device to perform operations
including receiving, from an entity, a request to provide a post-secrets-provisioning service

with respect to a device. The post-secrets-provisioning service includes at least one of a data
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or trust verification service, a data production service, a file authorization service, or a service
to locate a secrets and service provider system to handle the request. The operations further
include in response to receiving the request, determining whether to authorize the request
based on a proof of ownership of the device maintained on a distributed ledger, in response to
authorizing the request, generating a set of secrets data using the distributed ledger, wherein
the set of secrets data corresponds to a state of the device within a supply chain, and
providing the post-secrets-provisioning service by performing a cryptographic function
utilizing the set of secrets data.

[006] Numerous other aspects and features are provided in accordance with these and
other embodiments of the disclosure. Other features and aspects of embodiments of the
disclosure will become more fully apparent from the following detailed description, the

claims, and the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[007] The disclosure will be understood more fully from the detailed description given
below and from the accompanying drawings of various embodiments of the disclosure. The
drawings, however, should not be taken to limit the disclosure to the specific embodiments,
but are for explanation and understanding only.

[008] FIG. 11s a block diagram of an example cybersecurity system, in accordance with
some embodiments of the present disclosure.

[009] FIG. 2 is a block diagram illustrating various sets of secrets data that can be
inserted onto a cryptographic enabled trust device, in accordance with some embodiments of
the present disclosure.

[0010] FIG. 3 is a block diagram of an example system including a secrets and service
provider system, in accordance with some embodiments of the present disclosure.

[0011] FIG. 4 is a flow diagram of a method to provide cryptographically secure post-
secrets-provisioning services, in accordance with some embodiments of the present
disclosure.

[0012] FIG. 5is a block diagram of example application programming interface (API)
methods for providing cryptographically secure post-secrets-provisioning services, in
accordance with some embodiments of the present disclosure.

[0013] FIG. 6 is a block diagram of example asymmetric application programming
interface (API) methods for providing cryptographically secure post-secrets-provisioning

services, in accordance with some embodiments of the present disclosure.
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[0014] FIG. 7 is a block diagram of example symmetric application programming
interface (API) methods for providing cryptographically secure post-secrets-provisioning
services, in accordance with some embodiments of the present disclosure.

[0015] FIG. 8 is a block diagram of an example computer system in which embodiments

of the present disclosure may operate.

DETAILED DESCRIPTION

[0016] Aspects of the present disclosure are directed to cryptographic trust devices for
enabling cybersecurity features. The modern supply chain may be dependent on trustworthy
connections that render the Internet interoperable. However, a major challenge of the Internet
today is ensuring trust among the various entities interacting within a system. Certain
solutions for establishing trust among entities are generally bandage-like solutions and may
not provide adequate protection. A network (e.g., industrial network) may not provide
sufficient underlying trust in each device within the industrial network. For example, with
respect to Internet of Things (IoT) devices, a uniform way does not exist to secure, identify
and/or manage such IoT devices as the IoT devices are transferred among various entities
throughout the supply chain lifecycle. An IoT device herein refers to an object that is
embedded with technology (e.g., sensors, software) to connect and exchange information
with other devices and/or systems over a communication network (e.g., Internet). Examples
of IoT devices include smartphones, wearable devices (e.g., smartwatches, fitness trackers
and medical sensors), voice-controlled digital assistants, etc.

[0017] Aspects of the present disclosure address the above and other deficiencies by
implementing post-secrets-provisioning consumption as a service. A cryptographically secure
device management system can include a secrets and service provider system and a
cryptographic trust enabled device (“device”). For example, the device can be an IoT device.
The secrets and service provider system can securely generate and provision a set of
cryptographic secrets (“secrets data”) for insertion onto a cryptographic trust enabled device
(“device™) upon request. More specifically, the set of secrets data can be maintained on the
device within protected memory of a secrets containment component. The secrets and service
provider system can be included within a system that communicates with one or more devices
and/or one or more other secrets provisioning systems. Transactions performed with respect
to the generation and/or provisioning of the set of secrets data can be maintained on a

distributed ledger, or other suitable mechanism to ensure record immutability.
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[0018] The set of secrets data can include a number of secrets components that enable the
device to perform a variety of cryptographic functions while the device is in the particular
state. For example, the set of secrets data can include a cryptographic key management block
including a set of cryptographic key data for the particular state. In some embodiments, the
set of secrets data is provided as a non-fungible token (NFT). The set of secrets can be placed
on the device while the device is in a particular state. More specifically, the state can
correspond to a certain segment of a supply chain in which the device is present. Examples of
states include a manufacturer provisioning state in which the device is in possession of a
manufacturer, a vendor provisioning state in which the device is in possession of a vendor, an
end-use provisioning state in which the device is allocated to at least one end-use segment
(e.g., within a network or as a standalone device that uses the end-use provisioning state for
communication to resources), and an operational state in which the device is presently
operating or functioning within the network. A vendor refers to an entity that can assemble,
program and/or handle the physical disposition of a device. Each state can be used to control
the insertion and visibility of a corresponding set of secrets data onto the device. For
example, the device can maintain a set of vendor provisioning secrets data on protected
memory while in the vendor provisioning state to enable the device to perform cryptographic
functionality pertaining to the vendor provisioning state, but would be unable to access the
set of vendor provisioning secrets data while in the manufacturer provisioning state.

[0019] From time to time, as the device progresses throughout the supply chain, the
device may transfer possession/ownership between entities. To securely provision secrets at
each stage of the supply chain as possession/ownership is transferred, the secrets and service
provider system can participate in a process to transition the device from a first state to a
second state (e.g., to elevate the device from a current state to a subsequent state, or revert the
device from the current state to a previous state). The state transition process is a
cryptographically secure process that enables the device to insert a set of secrets data for the
second state. The device can maintain a state machine that maintains the state of the device.
For example, the state machine can be maintained on the secrets containment component.
[0020] The secrets and service provider system can interact with the device to provision
the set of secrets data during state transition. To further ensure data integrity and security
during the state transition process, a brokering agent can be employed to broker the
operations performed between the device and the secrets and service provider system. The
brokering agent is a verified trusted entity (e.g, third-party entity) that functions as a proxy

between the device and the secrets and service provider system to support cryptographically
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secure communications via a three-way handshake between the brokering agent, the device
and the secrets and service provider system. More specifically, the secrets and service
provider system can receive a request from a brokering agent to provide the encrypted
version of the set of secrets data for the state transition, the secrets and service provider
system can provide the encrypted version of the set of secrets data to the brokering agent for
insertion on the device. There can be a number of separate brokering agents that are each
responsible for a device while in a particular state. For example, there can be a manufacturing
brokering agent, a vendor brokering agent, an end-use brokering agent, an operational
brokering agent, etc. To protect other sets of secrets data from extraction after a state
transition, the device can cryptographically seal (“seal”) the previous set of secrets data
corresponding to the previous state by encrypting the previous set of secrets data with a
particular encryption key so that it is not obtainable by the entity now in possession of the
device. Alternatively, the previous set of secrets data can be deleted after a successful state
transition. Accordingly, risk for handling of secrets data at each stage within the supply chain
can be deferred to entities that are able to handle and offset such risk, which can enable
distributed manufacturing in regions where subcontractors may not be trusted to handle
secrets and/or software/firmware component.

[0021] The secrets and service provider system can generate a set of secrets data, encrypt
the set of secrets data to obtain an encrypted version of the set of secrets data, and maintain
the encrypted version of the set of secrets data on encrypted storage. Each set of secrets data
can include a number of secrets components. To provide an extra layer of encryption, each of
the secrets components can themselves be independently and uniquely encrypted by a
respective cryptographic key, and then the entire set of secrets data can be encrypted (e.g.,
wrapped) to obtain the encrypted version of the set of secrets data. More specifically, a set of
secrets data can be generated from a first set of data. The first set of data can include secret
data of the secrets and service provider system, public data (e.g, public information provided
by a brokering agent), secret device-specific data (e.g, secret device-specific information
provided by a brokering agent), and secret organizational data (e.g., secret organization
information provided by a brokering agent). For example, the public data, secret device-
specific data and/or the secret organization data can be provided via a user interface (e.g., a
webpage, a handheld device, a mobile device application). Each type of data can be
obfuscated and encapsulated to be verifiable on insertion, and each type of data can be
independently and uniquely encrypted by a secrets generator of the secrets and service

provider system to generate the set of secrets data. The set of secrets data can then be
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encrypted by the secrets generator, using a second set of data derived from the secrets
generator, to obtain the encrypted version of the set of secrets data. The encrypted version of
the set of secrets data can then be ready for transport and storage on a distributed ledger
linked to a brokering agent.

[0022] After the secrets and service provider system provisions a set of secrets data onto
a device, the secrets and service provider system has ownership of the device. Record of the
ownership of the device can be maintained in the distributed ledger, along with the secrets
data that has been provisioned with the device. With such ownership, the secrets and service
provider system can offer one or more cryptographically secure post-secrets-provisioning
services (e.g, web services), referred to as consumption as a service. The secrets and service
provider system can provide a post-secrets-provisioning service related to a particular device
by utilizing a set of secrets data that has (or had been) inserted into the device during secrets
provisioning, which can enable the secrets and service provider system to emulate the
cryptographic functionality of the device.

[0023] Post-secrets-provisioning services can be offered with respect to a large number of
use cases. Examples of use cases include data analytics, supply chain security, credential
tracking, cybersecurity, forensic tracking and accountability, sensitive or confidential data
maintenance or exchange (e.g, intellectual property, private corporate information,
confidential or top secret government information), property record maintenance, fraud and
waste prevention, audit processes, governance programs, record or tracking and verification,
smart contracts, supply chain and product tracking, banking, cryptocurrency, etc. After a
post-secrets-provisioning service is provided by the secrets and service provider system, a
record of the post-secrets-provisioning service can be placed on a distributed ledger. The
record can include a data payload, a timestamp, an identifier of the entity that requested the
post-secrets-provisioning service (“requestor’), and the type of post-secrets-provisioning
service that was provided.

[0024] One example of a post-secrets-provisioning service that can be offered by the
secrets and service provider system is an on-demand data and/or trust verification service
(“verification service”). The verification service can be used to verify the proof of origin of
data upon request. For example, the verification service can be used to verify a prior device
configuration.

[0025] Another example of a post-secrets-provisioning service that can be offered by the
secrets and service provider system is on-demand data production. The data production

service can be used to generate data for a device upon request as if it was the device by
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recreating secrets data. One type of data production service is a data recovery service to
recover data that has been lost by the device, such as data that had been encrypted with a
previous set of secrets data that is sealed within the device, by having the secrets and service
provider system recreate the previous set of secrets data using information maintained on the
distributed ledger and/or secrets generator. Another type of data production service is a data
access service. The data access service can enable secure access to sensitive data (e.g.,
sensitive files), which can be subject to a limited use and/or temporal scope for data privacy.
For example, the secrets and service provider system can provide an authorized entity (e.g,
upon request from the authorized entity) with a set of secrets data for decrypting an encrypted
version of data. The set of secrets data can be designed to be valid only during a defined time
period to prevent unlimited access to the data, such that the entity will not be able to decrypt
the encrypted version of the data outside of the time period.

[0026] Another example of a post-secrets-provisioning service that can be offered by the
secrets and service provider system is an on-demand file authorization service. The file
authorization service is used to authorize a file upon request. To do so, the secrets and service
provider system can generate, using a set of secrets data, an authorization packet including an
encrypted version of a file, and send the authorization packet to the device. The authorization
packet enables the device to determine whether the encrypted version of the file is valid for
decryption by the device. Examples of files that can be authorized using the file authorization
service include a document, an application, a consumable data packet, etc.

[0027] Another example of a post-secrets-provisioning service that can be offered by the
secrets and service provider system is an on-demand installation authorization service. The
installation authorization service can be provided by the secrets and service provider system
upon request to determine whether to authorize the installation of an application on a device.
For example, the installation authorization service can be provided by the secrets and service
provider system upon request to determine whether the installation of an application by a
vendor while the device is in a vendor provisioning state. In this example, the authorization
packet used to determine whether to allow the installation of the application by the vendor
can be generated using vendor-generated secrets data, instead of the secrets and service
provider system.

[0028] Another example of a post-secrets-provisioning service that can be offered by the
secrets and service provider system is an on-demand secrets and service provider locator
service. The secrets and service provider locator service is a service that, upon receiving a

request from a requesting device that a secrets and service provider system is not authorized
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to handle, locates an authorized secrets and service provider system within the network to
handle the request. For example, if a secrets and service provider system does not have
ownership over the requesting device (e.g., it did not provisioning the corresponding set of
secrets data onto the device, and thus cannot be authorized to mimic the device to handle the
request), the secrets and service provider system can contact other secrets and service
provider systems within the network to determine an authorized secrets and service provider
system to handle the request (e.g, the secrets and service provider system that had
provisioned the set of secret data onto the device). Further details regarding these post-
secrets-provisioning services will be described below.

[0029] Advantages of the present disclosure include, but are not limited to, uniform
secrets provisioning on IoT devices, uniform formatting for cryptographic functions across
multiple devices, uniform resetting and/or refactoring of security by deriving and re-
provisioning secrets, and improved cybersecurity.

[0030] FIG. 1is a block diagram of an example cybersecurity system (“system”) 100 for
in accordance with some embodiments of the present disclosure. In some embodiments, the
system 100 is an IoT and/or ICS system. As will be described in further detail, the system
100 can implement cybersecurity functionality, including producing uniform security
features, synchronize supply chain assets globally, enable cross-industry support, relate
processes and visibility of business operations, uniquely link data to sources, enabling
tracking and confidential access, etc. All devices in a given end-use segment (for example, a
section of smart grid or the computers in a single business) can contain a shared network
secret. The shared network secret can be leveraged to generate symmetric keys synchronized
across the network, which are in turn used for encryption and message authentication.

[0031] As shown, the system 100 can include a number of distributed cryptographic
enabled trust devices (“devices”) 110-1 through 110-A, set of brokering agents 120, and a
number of secrets and service provider systems 130-1 through 130-M. In some embodiments,
the devices 110-1 through 110-Ninclude IoT devices and the system 100 can be an IoT
system. As will be described in further detail herein, the system 100 can be used to
implement supply chain trust management with respect to the devices 110-1 through 110-N.
That is, the system 100 can provide “Supply Chain Consumption as a Service” including
cryptographic key management to provide separation of functional implementation of private
secret programming with respect to each level of the supply chain. For example, the
cryptographic key management block for a device can support trust progression throughout

the entire lifecycle of the device in a supply chain by supporting cascading trust across all
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entities (e.g., organizations, companies and/or individuals) which handle manufacturing,
vendor, end-use, operational, and end of life (EOL) stages for a device. Each stage of the
supply chain (e.g., manufacturing, vendor, end-use, operational, and end-of-life) can
correspond to a state of the device.

[0032] Each of the devices 110-1through 110-N can include a secrets containment
component to process and maintain secrets data, and an application programming interface
(API]) library for implementing API methods for establishing cryptographic secure
communications with other entities within the system 100. For example, the device 110-1
includes a secrets containment component 112 and an API library 114. The secrets
containment component 112 can include a cryptographically-protected memory. The
cryptographically-protected memory can be located on a protected integrated circuit, such as
a hardened System-on-Chip (SoC), a secure microprocessor, etc.

[0033] For example, with respect to the device 110-1, the set of secrets data can
corresponding to some state of the device 110-1.In some embodiments, the set of secrets is
embodied as a non-fungible token (NFT). More specifically, the state can correspond to a
certain segment of a supply chain in which the device is present. Examples of states include a
manufacturer provisioning state, a vendor provisioning state, an end-use provisioning state,
and an operational state. Each state can be used to control the insertion of a corresponding set
of secrets onto the device, such that the insertion of the set of secrets for a particular state
places the device in the particular state.

[0034] The set of secrets data can include a cryptographic key management block
including a number of cryptographic key components to perform a cryptographic function
while in the particular state. Cryptographic key management generally refers to the handling,
protection, canceling/revocation, transporting or logistical coordination of the cryptographic
keys. For example, the device can maintain a set of vendor provisioning secrets data in
protected memory while in the vendor provisioning state, but would be unable to access the
set of vendor provisioning secrets data while in the manufacturer provisioning state. Each of
the devices 110-1 through 110-N can maintain a state machine that can track state
progressions of the device, which can enable the provisioning of the device with the
appropriate set of components for the particular state. Further details regarding the
cryptographic key management block will be described below with reference to FIG. 2.
[0035] Each of the secrets and service provider systems 130-1 through 130-A can
securely generate and maintain sets of secrets data to be inserted onto at least one of the

devices 110-1through 110-N. Each of the secrets and service provider systems 130-1 through
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130-M can be associated with a particular stage of the supply chain. More specifically, one of
the secrets and service provider systems 130-1 through 130-AM can be a vendor secrets and
service provider system, another of the secrets and service provider systems 130-1 through
130-M can be an end-use secrets and service provider system, etc. For example, the vendor
secrets and service provider system would be responsible for the set of vendor provisioning
secrets data. Any packet created by a secrets and service provider system can be reproduced
to enable cross-IUR support.

[0036] As will be described in further detail below with reference to FIG. 3, the secrets
and service provider system 130-1 can include a secrets generator, encrypted storage, and a
distributed ledger system. The secrets generator can securely generate an encrypted version
of a set of secrets data, and securely store the encrypted version of the set of secrets of data
on the encrypted storage so that it is never obtainable or visible for interception by outside
entities. To provide an extra layer of encryption, each of the base components used to
generate the set of secrets data can themselves be independently and uniquely encrypted by a
respective cryptographic key, and then the entire set of secrets data can be encrypted to obtain
the encrypted set of secrets data. The secrets generator can perform encryption/decryption to
enable cryptographic functions (e.g, digital signatures) performed by the secrets and service
provider system 130-1, and can be embodied as hardware and/or software. In some
embodiments, the secrets generator is embodied as a hardware security module (HSM). An
HSM is a tamper-resistant computing device that can securely generate and/or manage secrets
data (e.g., cryptographic keys).

[0037] Each of the secrets and service provider systems 130-1 through 130-Af can be
used as part of a process to control the provisioning/insertion of sets of secrets data onto the
devices 110-1through 110-Nin a manner that maintains data integrity and trust. Provisioning
is the process of requesting and inserting keys and a certificate into a device (or emulator).
The provisioned set of secrets data can be used to implement cryptographic functionality, as
will be described in further detail below. For example, the set of secrets data can include at
least one of a cryptographic key for performing encryption during a cryptographic function, a
digtal certificate for proving ownership of a public key during a cryptographic function, etc.
Mlustratively, assume that device 110-11s presently in a first state corresponding to a first
segment of the supply chain, but the device 110-1 is now in a second segment of the supply
chain. The device 110-1 can then undergo a state transition process to transition the device
110-1 to a second state corresponding to the second segment of the supply chain (e.g., to

elevate the device from a current state to a subsequent state, or revert the device from the
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current state to a previous state). The state transition process is a cryptographically secure
process that grants the device 110-1 access to the second set of secrets data. For example, the
first state can be a manufacturer provisioning state and the second state can be a vendor
provisioning state. As another example, the first state can be the vendor provisioning state
and the second state can be an end-use provisioning state. As another example, the first state
can be the end-use provisioning state and the second state can be an operational state.
However, such examples should not be considered limiting.

[0038] For example, during a manufacturing stage of the supply chain for the device 110-
1, the device 110-1 can be initially programmed by a corresponding manufacturer to securely
manage the cryptographic keys in the device. More specifically, the device 110-1 can have a
unique manufacturer-assigned identifier that enables tracking of the device throughout the
supply chain. The identification scheme used by a manufacturer can be maintained as a
private manufacturer secret to prevent cyber-attacks within the system 100. During the
vendor stage of the supply chain, the device 110-1 can then be transferred between one or
more vendors. During the end-use state of the supply chain, the device 110-1 can be assigned
to one or more end-use segments. During the operation state of the supply chain, the device
110-1 can be placed into an operational state.

[0039] To undergo the state transition process, the device 110-1 can receive the encrypted
ve