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Description

FIELD OF THE INVENTION

[0001] The invention relates to a method for top-up in-
formation and to a computer device.

BACKGROUND OF THE INVENTION

[0002] Near Field Communication, abbreviated "NFC",
is a short-range high frequency wireless communication
technology enabling exchange of data between devices
within a relative short distance, for instance, about 10
centimeters. NFC is based on RFID (radio frequency
identification) and combines an interface of a smartcard
and a reader into a single device. NFC devices can com-
municate with RFID readers and with other NFC devices
and may, for instance, be mobile phones.
[0003] Business opportunities presented by using NFC
enabled mobile devices, such as mobile phones, for, for
instance, contactless payment, transport ticketing, loyal-
ty and other services may be of interest, for instance, for
mobile operators and service providers in the banking,
transport and retail sectors.
[0004] For addressing operational requirements, NFC
utilizes a so called Trusted Service Manger (TSM) which
is supposed to help service providers to securely distrib-
ute and manage, for instance, contactless services for
their customers utilizing networks of mobile operators.
Fig. 1 illustrates how a Trusted Service Manager Back-
end 1 is conventionally used to transmit an NFC appli-
cation 9 issued by a Service Provider Backend 2 (service
provider web site) to a mobile telephone 3 comprising
NFC capability.
[0005] If the service provider wants to issue the NFC
application 9 to the mobile phone 3, he connects his Serv-
ice Provider Backend 2 to the mobile phone 3 through
the Trusted Service Manager Backend 1. The Trusted
Service Manager Backend 1 establishes a secure chan-
nel to transmit the NFC application 9 over the air OTA to
the mobile phone 3 which includes an appropriate inter-
face which is, for instance, a GSM interface not explicitly
shown in the figures.
[0006] The mobile phone 3 comprises a proxy 4, a se-
cure application 5, also known as "wallet" or trusted ap-
plication, to present information about NFC applications
already installed on the mobile phone 3 to the user of the
mobile phone 3, an NFC module including a Service Man-
ager 6 and a memory 7 to store the NFC application. The
secure application 5 is also responsible to allow the user
to top-up applications, for instance, to request to reload
an NFC application. If, for instance, the NFC application
is associated with an e-purse, the request may, for in-
stance, be a request to reload money on this e-purse.
[0007] Top-up information is located in the secure ap-
plication 5 (wallet) itself. Top-up information is proprietary
formatted information. Therefore, if a new NFC applica-
tion is issued to the mobile phone 3 by a new service

provider, the user has to install an up-dated version of
his/her wallet including top-up information for this new
NFC application.
[0008] It is an object of the invention to provide an im-
proved method to top-up information particularly usable
by wallets. Further related art is "GSMA: "mobile NFC
technical guidelines - Version 2.0", INTERNET CITA-
TION, November 2007 (2007-11), pages 1-95,
XP002495767".

OBJECT AND SUMMARY OF THE INVENTION

[0009] The object of the invention is achieved by
means of a method for processing top-up data according
to claim 1. The object of the invention is also achieved
by means of a computer device, comprising a server de-
vice configured to carry out the inventive method. If an
NFC mobile device, such as a mobile hand set, for in-
stance, a mobile phone, needs top-up an application, par-
ticularly an NFC application run on the mobile device,
the mobile device needs to contact the appropriate Serv-
ice Provider to have him issue the requested application.
Since it may happen that the request sent by the mobile
device does not comply with the Service Provider’s need-
ed information, the communication between the NFC mo-
bile device and the Service Provider Backend cannot be
directly performed. Due to the transforming of the data
sent by the mobile phone into data formatted such they
comply with the addressed Service Provider, the Service
Provider, i.e. its Backend can transfer the requested top-
up or NFC application to the mobile device utilizing, for
instance, the well known Trusted Service Manager.
[0010] The server transforming the data may be asso-
ciated with the Trusted Service Manager or may be part
of the Trusted Service Manager. Since the Trusted Serv-
ice Manager manages loading up requested NFC appli-
cations or their top-ups, the Trusted Service Manager
can centrally administer the transforming of the reformat-
ted data in a relatively effective manner.
[0011] Transforming the data into a format complying
with the Service Provider may carried out by reformatting
the data into a format complying with the Service Provid-
er.
[0012] The data related to the request may include in-
formation retrieved from a secure application of the mo-
bile device. A secure application is also referred to as
"wallet". Normally, in an NFC ecosystem, it is the respon-
sibility of this wallet, which is also called "trusted appli-
cation", to present to the user of the mobile device infor-
mation about the NFC applications already installed in
the NFC mobile device. Usually, the purpose of the wallet
is also to allow the user to top-up, i.e. to request to reload
an NFC application. An example of such a request is to
request to reload a certain amount of money, for instance,
15 Euros on his/her NFC e-purse, if the mobile device
comprises such an e-purse.
[0013] The retrieved information may particularly be
related to the user of the mobile phone particularly to an
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ID of the user. Then, the Service Provider can allocate
the request to the appropriate mobile device and to the
appropriate user. The latter may be important if the Serv-
ice Provider needs to contact the user or bill him/her for
the request.
[0014] In order to transform the ID retrieved by the se-
cure application and received at the server, the server
may be configured to transform the format of the ID as
retrieved by the secure application to a format complying
with the Service Provider. As discussed above, it may
happen that the Service Provider does not understand
the request sent by the mobile phone directly, for in-
stance, if the user ID required by Service Provider Back-
end may be different from the user ID added by the secure
application (wallet). Due to the inventive computer de-
vice, i.e. the introduced server, a particularly common
formatted data related to the request sent by the mobile
device is translated into proprietary data, particularly top-
up data, understandable by the Service Provider, i.e. its
Backend.
[0015] Applications of the inventive method or the in-
ventive computing device may comprise NFC mobile de-
vices, such as NFC mobile phones, over the air (OTA)
provisioning, NFC applications and top-up reloading.
[0016] These and other aspects of the invention are
apparent from and will be elucidated with reference to
the embodiments described hereinafter.

BRIEF DESCRIPTION OF THE DRAWINGS

[0017] The invention will be described in greater detail
hereinafter, by way of non-limiting examples, with refer-
ence to the embodiments shown in the drawings.

Fig. 1 is a diagram illustrating transferring an NFC
application from a Trusted service provider to an
NFC device in a conventional manner;
Fig. 2 is a diagram illustrating a method to top-up an
NFC application; and
Fig. 3 is a flow chart illustrating the top up of the NFC
application.

DETAILED DESCRIPTION OF EMBODIMENTS

[0018] Fig. 1 has been discussed in the introduction.
[0019] Fig. 2 shows the mobile phone 3 as an example
of a hand set which includes NFC capabilities. The mobile
phone 3 is thus an example of an NFC mobile device.
[0020] Fig. 2 further shows the Trusted Service Man-
ager Backend 1 and the Service Provider Backend 2 op-
erated by the Service Provider.
[0021] Each time a new NFC application is issued to
the mobile phone 3, the secure application 5 ("wallet")
retrieves specific information about this NFC application,
step A of the flow chart of Fig. 3. This task may be, for
instance, performed when the relevant NFC application
is issued, once a day, or on the user’s demand. The se-
cure application 5 also retrieves top-up data correspond-

ing to the relevant application. The top-up data corre-
spond to the specific NFC application and usually do not
comprise information about the user at this step.
[0022] When the user of the mobile phone 3 requests
a top-up, the secure application 5 processes the top-up
data to add information related to the current user, for
instance, the user’s ID, step B of the flow chart of Fig. 3.
[0023] For instance, if the mobile phone 3 requests the
top-up data from a new service provider, then the top-up
data sent from the mobile phone 3 generally do not match
the information or format needed for processing the re-
quest by the relevant Service Provider Backend 2. For
instance, the format of the user’s ID required by the cur-
rent Service Provider Backend 2 may differ from the for-
mat of the user’s ID added by the secure application 5.
Then, direct communication between the mobile phone
3 and the Service Provider Backend 2 for issuing the
NFC application 9 is not possible.
[0024] For the exemplary embodiment, a server, from
now on denoted as top-up server 8, is utilized. The top-
up server 8 may be linked to the Trusted Service Man-
agement Backend 1 or may even be incorporated into
the Trusted Service Management Backend 1.
[0025] For the exemplary embodiment, if the mobile
phone 3 requests the new NFC application 9, the mobile
phone 3, utilizing its secure application 5, does not con-
nect directly to the relevant Service Provider Backend 2
utilizing, for instance, the service provider’s URL (Uni-
form Resource Locator), but sends the request including
the top-up data and the service provider’s URL to the
top-up server 8, step C of the flow chart of Fig. 3. The
top-up server 8 is configured to accept and to process
the request in order to transform the request into a format
acceptable to the addressed Service Provider Backend
2. For this purpose, the top-up server 8 may include a
table or a data base which includes information about
the specific formats required by several Service Provider
Backends 2 utilizing, for instance, their URLs.
[0026] As a result, the top-up server 8 is configured to
translate a common format for top-up data, i.e. NFC ap-
plication related data as well as information added by the
secure application 5, into proprietary top-up data which
the relevant Service Provider Backend 2 can understand
and thus process.
[0027] Then, the top-up server 8 connects to the ad-
dressed Service Provider Backend 2 utilizing, for in-
stance, its URL and transfers the reformatted request
which complies with the format of the relevant Service
Provider, step D of the flow chart.
[0028] The addressed Service Provider Backend 2 can
then check the validity of the transformed top-up data
and can perform certain specific actions associated with
the request, such a sending a bill to the user, step E of
the flow chart.
[0029] For the exemplary embodiment, the Service
Provider Backend 2 connects then to the Trusted Service
Management Backend 1 to request to load the requested
NFC application 9 to the mobile phone 3, step F of the
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flow chart. Then, the Trusted Service Manager Backend
1 transfers the NFC application 9 to the mobile phone 3,
step G of the flow chart.
[0030] Finally, it should be noted that the above-men-
tioned embodiments illustrate rather than limit the inven-
tion, and that those skilled in the art will be capable of
designing many alternative embodiments without depart-
ing from the scope of the invention as defined by the
appended claims. In the claims, any reference signs
placed in parentheses shall not be construed as limiting
the claims. The word "comprising" and "comprises", and
the like, does not exclude the presence of elements or
steps other than those listed in any claim or the specifi-
cation as a whole. The singular reference of an element
does not exclude the plural reference of such elements
and vice-versa. In a device claim enumerating several
means, several of these means may be embodied by one
and the same item of software or hardware. The mere
fact that certain measures are recited in mutually different
dependent claims does not indicate that a combination
of these measures cannot be used to advantage.

Claims

1. A method for processing top-up data, comprising the
steps of:

- receiving at a server (8) a request for issuing
an NFC application (9) which is sent by an NFC
mobile device (3) and is intended for a Service
Provider (2), wherein said request includes top-
up data having a common format;
- generating at the server (8) a reformatted re-
quest by transforming the top-up data into a pro-
prietary format complying with the Service Pro-
vider (2), and
- transferring the reformatted request to the
Service Provider (2) for further processing and
for issuing the NFC application (9) to the mobile
device (3).

2. The method of claim 1, wherein the top-up data in-
clude information retrieved from a trusted application
(5) of the mobile device (3) and/or the URL of the
Service Provider (2).

3. The method of claim 2, wherein the information is
related to the user of the mobile phone (3) particularly
an ID of the user.

4. The method of claim 3, comprising transforming at
the server (8) the format of the ID as retrieved by the
trusted application (5) to a format complying with the
Service Provider (2).

5. The method of claim 1, wherein the server (8) is as-
sociated with the Trusted Service Manager (1) or the

Trusted Service Manager (1) comprises the server
(8).

6. The method of claim 1, wherein the NFC mobile de-
vice is a mobile hand set, particularly a mobile phone
(3).

7. A computer device, comprising a server device (8)
configured to carry out the method of any of claims
1 to 6.

8. The computer device of claim 7 being associated
with a Trusted Service Manager (1) or being part of
the Trusted Service Manager (1).

Patentansprüche

1. Ein Verfahren zum Verarbeiten von Top-Up Daten,
aufweisend die Schritte:

Empfangen an einem Server (8) einer Anfrage
zum Ausgeben einer NFC Anwendung (9), die
durch eine NFC mobile Vorrichtung (3) gesen-
det wird und intendiert ist für einen Service Pro-
vider (2), wobei die Anfrage Top-Up Daten ent-
hält, die ein geläufiges Format haben;
Erzeugen an dem Server (8) einer re-formatier-
ten Anfrage mittels Transformierens der Top-Up
Daten in ein proprietäres Format, das mit dem
Service Provider (2) in Einklang steht, und
Transferieren der re-formatierten Anfrage an
den Service Provider (2) zum weiteren Bearbei-
ten und zum Ausgeben der NFC Anwendung (9)
an die mobile Vorrichtung (3).

2. Das Verfahren gemäß Anspruch 1,
wobei die Top-Up Daten eine Information umfasst,
die erhalten wurde von einer vertrauenswürdigen
Anwendung (5) von der mobilen Vorrichtung (3)
und/oder der URL von dem Service Provider (2).

3. Das Verfahren gemäß Anspruch 2,
wobei die Information in Beziehung steht zu dem
Nutzer von dem Mobiltelefon (3), insbesondere einer
ID von dem Nutzer.

4. Das Verfahren gemäß Anspruch 3, aufweisend
Transformieren an dem Server (8) des Formates von
der ID, wie erhalten durch die vertrauenswürdige An-
wendungen (5), in ein Format, das in Einklang steht
mit dem Service Provider (2).

5. Das Verfahren gemäß Anspruch 1, wobei der Server
(8) assoziiert ist mit dem Trusted Service Manager
(1) oder der Trusted Service Manager (1) den Server
(8) aufweist.
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6. Das Verfahren gemäß Anspruch 1, wobei die NFC
mobile Vorrichtung ein mobiles Hand-Set ist, insbe-
sondere ein Mobiltelefon (3).

7. Eine Computervorrichtung aufweisend eine Server-
vorrichtung (8), die konfiguriert ist zum Ausführen
des Verfahrens gemäß einem der Ansprüche 1 bis 6.

8. Die Computervorrichtung gemäß Anspruch 7, wobei
diese assoziiert ist mit einem Trusted Service Ma-
nager (1) oder die Teil ist von dem Trusted Service
Manager (1).

Revendications

1. Procédé de traitement de données d’appoint, com-
prenant les étapes suivantes :

- recevoir, au niveau d’un serveur (8), une de-
mande d’émission d’une application NFC (9) qui
est envoyée par un dispositif mobile NFC (3) et
qui est destinée à un fournisseur de services
(2), où ladite demande comprend des données
d’appoint ayant un format commun ;
- générer, au niveau du serveur (8), une requête
reformatée en transformant les données d’ap-
point en un format propriétaire conforme au four-
nisseur de services (2), et
- transférer la demande reformatée au fournis-
seur de services (2) pour un traitement ultérieur
et pour délivrer l’application NFC (9) au dispositif
mobile (3).

2. Procédé selon la revendication 1, dans lequel les
données d’appoint comprennent des informations
extraites d’une application de confiance (5) du dis-
positif mobile (3) et/ou l’URL du fournisseur de ser-
vices (2).

3. Procédé selon la revendication 2, dans lequel les
informations concernent l’utilisateur du téléphone
mobile (3), en particulier un identifiant de l’utilisateur.

4. Procédé selon la revendication 3, comprenant de
transformer, au niveau du serveur (8), le format de
l’ID tel que récupéré par l’application de confiance
(5) en un format se conformant au fournisseur de
services (2).

5. Procédé selon la revendication 1, dans lequel le ser-
veur (8) est associé au gestionnaire de services de
confiance (1), ou le gestionnaire de services de con-
fiance (1) comprend le serveur (8).

6. Procédé selon la revendication 1, dans lequel le dis-
positif mobile NFC est un combiné sans fil, en par-
ticulier un téléphone mobile (3).

7. Dispositif informatique comprenant un dispositif ser-
veur (8) configuré pour exécuter le procédé selon
l’une quelconque des revendications 1 à 6.

8. Dispositif informatique selon la revendication 7 étant
associé à un gestionnaire de services de confiance
(1), ou faisant partie du gestionnaire de services de
confiance (1).
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