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A Modular Device Component

Field of the Invention

The presented invention relates to a component of an electrical device and motre
P p
particularly to the construction of the component and the way in which it connects

to a netwozk.
Background of the Invention

In many companies with complex high technology products, the renewal of product
architectures can be a very arduous process. It is common that a successful

technical asset in the beginning turns out to be a significant batriet to renewing the
company. This results in legacy gradually taking control over the decisions and real

changes not being made until the situation becomes critical.

Therefore, in recent times, such companies have been investigating solutions to this
problem. One such solution is the use of modular architectures, wherein a device
consists of a number of components, each responsible for a different application or
setvice, connected by a network interconnect. An example of such a modular

architecture is that of Network on a Terminal Architecture (NoTA).

In NoTA each component has mapped to it a service/services or
application/applications and a communication stack, with each communications
stack connected to the network interconnect. Figure 1 shows two interconnected
NoTA communications stacks that logically enable two services to communicate.
The first communication stack 1 comprises a first network stack 2, first middleware
3, a first operating system 4 and first bindings 5, and enables the first service 6 to
communicate with a second service 7. Likewise, the second communication stack 8
comptises a second network stack 9, second middleware 10, a second operating
system 11 and second bindings 12, and enables the second service 7 to communicate
with the first service 6. The two communication stacks are connected through a

network 13.
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In this case the term network stack may relate to the first four layers of the Open
Systems Interconnection Basic Reference Model (OSI Model). The first four layers
of the OSI model are often known as the physical layet, the data link layer, the
network layer and the transport layer. These four layers deal with the transport of

data between applications and setvices and the network.

Middleware generally relates to software layers that mediate interaction between
applications or services so that they can exchange data. The provision of
middleware in a system also simplifies application development, by providing
functions, such as masking the heterogeneity and distribution of the underlying

hatdware and operating systems, and the hiding of low-level programming details.

A NoTA hardware organisation of an electronic device may comprise a number of
components connected through a network, each implementing a different

application or service.

Each component may contain a microprocessot to which an application or service,
and 2 NoTA communications stack (as in Figure 1) may be mapped. Each
component may further comprise a physical network connection block to receive
data from the network switch and a memory to stote data. The microprocessor, the
physical network connection block and the memory may all be connected to a BUS

or another kind of communication network.

One main problem that exists with conventional modular architectures is that the
components contain many implementation layers (such as those in Figure 1) with
complex functionality. Therefore, the automatic implementation of these layers
tends to result in a large code footprint, slow execution due to the component
processor having to process the network traffic loads, and low power efficiency.
Hence, such modular architectures tend not to be very competitive when compared

to dedicated communication implementations with fewer channels.
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Furthermore, generally, contemporary modular components ate not truly
independent, but instead tend to have interdependencies with othet components in
the system. This prevents, for example, optimal power management, due to more
than one component being required to perform one task that might ideally be

performed by a single component.

Another issue with contemporary modular components is that often the component
processor 1s also responsible for moving incoming data to the memory. This means
that the processor is unavailable for performing other more important tasks during

this time.

Besides the renewal of architectures, another important issue that affects companies
with complex high technology products is how to enable vendots to bring their
intellectual property (IP) to a particular architecture. Traditionally, this has been
difficult due to the confidentiality of future device architectures. Moreover, if a
vendot develops IP for an existing architecture they may be too late, because new

designs are likely to utilise new architectures.

Summary of the Invention

The present invention provides a component of an electronic device comprising a
network connection processor, which comprises a physical network connection
block to receive data from and transmit data to a network and 2 first data processor
configured to process data arriving at the network connection processor, and a
second data processor configured to process data received from the network

connection processot.

The first data processor may be configured to process the data by implementing
middleware and network stack functionalities. This improves the efficiency of the
second data processor because the network interconnect traffic is dealt with by the
netwotk connection processor and therefore enables the second data processor to
perform other tasks. Furthermore, the second data processor need not be over-

dimensioned for network traffic.
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The network connection processor may be decouplable from the component. This
enables legacy systems to be adapted to the new architecture simply by
incorporating the network connection processor. Similarly, this also enables
forward integration whereby as long as the component includes a network

connection processot, it can be connected to the netwotk.

The second data processor may be configured to implement an application or

setvice.

The component may further comprise a transport system configured to transport

data between the network connection processor and the secondary data processor.

The component may have internal memory. This enables incoming data to be

stored prior to being processed by the second data processor.

The transport system may be further configured to transport data between the
netwotrk connection processor and the memory, and between the second data

processor and the memory.

The component may have external memory, the external memory being exclusive to

the component so as to reduce interdependency between components.

The network connection processor may further comprise memory. The memory
may comprise circular buffers. This improves the overall performance of the
network connection processor by enabling received data to be stored prior to

processing.
The second data processor may be a field programmable gate array. This enables
the component to be programmable and therefore able to implement a number of

different services or applications as desired.

The transport system may be a BUS.
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The present invention also provides an electronic device of modular construction
comprising a plurality of components as described above. This enables the device
to perform a number of different services ot applications, with each being mapped

to a different component.

The plurality of components may be connected by the network, and the electronic

device may be a mobile phone.

The first data processor may be configured to implement firewall functionalities.

The present invention further provides a method comprising receiving data from a
netwotk, processing the received data, transporting the processed data to 2 memory,
storing the processed data, transporting the processed data from the memory to a

second data processor and further processing the processed data.

Processing the received data may comptise implementing network stack and

middleware functionalities.

Further processing the processed data may comptrise implementing an application or

setvice.

Processing the received data may comprise implementing firewall functionalities.

Brief Description of the Drawings

Embodiments of the present invention will now be described, by way of example only,

with reference to the accompanying drawings in which:

Figure 1 shows two intetconnected NoTA communications stacks.
Figure 2 shows a mobile telephone terminal.
Figure 3 shows an exemplary modular network hardware organisation of the mobile

telephone phone terminal of Figure 2.
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Figure 4 shows a component of the modular network hardware organisation of
Figure 3.

Figure 5 shows the flow of data within the component of Figure 4.

Figure 6 shows a conventional component of modular network hardware
organisation.

Figure 7 shows the flow of data within the component of Figure 6.

Figure 8 shows a conceptual memoty allocation for the network connection
processor memoty.

Figure 9 shows a component of the modular network hardware architecture wherein
the service is mapped to a field programmable gate array.

Figure 10 shows a network connection processor as the network connection point
of 2 complex computing atchitecture.

Figure 11 shows a network connection processot configured to implement a

firewall.
Detailed Description

Figure 2 shows a mobile phone tetminal. Visible are an aerial 14, a speaker 15, a

display 16, a keypad 17 and an audio receiver 18.

Figure 3 shows an exemplary modular network hardware organisation of the mobile
telephone depicted in Figure 2. The mobile phone comptises a plurality of
components each relating to a different function of the mobile phone. The
components comprise the aerial 14, the speaker 15, the display 16, the keypad 17,
the audio receiver 18, a memoty 19, a clock 20, a SIM card reader 21, an MP3 player
22, a video player 23, an image viewer 24, a modem 25. Each component 1s

connected to a network switch 26.

Data may be passed from one component to another, via the network switch 26.
For example, data received by the aerial 14 may be passed via the network switch 26
to the speaker 15 and likewise data received from the audio receiver 18 may be

passed via the network switch 26 to the aerial 14.
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Figure 4 shows an example of a component of the modulat network hardware
organisation of Figure 3. The component may be, for example, the video viewer 23.
The component 23 comprises a network connection processor (NCP) 27, a
component processor 28, 2 memory 29 and an internal connection such as a BUS

30. The network connection processor (NCP) 27 is a hardwate processot.

The network connection processor 27 has an integrated physical network
connection block (PNCB) 31, which is connected to the netwotk switch 26 of the
hardware organisation. The physical network connection block 31 may receive
incoming data from the network switch 26, and conversely the network switch 26

may receive outgoing data from physical network connection block 31.

Mapped to the network connection processor 27 are netwotrk stack 2 and
middleware 3 functionalities. These functionalities ate tesponsible for the decoding
of the incoming data and the determination of the destination of the incoming data,
such as whether the data be passed to the memory 29 for retrieval at a later time, or
whether it be passed to the memory 29 and on to the component processor 28 for
immediate processing. Furthermore they are also responsible fot, among other
things, the transformation of the incoming data into 2 format that is recognized by
the component processor 28. The network connection processor 27 may also be
implemented so as to enforce memory locality, wheteby it denies access to the
component memory by a second component. This reduces the interdependency

between components.

The presence of the network connection processot 27 means that the component
processor 28 need not perform the above functions and thus the component

processor 28 is free to perform other tasks.

It may be advisable, for performance reasons, for the netwotrk connection processor
27 to have internal memory 32. It may be used as buffers for DMA-like situations,
temporal storage for protocol processing, temporal and configuration storage for
the middleware 3, and as an instruction and/or data cache for the network

connection processor 27. However, the network connection processor 27 may still
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operate successfully without an internal memozry. Instead, the network connection

processor 27 could utilise the component memory 29.

The component processor 28 may be a microchip, which has mapped to it the
service or application 6, the bindings 5, and operating system (OS) softwatre 4. The
component processor receives data of a recognized format from the network

connection processor 27 and implements the service or the application 6.

The processing power of the network connection processor 27 may be relatively low
in comparison to that of the component processor 27 due to the limited

functionality it is required to implement.

It should be noted that although the component memory 29 has been depicted as
embedded memory, this is only a logical restriction. The memoty 29 may be
physically outside of the component 23, but it is important that the memory is

logically not accessible by anyone else other than the component 23 itself.

The provision of a network connection processor 27 in a component of modular-
network hardware architecture is desirable due to the programmer-friendly interface
provided towards the component processor, flexibility in DMA and other memoty
management schemes, and the possibility for software or firmware updates. The
efficiency of the network connection processor 27 can be further enhanced with the
use of application (or service) specific instructions, thus making the network

connection processor 27 an Application Specific Instruction-set Processor (ASIP).

Furthermore, a network connection processor facilitates the implementation of
highly modular systems. This may result in increased powet efficiency, because
where a particular function might have required two or motre components to be
operational in a previous, less modular system, a highly modular system may be able

carry out the function with just one dedicated component.

The provision of a network connection processor 27 also enables unknown vendors

to implement their IP, i.e. their software and its underlying functionality, with a
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particular architecture. In conventional systems, in order to incorporate IP into a
particular architecture, it is necessaty for the vendor to know and understand the
architecture so that they can integrate their IP with that architecture. This is
sometimes a problem as a producer of the architecture may be reluctant to commit
to purchase and thus disclose the details of the architecture without having
sufficiently tested the vendor’s product. The above-described embodiments allow
that, instead of revealing the details of the atchitecture to an unknown vendor, the
producer of the architecture is able to give the vendor a network connection
processor 27, which the vendor can integrate with their IP to form a new
component. The producer can then simply plug in the new component to existing

prototyping environments in order to test it.

The provision of a network connection processor 27 in a component also provides
significant improvements in performance when compared to conventional
component implementation. Figure 5 shows the flow of data into and within a
component, such as that in Figure 4. In this example, a data packet, comprising
three individual data pieces, is incoming from the network and the component
processor requires the first data piece for immediate processing. First, the data
packet (d1, d2, d3) is received s1 from the netwotk stack 26 by the network
connection processor 27, where the destinations of the individual data pieces are
determined. The network connection processor 27 then sends the whole data
packet to the BUS 30 s2. The data packet is then transferred from the BUS 30 to
the memory 29 s3. At this point, the required first data piece (d1) is passed from
the memory 29 to the BUS 30 s4, and from the BUS 30 to the component processor

28 s5 for processing.

Figure 6 shows a conventional component of a modular network architecture,
without 2 network connection processor. The component 33 comprises a
component processor 34, 2 memory 35, a physical network connection block 36 and
a BUS 37. The physical network connection block 36 is connected to the network
switch 26. Mapped to the component processor are the service 6, bindings 5, an

operating system 4, middleware 3 and the network stack 2.
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Figure 7 shows the flow of data into and within the component of Figure 6. Again
a data packet comprising three individual data pieces is incoming from the network

and the component processor requires the first data piece for immediate processing.

First, the data packet (d1, d2, d3) is received t1 by the physical network connection
block 36 from the network switch 26. The component processor then transfers the
first piece of data (d1) from the physical network connection block 36 to the BUS
37 t2, and then from the BUS 37 to itself t3. The component processor 34 then
determines the destination of the data piece. The data piece is then transferred back
to the BUS 37 t4 and on to the memory 35 for storage t5. This process is then
repeated for the other two data pieces. The second data piece (d2) is transferred
from the physical netwotk block 36 to the BUS 37 t6, from the BUS 37 to the
component processor 34 t7, from the component processor 34 to the BUS 37 t8,
and finally from the BUS 37 to the memorty 35 for storage t9. The same operations
occur with the third data piece and comprises a further four data transfers (t10 to
t13). When all three data pieces have be transferred to the memory, the first data
piece is recalled from the memoty 35 to the BUS 37 t14, and then onto the

component processor 34 for processing t15.

From a comparison of Figures 5 and 7, it is clear that the provision of the network

connection processor 27 dramatically reduces the data traffic within the component.

Figure 8 depicts the conceptual memory allocation for the network connection
processor memoty 32. The code and stack 38 portion may be used to store
instructions and variables for the operating system, the network stack, the
middleware, and any low-level control software that the network connection
ptrocessor requires in order to operate. The memoty may further comprise circular
buffers which comprise a first transmit buffer 39, a second transmit buffer 40 and a
third transmit buffer 41, and also a fitst receive buffer 42, a second receive buffer

43 and a third receive buffer 44. The heap 45 controls the allocation of the buffers

The number of buffers does not need to be high, but it is advantageous to have

several so that they can be rotated. That is, when a receive buffer becomes full, it is
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converted into a transmit buffer and it becomes read-only. After the contents of
the transmit buffer have been transferred off the network connection processor, the

allocated memory space of the buffer may be freed.

The use of the network connection processor is not limited to the example of
Figure 4. For example, if the service or application is very small, such as a single
sensot, but a connection to the network is still desired, the setvice or application
may be mapped to the network connection processor rather than to a separate

component processor.

Similarly, hardware-centric IP can also be integrated with a network connection
processor. Depending on the complexity of the setvice, the network connection
processotr may need to decode the service messages or the hardware may be
sufficiently intelligent to do it on its own. Field programmable gate arrays could be
used to provide a programmable hardware service. By providing the field
programmable gate array with new configuration bitstreams, it could be used as a
different service every time. Figure 9 illustrates a component 46 comprising a field
programmable gate array 47, 2 memotry 48, 2 BUS 49 and a network connection

processor 27 (as in figure 4).

Figure 10 shows a network connection processor as the connection point of a
complex computing architecture. A component 50 comprises a network connection
processor 27, a component processor 51 with dedicated memory 52, a hardware
accelerator 53, component memory 54, a BUS 55 and a bridge 56. The network
connection processor 27 is connected to the network switch 26. The bridge 56 is
connected to the BUS 55 and the peripheral BUS 57, which may be the interconnect

of another component ot even an entite network.

In addition to the features described above, the network connection processor may

also be configured to implement firewall functionalities. Figute 11 shows a network
connection processor including such a capability. In addition to the features of the

above-described embodiments, the network connection processor 27 comprises a

tirewall 58 interposed between the network stack 2 and the PNCB 31.
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The firewall functionality may be implemented by a network layer firewall. A
network layer filter may also be known as a packet filter. As such, the firewall may
be configured to filter out incoming data from unauthorized sources. The firewall
may alternatively or additionally be configured to filter out incoming data that does
not comply with predetermined allowed data patterns. This allows data that
matches the predetermined allowed patterns and/or data incoming from authorized
sources to pass. Other data is discarded. A user of the hardware organisation may
define the authorised soutces and/or allowed data patterns. Alternatively, the
authorised sources and/or allowed data patterns may be pre-stored in the hardware
organisation. The firewall may comprise a stateful network layer firewall or 2

stateless network layer firewall.

The firewall functionalities may alternatively be implemented by a firewall other

than of the network layer firewall type.

It should be realised that the foregoing examples should not be construed as
limiting. Other variations and modifications will be apparent to persons skilled in
the art upon reading the present application. Moreover, the disclosure of the
present application should be understood to include any novel features or any novel
combination of features either explicitly or implicitly disclosed herein or any
generalisation thereof and during the prosecution of the present application or of
any application derived therefrom, new claims may be formulated to cover any such

features and/or combination of such features.
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Claims

1. A component of an electronic device comptising:

a network connection processot, which comptises a physical network
connection block to receive data from and transmit data to a network and a first
data processor configured to process data arriving at the network connection
processor; and

a second data processor configured to process data received from the

network connection processor.

2. The component according to claim 1, wherein the first data processor is
configured to process the data by implementing middleware and netwotrk stack

functionalities.

3. The component according to either one of claims 1 or 2, wherein the

netwotk connection processor may be decouplable from the component.

4. The component according to any one of claims 1 to 3, wherein the second

data processor is configured to implement an application or service.

5. The component according to any one of claims 1 to 4 further comprising a
transport system configured to transport data between the network connection

processor and the second data processor.

6. The component according to any one of claims 1 to 5, wherein the

component has mternal memory.

7. The component according to claim 6, wherein the transport system is further
configured to transport data between the network connection processor and the

memoty, and between the second data processor and the memory.
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8. The component according to any one of claims 1 to 5, whetein the
component has external memory, the external memoty being exclusive to the

component.

9. The component according to any one of claims 1 to 8, wherein the network

connection processor further comprises memory.

10. The component according to any one of claims 6 to 9 wherein the memory

comprises circular buffers.

11. The component according to any one of claims 1 to 10, whetein the second

data processor is a field programmable gate array.

12. The component according to any one of claims 5 to 11, wherein the

transport system is a BUS.

13, An electronic device of modular construction comprising a plurality of

components, each of the plurality of components according to any one of claims 1

to 12.

14. The electronic device according to claim 13, wherein the plurality of

components are connected by the network.

15. An electronic device according either one of claims 13 or 14, wherein the

electronic device is a mobile phone.

16. A method comprising:
recetving data from a network;
processing the received data;
transporting the processed data to 2 memory;
storing the processed data;
transporting the processed data from the memory to a second data

processor; and
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further processing the processed data.

17. A method according to claim 15, whetein processing the received data

comprises implementing network stack and middleware functionalities.

18. A method according to either one of claims 15 or 16, wherein further

processing the processed data comprises implementing an application ot setvice.

19. A component according to any of claims 1 to 12, wherein the first data

processor 1s configured to implement a firewall.

20. A method according to any one of claims 16 to 18, wherein processing the

received data comprises implementing a firewall.

21. A component of an electronic device comptising:

a network connection processot, which comprises a physical network
connection block to receive data from and transmit data to a network and a first
processing means configured to process data artiving at the network connection
processor; and

a second processing means configured to process data received from the

network connection processor.

22. The component according to claim 21, wherein the first processing means is
configured to process the data by implementing middleware and network stack

functionalities.

23.  The component according to eithet one of claims 21 or 22, wherein the

network connection processor may be decouplable from the component.

24. The component according to any one of claims 21 to 23, wherein the second

processing means is configured to implement an application ot setvice.
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25.  The component according to any one of claims 21 to 24 further comprising a
transport system configured to transport data between the network connection

processor and the second processing means.

26. The component according to any one of claims 21 to 25, wherein the

component has internal memory means.

27. The component according to claim 26, wherein the transport system is
further configured to transport data between the network connection processor and
the memory means, and between the second processing means and the memory

means.

28. The component according to any one of claims 21 to 25, wherein the
component has external memory means, the external memory means being exclusive

to the component.

29. The component according to any one of claims 21 to 28, wherein the

network connection processor further comprises memory means.

30.  The component according to any one of claims 26 to 29 wherein the memory

means comprises circular buffers.

31. The component according to any one of claims 21 to 30, wherein the second

processing means is a field programmable gate array.

32. The component according to any one of claims 25 to 31, wherein the

transport means 1s a BUS.

33. An electronic device of modulat consttruction comprising a plurality of

components, each of the plurality of components accotding to any one of claims 21

to 32.
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34, The electronic device according to claim 33, wherein the plurality of

components are connected by the network.

35. An electronic device according either one of claims 33 or 34, wherein the

electronic device is a mobile phone.

36. A method comprising:

receiving data from a network;

processing the received data;

transpozrting the processed data to a2 memotry means;

storing the processed data;

transporting the processed data from the memory means to a second
processing means; and

further processing the processed data.

37. A method according to claim 35, wherein processing the received data

comprises implementing network stack and middleware functionalities.

38. A method according to either one of claims 35 or 36, whetein further

processing the processed data comprises implementing an application or setvice.

39. A component according to any of claims 21 to 32, wherein the first

processing means is configured to implement a firewall.

40. A method according to any one of claims 36 to 38, wherein processing the

received data comprises implementing a firewall.
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