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57 ABSTRACT

Enterprise messaging using a blockchain system. A method
of the disclosure includes receiving, by a first node of a
blockchain system of an enterprise service bus, a message
transmitted by a second node of the blockchain system. The
blockchain system may be configured to store a plurality of
messages communicated via the enterprise service bus in a
distributed ledger. The method also includes determining, by
the first node, whether the first node should process the
message. The method further includes processing, by the
first node, the message in response to determining that the
message should be processed by the first node. The method
further includes updating the distributed ledger to indicate
that the message has been processed by the first node.

9 Claims, 7 Drawing Sheets

ENTERPRISE SERVICE
COMPONENT 121

e
i

1

1

i

i ENTERPRISE SERVICE ENTERPRISE SERVICE
i COMPONENT 121 COMPONENT 121
i

i

1

i MESSAGE MESSAGE

1 GOMPONENT 122 COMPONENT 122 |t = = ¢ = ¢ »
1

1

1

1

! LEDGER 123 LEDGER 123

1

1

! NODE 120 NODE 120

i

i

1

1

1

i

i

i

i

|

i

1

i

i

BLOCKCHAIN SYSTEM 110

MESSAGE

COMPONENT 122

LEDGER 123

NODE 120




US 10,887,254 B2

Page 2
(56) References Cited
U.S. PATENT DOCUMENTS
2019/0026685 Al* 1/2019 Chappell ................ G06Q 10/06

OTHER PUBLICATIONS

Echo, “Free Encrypted Private Chat + Instant Cloud Money Trans-
fer,” https://my-echo.com/, Oct. 27, 2017, 14 pages.

“Mercury Protocol,” https://www.mercuryprotocol.com/files/Mercury
Protocol_whitepaper.pdf, Aug. 23, 2017, 17 pages.

Warren, “Bitmessage: A Peer-to-Peer Message Authentication and
Delivery System,” https://bravenewcoin.com/assets/Whitepapers/
bitmessage.pdf, Nov. 27, 2012, 5 pages.

* cited by examiner



US 10,887,254 B2

Sheet 1 of 7

Jan. 5, 2021

U.S. Patent

0¢l 3aON

4R-EREN

¢l ININOdWOD
JOVESIN

T2l INaINOdINOD
J0IAI3S ISITHdH4T1INT

01} W3LSAS NIVHOXOOT1d

L1 M¥4OMLAN
0¢} 3AON 0¢1 3AON
SARSERICER €21 439037
o . o ¢¢l LINAINOdINOD ¢¢l ININOdINOD
JOVESIN JOVESIN
T2l INaINOdINOD T2l ININOdINOD
J0IAI3S ISITHdH4T1INT J0IAYES IS4 31INT




US 10,887,254 B2

Sheet 2 of 7

Jan. 5, 2021

U.S. Patent

g¢ Old

0S¢ 439031 om_Sm_Em_a
§Z 11ns3y 02¢ 30VSSaN 022 30VSSan SIZ 1ns3Y
¢ 11ns3y 0¢¢ 3OVSSan €¢ 1Ins3y 0¢ 30VSSan
092 %007d 092 0018 092 %007d 092 %0074
ve "Olid
00¢ ¥39031 a3LNaNLSIa
AL
0¢c 39VSSaN 0¢¢ 3OVSSaN Gee LISy 0¢¢ 3OVSSIN
012 %0074 012 %007d 012 X007d 012 %007d




U.S. Patent Jan. 5,2021 Sheet 3 of 7

300 \

US 10,887,254 B2

RECEIVE MESSAGE FROM NODE OF
BLOCKCHAIN SYSTEM

—~— 305

PROCESS MESSAGE?

YES
v

310

PROCESS THE MESSAGE

T ~—— 315

\ 4

UPDATE DISTRIBUTED LEDGER

T ~—— 320

v
END )

FIG. 3



U.S. Patent Jan. 5,2021 Sheet 4 of 7

400 \

START )

\ 4

US 10,887,254 B2

TRANSMIT MESSAGE ~— 405
MESSAGE 210
PROCESSED?
YES

|

UPDATE DISTRIBUTED LEDGER

T ~—— 415

v
END )

FIG. 4



U.S. Patent Jan. 5,2021 Sheet 5 of 7 US 10,887,254 B2

500 \

FIRST COPY O
DGER DIFFERENT FRON
SECOND COPY OF
LEDGER?

505

YES
v

RECONCILE FIRST COPY OF THE LEDGER
WITH THE SECOND COPY OF THE LEDGER

—~—— 510

v
END )

FIG. 5



US 10,887,254 B2

Sheet 6 of 7

Jan. 5, 2021

U.S. Patent

9 "OId

¢9 SN1VYVddY

129

30IA3d ONISSFO0dd

19 SN8 F0INIFS ISTHdHT1INT

¢9 AdONIN

929 439037
d31ngi1sia

m_0<wwm__>J

119
W3LSAS NIVHO®OO1d

¢F9 300N




U.S. Patent Jan. 5,2021 Sheet 7 of 7 US 10,887,254 B2

COMPUTING
DEVICE 700
PROCESSING DEVICE 702 /" N\
VIDEO DISPLAY
A 710

INSTRUCTIONS
126

MAIN MEMORY 70

ALPHA-NUMERIC INPUT
INSTRUCTIONS “ < > DEVICE
726 12
2 730
STATIC7|(\)/IEISEIVIORY CURSOR CO;:‘;ROL DEVICE

NETOWORK INTERFACE
DEVICE <P |[—>
708

SIGNAL GENERATION DEVICE
16

DATA STORAGE DEVICE 718

MACHINE-READABLE
STORAGE MEDIUM 728

INSTRUCTIONS
726




US 10,887,254 B2

1
ENTERPRISE MESSAGING USING
BLOCKCHAIN SYSTEM

TECHNICAL FIELD

Aspects of the present disclosure relate to messaging, and
more particularly, to messaging in an enterpriser service bus.

BACKGROUND

As computing architectures, applications, and software
services become more complex, different portions the archi-
tectures, applications, or computing services may be distrib-
uted or divided across multiple computing devices. For
example, different portions of an application may execute on
different computing devices (e.g., different server comput-
ers). In another example, different software services may be
provided by different computing devices. Because these
computing architectures, applications, or software services
may be distributed across multiple computing devices (or
multiple datacenters), the different portions of the comput-
ing architectures, applications, and software services, may
coordinate or communicate with each other using messages.

BRIEF DESCRIPTION OF THE DRAWINGS

The described embodiments and the advantages thereof
may best be understood by reference to the following
description taken in conjunction with the accompanying
drawings. These drawings in no way limit any changes in
form and detail that may be made to the described embodi-
ments by one skilled in the art without departing from the
spirit and scope of the described embodiments.

FIG. 1 is a block diagram that illustrates an example
system architecture, in accordance with some embodiments
of the present disclosure.

FIG. 2A is a block diagram that illustrates an example
distributed ledger, in accordance with some embodiments of
the present disclosure.

FIG. 2B is a block diagram that illustrates an example
distributed ledger, in accordance with some embodiments of
the present disclosure.

FIG. 3 is a flow diagram of a method of communicating
messages using a blockchain system, in accordance with
some embodiments.

FIG. 4 is a flow diagram of a method of communicating
messages using a blockchain system, in accordance with
some embodiments.

FIG. 5 is a flow diagram of a method of communicating
messages using a blockchain system, in accordance with
some embodiments.

FIG. 6 is a block diagram of an example apparatus that
may perform one or more of the operations described herein,
in accordance with some embodiments of the present dis-
closure.

FIG. 7 is a block diagram of an example computing
device that may perform one or more of the operations
described herein, in accordance with some embodiments of
the present disclosure.

DETAILED DESCRIPTION

As discussed above, different portions of computing
architectures, applications, and software services, may coor-
dinate or communicate with each other using messages
because the different portions of the computing architec-
tures, applications, or software services may be distributed
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2

across multiple computing devices (or multiple datacenters).
An enterprise service bus (ESB) if often used as the com-
munication system between the different portions of com-
puting architectures, applications, and software services.
The enterprise service bus may handle the transmission and
receipt of the messages for the different portions of the
computing architectures, applications, or software services
that may need to communicate with each other. For example,
the enterpriser service bus may route a message to the
appropriate recipient. The enterprise service bus may also
convert messages from one form or type to another form or
type. The enterprise service bus may also inform the differ-
ent portions of the computing architectures, applications,
and software services via a message when events occur or
when actions are performed by the different portions.

Messages between the different portions of the computing
architectures, applications, and software services may not be
communicated properly due to failures or malfunction in the
enterprise service bus. If messages are not communicated
properly between the different portions of the computing
architectures, applications, and software services, the com-
puting architectures, applications, and software services
may end up in an inconsistent state cross the different
portions. For example, if a message from a first software
service is not delivered to all recipient software services,
some of the recipient software services may perform an
action based on receiving the message and other recipient
software services may not perform the action because they
did not receive the message. Generally, an enterprise service
bus may not include a record or a history of the messages
that are transmitted or received. This may cause problems
messages are not delivered to one or more recipients due to
a failure or malfunction in the enterprise service bus. With-
out the record or history of messages, it may be difficult to
get the different portions of the computing architectures,
applications, and software services back into a consistent
state. In addition, security is a concern in an enterprise
service bus. For example, a malicious user or entity may
attempt to manipulate the messages communicated via the
enterprise service bus. For example, a malicious user may
intercept messages, may attempt to modify the messages, or
may attempt to prevent the message from being delivered.

The present disclosure addresses the above-noted and
other deficiencies by using a blockchain system in the
enterprise service bus. The blockchain system may include
a distributed ledger that is distributed across all of the nodes
in the blockchain system. The distributed ledger may include
a record of the messages, events, actions, operations, func-
tions, results, or data that is communicated via the enterprise
service bus. If portions of the enterprise service bus fails and
messages are not delivered, the blockchain system has the
capability to reconcile the different versions of the distrib-
uted ledger, as discussed in more detail below. In addition,
because each node has a copy of the distributed ledger, it
may be harder for a malicious user to manipulate the
messages, as discussed in more detail below.

FIG. 1 is a block diagram that illustrates an example
enterprise service bus, in accordance with some embodi-
ments of the present disclosure. As illustrated in FIG. 1, the
web application platform 100 includes an enterprise service
bus 100. As discussed above, the enterprise service bus 100
may handle the transmission and receipt of the messages
(e.g., may route a message to the appropriate recipient), may
convert messages from one form or type to another form or
type, or may inform different enterprise service components
121 via a message when events occur or when actions are
performed by the different portions.
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The enterprise service bus 100 includes a blockchain
system 110. In one embodiment, a blockchain system may
be a system that uses a ledger to record transactions (e.g.,
transmitting messages, processing messages, results of
actions, etc.) in the system. The ledger includes a plurality
of blocks which are linked together and are securing using
cryptographic functions. For example, each block may
include a hash of the previous block, a timestamp, and other
data (e.g., a copy of the message, a result, etc.). The
blockchain system 110 includes a set of nodes 120 (e.g., one
or more nodes 120, a plurality of nodes 120, etc.) coupled to
each other via a network 115. Network 115 may be a public
network (e.g., the internet), a private network (e.g., a local
area network (LAN) or wide area network (WAN)), or a
combination thereof. In one embodiment, network 105 may
include a wired or a wireless infrastructure, which may be
provided by one or more wireless communications systems,
such as a wireless fidelity (WiF1) hotspot connected with the
network 105 and/or a wireless carrier system that can be
implemented using various data processing equipment, com-
munication towers (e.g. cell towers), etc. The network 115
may carry communications (e.g., data, message, packets,
frames, etc.) between the nodes 120.

Each node 120 includes a message component 121, an
enterprise service component 122, and a ledger 123.
Although the enterprise service component 121 and the
message component 122 are illustrated in FIG. 1 as being
separate, the enterprise service component 121 and the
message component 122 may be combined into one com-
ponent in other embodiments. In some embodiments, an
enterprise service component 121 may be a portion of an
application that is distributed across the nodes 120. In
another embodiment, an enterprise service component 121
may be a software service that is part of a service oriented
architecture (SOA). A node 120 may be a combination of
one or more computing devices. A computing device may be
any suitable type of computing device or machine that has
a programmable processor including, for example, server
computers, desktop computers, laptop computers, tablet
computers, smartphones, set-top boxes, etc. In some
examples, a computing device may comprise a single
machine or may include multiple interconnected machines
(e.g., multiple servers configured in a cluster). A node 120
may also be one or more virtual environments. In one
embodiment, a virtual environment 113 may be a virtual
machine (VM) that may execute on a hypervisor which
executes on top of the OS for a computing device. The
hypervisor may manage system sources (including access to
hardware devices, such as processors, memories, storage
devices). The hypervisor may also emulate the hardware (or
other physical resources) which may be used by the VMs to
execute software/applications. In another embodiment, a
virtual environment may be a container that may execute on
a container engine which executes on top of the OS for a
computing device, as discussed in more detail below. The
container engine may allow different containers to share the
OS of a computing device (e.g., the OS kernel, binaries,
libraries, etc.). The enterprise service bus 100 may use the
same type or different types of virtual environments. For
example, all of the nodes 120 may be VMs. In another
example, all of the nodes 120 may be containers. In a further
example, some of the nodes 120 may be VMs, other nodes
120 may be containers, and other nodes may be computing
devices (or groups of computing devices).

In one embodiment, an enterprise service component 122
may be one or more applications or services that may
perform actions, operations, functions, methods, calcula-
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4

tions, etc., for users of the system architecture 100 (e.g., for
client computing devices that may use the system architec-
ture), or may also provide services, functionalities,
resources, etc., for the users of the system architecture 100.
Different enterprise service components 122 may perform
different functions, operations, actions, processes, methods,
etc.,, or may provide different services, functionalities,
resources, etc. For example, a first web enterprise service
component 122 may allow users to view streaming videos
and a second enterprise service component 122 may allow
users to access their bank accounts. Although each node 120
is illustrated in FIG. 1 as including one enterprise service
component 121, a node may have multiple enterprise service
components 121 in other embodiments.

In one embodiment, a ledger 123 (e.g., a distributed
ledger) may be records of messages, results, transactions,
events, actions, operations, and/or other types of data that
are communicated between the nodes 120 (e.g., between
enterprise service components 150). For example, a block
(e.g., a record, a block, an entry, etc.) may be added to the
ledger 123 each time a message is sent by a node 120. In
another example, a block (e.g., a record, an entry, etc.) may
be added to the ledger 123 each time a node 120 (e.g., the
enterprise service component 121 of the node 120) performs
an action in response to a message. In a further example,
blocks (e.g., entries, records, etc.) of a ledger 123 may be
modified when a message is sent by a node or when a node
performs an action based on a message. Each ledger 123
may be stored in a data store (not illustrated in the figures)
of a respective node 120. A persistent storage may be one or
more devices that are capable of storing data. A persistent
storage may be a local storage unit or a remote storage unit.
Persistent storage may be a magnetic storage unit, optical
storage unit, solid state storage unit, electronic storage units
(main memory, cache, random access memory (RAM)), or
similar storage unit. Persistent storage may also be a mono-
lithic/single device or a distributed set of devices.

In one embodiment, a first node 120 or a first message
component 122 (of the node 12) may transmit a message to
a second node 120. For example, the first node 120 may
transmit a message instructing or requesting a second enter-
prise service component 121 (of the second node 120) to
perform an action. In another example, the first node 120
may transmit a message instruction two nodes 120 to
perform an action, such as providing access to a file, copying
a file to a different storage location, etc. The message may
be addressed to the second node 120. For example, the
message may indicate that the second node 120 is the
recipient of the message by including an identifier for the
second node 120 (e.g., a name, an alphanumeric value, etc.,
for the second node 120). The message may also indicate
that the first node 120 is the sender of the message. For
example, the message may include an identifier for the first
node 120. Each message may also include an identifier for
the message (e.g., a message identifier). This may allow
other nodes 120 to reference the message when transmitting
other messages. For example, another node may perform an
action specified in a previous message and may create a
block with the result of the action. The result may include
the identifier for the previous message so that the node 120
that sent the previous message may determine whether the
previous message was processed.

In another embodiment, the first node 120 may also
transmit the message to one or more other nodes 120 of the
blockchain system 110. For example, the first node 120 may
transmit the message to all of the nodes 120 of the block-
chain system 110 (including the second node 120) request-
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ing that a number of the nodes 120 perform an action (e.g.,
requesting that five nodes compute an account balance). The
first node 120 may also add a block (e.g., an entry, a record,
etc.) to the ledger 123 of the node. The other nodes 120 may
also add a block to their respective ledgers 123 when the
other nodes 120 receive the message from the first node. The
first node 120 may transmit the message to all of the nodes
120 (of the blockchain system 110) as part of the blockchain
architecture/paradigm. This allows the enterprise service bus
100 to have a distributed record or ledger of the messages
communicated via the enterprise service bus 100. The dis-
tributed nature of the record or ledger allows for more
security against loss, more security against hacking, etc.

In one embodiment, a portion of the message may be
encrypted by the first node 120. For example, the first node
120 may encrypt the payload (e.g., the content) of the
message (that is transmitted to the second node 120) using
a public key of the second node 120. This may prevent other
nodes 120 from reading or accessing the message while still
allowing the second node 120 to decrypt the payload of the
message with a private key of the second node 120. In
another embodiment.

In one embodiment, the message component 122 may
determine whether the message has been processed by the
second node 120 (or by other nodes 120). For example, the
message component 122 may analyze its ledger 123 to
determine whether the ledger 123 includes a block (e.g., a
record, an entry, etc.) with a second message from the
second node 120, indicating that the first message was
processed by the second node 120. In another example, the
message component 122 may analyze its ledger 123 to
determine whether the ledger includes a block that indicates
whether the second node 120 was successful in performing
an action (e.g., whether the second node 120 was able to
debit or credit an account balance).

In one embodiment, the message component 122 may
updated its ledger 123 to indicate that the message was
processed by the second node 120 (or other nodes 120). For
example, if the message component 122 (of a first node 120)
determines that the second node 120 has processed the
message (transmitted by the first node 120), the message
component 122 may remove the block (e.g., record or entry)
or the portion of the block that includes the message, from
its ledger 123. The message component 122 may also
transmit an additional message (or other data) to the other
nodes 120 indicating that the block (or portion of the block)
that included the message should be removed from the
respective ledgers 123 of the other nodes 120. This may
allow the enterpriser service bus 100 reduce the size of the
ledgers 123 (e.g., the distributed ledger) and may help
prevent the ledgers 123 from using too much storage space.
In another embodiment, the message component 122 may
update its ledger 123 to indicate that the message was
processed by the second node 120 (or other nodes 120) after
a period of time has elapsed or passed. For example, the
message component 122 may not remove a block (or a
portion of a block) that includes the message until the
message has been processed and a threshold period of time
has elapsed. The threshold hold period of time may be
different in different embodiments. For example, the thresh-
old period of time may be a few hours, a few days, two
weeks, three months, one year, etc. In some embodiments,
the message component 122 may periodically analyze its
ledger 123 to determine whether blocks should be removed
(e.g., deleted). For example, the message component 122
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6

may analyze its ledger 123 every day, every week, every
month, etc., to determine whether blocks should be
removed.

In one embodiment, a first message component 122 of a
first node 120 may receive a message transmitted by a
second node 120. For example, the first node 120 may
determine whether the message was addressed to the first
node 120 by the second node 120 (e.g., may determine
whether the second node 120 included an identifier for the
first node 120 in the message). In another example, the first
node 120 may receive a message by checking its ledger 123.
As discussed above, a message may be transmitted or
broadcast of all nodes of the blockchain system 110 so that
the message may be recorded in multiple ledgers 130 of
multiples nodes 120. Each node 120 may also forward the
message to other nodes 120, in order to propagate the
message to as many nodes 120 as possible in the blockchain
system 110. Each node 120 may create a block (e.g., an
entry, a record, etc.) or update a block in its respective ledger
123 when a message is received. The first node 120 may
determine that a message was received from a second node
120 by determining whether a block that includes the
message was added to the ledger 123 (e.g., to the distributed
ledger). For example, the first node 120 may determine that
a new block was added to the ledger 123.

In one embodiment, the message component 122 may
determine whether the first node 120 (e.g., the first enterprise
service component 121 of the first node 120) should process
the message. For example, the message component 122 may
analyze the message to determine whether the message is
requesting an action to be performed. The message compo-
nent 122 may determine whether or not the enterprise
service component 121 is capable of performing the action
requested in the message. In another example, the message
component 122 may determine whether the message was
addressed to the first node. For example, the message
component 122 may determine whether the messages
includes an identifier for the first node 120 (or the first
enterprise service component 121) as the recipient of the
message. In a further example, the message component 122
may determine whether a message has been completely
processed by one or more oilier nodes 10 of the blockchain
system 110. For example, a message may request any five
nodes 120 to perform an action. The message component
122 may determine whether five nodes 120 of the block-
chain system have performed the action requested in the
message. For example, the message component 122 of the
first node may analyze the ledger 123 of the first node to
determine if the ledger 123 includes blocks that indicate the
results of the actions performed by the other five nodes. If
the message component 122 sees five results in the ledger
123, the message component 122 may determine that the
message has been completely processed and may not further
process the message. If the message component 122 deter-
mines that there are less than five results in the ledger 123,
the message component 122 may determine that the message
has not been completely processed (e.g., that fewer than the
requested number of nodes have processed the message) and
the message component 122 may process the message.

If the message component 122 determines that the first
node 120 should process the message, the message compo-
nent 122 may process the message (transmitted by the
second node 120). In one embodiment, the first node 120
(e.g., the enterprise service component 121) may perform an
action, operation, function, etc., indicated or requested in the
message. For example, the message may indicate that a user
should be granted access to a file. The enterprise service
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component 121 may grant the user access to the file by
updating a database to indicate that the user now has access
to the file. In another example, the message may indicate that
a user wants to change their mailing address. In another
embodiment, the message component 122 may decrypt the
payload of the message. For example, the message may be
encrypted using a public key of the first node 120 and the
message component 122 may decrypt the message using the
private key of the first node 120.

In one embodiment, the message may not instruct or
request the first node 120 to perform an action, operation
function, etc., but may provide information or data to the
first node 120. For example, the message may include an
updated mailing address for a user. In another example, the
message may indicate that the user has subscribed to a new
service (e.g., to a new music streaming service). The first
node 120 may process a message (which does not include a
request of an instruction to perform an action) by analyzing
the message and accessing the updated data. The first node
120 may also store the data provided in the message for later
use. For example, the first node 120 may store the indication
that the user has subscribed to a new music streaming
service so that when the user later requests access to the new
music streaming service, the user will be allowed to access
the new music streaming service.

In one embodiment, the message component 122 of the
first node 120 may update the ledger 123 to indicate that the
message was processed by the first node 120. For example,
the message component 122 may add a block (e.g., an entry,
a record, etc.) to the ledger 123 or may update an existing
block, to indicate that a message was processed. The mes-
sage component 122 may also transmit the block that
indicates that the message was processed to other nodes 120,
or may transmit a message to other nodes 120 indicating that
the other nodes 120 should add or update a block to their
respective ledgers to indicate that the message was pro-
cessed. In some embodiments, the message component 122
of the first node 120 may update the ledger 123 to indicate
that message was processed by removing the block that
includes the message, from the ledger 123, as discussed
above. For example, after the first node 120 has processed
the message and after a threshold period of time has elapsed
(e.g., after two years), the message component 122 may
remove the block that includes the message from the ledger
123.

In some embodiments, one or more nodes 120 of the
blockchain system 110 may become disconnected from
other nodes 120, or may become disconnected from the
blockchain system 110. For example, a node 120 may
become inoperable (e.g., may crash) or may be reset for a
period of time. In another example, a network failure (e.g.,
a failure in one or more portions of the network 115) may
cause a node 120 to be unable to communicate with other
nodes 120. If one or more nodes 120 are disconnected from
other nodes 120 or the blockchain system 110, the one or
more nodes 120 may not receive all of the messages or
results that are communicated between the other nodes 120.
This may result in different groups of nodes 120 having
different copies or versions of the ledger 123.

In one embodiment, a message component 122 may
determine that a first group of nodes 120 has ledgers 123 that
are different from the ledgers 123 of a second group of nodes
120. For example, the message component 122 may deter-
mine that eight nodes 120 have a first set of ledgers 123 that
are identical, but that five other nodes 120 have a second set
of ledgers 123 that are different from the first set of ledgers.
Although the ledgers 123 in the second set of ledgers 123
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may be identical to each other, the ledgers 123 in the second
set of ledgers 123 may be different from the ledgers 123 in
the first set of ledgers 123. In some embodiments, the
message component 122 (of a node 120) may periodically
compare its ledger 123 with the ledgers 123 of other nodes
120 to determine whether there are different versions or
copies of the ledger 123 in the blockchain system 110. For
example, the message component 122 may compare its
ledger with ledgers 123 of other nodes every few hours,
every week, every two weeks, etc.

In one embodiment, a message component 122 may
reconcile the different copies, versions, etc., of the ledgers
123 that are distributed among the nodes 120. For example,
if two copies or versions of the ledgers are distributed among
the different nodes 120 the message component 122 may
reconcile the two copies or versions of the ledgers 123.

In one embodiment, the message component 122 may
analyze the different versions or copies of the ledgers 123 to
determine whether one copy of the ledgers 123 have revers-
ible messages. A reversible message may be a message
where an action requested by the message and performed by
one or more nodes 120, may be reversed. For example, a
reversible message may be a message that requested that a
user’s account be debited by a certain amount. This action
(e.g., debiting the account by the certain amount) may be
reversible because the user’s account can be credited by the
same amount, thus reversing the message. A reversible
message may also be a message where the content of the
message may be reversible. For example, if a message
indicated a new email address for a user, the message may
be reversed by using the user’s previous email address. The
user’s previous email address may be used by transmitting
another message with the previous email address to reverse
or undo the use of the new email address. In one embodi-
ment, the message component 122 may determine that the
messages in the copies or versions of the ledgers 123 that
have only reversible messages, may reversed. The copies or
versions of the ledgers 123 that have irreversible messages
may be used as the final or controlling copy or version of the
ledgers 123. For example, the copy or the version of the
ledger 123 that includes irreversible messages may be
transmitted or propagated to all nodes 120 and each node
may begin using that copy or version of the ledger 123.

In one embodiment, the message component 122 may
analyze the different versions or copies of the ledgers 123 to
determine the sizes of the different versions of copies of the
ledgers 123. For example, the message component 122 may
determine that a first set of ledgers 123 (e.g., one version of
the ledger 123) have a first number of blocks (e.g., has a first
size), and that a second set of ledgers 123 (e.g., another
version of the ledger 123) have a second number of blocks
(e.g., has a second size). The message component 122 may
determine that the copy or version of the ledger with the
largest size is the one that should be used as the final or
controlling copy or version of the ledgers 123. For example,
the copy or the version of the ledger 123 that has the most
blocks (e.g., has the largest size) may be transmitted or
propagated to a set of nodes 120 that have the shorter version
of the ledger, so that the set of nodes 120 may begin using
that longer or larger version of the ledger 123.

In one embodiment, the message component 122 may
analyze the different versions or copies of the ledgers 123
the number of nodes 120 that have each copy or version of
the ledger 123. For example, if there are three versions of the
ledgers 123, the message component 122 may determine
that four nodes 120 have a first version of the ledgers 123,
two nodes have a second version of the ledgers 123, and two
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nodes have a third version of the ledgers 123. The message
component 122 may determine that the first version of the
ledger 123 should be used as the final or controlling copy or
version of the ledgers 123 since the most nodes 120 have the
first version of the ledger 123. The message component may
also select the version of ledger 123 to be used as the final
or controlling copy or version of the ledgers 123 where the
majority of the nodes 120 have that version of the ledger
123.

In some embodiments, the use of a computationally
expensive task when creating blocks in the ledgers 123 may
be reduced or relaxed, due to the use of the enterprise service
bus 100 for messaging purposes. A generally blockchain
system may use a computationally expensive task (e.g., a
task that uses a large amount of processing power or
capability, such as computer large hashes, large numbers,
etc.) to help maintain the authenticity or integrity of a ledger
(e.g., a distributed ledger).

As discussed above, failures or malfunctions in an enter-
prise service bus may result in an inconsistent state across
the different enterpriser service components 121. In addi-
tion, an enterprise service bus may be vulnerable to mali-
cious uses that may attempt to manipulate the messages
communicated via the enterprise service bus. The imple-
mentations, embodiments, and examples disclosed herein
may help address the above-noted and other deficiencies or
problems by using a blockchain system 110 in the enterprise
service bus 100. The blockchain system 110 may include a
distributed ledger (e.g., the ledgers 123 that are distributed
across all of the nodes 120 in the blockchain system 110). If
portions of the enterprise service bus fails and messages are
not delivered, the blockchain system has the capability to
reconcile the different versions of the distributed ledger. The
ability to reconcile the different versions of the distributed
ledger may be a feature provided by the blockchain system
and allows for the enterprise service components 121 to be
restored to back to a consistent state. In addition, the
distributed nature of the may make it harder for a malicious
user to manipulate the messages. For example, a malicious
user may be able to compromise or intercept messages from
one node 120. However, because there are multiple nodes
120 (each with their own copy of the ledger), the blockchain
system 110 may discard or ignore the ledger 123 on the
comprised node 120 due to the operation of the blockchain
system 110.

FIG. 2A is a block diagram that illustrates an example
distributed ledger 200, in accordance with some embodi-
ments of the present disclosure. The distributed ledger 200
may also be referred to as a ledger. Copies of the distributed
ledger 200 may be stored on nodes of a blockchain system.
For example, each node of the blockchain system may store
a copy of the distributed ledger 200, as discussed above. The
blockchain system may be part of an enterprise service bus.
As discussed above, the enterprise service bus may handle
the transmission and receipt of the messages (e.g., may route
a message to the appropriate recipient), may convert mes-
sages from one form or type to another form or type, or may
inform different enterprise service components via a mes-
sage when events occur or when actions are performed by
the different portions. In one embodiment, the distribute
ledger 200 may be a record of messages, results, transac-
tions, events, actions, operations, and/or other types of data
that are communicated between the nodes of a blockchain
system (e.g., between nodes 120 of the block chain system
110 illustrated in FIG. 1), as discussed above.

Nodes in the enterprise service bus may transmit a mes-
sage to one or more other nodes, as discussed above. The
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message may request the one or more other nodes to perform
an action, or may provide data to the one or more other
nodes. For example, a first node may transmit a message
requesting that a second node credit an account or a message
may provide. In another example, a first node may transmit
a message with information (e.g., a birthday, a mailing
address, etc., of a user) requested by a second node in a
previous message. In one embodiment, a first node may
create block 210 in the ledger 200, each time the first node
sends a message 220 to one or more other nodes. The block
210 may include the message 220 that was transmitted by
the node. When other nodes receive the message transmitted
by the first node, the other nodes may also create a block 210
that includes the received message 220, in their respective
distributed ledgers 200. In another embodiment, a first node
may create block 210 in the ledger 200 each time the node
200 performs an action. For example, the first node may
receive a previous message from a second node requesting
that the first node ad a user to a list of authorized users (e.g.,
requesting that the first node perform an action). The first
node may add the user to the list of authorized users and may
create a block 210 that includes a result 225 of action
performed by the first node. For example, the result 225 may
include data indicating whether the action was performed by
the first node or may indicate the result of the action
performed by the first node. As illustrated in FIG. 2A, each
block 210 includes a message 220 or a result 225.

In some embodiments, one or more blocks 210 may be
removed (e.g., deleted) from the distribute ledger, as dis-
cussed above. For example, a block 210 that contains a
message 220 may be removed from the ledger if there is a
block 210 that includes a result 225 indicating that an action
requested in the message 220 was performed (e.g., if there
is block 210 or a result 225 that indicates that the message
220 was processed). The block 210 that contains the result
225 may also be removed. Both of the blocks 210 (with the
message 220 and the result 225) may be removed after a
threshold period of time has passed. For example, both of the
blocks 210 may be removed after at least a year has passed.

FIG. 2B is a block diagram that illustrates an example
distributed ledger 250, in accordance with some embodi-
ments of the present disclosure. The distributed ledger 250
may also be referred to as a ledger. Copies of the distributed
ledger 250 may be stored on each of a blockchain system, as
discussed above. The blockchain system may be part of an
enterprise service bus. As discussed above, the enterprise
service bus may handle the transmission and receipt of the
messages (e.g., may route a message to the appropriate
recipient), may convert messages from one form or type to
another form or type, or may inform different enterprise
service components via a message when events occur or
when actions are performed by the different portions. In one
embodiment, the distribute ledger 250 may be a record of
messages, results, transactions, events, actions, operations,
and/or other types of data that are communicated between
the nodes of a blockchain system (e.g., between nodes 120
of the block chain system 110 illustrated in FIG. 1), as
discussed above.

Nodes in the enterprise service bus may transmit a mes-
sage to one or more other nodes, as discussed above. The
message may request the one or more other nodes to perform
an action, or may provide data to the one or more other
nodes. A node may also transmit messages indicating the
results of an action performed by the node (e.g., confirming
that an action was performed, indicating that an action was
successful, etc.). In one embodiment, a first node may create
block 260 in the ledger 250. The first node may include a
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combination of messages 270 and results 275 in each block
260. For example, a block 260 may include messages 270,
results 275, or messages 270 and results 275. A node may
store the messages 270 and the results 275 that are received
until there are enough messages 270 and results 275 for one
block 260. The number of messages 270 and results 275 in
a block 260 may vary in different embodiments.

In some embodiments, one or more blocks 260 may be
removed (e.g., deleted) from the distribute ledger, as dis-
cussed above. For example, a block 260 that contains
messages 270 and results 275 may be removed from the
ledger if there is a block 260 that includes results 275
indicating that an actions requested in the messages 270
were performed. The block 260 may be removed after a
threshold period of time has passed. For example, block 260
may be removed after at least a year has passed.

FIG. 3 is a flow diagram of a method 300 of communi-
cating messages using a blockchain system, in accordance
with some embodiments. Method 300 may be performed by
processing logic that may comprise hardware (e.g., circuitry,
dedicated logic, programmable logic, a processor, a process-
ing device, a central processing unit (CPU), a system-on-
chip (SoC), etc.), software (e.g., instructions running/ex-
ecuting on a processing device), firmware (e.g., microcode),
or a combination thereof. In some embodiments, the method
300 may be performed by a message component (e.g.,
message component 121 illustrated in FIG. 1), a node (e.g.,
node 120 illustrated in FIG. 1), and/or one or more com-
puting devices.

The method 300 begins at block 305, where the method
300 receives a message. As discussed above, the message
may be received from a node of a blockchain system that is
used in an enterprise service bus. The message may also be
received by other nodes of the blockchain system. At block
310, the method 300 determines whether to process the
message. For example, the method 300 may determine
whether the message was addressed to a particular node
(e.g., includes an identifier for the particular node), as
discussed above. In another example, the method 300 may
determine whether a threshold number of nodes have
already processed the message by analyzing an distributed
ledger to determine if a threshold number of results are in the
distributed ledger, as discussed above.

If the method 300 determines that the message should be
processed, the method 300 may process the message at block
315. For example, the method 300 may decrypt a payload of
the message using a private key, as discussed above. In
another example, the method 300 may perform an action
requested in the message (e.g., debit or credit a user’s
account, provide or grant access to a file, etc.), as discussed
above. In a further example, the method 300 may processing
the message by processing the data in the message (e.g., may
update a user’s email address based on a new email address
indicated in the message). If the method 300 determines that
the message should not be processed, the method 300 may
proceed to block 320. The method 300 may update a
distributed ledger at block 320. For example, the method
300 may add a block that includes the received message, to
the distributed ledger. The method 300 may also add a block
with a result (e.g., a result of processing the message) if the
method 300 processed the message at block 310.

FIG. 4 is a flow diagram of a method 400 of communi-
cating messages using a blockchain system, in accordance
with some embodiments. Method 400 may be performed by
processing logic that may comprise hardware (e.g., circuitry,
dedicated logic, programmable logic, a processor, a process-
ing device, a central processing unit (CPU), a system-on-
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chip (SoC), etc.), software (e.g., instructions running/ex-
ecuting on a processing device), firmware (e.g., microcode),
or a combination thereof. In some embodiments, the method
400 may be performed by a message component (e.g.,
message component 121 illustrated in FIG. 1), a node (e.g.,
node 120 illustrated in FIG. 1), and/or one or more com-
puting devices.

The method 400 begins at block 405, where the method
400 transmits a message to one or more nodes of a block-
chain system. As discussed above, the method 400 may
transmit the message to all nodes of the blockchain system
so that that the message can be recorded in the distributed
ledgers (e.g., ledgers). The method 400 may also create a
block that includes the transmitted message, in a distributed
ledger to record the transmission of the message. At block
410, the method 400 may determine whether the message
was processed. For example, the method 400 may analyze a
distributed ledger to determine whether the distributed led-
ger includes a block that includes a result for the message,
as discussed above. If the message was processed, the
method 400 may optionally updated the distributed ledger at
block 415. For example, the method 400 may determine
whether a period of time (e.g., two months, one year, etc.)
has passed, and may remove the block that includes the
message after the period of time has elapsed, as discussed
above. If the message has not been processed, the method
400 ends.

FIG. 5 is a flow diagram of a method 500 of communi-
cating messages using a blockchain system, in accordance
with some embodiments. Method 500 may be performed by
processing logic that may comprise hardware (e.g., circuitry,
dedicated logic, programmable logic, a processor, a process-
ing device, a central processing unit (CPU), a system-on-
chip (SoC), etc.), software (e.g., instructions running/ex-
ecuting on a processing device), firmware (e.g., microcode),
or a combination thereof. In some embodiments, the method
500 may be performed by a message component (e.g.,
message component 121 illustrated in FIG. 1), a node (e.g.,
node 120 illustrated in FIG. 1), and/or one or more com-
puting devices.

The method 500 begins at block 505, where the method
500 determines whether a first copy of a ledger (e.g., a
distributed ledger) is different from a second copy of the
ledger. As discussed above, the first copy of the ledger may
be stored at a first node of a blockchain system of an
enterprise service bus and the second copy of the ledger may
be stored at a second node of the blockchain system of the
enterprise service bus. If the first copy of the ledger and the
second copy of the ledger are not different (e.g., are the
same, are identical, etc.), the method 500 ends. If the first
copy of the ledger is different from the second copy of the
ledger (e.g., has more blocks, has fewer blocks, has different
blocks, etc.), the method 500 may reconcile the first copy of
the ledger with the second copy of the ledger at block 510.
For example, the method 500 may determine that the copy
or version of the ledger with the largest size is the one that
should be used as the final or controlling copy or version of
the ledger, as discussed above. In another example, the
method 500 may determine that the copy or version of the
ledger that his stored on the most nodes may be be used as
the final or controlling copy or version of the ledger, as
discussed above. In a further example, the method may
determine that the copy or version of the ledger that has
irreversible messages may be used as the final or controlling
copy or version of the ledger, as discussed above.

FIG. 6 is a block diagram of an example apparatus 600
that may perform one or more of the operations described
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herein, in accordance with some embodiments. The appa-
ratus 600 includes a memory 625 to a distributed ledger 626.
The apparatus 600 also includes a processing device 621
operatively coupled to the memory. The processing device
621 may receive a message transmitted by a node 612 of a
blockchain system 611 of an enterprise service bus 610. The
blockchain system 611 is configured to store a plurality of
messages communicated via the enterprise service bus 610
in the distributed ledger 626. The processing device 621 may
determine whether to process the message. The processing
device 621 may also process the message in response to
determining that the message should be processed. The
processing device may further update the distributed ledger
626 to indicate that the message has been processed.

FIG. 7 is a block diagram of an example computing
device 700 that may perform one or more of the operations
described herein, in accordance with some embodiments.
Computing device 700 may be connected to other comput-
ing devices in a LAN, an intranet, an extranet, and/or the
Internet. The computing device may operate in the capacity
of a server machine in client-server network environment or
in the capacity of a client in a peer-to-peer network envi-
ronment. The computing device may be provided by a
personal computer (PC), a set-top box (STB), a server, a
network router, switch or bridge, or any machine capable of
executing a set of instructions (sequential or otherwise) that
specify actions to be taken by that machine. Further, while
only a single computing device is illustrated, the term
“computing device” shall also be taken to include any
collection of computing devices that individually or jointly
execute a set (or multiple sets) of instructions to perform the
methods discussed herein.

The example computing device 700 may include a pro-
cessing device (e.g., a general purpose processor, a PLD,
etc.) 702, a main memory 704 (e.g., synchronous dynamic
random access memory (DRAM), read-only memory
(ROM)), a static memory 706 (e.g., flash memory and a data
storage device 718), which may communicate with each
other via a bus 730.

Processing device 702 may be provided by one or more
general-purpose processing devices such as a microproces-
sor, central processing unit, or the like. In an illustrative
example, processing device 702 may comprise a complex
instruction set computing (CISC) microprocessor, reduced
instruction set computing (RISC) microprocessor, very long
instruction word (VLIW) microprocessor, or a processor
implementing other instruction sets or processors imple-
menting a combination of instruction sets. Processing device
702 may also comprise one or more special-purpose pro-
cessing devices such as an application specific integrated
circuit (ASIC), a field programmable gate array (FPGA), a
digital signal processor (DSP), network processor, or the
like. The processing device 702 may be configured to
execute the operations described herein, in accordance with
one or more aspects of the present disclosure, for performing
the operations and steps discussed herein.

Computing device 700 may further include a network
interface device 708 which may communicate with a net-
work 720. The computing device 700 also may include a
video display unit 710 (e.g., a liquid crystal display (LCD)
or a cathode ray tube (CRT)), an alphanumeric input device
712 (e.g., a keyboard), a cursor control device 714 (e.g., a
mouse) and an acoustic signal generation device 716 (e.g.,
a speaker). In one embodiment, video display unit 710,
alphanumeric input device 712, and cursor control device
714 may be combined into a single component or device
(e.g., an LCD touch screen).
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Data storage device 718 may include a computer-readable
storage medium 728 on which may be stored one or more
sets of instructions, e.g., instructions for carrying out the
operations described herein, in accordance with one or more
aspects of the present disclosure. Instructions 726 imple-
menting nodes, enterprise service components, or message
components may also reside, completely or at least partially,
within main memory 704 and/or within processing device
702 during execution thereof by computing device 700,
main memory 704 and processing device 702 also consti-
tuting computer-readable media. The instructions may fur-
ther be transmitted or received over a network 720 via
network interface device 708.

While computer-readable storage medium 728 is shown
in an illustrative example to be a single medium, the term
“computer-readable storage medium” should be taken to
include a single medium or multiple media (e.g., a central-
ized or distributed database and/or associated caches and
servers) that store the one or more sets of instructions. The
term “computer-readable storage medium” shall also be
taken to include any medium that is capable of storing,
encoding or carrying a set of instructions for execution by
the machine and that cause the machine to perform the
methods described herein. The term “computer-readable
storage medium” shall accordingly be taken to include, but
not be limited to, solid-state memories, optical media and
magnetic media.

Unless specifically stated otherwise, terms such as
“receiving,” “routing,” “updating,” “providing,” or the like,
refer to actions and processes performed or implemented by
computing devices that manipulates and transforms data
represented as physical (electronic) quantities within the
computing device’s registers and memories into other data
similarly represented as physical quantities within the com-
puting device memories or registers or other such informa-
tion storage, transmission or display devices. Also, the terms
“first,” “second,” “third,” “fourth,” etc., as used herein are
meant as labels to distinguish among different elements and
may not necessarily have an ordinal meaning according to
their numerical designation.

Examples described herein also relate to an apparatus for
performing the operations described herein. This apparatus
may be specially constructed for the required purposes, or it
may comprise a general purpose computing device selec-
tively programmed by a computer program stored in the
computing device. Such a computer program may be stored
in a computer-readable non-transitory storage medium.

The methods and illustrative examples described herein
are not inherently related to any particular computer or other
apparatus. Various general purpose systems may be used in
accordance with the teachings described herein, or it may
prove convenient to construct more specialized apparatus to
perform the required method steps. The required structure
for a variety of these systems will appear as set forth in the
description above.

The above description is intended to be illustrative, and
not restrictive. Although the present disclosure has been
described with references to specific illustrative examples, it
will be recognized that the present disclosure is not limited
to the examples described. The scope of the disclosure
should be determined with reference to the following claims,
along with the full scope of equivalents to which the claims
are entitled.

As used herein, the singular forms “a”, “an” and “the” are
intended to include the plural forms as well, unless the
context clearly indicates otherwise. It will be further under-
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and/or “including”, when used herein, specify the presence
of stated features, integers, steps, operations, elements,
and/or components, but do not preclude the presence or
addition of one or more other features, integers, steps,
operations, elements, components, and/or groups thereof.
Therefore, the terminology used herein is for the purpose of
describing particular embodiments only and is not intended
to be limiting.

It should also be noted that in some alternative imple-
mentations, the functions/acts noted may occur out of the
order noted in the figures. For example, two figures shown
in succession may in fact be executed substantially concur-
rently or may sometimes be executed in the reverse order,
depending upon the functionality/acts involved.

Although the method operations were described in a
specific order, it should be understood that other operations
may be performed in between described operations,
described operations may be adjusted so that they occur at
slightly different times or the described operations may be
distributed in a system which allows the occurrence of the
processing operations at various intervals associated with
the processing.

Various units, circuits, or other components may be
described or claimed as “configured to” or “configurable to”
perform a task or tasks. In such contexts, the phrase “con-
figured to” or “configurable to” is used to connote structure
by indicating that the units/circuits/components include
structure (e.g., circuitry) that performs the task or tasks
during operation. As such, the unit/circuit/component can be
said to be configured to perform the task, or configurable to
perform the task, even when the specified unit/circuit/com-
ponent is not currently operational (e.g., is not on). The
units/circuits/components used with the “configured to” or
“configurable to” language include hardware—for example,
circuits, memory storing program instructions executable to
implement the operation, etc. Reciting that a unit/circuit/
component is “configured to” perform one or more tasks, or
is “configurable to” perform one or more tasks, is expressly
intended not to invoke 35 U.S.C. 112, sixth paragraph, for
that unit/circuit/component. Additionally, “configured to” or
“configurable to” can include generic structure (e.g., generic
circuitry) that is manipulated by software and/or firmware
(e.g., an FPGA or a general-purpose processor executing
software) to operate in manner that is capable of performing
the task(s) at issue. “Configured to” may also include
adapting a manufacturing process (e.g., a semiconductor
fabrication facility) to fabricate devices (e.g., integrated
circuits) that are adapted to implement or perform one or
more tasks. “Configurable to” is expressly intended not to
apply to blank media, an unprogrammed processor or unpro-
grammed generic computer, or an unprogrammed program-
mable logic device, programmable gate array, or other
unprogrammed device, unless accompanied by programmed
media that confers the ability to the unprogrammed device
to be configured to perform the disclosed function(s).

The foregoing description, for the purpose of explanation,
has been described with reference to specific embodiments.
However, the illustrative discussions above are not intended
to be exhaustive or to limit the invention to the precise forms
disclosed. Many modifications and variations are possible in
view of the above teachings. The embodiments were chosen
and described in order to best explain the principles of the
embodiments and its practical applications, to thereby
enable others skilled in the art to best utilize the embodi-
ments and various modifications as may be suited to the
particular use contemplated. Accordingly, the present
embodiments are to be considered as illustrative and not
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restrictive, and the invention is not to be limited to the details
given herein, but may be modified within the scope and
equivalents of the appended claims.

What is claimed is:

1. A method, comprising:

receiving, by a first node of a blockchain system of an

enterprise service bus, a message transmitted by a
second node of the blockchain system, wherein the
blockchain system is configured to store a plurality of
messages communicated via the enterprise service bus
in a distributed ledger;

determining, by the first node, whether the first node

should process the message in view of whether the
message has been completely processed by one or more
other nodes of the blockchain system;

processing, by the first node, the message in response to

determining that the message should be processed by
the first node;

determining that a first group of nodes of the blockchain

system comprises a first copy of the distributed ledger
and that a second group of nodes of the blockchain
system comprises a second copy of the distributed
ledger, wherein the first copy of the distributed ledger
is different from the second copy of the distributed
ledger;

reconciling the first copy of the distributed ledger with the

second copy of the distributed ledger by:

determining that the first copy of the distributed ledger
comprises reversible messages; and

reversing one or more actions based on the reversible
messages; and

updating the distributed ledger to indicate that the mes-

sage has been processed by the first node.

2. The method of claim 1, wherein receiving the message
comprises:

determining that a block comprising the message has been

added to the distributed ledger.

3. The method of claim 1, wherein determining whether
to process the message comprises:

determining whether the message is addressed to the first

node.

4. The method of claim 1, wherein processing the message
comprises:

decrypting the message using a private key of the first

node, wherein a payload of the message is encrypted
with a public key of the first node.

5. The method of claim 1, wherein the distributed ledger
is distributed across a plurality of nodes of the blockchain
system.

6. The method of claim 1, wherein reconciling the first
copy of the distributed ledger with the second copy of the
distributed ledger further comprises:

determining that the first copy of the distributed ledger is

shorter than the second copy of the distributed ledger;
and

providing the first copy of the distributed ledger to a set

of nodes that have the second copy of the distributed
ledger.

7. The method of claim 1, wherein reconciling the first
copy of the distributed ledger with the second copy of the
distributed ledger further comprises:

determining that a larger number of nodes have the first

copy of the distributed ledger than the second copy of
the distributed ledger; and

providing the first copy of the distributed ledger to a set

of nodes that have the second copy of the distributed
ledger.
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8. An apparatus, comprising:

a memory to store a distributed ledger; and

a processing device operatively coupled to the memory,

the processing device to:

receive a message transmitted by a node of a block-
chain system of an enterprise service bus, wherein
the blockchain system is to store a plurality of
messages communicated via the enterprise service
bus in the distributed ledger;

determine whether to process the message in view of
whether the message has been completely processed
by one or more other nodes of the blockchain sys-
tem;

process the message in response to determining that the
message should be processed;

determine that a first group of nodes of the blockchain
system comprises a first copy of the distributed
ledger and that a second group of nodes of the
blockchain system comprises a second copy of the
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distributed ledger, wherein the first copy of the
distributed ledger is different from the second copy
of the distributed ledger;
reconcile the first copy of the distributed ledger with
the second copy of the distributed ledger, where to
reconcile, the processing device to:
determine that the first copy of the distributed ledger
comprises reversible messages; and
reverse one or more actions based on the reversible
messages; and
update the distributed ledger to indicate that the mes-
sage has been processed.

9. The apparatus of claim 8, wherein to process the
message the processing device is further to:
decrypt the message using a private key of the apparatus,

wherein a payload of the message is encrypted with a
public key of the apparatus.

#* #* #* #* #*



