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SECURITY METHOD AND SYSTEM FOR 
STORAGE SUBSYSTEM 

CROSS-REFERENCES TO RELATED 
APPLICATION 

This application is a continuation of U.S. patent applica 
tion Ser. No. 09/561,404, filed Apr. 27, 2000, now U.S. Pat. 
No. 6,684,209, which claims priority from Japanese Patent 
Application Reference No. P00-010115, filed on Jan. 14, 
2000, and is related to co-pending application Ser. No. 
10/737,477, filed Dec. 15, 2003, the entire contents of all of 
which are incorporated herein by reference for all purposes. 

PAPER APPENDIX 

An attached paper appendix, comprising 13 pages, is 
attached hereinafter and incorporated herein for all pur 
pOSes. 

BACKGROUND OF THE INVENTION 

The present invention relates generally to Storage 
Subsystems, and in particular to techniques for providing 
access to Logical Units within a storage Subsystem by host 
computers. 

Conventionally, Security methodologies designed to pre 
vent an illegal access to a storage Subsystem by host 
computers depend on the functions of OS (Operating 
System), middleware or application Software on the host 
Side. 

On the other hand, as the fiber channel protocol has been 
standardized in recent years, the various standard protocols 
Such as SCSI, ESCON, and TCP/IP have become available 
to be used as the interface between the host computers and 
the Storage Subsystem, resulting in more and more efficient 
use of the Storage resources within the Storage Subsystem. 

However, because more than one host computer accesses 
one Storage Subsystem, the traditional Security approaches 
that depend on operating System (OS), middleware, or 
application Software on the host computer Side, are increas 
ingly recognized as providing insufficient Security for the 
resources in modem Storage Subsystems. 
What is really needed are techniques for performing 

Security functions in computer Storage Subsystems con 
nected to one or more host computers via high performance 
channel interfaces. 

SUMMARY OF THE INVENTION 

According to the present invention, techniques for per 
forming Security functions in computer Storage Subsystems 
in order to prevent illegal acceSS by the host computers 
according to logical unit (LU) identity are provided. In 
representative embodiments management tables can be used 
to disclose the Logical Unit in the Storage Subsystem to the 
host computers in accordance with the users operational 
needs. In a Specific embodiment, accessibility to a Storage 
Subsystem resource can be decided when an Inquiry Com 
mand is received, providing Systems and apparatus wherein 
there is no further need to repeatedly determine accessibility 
for Subsequent accesses to the Logical Unit. Many Such 
embodiments can maintain relatively high performance, 
while providing robust Security for each Logical Unit. 

In a representative embodiment according to the present 
invention, a computer System is provided. The computer 
System can comprise a variety of components, Such as one 
or more host computers and one or more Storage Subsystems. 
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2 
Each Storage Subsystem can comprise one or more logical 
units, for example. A data channel can interconnect the host 
computers with the Storage Subsystem. The host computers 
can request availability of one or more of the logical unit in 
one of the Storage Subsystems. Such request can comprise 
identity information corresponding to the particular host 
computer, and a virtual logical unit identifier of the logical 
unit, the availability of which is being requested. In 
response, the Storage Subsystem determines whether the 
requesting host computer may permissibly access the logical 
unit requested based upon the virtual logical unit identifier 
and the identity information from the request. 

In Specific embodiments of the computer System, identity 
information corresponding to the one or more host comput 
erS further comprises a dynamically assignable identifier. 
The Storage Subsystem determines a unique identifier for the 
one or more host computers from the identity information in 
the request; and then determines whether the host computer 
requesting acceSS may permissibly access the logical unit 
based upon the virtual logical unit identifier and the unique 
identifier. 

In another representative embodiment according to the 
present invention, a Storage Subsystem is provided. The 
Storage Subsystem can comprise a management table that 
defines relationships among the information WWN which 
uniquely identifies the accessing host computer, a Logical 
Unit Number (LUN) in the storage subsystem which the host 
computer is permitted to access, and a Virtual Logical Unit 
Number (Virtual LUN) which is created from the LUN 
identifiers in any way of numbering in accordance with 
user's convenience. Specific embodiments can also include 
a management table that defines the linkages between a 
Management Number (S ID) dynamically assigned by the 
Storage Subsystem to identify a host computer, and a World 
Wide Name (WWN) which uniquely identifies the accessing 
host computer. The management tables can be Stored in a 
non Volatile memory, for example. Some specific embodi 
ments can comprise more than one Storage unit, and the like. 
A Storage control unit to control the read/write operations 
from/to Said Storage units can also be part of the Storage 
Subsystem. Specific embodiments can also include more 
than one communication port to connect to a plurality of host 
computers, and Logical Units corresponding to the Storage 
areas in Said Storage units. 

In a Specific embodiment according to the present 
invention, in the Storage Subsystem, the assigned S ID is 
used as an identity information of the host computer instead 
of the WWN. Such embodiments do not require checking 
the accessibility to the LUN each time an I/O operation is 
executed, resulting in leSS Overhead in each I/O operation. 
Also, users are free to rearrange LUNs in any desired way 
by making use of the Virtual LUNs. 

In a further representative embodiment according to the 
present invention, the Storage Subsystem retrieves an iden 
tity information, Such as the Company ID, that is common 
to a certain group of host computers, partially from the 
WWN. By performing the accessibility control on the basis 
of the group having the common identity information, the 
Storage Subsystem provides the host computer with Storage 
resource format, application, Service, and Specific pressing 
valid only for that particular host computer group. 
Numerous benefits are achieved by way of the present 

invention over conventional techniques. The present inven 
tion can provide the Security functions that prevent illegal 
accesses by limiting accessibility of Logical Units by each 
host computer, without additional modification of the cur 
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rent operation of the host computer. Many embodiments can 
also provide the Security function to prevent illegal accesses 
by limiting accessible Logical Units according to each 
vendor of the host computers, without additional modifica 
tion of the current operation on the host computer Side. 
Further, Select embodiments according to the present inven 
tion can provide permission to acceSS Storage resources 
based on Security functions to host computer groupS. Such 
permission can be according to vendor, and Service can be 
Specifically tailored for the group. Specific embodiments can 
provide highly efficient use of the Storage resources and fast 
accessibility judgment logic. 

These and other benefits are described throughout the 
present specification. A further understanding of the nature 
and advantages of the invention herein may be realized by 
reference to the remaining portions of the Specification and 
the attached drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 illustrates a representative hardware configuration 
in which the present invention may be readily embodied; 

FIG. 2 illustrates a representative Frame Format and 
Frame Header in a particular embodiment of the present 
invention; 

FIG. 3 illustrates the Frame Format, Frame Header and a 
Data Field in a particular embodiment of the present inven 
tion; 

FIG. 4 illustrates a representative LOGIN process in a 
particular embodiment of the present invention; 

FIG. 5 illustrates a representative Frame format for trans 
mitting an Inquiry Command in a particular embodiment of 
the present invention; 

FIG. 6 illustrates a representative format for Inquiry Data 
used when transferring Inquiry Data responsive to the 
Inquiry Command which is shown in FIG. 5; 

FIG. 7 illustrates a representative Sequence for inquiring 
about the accessibility of a Logical Unit using an Inquiry 
Command in a particular embodiment of the present inven 
tion; 

FIG. 8 illustrates an outline of a representative processing 
sequence for the LUN Security in a particular embodiment 
of the present invention; 

FIG. 9 illustrates an “LUNAccess Management Table” in 
a particular embodiment of the present invention; 

FIG. 10 illustrates a format of an incomplete “LUN 
Access Management Table” which can arise when the 
present invention is not applied; 

FIG. 11 illustrates the condition shown in FIG. 10; 
FIG. 12 illustrates another example in which format of an 

incomplete “LUN Access Management Table” which can 
arise when the present invention is not 15 applied; 

FIG. 13 illustrates the condition shown in FIG. 12; 
FIG. 14 illustrates a representative format of a “LUN 

Access Management Table' in a particular embodiment of 
the present invention; 

FIG. 15 illustrates a representative format of the “LUN 
Access Management Table' in a particular embodiment of 
the present invention; 

FIG. 16 illustrates a representative technique for provid 
ing LUN Security in a particular embodiment of the present 
invention; 

FIG. 17 illustrates a representative Sequence to create the 
“LUN Access Management Table” in a particular embodi 
ment of the present invention; 
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4 
FIG. 18 illustrates a representative Sequence to create a 

“WWN-S ID Conversion Table” in a particular embodi 
ment of the present invention; 

FIG. 19 illustrates a representative format for a “WWN 
S ID Conversion Table” in a particular embodiment of the 
present invention; 

FIG. 20A illustrates a representative Sequence to judge the 
accessibility of a LUN as a response to an Inquiry Command 
transferred from a host computer for providing LUN Secu 
rity in a particular embodiment of the present invention; 
FIG.20B illustrates a representative sequence to judge the 

accessibility of LUN as a response to an Inquiry Command 
transferred from a host computer for providing LUN Secu 
rity in a particular embodiment of the present invention; 

FIG. 21 illustrates relations among information in a 
plurality of tables for providing LUN Security in a particular 
embodiment of the present invention; 

FIG. 22 illustrates an example of the WWN format in a 
particular embodiment of the present invention; 

FIG. 23 illustrates a representative format of a “LUN 
Access Management Table' for controlling access based 
upon a vendor identity in a particular embodiment of the 
present invention; 

FIG. 24 illustrates an outline of a representative process 
ing Sequence for providing LUN Security based upon a 
vendor identity in a particular embodiment of the present 
invention; 

FIG. 25 illustrates relations among information in a 
plurality of tables for providing LUN Security based upon 
vendor identity in a particular embodiment of the present 
invention; 

FIG. 26 illustrates a representative format of a “LUN 
Access Management Table' for controlling access based 
upon a vendor identity in a particular embodiment of the 
present invention; and 

FIG. 27 illustrates a representative technique for provid 
ing LUN Security according to Vendor identity in a particu 
lar embodiment of the present invention. 

DESCRIPTION OF THE SPECIFIC 
EMBODIMENTS 

The present invention provides techniques for performing 
Security functions in computer Storage Subsystems in order 
to prevent illegal acceSS by the host computers according to 
logical unit (LU) identity. In representative embodiments 
management tables can be used to disclose the Logical Unit 
in the Storage Subsystem to the host computers in accordance 
with the users operational needs. In a Specific embodiment, 
accessibility to a storage Subsystem resource can be decided 
when an Inquiry Command is received, providing Systems 
and apparatus wherein there is no further need to repeatedly 
determine accessibility for Subsequent accesses to the Logi 
cal Unit. Many Such embodiments can maintain relatively 
high performance, while providing robust Security for each 
Logical Unit. 
According to one example of Storage Subsystem access 

Security, before the host computer is Started, the Storage 
Subsystem establishes a table which manages the combina 
tion of an accessible Logical Unit in the Storage Subsystem 
and N Port Name. The N Port Name uniquely identi 
fies the host computer which may access the Storage Sub 
system. When the host computer is started, it issues a SCSI 
command consisting of an information unit called a frame 
which is specified by the fiber channel protocols. The 
Storage Subsystem checks details each time this SCSI com 
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mand is received and extracts the N Port Name which 
identifies the accessing host computer. 

The extracted N Port Name is searched for in a com 
bination table of the Logical Units and said N Port 
Names, and when an expected entry exists, the host com 
puter is permitted to access the Logical Unit. Otherwise, 
when no associated entry exists, the host computer is refused 
access to the Logical Unit. For a detailed description of one 
example of a Security means for a storage Subsystem 
resource (the Logical Unit), reference may be had to a 
Japanese unexamined patent application, publication 
10-333839, the entire contents of which are incorporated 
herein by reference for all purposes. 

The present invention is explained with reference to 
Specific embodiments employing a fiber channel as an 
interface protocol between a Storage Subsystem and host 
computers, and the SCSI command Set as a command 
interface operational under the interface protocol, as 
examples. However, the application of the present invention 
is not limited to the combination of the fiber channel and 
SCSI command set. Any protocol which provides similar 
function and structure of LOGIN, Inquiry, and the like may 
apply techniques according to the present invention. 

In a representative embodiment according to the present 
invention, a fiber channel protocol is employed as an inter 
face between Storage Subsystem and one or more host 
computers. Because the fiber channel is a relatively new 
interface protocol, details of a representative embodiment 
employing fiber channel protocol will be outlined herein. 

The fiber channel protocol utilizes serial type of data 
transfer and can make use of the band width of the trans 
mission medium effectively because of the asynchronous 
transfer method. The fiber channel doesn't have its own 
command Set and instead adopts the command Sets Such as 
the SCSI, ESCON, HIPPI, IPI-3, IP and so on, as its 
command Set infrastructure. Therefore, it is possible to 
inherit the traditional protocol resources and to realize faster, 
more reliable, and Versatile data transfer. 

The fiber channel is an interface having characteristics of 
both of So called Channel Interface and Network Protocols. 
In the fiber channel, once the transferring unit and receiving 
unit are fixed, high Speed data transferring is available with 
the least transferring delay. This feature can provide a 
desirable data transfer rates in Specific embodiments using 
Such channel interfaces. 

Also, any unit who wants communication can enter into 
a communication over the network on any optional occasion 
and can initiate the communication by exchanging agree 
ment information about communication conditions with 
another unit. These are Some of the characteristics of Such 
networks. The procedure to reach agreement about the 
communication condition with another unit, as described 
above, is specifically called LOGIN. 
A unit that interfaces with the fiber channel is called a 

node and a physical entrance of the node, that is, the actual 
interface, is called a port. A node can have one or more ports. 
The number of the ports which can participate Simulta 
neously in the whole system of the fiber channel is defined 
by the number of 24-bit addresses, i.e. about 16,770,000 
maximum in a particular embodiment. The hardware which 
mediates these connections is called fabric. Actually, 
however, both transferring and receiving ports are not 
required to be aware of the fabric, they are need only operate 
according to the information eXchanged with each other. 
The identifier, which is unique all over the world, is 

allocated based on a consistent rule by the Standardization 
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group (IEEE), and is maintained in each node and port. This 
identifier is equivalent to the MAC address traditionally 
used in the TCP/IP and so on and the address information is 
fixed by hardware. This address comprises of two compo 
nents of N Port Name and Node Name, and each has a 
Size of 8 bytes respectively, in a representative embodiment. 
The N Port Name is a specific value (the hardware 
address) corresponding to each port and the Node Name is 
also a specific value (the hardware address) corresponding to 
each node. Because each of them is an unique value all over 
the world and can address a port or a node uniquely, it is 
called WWN (World Wide Name). In specific embodiments 
of the present invention, when the WWN is referred to, it 
means the N Port Name. 

In the fiber channel, a communication is executed by 
eXchanging a Signal level information called an Ordered Set 
and a logical information having fixed format called a frame. 
FIG. 2 shows a representative structure of a frame. A frame 
block 201 comprises of, an SOF (Start of Frame) 202 of 4 
bytes, for example, which indicates a Start of the frame, a 
Frame Header 203 of 24 bytes, for example, which controls 
Link Operation and characterizes the frame, a Data Field 
204 which contains the actual data to be transferred, a Cyclic 
Redundancy Code (CRC) 205 of 4 bytes, for example, and 
an EOF (End of Frame) 206 of 4 bytes, for example, which 
indicates the end of the frame. The length of the Data Field 
204 is variable between 0-2112 bytes, for example. 

Next, the contents of the Frame Header are explained. 
Table 207 illustrates the structure of a representative Frame 
Header. Here, an S ID 208, which comprises the Obit to 23 
bit area of the first word of the detailed structure 207 in the 
Frame Header 203, is explained. The S ID (Source ID) 208 
is the address of 3 bytes, for example, that identify the port 
which transfers the frame, and has a value effective within 
all frames sent and received. This S. ID is a dynamically 
assigned value and is Specified to be allocated by the fabric 
during the initialization procedure in the case of FC PH, 
which is one of the standard sets of the fiber channel. The 
allocated value depends on the N Port Name or Node 
Name which each port has. 

Next, the LOGIN procedure, with which the transferring 
unit and receiving unit exchange information about the 
communication with each other based on the fiber channel 
protocol, is explained. FIG. 3 shows the detailed structure of 
a representative Data Field 303 of a PLOGI frame. The 
Structures of the frame and Frame Header are the same as 
that of FIG. 2. Among the Data Field 303 of the PLOGI 
frame, the 8-byte area from the 21st byte to the 29th byte 
stores the N Port Name 307 and the 8-byte area from the 
30th byte to the 38th byte stores the Node Name 308, for 
example. 

FIG. 4 shows an exchange of the information between a 
transferring unit (LOGIN requesting unit) 401 and a receiv 
ing unit (LOGIN receiving unit) 402. Several kinds of 
LOGIN procedures exist in the fiber channel, however, the 
Class 3 LOGIN procedure is described here as an example. 
A LOGIN requesting unit transfers the PLOGI frame 403 

to a LOGIN receiving unit. In this frame are included the 
N Port Name, Node Name, S ID and the other infor 
mation belonging to the LOGIN requesting unit. The 
LOGIN receiving unit transfers a frame which is called ACC 
404 to the LOGIN requesting unit, if the receiving unit 
accepts the LOGIN after checking the information contained 
in the frame. On the other hand, if the LOGIN is rejected, the 
receiving unit transfers a frame which is called LS RJT405 
to the LOGIN requesting unit. 
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When the LOGIN requesting unit receives the ACC frame 
as a response to the PLOGI frame transferred by itself, it 
understands that the LOGIN has succeeded and it is placed 
in the Status ready for initiating the I/O process for the data 
transfer and So on. On the other hand, when it receives 
LS RJT, the LOGIN has not succeeded and the LOGIN 
requesting unit may not proceed to I/O process with the 
LOGIN receiving unit. Here, the LOGIN process of Class 3 
is explained, but regarding the other LOGIN processes, it is 
similar in that the N Port Name, Node Name and S ID 
are contained in the information can be transferred to the 
LOGIN receiving unit from the LOGIN requesting unit. 

Next, an Inquiry Command, which is Supported as a 
Standard command in the SCSI command Set, is explained. 
Preceding the initiation of I/O process, the Inquiry Com 
mand is used to inquire the Status of a Logical Unit to be an 
object of the Succeeding I/O process, Such as installation 
Status or ready Status. 

FIG. 5 shows a detailed diagram of a representative 
structure of the Data Field used when the Inquiry Command 
specified by the SCSI standard is transferred using a frame 
specified by the fiber channel standard. The structures of the 
frame and Frame Header are similar to those shown in FIG. 
2, however, included in the Data Field is the S ID 505 for 
the LOGIN requesting unit stored by the LOGIN receiving 
unit during the preceding PLOGI sequence before this frame 
is transferred. 

In the data field 503, there is an area called FCP LUN 
507, FCP CNTL 508, FCP CDB 509, and FCP DL 510 
as shown in the FCP CMND format 506. FCP LUN 507, 
and FCP CDB 509 will be described hereafter. The iden 
tifier of the logical volume is contained in FCP LUN 507. 
The logical Volume is related to a port that receives a frame, 
and also, the Status of Such logical Volume is requested to be 
sent to a node which sends a frame. (Here, logical volume 
is a virtual area which is divided in plural areas, and is given 
numbers (In contrast to physical volume).) This identifier is 
called LUN (Logical Unit Numbers). In case if SCSI com 
mand Set is utilized, a command information called “com 
mand description block (CDB)” is contained in FCP CDB 
509. The Inquiry command information of SCSI will be 
contained in FCP CDB 509, and will be transferred 
(together with FCP LUN 507) to a node that receives a 
frame. 

Next, the information transferred, as a response to the 
Inquiry Command, to the frame transmitting unit, from the 
unit which has received the Inquiry Command is explained. 
This information is called Inquiry Data. FIG. 6 shows a 
portion of the Inquiry Data. Here, two of the Inquiry Data 
601, the Qualifier 602 and Device Type Code 603 are 
explained. The Qualifier (Peripheral Qualifier) 602 is 3-bit, 
for example, information block which Sets the current Status 
of the specified Logical Unit. The Logical Unit status 604 
indicates the status of the Logical Unit shown by the bit 
pattern of this Qualifier. The code 000 (binary) 605 indicates 
that the unit connected as the logical unit is an Input/Output 
device belonging to the type of unit defined by the Device 
Type Code field 603. However, even if this code is set, this 
unit is not necessarily usable, that is, ready to use. 

However, if the Specified Logical Unit can be used, a code 
605 of 000 is set. The code 001 (binary) 606 indicates that 
the unit being connected as a logical unit is an Input/Output 
device belonging to the type of unit defined by the Device 
Type Code field 603. However, no actual Input/Output 
device is connected to the logical unit. An example of this 
case is that although a CD-ROM drive is installed but the 
CD-ROM medium is not inserted into the drive. 
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The code 011 (binary) 607 indicates that the specified 

Logical Unit is not Supported. Therefore, no device is 
assigned to the Specified Logical Unit. When this code is Set, 
1F (hexadecimal) is always set in the Device Type Code 
field 603. 

Device Type Code (Peripheral Device Type) 603 com 
prises 5-bits information, for example, which indicates the 
type of the Input/Output device which is actually allocated 
to the specified Logical Unit. The Code 608 is the code of 
the hexadecimal number which corresponds to each Device 
Type 609. If the Code 1F (hexadecimal) 610 which indicates 
an undefined or not connected device is Set among the 
information included in 608, the device inquired by the 
Inquiry Command transferring unit is undefined or not 
connected and therefore, the logical unit will not be used by 
the transferring unit. 

FIG. 7 shows a representative procedure to query a 
Logical Unit using this Inquiry Command. The host com 
puter 701 which attempts to access a Logical Unit transfers 
a frame 703 storing the Inquiry Command to the storage 
Subsystem 702 which has the Logical Unit to be accessed. 

In this frame, contained are the S ID of the host com 
puter which has been assigned in the PLOGI sequence and 
the LUN which is the identifier of the Logical Unit to be 
queried. Here, as for the LUN, it may be also set in the 
format of the Inquiry Command information in the FCP 
CDB in addition to the FCP LUN area. The result is the 
Same in either case, however, in this example embodiment, 
the value of LUN stored in the FCP LUN 507 is assumed 
to be used. 

The storage subsystem 702 which received the frame 
containing the Inquiry Command, prepares the required 
Inquiry Data for the received inquiry and transferS a frame 
704 containing the prepared Inquiry Data to the host com 
puter. The frame Storing the Inquiry Data at this time is 
called FCP DATA. When the host computer received the 
frame 704 having either the Qualifier 000 (binary) or Device 
Type in the range of 00-09 (hexadecimal) set by the storage 
Subsystem regarding the queried Logical Unit, it may issue 
I/O Commands thereafter to the Logical Unit. 
On the other hand, if the host computer received a frame 

705 having the Qualifier 001 (binary) or 011 (binary) and 
Device Type 1F (hexadecimal) set by the storage Subsystem, 
it recognizes that no I/O operation may be issued thereafter 
to the Logical Unit. 
From the above, it is understood that a Storage Subsystem 

can manage, by itself, whether to accept or reject each access 
from a host computer to a Specified Logical Unit of the 
Storage Subsystem by controlling the Qualifier and Device 
Type Code to be stored in the Inquiry Data. Next, details of 
the flow of processing in a representative embodiment 
according to the present invention will be explained. 

FIG. 1 shows a subsystem configuration in which the 
present invention may be embodied. This Subsystem is 
called storage subsystem 101. The storage subsystem 101 
has ports 102-104 for the fiber channel interface and it is 
physically connected with host computers 105-107 via the 
fiber channel interface. The host computers 105-107, also, 
have ports 108-112 for the fiber channel interface, and the 
host computers 105-107 and a storage subsystem 101 can 
communicate with each other according to the fiber channel 
protocol. The host computer may have more than one fiber 
channel ports like 105 or 106, or may have only one fiber 
channel port like 107. 

Although, to connect a storage Subsystem 101 and the 
host computers 105-107, there exist some connection forms 
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(Topology) of the fiber channel interface such as Point-to 
Point connection, Arbitrated Loop Connection and Fabric 
Connection, the present invention will be explained simply 
referring to as the word fiber channel 113, because the 
present invention does not depend on a Specific Topology. 

First, a storage subsystem 101 has microprocessors 114 to 
perform various calculation and processing, more than two 
Storage unit groupS 115, a Storage control unit 116 to control 
the read/write operation from/to these Storage units, a bus 
117 to connect the Storage unit groupS 115 and the Storage 
control unit 116. Also, the storage subsystem 101 has a 
memory unit 118 to be used as the work area of various 
calculation and processing and a non Volatile memory unit 
119 which preserves various management information or 
management tables and So on. Moreover, the Subsystem has 
a cache memory unit 120 to enhance the response time to the 
host computers. Also, the Storage Subsystem 101 has a 
communication control unit 121 and is connected with a 
maintenance terminal unit 123 via a communication line 
122. 
The maintenance terminal unit 123 has a microprocessor 

124 and an input unit 125 as an interface with users and a 
display unit 126 to display the results of processing. The 
users can build some tables defined by this embodiment 
utilizing this input unit 125. 

FIG. 8 shows an outline of processing flow in a specific 
embodiment according to the present invention. FIG. 8 
illustrates a step 801, in which the user creates an “LUN 
Access Management Table' which includes the linkage 
information combining an LUN (Logical Unit Number) to 
identify an LU that exists in the Storage Subsystem, the 
WWN (N Port Name) allocated to the host computer 
which may access the LUN, and the Virtual LUN to decide 
how to show the LUN to the host computer using the input 
unit 125 within the maintenance terminal. This table is 
maintained in the non volatile memory 119, for example, in 
the storage subsystem. This Virtual LUN in this table is 
disclosed to each host computer. The WWN of each host 
computer is known. 

Next, in step 802, when each host computer initiates a 
LOGIN procedure to the Storage Subsystem according to the 
fiber channel protocol, the Storage Subsystem extracts the 
WWN and S ID allocated to the host computer from the 
PLOGI frame, and creates the “WWN-S ID Conversion 
Table,” which contains the combination of the WWN and 
S ID, and stores this table in the non volatile memory 119. 
The storage subsystem does this work for all received 
PLOGI frames. 

Next, in step 803, the storage subsystem receives a frame 
which contains the Inquiry Command transferred by the host 
computer to get the Status of the Logical Unit in the Storage 
Subsystem. The Storage Subsystem that received this frame 
extracts the S ID from the header of the frame and the LUN 
which is to be a target of the Inquiry Command from the 
Data Field. Next, the storage subsystem searches the 
“WWN-S ID Conversion Table” using the S ID as a key 
and obtains the WWN corresponding to this S. ID as a key. 

Next, in step 804, the storage subsystem searches the 
“LUNAccess Management Table” using the WWN obtained 
as a key and obtains the Virtual LUN corresponding to the 
LUN that is a target of the Inquiry Command from the “LUN 
Access Management Table'. The reason why the Storage 
Subsystem obtains the LUN that is a target of the Inquiry 
Command as a Virtual LUN is that only the Virtual LUN is 
disclosed to the host computer. 

Next, in Step 805, Storage Subsystem makes a judgment 
whether the Virtual LUN corresponding to the WWN is 
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10 
actually obtained in the step 804. When it has been obtained, 
i.e. the Virtual LUN corresponding to the WWN does exist 
in the “LUN Access Management Table', the host computer 
is permitted to access to the Virtual LUN. When the required 
Virtual LUN doesn’t exist in the Table, the host computer is 
refused access to the LUN. 

If the access to the Virtual LUN by the host computer is 
permitted in step 805, then, in step 806, the storage sub 
System sends the Inquiry Data which has the Setting that the 
target LU is installed (i.e. accessible) as a response to the 
Inquiry Command. On the other hand, if the access to the 
Virtual LUN specified by the host computer is refused, then, 
in step 807, the storage subsystem sends the Inquiry Data, 
which has the Setting that the target LU is not installed (i.e. 
not accessible), as a response to the Inquiry Command. The 
host computer which received the Inquiry data analyzes the 
frame. 

After the host computer has recognized that the access to 
the Virtual LUN in the storage subsystem was permitted as 
a result of the analysis, the host computer may issue Com 
mands (I/O Requests) continuously to the Virtual LUN. 
Furthermore, as shown in step 808, the storage subsystem 
can continue to receive Commands without checking the 
accessibility of the LU So long as the LOGIN from the host 
computer is kept valid. 
On the other hand, the host computer that recognized that 

the access to the LUN was refused, does not access the 
corresponding LU So long as the LOGIN from the host 
computer is kept valid. Hereinafter, the above-mentioned 
technique which controls the accessibility of the Specified 
LU in a storage Subsystem by the host computer is called 
“LUN Security” for convenience. Next, the details about 
each of the above-mentioned procedure are explained. 

First, the creation of the “LUN Access Management 
Table” of the above procedure is explained. The LUN 
Security in Specific embodiments according to the present 
invention is managed at each port of the Storage Subsystem 
So that the host computer accesses the LU in the Storage 
Subsystem through the port of this Storage Subsystem. In 
Such specific embodiments, a technique in which a table 
901, shown in FIG. 9, is established. Table 901 defines the 
correspondence of the WWN, which is the information to 
identify a host computer, uniquely to the LUN (Logical Unit 
Number) in the Storage Subsystem permitted to be accessed 
by the host computer. 

However, in an operational environment in which hubs or 
Switches for the fiber channel exist between the host com 
puters and the Storage Subsystem, table 901 can be Supple 
mented by further techniques according to the present 
invention, as explained below. 

Table 901 directly allocates the LU in the storage Sub 
system according to the LUN (Logical Unit Number), which 
is an identifier of the LU to the WWN of host computer. In 
the representative example illustrated in FIG. 9, a host 
computer WWN902 is permitted to access only LU0 to LU2, 
a host computer WWN903 is permitted to access only LUs3, 
4, and 7 and a host computer WWN904 is permitted to 
access only LUs 5, and 6. For example, the LU0 to LU2 may 
not be accessed by the host computers other than that of the 
WWN902, and therefore, the LUN Security is realized. 
However, when the access to the LU0 was rejected, the 
majority of modem host computers do not inquire any 
further into the accessibility of the LUs belonging to the 
same series as LU0. For example, according to the SCSI 1 or 
SCSI2 standard, one series comprises of 8 LUs, and there 
fore LU0 to LU7 comprise one series. 
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Then, so long as measures like that in Table 901 are used, 
the host computer 903 or 904 happens not to inquire the 
LUNs even though these LUNs are listed in the table 901 as 
permitted to be accessed by these host computers, because 
they could not access the LU0. This situation is quite serious 
for Storage Subsystems. Such as the disk array Subsystem that 
can provide abundant Storage resources, because the coef 
ficient of utilization in such disk array subsystems will be 
decreased. 

If the access to the LU0 by the host computer 903 and 904 
is permitted in order to avoid this problem, then the Security 
of the LU0 is not assured. Even if the security problem is not 
considered further, if the host computer 903 and 904 have 
different operating Systems, and therefore have different 
types of Storage formats, then, the LU0 cannot be easily 
shared by both host computers. 
On the other hand, in the FIG. 10, the host computers 

having WWNs 1002-1004, which inquire all LUNs about 
their existence even if the LU0 does not exist under the port 
to which the host computers are connected, are Supposed to 
exist. In the representative example embodiment illustrated 
by FIG. 10, a host computer WWN1002 is permitted to 
access only LUs0, 1, and 7, a host computer WWN1003 is 
permitted to access only LUS3, 5, and 6 and a host computer 
WWN1004 is permitted to access only LUs2 and 4. 

FIG. 11 shows the representative embodiment of FIG. 10 
more visually. The host computers 1102-1104 correspond to 
the host computers WWNs.1002 to 1004 in FIG. 10. The host 
computers 1102-1104 are connected to the same port 1106 
of the storage subsystem through hubs and Switches 1105 for 
the fiber channel. In Such an operational environment, if the 
LUNs are defined unsystematically or the LAN different 
from the former ones are assigned to the host computers 
1102-1104, LUs under the port appear as if they are scat 
tered and broken in fragments like LU group 1107. This 
condition can arise because Storage Subsystems like Storage 
Subsystem 1101 disclose the LUNs in the storage subsystem 
as they are physically arranged, having no flexible way to 
disclose the LUNs. Disk management problems can be 
Solved using the techniques according to the present inven 
tion as described herein below. 

Recently, Some host computers can accept more than 8 
LUs defined under a port within the storage subsystem. The 
problems inevitable when the LUN Security is applied to a 
System containing both types of the host computerS Such as 
new type of host computers accepting more than 8 LUS and 
conventional types of host computers only accepting maxi 
mum of 8 LUs, LU0 to LU7 are described below. 
The description will be applied to the representative 

example embodiment illustrated by FIG. 12, in which the 
host computers corresponding to WWN1202 and 
WWN1204 have a mechanism with which to inquire each 
LU about its existence even if no LU0 exists under the 
asSociated port of the connected Storage Subsystem. Further, 
Such host computers can recognize up to 16 LUS under a 
Single port of the connected Storage Subsystem. 

Suppose that in a particular embodiment, the host com 
puter having WWN1203 can query each LU about its 
existence even if LU0 does not exist under the port of the 
connected Storage Subsystem, however the LUS Supported 
by the host computer is up to 8 ranging from LU0 to LU7. 
As shown in the Table 1201, the host computer having 
WWN1202 is permitted to access LUs in the range of LU0 
to LU5, the host computer having WWN1203 is permitted to 
access LUs in the range of LU6 to LU10, and the host 
computer having WWN1204 is permitted to access LUs in 
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the range of LU11 to LU15. FIG. 13 illustrates a represen 
tative embodiment in which this condition exists. 

FIG. 13 illustrates representative host computers 
1302-1304 that correspond to the host computers having 
WWN1202–1204 illustrated in FIG. 12. The host computers 
1302-1304 are connected to the same port, port 1306 of the 
Storage Subsystem, through the hubs and Switches for the 
fiber channel. In this environment, when LUS in the Storage 
Subsystem, Such as LU group 1308, are assigned to each of 
host computers 1302-1304, the host computer A1302 can 
recognize only the LUs0 to LU5 in the LU group 1308 as 
permissible to access, and the host computer C 1304 can 
recognize only the LU11 to LU15 in the LU group 1308 as 
permissible to access, and therefore, the purpose of the LUN 
Security is satisfied so far. However because the host com 
puter B 1303 Supports only up to 8 LUs ranging from LU0 
to LU7 under a port, it can inquire only within the range of 
LU group 1307. Therefore, in this case, the host computer B 
1303 can access actually only LU6 and LU7, even if LU6 to 
LU10 are set to be accessible to the host computer in table 
1201. This problem is also caused by directly disclosing the 
LUS in the Storage Subsystem as they are arranged. 

In a representative embodiment according to the present 
invention, a “LUN Access Management Table” 1401 is 
defined as illustrated in FIG. 14. The Table 1401 defines, for 
each port in the Storage Subsystem, a combination of an 
LUN in the storage subsystem, a Virtual LUN created by 
renumbering the LUN according on the user's convenience, 
for example, and a WWN of the host computer likely to 
access the Virtual LUN. Thus, table 1401 is in contrast to the 
Table 901 in FIG. 9, the Table 1001 in FIG. 10, or the Table 
1201 in FIG. 12 in which relationships are depicted between 
physical LUNs and the WWNs. 

In table 1401, the user can provide a Virtual LUN with 
correspondence to any number of LUNS using any of a 
plurality of assigning techniques, Such as numbering or the 
like. As a result, the Storage Subsystem which defines this 
“LUN Access Management Table” 1401 can disclose any 
LUNS depending on the user's convenience, for example, to 
the host computers. In Such specific embodiments, because 
the LUN that is permitted to be accessed by a host computer 
is not the real LUN 1417 but the Virtual LUN 1416, it is no 
longer necessary to worry about the fragmentation of the 
LUN values and existence of LU0. Thus, specific embodi 
ments can provide users with optimum and flexible LUN 
combinations for meeting their needs. 

In FIG. 14, the host computer having WWN1402 is 
permitted to access the real LUNs0-3 through the Virtual 
LUNs0-3. In the same way, the host computers having 
WWNs1403–1414, are permitted to access the real LUNs 
listed in 1417 through the Virtual LUNs listed in 1416, 
respectively. Accordingly, each host computer can process 
LUs other than LU0 in a substantially similar way as that for 
LUNO. 

A characteristic result caused by using this “LUN Access 
Management Table” 1401 is that the host computers having 
WWNs.1402–1405 are capable of accessing the different 
LUNS resulting in effective use of the Storage resource. 
Further, exclusive access Security can be provided between 
these host computers, even though each host computer looks 
as if it is accessing the LU0 under the connected port. 
The details of the numbering of the Virtual LUN corre 

sponding to the actual LUN are shown. The numbering 
Schema that the most users are likely to use is to increment 
the value by 1 for each WWN starting from LU0 as shown 
in WWNS1402–1404, taking the correspondence to the 
traditional SCSI standard in consideration. 
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However, in Some applications, it may be preferred to use 
only odd numbers or even numbers of the Virtual LUNs like 
those in WWN1407 or WWN1408. In those cases, the host 
computer having WWN1407 or WWN1408 is actually per 
mitted to access LUs with the consecutive numbers, LUS30 
to 34 or LUs35 to 38, respectively. Also, if a host computer 
can access any LUN without accessing LU0, like 
WWN1409, it is enough to permit access to only the Virtual 
LUN corresponding to the requested LUN. Also, the corre 
spondence like WWN1410 and WWN1411 is convenient 
when two or more different host computers are to be grouped 
optionally. Additionally, in the cases of WWN1412 and 
WWN1413, both host computers share the same real LUNs 
and receive the same information, even though they look as 
if they are permitted to access the different LUNs. This can 
provide useful operations in Specific embodiments. 

Moreover, in the case of a storage Subsystem comprising 
of a RAID made by arrayed disk groups, it is possible to 
assign one LU to each different RAID group and to increase 
the number of Storage units (magnetic disk drives) which 
contribute to the I/O performance. The WWN1414 in FIG. 
14 illustrates this technique. 
The effectiveness of assigning a Virtual LUN to a real 

LUN using the “LUN Access Management Table' has been 
explained herein above with reference to representative 
Specific embodiments according to the present invention. 
FIG. 16 shows specific embodiments employing such tech 
niques according to the invention. The corresponding man 
agement table is shown in FIG. 15. 
The real LU group 1504 allocated to each host computer 

in the table 1501 has a substantially unordered arrangement 
as illustrated by 1608 in FIG. 16. However, by replacing 
these actual LUs with of the Virtual LU group 1503 in the 
table 1501, each host computer may have the LUs disclosed 
as illustrated by 1607, independent of the real arrangements 
1608 in the storage subsystem 1601. Accordingly, the flex 
ible operation of the Storage Subsystem resource becomes 
possible. 

The “LUNAccess Management Table” 1401 and 1501 of 
the present invention is maintained in the non volatile 
memory in the Storage Subsystem after it is defined to the 
ports of the storage subsystem as shown in steps 1701 to 
1703 in FIG. 17. Residing in the non volatile memory, the 
content of this table is not lost even if the electric power is 
removed from the Storage Subsystem. 

Next, the processing when a storage Subsystem receives a 
LOGIN procedure from a host computer is explained. In a 
Specific embodiment, through a Series of LOGIN processing 
Steps, the S ID, which uniquely identifies the host computer 
after the LOGIN procedure, is linked to the WWN, which 
uniquely identifies the host computer. When the host com 
puter is initiated, the Storage Subsystem receives a PLOGI 
frame, as illustrated by step 1801 in FIG. 18. 

The storage subsystem that has received the PLOGI frame 
fetches the S ID of the host computer from the Frame 
Header in step 1802. Then, the storage subsystem fetches the 
WWN (N Port Name) of the host computer from the Data 
Field in step 1803. Next, the storage subsystem registers the 
received WWN and S ID pair into the “WWN-S ID 
Conversion Table” 1901 in step 1804 of FIG. 19. This table 
is maintained in the non volatile memory in step 1805. The 
“WWN-S ID Conversion Table” 1901 is prepared for each 
port of the Storage Subsystem. 

According to this technique, when a Command is trans 
ferred from a host computer having the WWN registered in 
the table thereafter, the storage subsystem extracts the S ID 

15 

25 

35 

40 

45 

50 

55 

60 

65 

14 
from the received Frame Header, and then searches the 
“WWN-S ID Conversion Table” 1901 for the WWN allo 
cated to the host computer. 

After the “WWN-S ID Conversion Table’ is stored in 
the non volatile memory, the Storage Subsystem transferS an 
ACC frame in step 1806 in order to notify host computer that 
the LOGIN has been accepted. After the host computer 
receives the ACC frame from the Storage Subsystem, it can 
issue an Inquiry Command to the Storage Subsystem. 

Next, a procedure used by the Storage Subsystem to 
receive the Inquiry Command from the host computer and 
the responses made by the Storage Subsystem in order to 
provide security are explained. FIG. 20A and FIG.20B show 
the flow representative processing and FIG. 21 shows the 
referencing relation of each table and the parameter used in 
the flow of such processing. In step 2001 in FIG. 20A, the 
storage subsystem receives the FCP CMND frame speci 
fied by the fiber channel from the host computer. Then, the 
Storage Subsystem analyzes the contents of the Data Frame 
of the FCP CMND in step 2002. 

Next, the Storage Subsystem checks whether the content 
of the FCP CMND is an Inquiry Command in step 2003. In 
the case that it is not the Inquiry Command, the Storage 
Subsystem executes the appropriate processing correspond 
ing to the command in step 2004. Otherwise, in the case of 
the Inquiry Command, the Storage Subsystem extracts the 
S ID of the host computer from the header of the FCP 
CMND Frame in step 2005. The targeted LUN is extracted 
from the FCP LUN in Data Field of the FCP CMND 
Frame in step 2006. Then, the storage subsystem searches 
the “WWN-S ID Conversion Table' 1901 in FIG. 19 for 
the WWN corresponding to this S. ID using the S ID as a 
key in step 2007. The operational flow described is illus 
trated by the referencing operations of 2101 and steps 2102 
and 2103 in FIG. 21. 

Next, the Storage Subsystem attempts to acquire the Vir 
tual LUN information which it is permitted to access using 
this WWN in step 2008. Then, it judges whether the LUN 
obtained from the Inquiry Command from the host computer 
having the WWN, is registered as a Virtual LUN permitted 
to access in the “LUN Access Management Table', in step 
2009. The operational flow described herein is illustrated by 
referencing operation of 2104 and 2105 in FIG. 21. 

If the LUN obtained in step 2006 is registered as the 
Virtual LUN in the entry of the “LUN Access Management 
Table, then the host computer is permitted to access the 
Virtual LUN. Accordingly, the storage subsystem sets 000 
(binary) in the Qualifier and Device Type Code correspond 
ing to the Storage Subsystem in the Device Type in the 
Inquiry Data for the response to the host computer in Step 
2010. 

Otherwise, if the LUN obtained in step 2006 is not 
registered as the Virtual LUN in the entries of the “LUN 
Access Management Table,” then, the host computer's 
requested access to the Virtual LUN is rejected. Accordingly, 
the storage subsystem sets 001 or '011 (binary) in the 
Qualifier and Device Type Code 1F (hexadecimal) in the 
Device Type in the Inquiry Data for the response to the host 
computer in step 2010. 
The Storage Subsystem Sets above-mentioned Inquiry 

Data for response to the Inquiry Command in the FCP 
DATA Frame in step 2012 and transfers it to the host 
computer. Next, the storage subsystem transfers the FCP 
RSP Frame which notifies the host computer that the 
response to the Inquiry Command has completed in Step 
2013. 
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Following the steps 2010 and 2012 in FIG. 20A, the host 
computer which received the FCP DATA containing the 
Inquiry Data from the Storage Subsystem, understands that 
the LUN is accessible, and may continue to access the LUN 
without inquiring about the accessibility of the Virtual LUN 
any more. The LUN accessed by the host computer is 
actually the LUN of step 2106 in FIG. 21. The reference 
operation in step 2106 is the internal reference work in the 
Storage Subsystem and the host computer is not required to 
worry about it. On the other hand, the host computer which 
received the FCP DATA containing Inquiry Data from the 
storage subsystem following steps 2011 and 2012 in FIG. 
20A, understands that the LUN is not accessible, and 
thereafter will not access the Virtual LUN also, without 
inquiring about the accessibility of it any more. 

According to a particular embodiment of the present 
invention, the host computer queries the LUN to determine 
the LUNs accessibility when the host issues an Inquiry 
Command. In other words, while the LOGIN is valid, any 
more repeated inquiry is not required. Thus, Specific 
embodiments employing Such techniques can achieve Strong 
LUN Security without sacrificing data transfer efficiency 
between the host computers and a Storage Subsystem. 
AS described herein above, Specific embodiments accord 

ing to the present invention can realize highly reliable LUN 
Security, and can provide the host computers with efficient 
utilization of the Storage resources in the Storage Subsystem 
and fast judgment logic to check the accessibility of the 
LUN. Such specific embodiments can insure that, for each 
port in the Storage Subsystem: at least one LU exists in the 
storage subsystem, a Virtual LUN created by arbitrarily 
renumbering the actual LUN, and the WWN of the host 
computer which is likely to access the Virtual LUN. Further, 
no modification on the host computer Side is required for the 
current operational procedures. 

In the representative example embodiments described 
herein above, the fiber channel has been employed to 
provide a protocol between the host computer and the 
Storage Subsystem, however, fiber channel is not required to 
realize specific embodiments according to the present inven 
tion. Rather, any applicable protocol environment providing 
Substantially similar function can be used in various specific 
embodiments. Also, as for the Storage Subsystem, disk array 
Subsystem is mainly described in this example embodiment, 
however, the present invention is also applicable to Storage 
Subsystem Such as the optical disk library and the magnetic 
tape library by replacing the Storage media with removable 
OCS. 

Next, yet further representative embodiments according 
to the present invention will be described below. Specific 
embodiments according to the present invention can provide 
techniques for realizing the LUN Security to the specific 
group comprising one or more host computers. The Specific 
embodiments described herein below will be explained 
based upon the fiber channel as an interface protocol 
between the host computers and a Storage Subsystem, 
however, Such fiber channel interface is not required in these 
embodiments. 

In the environments shown in FIG. 1, FIG. 11, FIG. 13, 
and FIG. 16, having hubs, Switches or other devices for the 
fiber channel, the host computers made by various vendors 
are expected to access the same port of the Storage Sub 
System. In the environment in which the host computers 
made by Such various vendors coexist, problems can occur 
concerning Sharing of the Storage resources in a Storage 
Subsystem. If the vendors are different, OS's installed on the 
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host computers are often different. This condition often 
occurs if the host computers belong to work station (WS) or 
Mainframe type and the like. When the host computers are 
PC type, even if the vendors are different, because the OS's 
are in many cases Windows families, this condition occurs 
less frequently. 
When the OS's are different, the recording formats, the 

acceSS logic, the executable Scripts, and the applications for 
the Storage resources are often different, as well. Therefore, 
it is difficult to share a volume among Such host computers 
made by different vendors. 

Therefore, it is desirable to realize the LUN Security 
function So that the accessibility to the Storage resource is 
defined for each group of host computers made by a par 
ticular vendor. Moreover, in specific embodiments which 
provide Such an LUN Security, the Storage Subsystem can 
provide the host computer group permitted to acceSS with 
exclusive Services or Specific functions in the Storage 
CSOUCC. 

Therefore, in a Specific embodiment, a representative 
example includes definitions to permit access to the LUS in 
the Storage Subsystem depending on the Vendor of the host 
computers, for example. In Some representative 
embodiments, the “LUN Access Management Table' can be 
defined to include Vendor information, or other grouping 
information. In Specific embodiments, the vendor of a host 
computer can be recognized based upon the WWN, for 
example. The 2201 in FIG.22 shows one of the formats for 
a WWN. As shown in this figure, representative WWN2201 
is comprised of an Identifier Field 2202 defined by a bit area 
60-63 (4-bit area), for example, a Company ID 2203 
defined by a bit area of 36-59 (24-bit area), for example, and 
a VSID (Vendor Specific Identifier) 2204 defined by a bit 
area of 0-35 (36-bit area), for example. 

In a specific embodiment, Company ID 2203 can be a 
global identity information allocated by IEEE to uniquely 
identify each computer and communication equipment ven 
dor all over the world. The VSID 2204 is the unique identity 
information uniquely defined by the vendor and approved by 
IEEE to use the Company ID 2203. As any one may know 
this Company ID of each vendor by checking the publica 
tions of IEEE, the Storage Subsystem can know the vendor 
of the host computer attempting a LOGIN to the Storage 
Subsystem, if the Company ID is known. 

Although Several kinds of formats are specified for the 
WWN standard, the Company ID 2203 and VSID (Vendor 
Specific Identifier) 2204 are commonly included. 

FIG. 23 illustrates a representative “LUN Access Man 
agement Table” 2301 in a particular embodiment according 
to the present invention. The “LUN Access Management 
Table” 2301 is defined for each port of the storage subsystem 
and comprises a LUN 2304 in the storage subsystem, a 
Virtual LUN 2303 created from the LUN by renumbering it 
by the user in the arbitrary Schema, and a Company ID 
2302 of the host computer which is likely to access the 
Virtual LUN. Using this table 2301, users may link the 
Virtual LUN with any number of LUNs using any number 
ing Schema. 

Accordingly, in the Storage Subsystem which defined this 
“LUN Access Management Table” 2301, the LUN can be 
disclosed to the host computer made by each vendor in 
accordance with the users convenience. In this case, Since 
the LUN access by the host computer of each vendor is not 
based upon the real LUN 2304 but the Virtual LUN 2303, it 
is not necessary to worry about the fragmentation of the 
LUN values and existence of LU0. Thus, users may be 
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provided with optimum and flexible LUN combination 
meeting their demands. Additionally, the “WWN-S ID 
Conversion Table' can be built in the same way as shown in 
FIG. 18, using the similar formats shown in FIG. 19. 

FIG. 24 shows representative processing flows of a par 
ticular embodiment according to the present invention, and 
FIG. 25 shows referencing relations of each table and the 
parameter used in the flow of this processing. At first, the 
user creates the “LUNAccess Management Table” using the 
input unit 125 of the maintenance terminal unit 123 in step 
2401. The LUN Access Management Table describes rela 
tionships between the LUNS existing in the Storage 
Subsystem, the Company ID, which identifies the vendor of 
host computers likely to access the LUN, and the Virtual 
LUN, which determines how the LUNs appear to the host 
computers likely to access the LUN. 

In a specific embodiment, this table is maintained in the 
non volatile memory 119 in the storage subsystem, for 
example. In this table, the Virtual LUN, rather than the 
actual LUN, is disclosed to the host computer. The 
Company ID, which identifies each vendor, is already 
known. One reason acceSS is determined based upon the 
Company ID, not the WWN, in the “LUN Access Man 
agement Table” of this embodiment is that the accessibility 
of the LU should be decided not on a host computer basis but 
rather based upon the vendor of each host computer. 

In step 2402, when a host computer issues a LOGIN to the 
Storage Subsystem, depending on the fiber channel protocol, 
the storage subsystem fetches the N Port Name, called 
WWN hereinafter, and the S ID from the PLOGI frame and 
creates a “WWN-S ID Conversion Table’ which contains 
the combination of them. This table can be stored in the non 
volatile memory 119. The storage subsystem does this for all 
the PLOGI frames received. 

Next, in step 2403, the storage subsystem receives the 
frame containing the Inquiry Command transferred by the 
host computer in order to determine the Status of the Logical 
Units in the Storage Subsystem. The Storage Subsystem 
which receives this frame extracts the S ID from the Frame 
Header and the LUN, which is a target of this command, 
from the Data Field. Then, the storage subsystem searches 
the “WWN-S ID Conversion Table' for the WWN corre 
sponding to this S ID by using the S ID as a Search key. 

Next, in step 2404, the storage subsystem extracts the 
Company ID, comprising 24 bits in this specific 
embodiment, from the obtained WWN based on the format 
2201 in FIG.22. The operation to extract this Company ID 
is specific to this particular embodiment, and it is thus not 
needed in other embodiments. Step 2403, 2404 correspond 
to 2501-2504 in FIG. 25. 

Next, the storage subsystem searches the “LUN Access 
Management Table” using the obtained Company ID as a 
search key and obtains a Virtual LUN corresponding to the 
LUN that is a target of the Inquiry Command. The reason for 
obtaining the LUN that is a target of the Inquiry Command 
as a Virtual LUN is that the Virtual LUN is disclosed to the 
host computer as the LUN in the Storage Subsystem. 

Next, in step 2406, a judgment is made whether the 
Virtual LUN corresponding to the WWN was obtained in 
step 2405 or not. If it was obtained, or the Virtual LUN 
corresponding to the WWN was found in the “LUN Access 
Management Table', the Virtual LUN is permitted to be 
accessed by the host computer. If it was not obtained, the 
host computer's access attempt of the Virtual LUN is 
rejected. 

If the Virtual LUN is found to be accessible by host 
computers made by the vendor as the result of step 2406, the 
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storage subsystem transfers the Inquiry Data in step 2407 
with the status set to indicate that the inquired LU is installed 
and the acceSS is permitted as a response to the Inquiry 
Command issued by the host computer. These steps 2405, 
2406, and 2407 correspond to 2505, 2506, and 2508 in FIG. 
25. 

On the other hand, if the Virtual LUN is determined to be 
inaccessible by host computers made by the vendor as the 
result of the step 2406, the storage subsystem transfers the 
Inquiry Data, in step 2408, with the status set to indicate that 
the inquired LU is not installed and the access is rejected as 
a response to the Inquiry Command issued by the host 
computer. The host computer which received the Inquiry 
Data analyzes the frame. 

If the host computer made by the Vendor, found that the 
access to the Virtual LUN was permitted after the analysis 
of the frame, the host computer can issue commands (I/O 
Request) to the Virtual LUN continuously. In this case, as 
shown in the step 2409, the storage subsystem can continue 
to receive commands from the host computer made by the 
vendor, without checking the accessibility of the Virtual 
LUN so long as the LOGIN from the host computer made by 
the vendor is valid. The LUN permitted to be accessed by the 
host computer made by the vendor is actually the LUN in the 
Storage Subsystem uniquely corresponding to the Virtual 
LUN which is pointed in the reference operation in step 
2507 in FIG. 25. The reference operation in this step 2507 
is the internal reference work in the Storage Subsystem and 
the host computer does not need to worry about it. 
Otherwise, if the host computer made by the Vendor recog 
nized the LU acceSS was rejected, it does not access to the 
LUN any more, so long as the LOGIN is valid. 

In this embodiment, it is clear that the WWN of each host 
computer requesting access to the Storage Subsystem is not 
the object of the security. However, the vendor, that is, the 
group to which the host computer belongs is identified by 
obtaining the Company ID comprising the WWN and 
treating the vendor as the object of the Security. 

This embodiment is explained in more detail with refer 
ence to FIG. 26 and FIG. 27. The “LUN Access Manage 
ment Table” 2601 permits the host computer group 2605, 
having Company ID 0000E1, to access the actual LUNs 0, 
1, 6, 8, and 15 through the Virtual LUNs 0, 1, 2, 3, and 4. 
In the same way, Table 2601 permits the host computer 
group 2606, having Company ID 0000E2, to access the 
real LUNs 2, 7, and 10 through the Virtual LUNs 0, 1, and 
2. Further, Table 2601 permits the host computer group 
2607, having Company ID 0000F0, to access the real 
LUNs 3, 4, 5, and 14 through the Virtual LUNs 0, 1, 3, and 
4 

FIG. 27 illustrates this. Various host computers 
2703-2711 are connected to the single port of the storage 
subsystem 2701 via the fabric 2702 of fiber channel. Each of 
host computers 2703–2711 has a WWN, unique in the world. 
However, the host computers made by the same vendor have 
common Company ID. The host computers 2703, 2704, 
2705, and 2708 are made by the same vendor A and assumed 
to have Company ID 0000E1. These host computers are 
permitted to access only the LUAO to LUA4 according to the 
security setting in the “LUN Access Management Table” 
2701, even though these host computers belong to different 
domains from each other. 

In the same way, the host computers 2706,2707, and 2711 
are made by the same vendor B, and have, for example, a 
Company ID of 0000E2. Then, these host computers are 
permitted to access only the LUB0 to LUB2 in the storage 
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Subsystem 2701 according to the security setting in the table 
2601, even though these host computers belong to different 
domains from each other. Also, the host computers 2709 and 
2710 are made by the same vendor C and have, for example, 
Company ID of 0000F0. Then these host computers are 
permitted to access only the LUC0 to LUC3 in the storage 
Subsystem 2701 according to the security setting in the table 
2601, even though these host computers belong to different 
domains from each other. Among the different vendors of the 
host computers, a particular host computer blocked from 
accessing any LU permitted to the other vendors because of 
the exclusive mechanism based on the Security Setting in the 
Table 2601. 

The LUN Security for each vendor of the host computers 
can be realized as described herein above. In specific 
embodiments, techniques for providing LUN Security can 
enable the Storage Subsystem to provide host computers of 
each vendor access to Storage resources more efficiently. For 
example, because it is clear that the LUA0 to LUA4, LUB0 
to LUB2, and LUC0 to LUC3 in 2712 are accessed by the 
different vendors respectively, the Storage Subsystem can 
provide host computers of each vendor permitted to acceSS 
with appropriate Storage format tailored to the OS operating 
in the host computer of each vendor. Also, the Storage 
Subsystem can provide OS of the host computers of each 
vendor with the Specifically tailored executive Scripts, appli 
cation Software, and Service operations. Moreover, the Stor 
age subsystem 2701 may be individually customized by 
providing each vendor with the control information of its 
OW. 

AS described herein above, Specific embodiments can 
achieve highly reliable LUN Security, which can provide the 
host computers with efficient utilization of the Storage 
resources in the Storage Subsystem. Specific embodiments 
can comprise fast judgment logic to check the accessibility 
of the specified LUN, with little or no modification needed 
in the processing in the host computers by insuring that, for 
each port in the Storage Subsystem, an actual LU exists in the 
storage subsystem, a Virtual LUN created by redefining to 
the LU using arbitrary numbering, and a Company ID of 
the vendor of the host computer which is likely to access the 
Virtual LUN are provided. 

In this example embodiment, the fiber channel was used 
as an example interface protocol between one or more host 
computers and a Storage Subsystem, however it is not 
required. In fact, embodiments according to the present 
invention can employ any protocol environment providing 
Substantially similar functionality. Also, the present inven 
tion has been described with reference to example embodi 
ments employing disk arrays as the Storage Subsystem, 
however, the present invention is applicable to other types of 
Storage Subsystems, Such as optical disk library, and a 
magnetic tape library by replacing the disk Storage with 
appropriate media. Moreover, grouping of the host comput 
erS was described on the basis of grouping by Vendor of the 
host computers, however, the grouping can be done on the 
basis of any information Sharable among two or more host 
computers. 

The preceding has been a description of the preferred 
embodiment of the invention. It will be appreciated that 
deviations and modifications can be made without departing 
from the scope of the invention, which is defined by the 
appended claims. 

CONCLUSION 

Although the above has generally described the present 
invention according to specific Systems, the present inven 
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tion has a much broader range of applicability. In particular, 
while foregoing has described a Specific embodiments hav 
ing a fiber channel as an interface protocol between a Storage 
Subsystem and host computers, and the SCSI command Set 
as a command interface operational under the interface 
protocol, as examples. However, the application of the 
present invention is not limited to the combination of the 
fiber channel and SCSI command set. Any protocol which 
provides similar function and structure of LOGIN, Inquiry, 
and the like may be used in various specific embodiments 
according to the present invention. 
The specific embodiments described herein are intended 

to be merely illustrative and not limiting of the many 
embodiments, variations, modifications, and alternatives 
achievable by one of ordinary skill in the art. Further, the 
diagrams used herein are merely illustrations and should not 
limit the scope of the claims herein. One of ordinary skill in 
the art would recognize other variations, modifications, and 
alternatives. Thus, it is intended that the foregoing descrip 
tion be given the broadest possible construction and be 
limited only by the following claims. 
What is claimed is: 
1. A Storage System adapted to be coupled to a plurality of 

host computers, Said Storage System comprising: 
a plurality of disk drives Storing data from Said host 

computers, Said disk drives forming a plurality of 
logical units, Said logical units having logical unit 
numbers, and 

a controller controlling read/write of data from/to Said 
disk drives in response to access from Said host com 
puters to Said logical units by using a map, 

wherein Said map includes an identifier of a host group 
having Some of Said host computers and a plurality of 
Virtual logical unit numbers, one or more of Said virtual 
logical unit numbers being mapped to Said identifier of 
Said host group and each of Said virtual logical unit 
numbers being a renumbered identifier of one of Said 
logical unit numbers. 

2. A Storage System adapted to be coupled to a plurality of 
host computers, Said Storage System comprising: 

a plurality of disk drives Storing data from Said host 
computers, Said disk drives forming a plurality of 
logical units, Said logical units having logical unit 
numbers, and 

a controller having an acceSS management map, 
wherein Said access management map includes an iden 

tifier of a host group having Some of Said host com 
puters and a plurality of Virtual logical unit numbers, 
one or more of Said virtual logical unit numbers being 
mapped to Said identifier of Said host group and each of 
Said virtual logical unit numbers being a renumbered 
identifier of one of Said logical unit numbers, Said 
acceSS management map being used to control access 
from Said host group to Said logical units. 

3. The Storage System according to claim 2, wherein Said 
acceSS management map permits mapping of different logi 
cal unit numbers to a same Virtual logical unit number for 
different host groups. 

4. The Storage System according to claim 2, wherein Said 
acceSS management map does not permit mapping of dif 
ferent logical unit numbers to one host group at a same 
Virtual logical unit number. 

5. The Storage System according to claim 2, wherein Said 
Virtual logical unit numbers allocated to each host group 
begin with 0, and wherein each of Said virtual logical unit 
numbers is a renumbered identifier of one of Said logical unit 
numbers. 
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6. The Storage System according to claim 2, wherein Said 
Virtual logical unit numbers allocated to each host group 
begin with 0 and increment by 1, and wherein each of Said 
Virtual logical unit numbers is a renumbered identifier of one 
of Said logical unit numbers. 

7. The Storage System according to claim 2, 
wherein each of Said Virtual logical unit numbers can be 

Specified by a user. 
8. The Storage System according to claim 2, wherein Said 

host computers included in Said host group are related to 
each other. 

9. A Storage System adapted to be coupled to a plurality of 
host computers, Said Storage System comprising: 

a plurality of disk drives Storing data from Said host 
computers, Said disk drives forming a plurality of 
logical units, Said logical units having logical unit 
numbers, and 

a controller having an access management table, 
wherein Said access management table includes an iden 

tifier of a host group having Some of Said host com 
puters and a plurality of Virtual logical unit numbers, 
one or more of Said virtual logical unit numbers being 
mapped to Said identifier of Said host group and each of 
Said virtual logical unit numbers being a renumbered 
identifier of one of Said logical unit numbers, Said 
acceSS management table being used to control access 
from Said host group to Said logical units. 

10. The Storage System according to claim 9, wherein Said 
access management table permits mapping of different logi 
cal unit numbers to a same Virtual logical unit number for 
different host groups. 

11. The storage System according to claim 9, wherein said 
access management table does not permit mapping of dif 
ferent logical unit numbers to one host group at a same 
Virtual logical unit number. 

12. The Storage System according to claim 9, wherein Said 
Virtual logical unit numbers allocated to each host group 
begin with 0, and wherein each of Said virtual logical unit 
numbers is a renumbered identifier of one of Said logical unit 
numbers. 

13. The Storage System according to claim 9, wherein Said 
Virtual logical unit numbers allocated to each host group 
begin with 0 and increment by 1, and wherein each of Said 
Virtual logical unit numbers is a renumbered identifier of one 
of Said logical unit numbers. 

14. The Storage System according to claim 9, wherein each 
of Said virtual logical unit numbers can be specified by a 
USC. 

15. A Storage System adapted to be coupled to a plurality 
of host computers, Said Storage System comprising: 

a plurality of disk drives Storing data from Said host 
computers, Said disk drives forming a plurality of 
logical units, Said logical units having logical unit 
numbers, and 

a controller controlling read/write of data from/to Said 
disk drives in response to access from Said host com 
puters to Said logical units by using an acceSS manage 
ment map, 

wherein Said access management map includes an iden 
tifier of a host group having Some of Said host com 
puters and a plurality of Virtual logical unit numbers, 
one or more of Said virtual logical unit numbers being 
mapped to Said identifier of Said host group rind each 
of Said virtual logical unit numbers being a renumbered 
identifier of one of Said logical unit numbers. 

16. The Storage System according to claim 15, wherein 
Said access management map permits mapping of different 
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logical unit numbers to a same Virtual logical unit number 
for different host groups. 

17. The Storage System according to claim 15, wherein 
Said acceSS management map does not permit mapping of 
different logical unit numbers to one host group at a same 
Virtual logical unit number. 

18. The Storage System according to claim 15, wherein 
Said virtual logical unit numbers allocated to each host group 
begin with 0, and wherein each of Said virtual logical unit 
numbers is a renumbered identifier of one of Said logical unit 
numbers. 

19. The storage system according to claim 15, wherein 
Said virtual logical unit numbers allocated to each host group 
begin with 0 and increment by 1, and wherein each of Said 
Virtual logical unit numbers is a renumbered identifier of one 
of Said logical unit numbers. 

20. The Storage System according to claim 15, wherein 
each of Said virtual logical unit numbers can be specified by 
a SC. 

21. A Storage System adapted to be coupled to a plurality 
of host computers, Said Storage System comprising: 

a plurality of disk drives Storing data from Said host 
computers, Said disk drives forming a plurality of 
logical units, Said logical units having logical unit 
numbers, and 

a controller controlling read/write of data from/to Said 
disk drives in response to accesses from Said host 
computers to Said logical units by using an access 
management table, 

wherein Said acceSS management table includes an iden 
tifier of a host group having Some of Said host com 
puters and a plurality of Virtual logical unit numbers, 
one or more of Said virtual logical unit numbers being 
mapped to Said identifier of Said host group and each of 
Said virtual logical unit numbers being a renumbered 
identifier of one of Said logical unit numbers. 

22. The Storage System according to claim 21, wherein 
Said access management table permits mapping of different 
logical unit numbers to a same Virtual logical unit number 
for different host groups. 

23. The Storage System according to claim 21, wherein 
Said acceSS management table does not permit mapping of 
different logical unit numbers to one host group at a same 
Virtual logical unit number. 

24. The Storage System according to claim 21, wherein 
Said virtual logical unit numbers allocated to each host group 
begin with 0, and wherein each of Said virtual logical unit 
numbers is a renumbered identifier of one of Said logical unit 
numbers. 

25. The Storage System according to claim 21, wherein 
Said virtual logical unit numbers allocated to each host group 
begin with 0 and increment by 1, and wherein each of Said 
Virtual logical unit numbers is a renumbered identifier of one 
of Said logical unit numbers. 

26. The Storage System according to claim 21, wherein 
each of Said virtual logical unit numbers can be specified by 
a SC. 

27. The Storage System according to claim 21, wherein 
Said host computers included in Said host group are related 
to each other. 

28. A Storage System adapted to be coupled to a plurality 
of host computers, Said Storage System comprising: 

a plurality of disk drives Storing data from Said host 
computers, Said disk drives forming a plurality of 
logical units, Said logical units having logical unit 
numbers, and 

a controller controlling read/write of data from/to Said 
disk drives in response to accesses from Said host 
computers to Said logical units, 
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wherein Said controller includes an acceSS management 
map which includes a plurality of identifiers each of 
Said identifiers corresponding to a host group having 
Some of Said host computers and a plurality of Virtual 
logical unit numbers, each being a renumbered identi 
fier of one of Said logical unit numbers, 

wherein Some of Said virtual logical unit numbers allo 
cated to each Said host group begin with Zero and others 
begin with a non-Zero number, and 

wherein Said controller controls access from Said host 
group to Said logical units in accordance with Said 
acceSS management map. 

29. The Storage System according to claim 28, wherein 
Said access management map permits mapping of different 
logical unit numbers to a same Virtual logical unit number 
for different host groups. 

30. The storage system according to claim 28, wherein 
Said acceSS management map does not permit mapping of 
different logical unit numbers to one host group at a same 
Virtual logical unit number. 

31. The Storage System according to claim 28, wherein 
Some of Said virtual logical unit numbers corresponding to 
Said host group increment by 1. 

32. The Storage System according to claim 28, wherein 
each of Said virtual logical unit numbers can be specified by 
a SC. 

33. A Storage System adapted to be coupled to a plurality 
of host computers, Said Storage System comprising: 

a plurality of disk drives Storing data from Said host 
computers, Said disk drives forming a plurality of 
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logical units, Said logical units having logical unit 
numbers, and 

a controller controlling read/write of data from/to Said 
disk drives in response to accesses from Said host 
computers to Said logical units, 

wherein Said controller includes an acceSS management 
table which maps an identifier of a host group having 
Some of Said host computers and a plurality of Virtual 
logical unit numbers, each being a renumbered identi 
fier of one of Said logical unit numbers, 

wherein Said virtual logical unit numbers begin with a 
non-Zero number, and 

wherein Said controller controls access from Said host 
group to Said logical units in accordance with Said 
acceSS management table. 

34. The Storage System according to claim 33, wherein 
Said access management table permits mapping of different 
logical unit numbers to a same Virtual logical unit number 
for different host groups. 

35. The storage system according to claim 33, wherein 
Said acceSS management table does not permit mapping of 
different logical unit numbers to one host group at a same 
Virtual logical unit number. 

36. The Storage System according to claim 33, wherein 
Said Virtual logical unit numbers corresponding to Said host 
group begin with Said non-Zero number and increment by 1. 

37. The storage system according to claim 33, wherein 
each of Said virtual logical unit numbers can be specified by 
a SC. 


