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(57) Abstract: A system includes a first processor (12), a second processor (14), a first clock (54) coupled to the first processor,
and a third clock (56) coupled to the first processor and to the second processor. The first processor includes debug circuitry (58)
coupled to receive the third clock, synchronization circuitry (48, 43) coupled to receive the first clock, wherein the synchroniza-
tion circuitry receives a first request to enter a debug mode and provides a first synced debug entry request signal (51 or 25) and
wherein the first synced debug entry request signal is synchronized with respect to the first clock, and an input for receiving a sec-
ond synced debug entry request signal (27) from the second processor wherein the first processor waits to enter the debug mode
until the first synced debug entry request signal and the second synced debug entry request signal are both asserted.
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DEBUG SIGNALING IN A MULTIPLE PROCESSOR DATA PROCESSING SYSTEM

Background

Field

[0001] This disclosure relates generally to data processing, and more specifically, to

debug signaling in a multiple processor data processing system.
Related Art

[0002] Some applications for integrated circuit data processing systems require a higher
than average level of reliability. For example, fly-by-wire, anti-lock braking, automobile
airbags, and other systems where a failure can result in injury, are examples of systems that

require highly reliable operation.

[0003] There are many ways to improve reliability. For example, in a memory, reliability
can be improved by adding redundant components that take over when the primary
components fail. In a multi-processor system, better reliability has been achieved by running
multiple processors in “lockstep”. When two or more processors are running in lockstep,
each processor is executing the same instruction stream at the same time or within a
predetermined skew of each other (i.e. within a predetermined number of clocks of each
other). Issues arise, however, when debugging such a multiple processor system. For
example, the asynchronous nature of a debug port relative to the processor clock domain of
one or more processors within the multiple processor system may cause issues with
remaining in lockstep, since the action of one processor may be different following
synchronization of debug entry and exit commands. That is, another processor within the
multiple processor system may not synchronize the debug entry and exit commands at a
same clock cycle, and thus may incur a delay in seeing the debug mode entry or exit,

resulting in the loss of lockstep.

Brief Description of the Drawings

[0004] The present invention is illustrated by way of example and is not limited by the
accompanying figures, in which like references indicate similar elements. Elements in the

figures are illustrated for simplicity and clarity and have not necessarily been drawn to scale.

[0005] FIG. 1 illustrates, in block diagram form, a multi-processor system in accordance

with an embodiment.
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[0006] FIG. 2 illustrates, in block diagram form, a portion of a debug control of a
processor within the multiple processor system of FIG. 1, in accordance with an

embodiment.

[0007] FIG. 3 illustrates, in diagrammatic form, a debug command register of the debug

control of FIG. 2, in accordance with an embodiment.

[0008] FIG. 4 illustrates, in table form, a description of various fields of the debug

command register of FIG. 3, in accordance with an embodiment.

[0009] FIG. 5 illustrates, in diagrammatic form, a debug control register of the debug

control of FIG. 2, in accordance with an embodiment.

[0010] FIG. 6 illustrates, in table form, a description of a field of the debug control

register of FIG. 5, in accordance with an embodiment.

[0011] FIG. 7 illustrates a timing diagram of various signals of FIG. 1 or FIG. 2 in

accordance with one example of debug entry signaling in a non-lockstep mode.

[0012] FIG. 8 illustrates a timing diagram of various signals of FIG. 1 or FIG. 2 in

accordance with one example of debug entry signaling in a lockstep mode.

[0013] FIG. 9 illustrates a timing diagram of various signals of FIG. 1 or FIG. 2 in

accordance with another example of debug entry signaling in a lockstep mode.

[0014] FIG. 10 illustrates a timing diagram of various signals of FIG. 1 or FIG. 2 in

accordance with one example of debug exit signaling in a non-lockstep mode.

[0015] FIG. 11 illustrates a timing diagram of various signals of FIG. 1 or FIG. 2 in

accordance with one example of debug exit signaling in a lockstep mode.

[0016] FIG. 12 illustrates a timing diagram of various signals of FIG. 1 or FIG. 2 in

accordance with another example of debug exit signaling in a lockstep mode.

Detailed Description

[0017] Generally, there is provided, a multiple processor data processing system where
multiple processors, cores, or central processing units (CPUs), operate in a synchronized
manner, such as in lockstep. However, due to the asynchronous nature of debug activities,
such as entry into and exit from debug mode, lockstep may be lost. For example, when

running a pair of processors in lockstep, synchronization circuitry is used in each processor
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to ensure that asynchronous inputs are synchronized with respect to the processor’s clocks.
However, due to the possible metastability which may occur within such synchronization
circuitry, the synchronized outputs of the synchronization circuitry in each of the two
processors may actually differ, causing a loss of lockstep operation when performing debug
operations using a debug control interface which operates asynchronously to the processor
clock. In this case, the debugger needs to account for this loss of lockstep and attempt to
re-synchronize. Therefore, in one embodiment, a cross-signaling interface, such as a
lockstep debug interface, is used to force entry and exit from debug modes to be
coordinated between the processors (e.g. to ensure both processors enter or exit debug
mode at a same time or within a predetermined number of clock cycles of each other). In
one embodiment, the cross-signaling ensures that the processors will remain in lockstep by
conditionally delaying debug entry and exit in one processor until the other processor has
seen the same request. In a system which includes more than two processors, the cross-
signaling may be used to conditionally delay debug entry and exit in one processor until all
the other processors have seen the same requests. Also, in one embodiment, this cross-
signaling interface is used conditionally based upon whether the processors are actually

operating in a lockstep mode or not.

[0018] As used herein, the term "bus" is used to refer to a plurality of signals or
conductors which may be used to transfer one or more various types of information, such as
data, addresses, control, or status. The conductors as discussed herein may be illustrated
or described in reference to being a single conductor, a plurality of conductors, unidirectional
conductors, or bidirectional conductors. However, different embodiments may vary the
implementation of the conductors. For example, separate unidirectional conductors may be
used rather than bidirectional conductors and vice versa. Also, plurality of conductors may
be replaced with a single conductor that transfers multiple signals serially or in a time
multiplexed manner. Likewise, single conductors carrying multiple signals may be separated
out into various different conductors carrying subsets of these signals. Therefore, many

options exist for transferring signals.

[0019] The terms "assert" or “set” and "negate” (or "deassert" or “clear”) are used herein
when referring to the rendering of a signal, status bit, or similar apparatus into its logically
true or logically false state, respectively. If the logically true state is a logic level one, the
logically false state is a logic level zero. And if the logically true state is a logic level zero,

the logically false state is a logic level one.

[0020] Each signal described herein may be designed as positive or negative logic,
where negative logic can be indicated by a bar over the signal name or the letter “B”
3-



WO 2010/117618 PCT/US2010/028300

following the signal name. In the case of a negative logic signal, the signal is active low
where the logically true state corresponds to a logic level zero. In the case of a positive logic
signal, the signal is active high where the logically true state corresponds to a logic level
one. Note that any of the signals described herein can be designed as either negative or
positive logic signals. Therefore, in alternate embodiments, those signals described as
positive logic signals may be implemented as negative logic signals, and those signals

described as negative logic signals may be implemented as positive logic signals.

[0021] FIG. 1 illustrates, in block diagram form, a simplified view of a data processing
system 10 in accordance with an embodiment. System 10 includes processor 12, processor
14, other module(s) 22, system interconnect 24, and debug interface 20. Processor 12
includes debug control 16, lockstep mode enable 32, program counter 15, and processor
control logic 38. Each of lockstep mode enable 32, program counter 15, and processor
control logic 38 are coupled to debug control 16. Lockstep mode enable 32 provides a
lockstep mode indicator 42 to debug control 16, and processor control logic 38
communicates with debug control 16 via signals 40. Processor 14 includes debug control
18, lockstep mode enable 34, program counter 17, and processor control logic 39. Each of
lockstep mode enable 34, program counter 17, and processor control logic 39 are coupled to
debug control 18. Lockstep mode enable 34 provides a lockstep mode indicator 36 to debug
control 18, and processor control logic 39 communicates with debug control 18 via signals
41. In the illustrated embodiment, processors 12 and 14 are substantially identical and can
be any type of processor, such as, for example, a general purpose processor, a digital signal
processor (DSP), etc. In other embodiments, processors 12 and 14 can be different from
each other. For example, processor 12 may be a general purpose processor and processor
14 may be a DSP. Also, even though only two processors are shown, those skilled in the art
will know that the described embodiments are also applicable to systems having more than
two processors. In addition, in other embodiments, processors 12 and 14 may include
different logic blocks than those depicted, or there may be additional logic blocks not
illustrated in FIG. 1. For example, each of processors 12 and 14 may include one or more
execution units, an instruction fetch unit, an instruction decode unit, a bus interface unit, etc.,
which may all be coupled to the processor control logic of the respective processor.
Therefore, processing control logic 38 and 39 can control operation of processor 12 and 14,
respectively. Operation of processors 12 and 14 is known in the art and therefore will only be

discussed to the extent necessary to describe embodiments of the present invention.

[0022] Processors 12 and 14 and other module(s) 22 (if any) are bi-directionally coupled

to system interconnect 24. Note, there may be additional functional blocks coupled to
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system interconnect 24 that are not illustrated in FIG. 1. In one embodiment, system
interconnect 24 may be characterized as a bus comprising a plurality of conductors coupled
to each block of the system. In another embodiment, system interconnect 24 may be a
conventional “cross-bar” type bus that allows simultaneous communications between system
blocks. In another embodiment, system interconnect 24 may be an Advanced High-
performance Bus (AHB). AHB is a bus protocol introduced in AMBA Specification version 2
published by ARM Ltd Company. In yet another embodiment, system interconnect 24 may

be another type of system interconnection system.

[0023] System 10 includes a lockstep debug interface 30 between debug control 16 in
processor 12 and debug control 18 in processor 14. In one embodiment, lockstep debug
interface 30 includes the following signals: a synced debug entry request 25 provided from
debug control 16 to debug control 18, a synced debug exit command 26 provided from
debug control 16 to debug control 18, a synced debug entry request 27 provided from debug
control 18 to debug control 16, and a synced debug exit command 28 from debug control 18
to debug control 16. Note that additional signals may be present between debug controls 16
and 18. Debug interface 20 interfaces between debug controls 16 and 18 and an external
debugger (not shown). For example, in one embodiment, debug interface 20 may be a
JTAG port, or at least a portion thereof. Debug interface 20 may communicate debug
commands and results between an external debugger and the debug controls located in

respective processors of system 10.

[0024] In operation, processors 12 and 14 operate using a same processor clock, PCLK
54 (not illustrated in FIG. 1), and are capable of operating in lockstep with each other. In
one embodiment, a lockstep mode enable in each of processor 12 and 14 can be asserted
to enable lockstep mode. In one embodiment, lockstep mode is enabled in response to a
system signal provided by circuitry (not shown) within system 10, either internal to or
external to processors 12 and 14. In an alternate embodiment, processors 12 and 14 may
always operate in lockstep. When processors 12 and 14 are running in lockstep, each
processor is executing the same instruction stream at the same time or within a
predetermined skew of each other (i.e. within a predetermined number of clocks of each
other). For example, in one embodiment, when running in lockstep, execution of a same
instruction in processor 14 is skewed by ten or less cycles of PCLK as compared to
execution of the same instruction in processor 12. Also, when processors 12 and 14 are
running in lockstep mode (even when in debug mode), each processor is updating its
corresponding program counter (program counter 15 and program counter 17, respectively)

at a same time.
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[0025] When running in lockstep, debug commands can be provided from the external
debugger to debug control 16 and 18 via debug interface 20. In response to these debug
commands, each of processor 12 and processor 14 may enter debug mode. However, in
order to remain running in lockstep, processor 12 and processor 14 should enter debug
mode at a same time or within a predetermined number of clocks of each other. In some
embodiments, debug interface 20 operates using a clock, such as TCLK 56, which is
asynchronous with respect to the clock(s) used by processors 12 and 14, and may also be of
a different frequency, such as a much lower frequency in one embodiment. Therefore, in one
embodiment, when needing to enter into debug mode, each processor waits until it has seen
the debug command and is ready to enter debug mode and the other processor has seen
the same debug command and is also ready to enter debug mode. Therefore, in one
embodiment, when a processor is ready to enter a debug mode, the debug control of that
processor asserts the synced debug entry request signal so that the other processor may
know when it is ready to enter debug mode. In this manner, a processor will wait to enter
debug mode until the other processor is also ready to do so. A similar discussion applies to
exiting debug mode, where when a processor is to exit debug mode, the debug control of
that processor asserts the synced debug exit command signal so that the other processor
may know when that processor is ready to exit debug mode. Further details of operation

will be described in reference to the FIGs. 2-12 below.

[0026] FIG. 2 illustrates, in block diagram form, a portion of debug control 16. Debug
control 16 includes control circuitry 43, synchronization circuitry 48, a debug control register
44, and a debug command register 46. Control circuitry 43 receives lockstep mode indicator
42, program counter 15, PCLK 54, synced debug entry request 27 from processor 14,
synced debug exit command 28 from processor 14, and synced outputs 52 from
synchronization circuitry 48. Note that synchronization outputs 52 may include a synced DR
51 and a synced GO 53. Control circuitry 43 also communicates with processor control logic
38 via signals 40. Synchronization circuitry 48 receives PCLK 54 and provides synced
outputs 52 to control circuitry 43. Debug control register 44 and debug command register 46
communicate with debug interface 20 and provide asynchronous inputs 50 to
synchronization circuitry 48. Debug circuitry 58 includes debug control register 44 and
debug command register 46 and receives a test clock (TCLK) 56. Therefore, note that
debug circuitry 58 operates according to TCLK 56 which may be asynchronous with respect
to PCLK 54. Therefore, asynchronous inputs 50 may be asynchronous with respect to
PCLK 54. However, alternatively, TCLK 56 may be synchronous with respect to PCLK 54.
Also, the inputs coming in from debug interface 20 may be asynchronous to PCLK 54.

Therefore, note that a first portion of debug circuitry (such as debug circuitry 58) can operate

-6-
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using a first clock (such as TCLK 56) while a second portion of debug circuitry (such as
synchronization circuitry 48 and control circuitry 43) can operate using a second clock (such
as PCLK 54) that is asynchronous to the first clock. Operation of FIG. 2 will be described in
more detail after discussing debug control register 44 and debug command register 46 in

reference to FIGs. 3-6.

[0027] FIG. 3 illustrates debug command register 46 in accordance with one
embodiment of the present invention. Debug command register 46 includes a R/W field 60
for storing a read/write command bit, a GO field 62 for storing a go command bit, an EX field
64 for storing an exit command bit, and an RS field 66 for storing a register select indicator.
FIG. 4 illustrates a table describing operation of each field in debug command register 46.
The read/write command bit specifies the direction of data transfer. For example, when R/W
60 is cleared to a logic level 0, the data associated with the command is written into the
register specified by RS 66, and when set to a logic level 1, the data contained in the register
specified by RS 66 is read. When GO 62 is cleared to a logic level 0, no action is taken.
When GO 62 is set to a logic level one, the instruction in the instruction register (IR) (within
processor 12) is executed. To execute the instruction, processor 12 leaves debug mode and
executes the instruction. If EX 64 is cleared to a logic level 0, processor 12 returns to debug
mode immediately after executing the instruction. Processor 12 goes on to normal operation
if EX 64 is set to a logic level one and no other debug request source is asserted.

Therefore, if EX 64 is set to a logic level one, processor 12 will leave the debug mode and

resume normal operation until another debug request is generated.

[0028] FIG. 5 illustrates debug control register 44 in accordance with one embodiment of
the present invention. Debug control register 44 includes a DR field 70 for storing a debug
request control bit. FIG. 6 illustrates a table describing operation of DR 70. DR 70 is used to
unconditionally request processor 12 to enter the debug mode. Therefore, when DR 70 is
cleared to a logic level 0, no debug mode request is made, and when set to a logic level one,

processor 12 will enter debug mode at the next instruction boundary.

[0029] Note that debug command register 46 and debug control register 44 may be
implemented using one or more registers, each register having any number of fields, each

field having any number of bits and organized in any manner.

[0030] Therefore, referring back to FIG. 2, debug interface 20 may set or clear the fields
of registers 44 and 46 to generate a request to enter debug mode or cause an exit from
debug mode in response, for example, to commands from the external debugger. Since

debug circuitry 58 operates according to TCLK 56, the fields of registers 44 and 46, in

-7-
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response to commands from debug interface 20, are updated according to TCLK 56 (e.g. in
response to a rising or falling edge of TCLK 56). Synchronization circuitry 48 receives
asynchronous inputs 50 from registers 44 and 46. For example, when DR 70 or GO 62 are
set or cleared, they are received as inputs by synchronization circuitry 48. Since these bits
are set or cleared synchronous to TCLK 56, they may be asynchronous with respect to
PCLK 54. Synchronization circuitry 48, which operates according to PCLK 54, synchronizes
DR 70 and GO 62 to PCLK 54 to produce a synced version of DR 70, synced DR 51, and a
synced version of GO 62, synced GO 53, which are each synced (i.e. synchronized) to
PCLK 54. Therefore, synchronization circuitry 48 operates to synchronize asynchronous
inputs 50 received from debug circuitry 58 to provide corresponding synced outputs 52
(where synced DR 51 and synced GO 53 may be included in synced outputs 52) to control
circuitry 43.

[0031] Using these synced outputs, control circuitry 43 can appropriately alert processor
14 that it is synchronized and ready to take the appropriate action (such as exit or enter
debug mode). For example, in response to assertion of DR 70 to enter debug mode,
synchronization circuitry 48 provides synced DR 51 to control circuitry 43. At this point,
processor 12 may be considered ready to enter debug mode. Therefore, control circuitry 43,
in response to assertion of synced DR 51, ¢can provide synced debug entry request 25 to
debug control 18 of processor 14 to indicate to debug control 18 that processor 12 is ready
to enter debug mode. However, processor 12 will not enter debug mode until an asserted
synced debug entry request 27 from debug control 18 of processor 14 is received, indicating
that processor 14 has also received the request to enter debug mode (such as via assertion
of the DR bit of its corresponding debug control register) and is also ready, in response
thereto, to enter debug mode. Therefore, processor 12 will not enter debug mode until
processor 14 is also ready to enter debug mode, and vice versa. In this manner, both
processors can enter debug mode in a lockstep fashion, i.e. at the same time. Processor 14
will likewise not enter debug mode until processor 12 alerts processor 14 that it is ready to

enter debug mode and processor 14 itself is also ready to enter debug mode.

[0032] Similar operation applies to exiting debug mode. For example, in response to
assertion of GO 62 to exit debug mode, synchronization circuitry 48 provides synced GO 53
to control circuitry 43. At this point, processor 12 may be considered ready to exit debug
mode. Therefore, control circuitry 43, in response to assertion of synced GO 53, can provide
synced debug exit command 26 to debug control 18 or processor 14 to indicate to debug
control 18 that processor 12 is ready to exit debug mode. However, processor 12 will not

exit debug mode until an asserted synced debug exit command 27 from debug control 18 of

-8-
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processor 14 is received, indicating that processor 14 has also received the command to exit
debug mode (such as via assertion of the GO bit of its corresponding debug command
register) and is also ready, in response thereto, to exit debug mode. Therefore, processor
12 will not exit debug mode until processor 14 is also ready to exit debug mode, and vice
versa. In this manner, both processors can exit debug mode in a lockstep fashion, i.e. at the
same time. Processor 14 will likewise not exit debug mode until processor 12 alerts
processor 14 that it is ready to exit debug mode and processor 14 itself is also ready to exit

debug mode.

[0033] In one embodiment, once processor 12 and processor 14 are in a debug mode,
subsequent operations requested by the external debugger via debug interface 20 may be
performed using the TCLK 56 clock in both processors, such that synchronization of those
operations and the subsequent handshaking of events is not required between processor 12
and processor 14, thus simplifying communications. In an alternate embodiment, the
processor clock PCLK 54 may be used to perform the requested operations in both
processors, or PCLK 54 may be switched to an alternate clock which is synchronous to
control 58 within debug control 16, thus avoiding any need for further synchronization of
control signaling. This clock handoff between a debug or test clock and the normal processor

clock may allow for a great degree of signaling simplification in some embodiments.

[0034] Note that, in one embodiment, synced debug entry request 25 is a delayed
version of synced DR 51 (delayed, for example, due to propagation through combinational or
sequential logic). That is, synced debug entry request 25 may be the same signal as synced
DR 51, only delayed by one or more clock cycles of PCLK 54. That is, synced DR 51 and
synced debug entry request signal 25 are both asserted in response to the same event (i.e.
they are both asserted in response to synchronization circuitry 48 synchronizing a request to
enter debug mode received via debug circuitry 58). The same may be the case for synced
debug exit command 26 in that it may simply be a delayed version of synced GO 53. That
is, synced GO 53 and synced debug exit request signal 26 are both asserted in response to
the same event (i.e. they are both asserted in response to synchronization circuitry 48

synchronizing a command to exit debug mode received via debug circuitry 58.)

[0035] Also, note that any portion of synced DR 51 output by synchronization circuitry

48 or any portion of synced debug entry request 25 may be used as the synced debug entry

request signal that determines when processor 12 enters debug mode. For example, in one

embodiment, processor 12 will wait to enter debug mode until synced DR 51 and synced

debug entry request 27 received from processor 14 are both asserted. In an alternate

embodiment, processor 12 will wait to enter debug mode until synced debug entry 25 and
-9-
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synced debug entry request signal 27 received from processor 14 are both asserted.
Therefore, since synced DR 52 and synced debug entry request 25 are both asserted in
response to the same event, as described above, note that either synced DR 51 or synced
debug entry request 25 may be used as a synced debug entry request signal that is used by
processor 12 in determining when to enter debug mode. Similarly, for alternate
embodiments, any portion of synced GO 53 output by synchronization circuitry 48 or any
portion of synced debug exit command 26 may be used as a synced debug exit command

signal that determines when processor 12 exits debug mode.

[0036] Still referring to FIG. 2, note that any type of known synchronization circuitry may
be used to synchronize inputs 50 to PCLK 54. For example, in one embodiment, for each
input and corresponding output, synchronization circuitry may include a number of series-
connected D-type flip flops which are clocked by PCLK 54. The asynchronous input may be
provided at the data input of the first series-connected flip flop, and the corresponding
synchronous output may be provided at the data output of the last series-connected flip flop,
where the data output would then be synchronized with respect to PCLK 54. For example,
in one embodiment, each of DR 70 and GO 62 can be provided to a series of three D-type
flip flops connected in series, where a data input of the first flip flop in the series receives DR
70 or GO 62 and the data output of the third and last flip flop in the series provides synced
DR 51 or synced GO 53, respectively. Alternatively, any number of flip flops may be used,

or other types of synchronization circuitry may be used.

[0037] In one embodiment, debug control circuitry 18 is the same as debug control
circuitry 16, and includes control circuitry, synchronization circuitry, a debug control register,
and a debug command register which are coupled in the same manner and operate in the
same manner as in debug control circuitry 16. Therefore, in this embodiment, the same
descriptions provided above with respect to debug control circuitry 16 and processor 12 also
apply analogously to debug control circuitry 18 and processor 14. The DR bit of debug
control register and the GO bit of debug command register of debug control circuitry 18
would also be asserted or negated via debug interface 20. For some embodiments, a first
request to have processor 12 enter debug mode (e.g. by asserting DR 50 in processor 12)
may be considered the same request to enter debug mode as a second request to have
processor 14 enter debug mode (e.g. by asserting the DR bit in processor 14). However,
alternate embodiments may instead consider such requests to multiple processors as a
plurality of distinct requests since a plurality of processors are involved. Analogous to
processor 12, processor 14 would not enter or exit debug mode until it is ready to do so

(indicated by assertion of its synced DR or synced GO signals) and it has received an

-10-



WO 2010/117618 PCT/US2010/028300

asserted synced debug entry request 27 or synced debug exit command 28, respectively,
from processor 12. In one embodiment, both processor 12 and 14 operate according to a
same processor clock, such as PCLK 54, where the asynchronous portion of the debug
circuitry of each processor 12 and 14 operates according to a same test clock, such as
TCLK 56. However, in an alternate embodiment, a third clock may be used for processor
14, such that processor 14 may operate according to its own processor clock which may or

may not be the same as PCLK 54 used by processor 12.

[0038] In one embodiment, even though the DR or GO bits of the corresponding debug
control circuitry of each processor may be set or cleared at the same time by debug interface
20, synced outputs from synchronization circuitry 48 of processor 12 and the synced outputs
from synchronization circuitry of processor 14 may not be provided at the same time. Even if
the synchronization circuitries of processor 12 and 14 are identical, based on various factors,
one may take a cycle or more longer to synchronize the inputs to provide synced outputs. If
each processor were to simply rely on the output of their respective synchronization circuitry
to enter or exit debug mode, without receiving any indication from the other processor as to
whether they are ready to enter or exit debug mode, it is possible that the two processors
enter or exit debug mode a cycle or more off, due to the difference in synchronization time,
thus resulting in loss of lockstep. Therefore, by including lockstep debug interface 30 and
using these signals to delay entry into or exit from debug mode until the other lockstep
processors in the system are ready to do the same, as was described above, loss of
lockstep can be prevented. In alternate embodiments, in which different types of
synchronization circuitries are used in each processor, the use of a lockstep debug interface

as described above may also help prevent loss of lockstep.

[0039] Also, in one embodiment, lockstep debug interface 30 is only used or the entry
into or exit from debug mode is only delayed when processors 12 and 14 are operating in
lockstep mode, as indicated to the debug control circuitry of each processor by their
corresponding lockstep mode enable indicator. Note that, in some embodiments,
processors 12 and 14, when operating in lockstep mode, operate with a delay between the
two processors (a predetermined clock skew), and the operations may not occur on the
same clock cycle. Otherwise, when lockstep mode is not enabled, each processor can enter
into or exit from debug mode upon the corresponding control circuitry receiving the synced
DR or GO command from its corresponding synchronization circuitry. That is, when
processors 12 and 14 are not operating in lockstep mode, the operate in independent mode

where they function as separate, independent processors.
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[0040] Operation of system 10 will be further discussed in reference to the timing
diagrams of FIGs. 7- 12 below. However, the same descriptions could also apply to any
processor within system 10. In each of the timing diagrams, PCLK 54 and TCLK 56 are
provided as the first two signals. (Also, note that the program counter values used in each of

FIGs. 7-12 for program counter 15 and program counter 17 are in hexadecimal format.)

[0041] FIG. 7 illustrates an example timing for entry into debug mode with lockstep
operation disabled. Therefore, the last signal in FIG. 7, lockstep mode, is negated. In this
example, entry into debug mode is requested by the assertion of DR 70 (where, the DR bit of
processor 14 may also be simultaneously asserted). The assertion of DR 70 occurs during
cycle 1 in response to a rising edge of TCLK 56, as illustrated by arrow 81. At this point, DR
70 is asynchronous with respect to PCLK 54. DR 70 is then synchronized to PCLK 54 (by
synchronization circuitry 48), resulting in synced DR 51 in cycle 3, illustrated by arrow 82.
Control circuitry 43, in response to the assertion of synced DR 51, asserts synced debug
entry request 25 (which is output from debug control 16) later in cycle 3, as illustrated by
arrow 83. Also, in response to assertion of synced DR 51, processor 12, in cycle 4, enters
debug mode, as illustrated by arrow 84. (Note that when the debug mode signal is at a logic
level 1, processor 12 is in debug mode, and when at a logic level 0, processor 12 is not in
debug mode.) As described above, since the relationship between PCLK 54 and TCLK 56 is
not fixed, it is possible for the synchronized versions of DR (synced DR) to differ in
processor 12 and 14. Therefore, even though the DR bit of processor 14 may be set
simultaneous to DR 70, synced DR of processor 14 may not be output by the
synchronization circuitry of processor 14 until cycle 4, as illustrated by arrow 85, which is
one cycle later than when synced DR 51 was provided in processor 12. Later in cycle 4, as
illustrated by arrow 86, the control circuitry of processor 14 asserts synced debug entry
request 27 (at the output of debug control 18). Also, in response to assertion of the synced
DR in cycle 4, processor 14, in cycle 5, enters debug mode, as illustrated by arrow 87.
Therefore, note that, in this example, processor 14 enters debug mode one cycle later than
processor 12. However, since lockstep mode is not enabled, the interface signal at the input
of debug control 16 (synced debug entry request 27) and the interface signal at the input of
debug control 18 (synced debug entry request 25) are ignored, and thus do not condition
entry into debug mode by the processors. Therefore, the program counter of each
processor end up with different values while in debug mode (as can be seen in cycles 6 and

7), thus processors 12 and 14 are now out of sync.

[0042] FIG. 8 illustrates an example timing for entry into debug mode with lockstep

operation enabled. Therefore, the last signal in FIG. 8, lockstep mode, is asserted. In this
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example, entry into debug mode is requested by the assertion of DR 70 (where, the DR bit of
processor 14 may also be simultaneously asserted). The assertion of DR 70 occurs during
cycle 1 in response to a rising edge of TCLK 56, as illustrated by arrow 91. At this point, DR
70 is asynchronous with respect to PCLK 54. DR 70 is then synchronized to PCLK 54 (by
synchronization circuitry 48), resulting in synced DR 51 in cycle 3, illustrated by arrow 92.
Control circuitry 43, in response to the assertion of synced DR 51, asserts synced debug
entry request 25 (which is output from debug control 16) later in cycle 3, as illustrated by
arrow 93. This assertion of synced debug entry request 25 then propagates to the input of
debug control 18, as illustrated by arrow 94. As described above, since the relationship
between PCLK 54 and TCLK 56 is not fixed, it is possible for the synchronized versions of
DR (synced DR) to differ in processor 12 and 14. Therefore, even though the DR bit of
processor 14 may be set simultaneous to DR 70, synced DR of processor 14 may not be
output by the synchronization circuitry of processor 14 until cycle 4, as illustrated by arrow
95, which is one cycle later than when synced DR 51 was provided in processor 12. Later in
cycle 4, as illustrated by arrow 96, the control circuitry of processor 14 asserts synced debug
entry request 27 (at the output of debug control 18). This assertion of synced debug entry

request 27 then propagates to the input of debug control 16, as illustrated by arrow 97.

[0043] Unlike in FIG. 7, in which processor 12 enters debug mode in cycle 4 in response
to assertion of synced DR 51, processor 12 delays entry into debug mode until both
assertion of synced DR 51 occurs and assertion of synced debug entry request 27 is
received, as illustrated by arrow 98. Therefore, processor 12 delays entry into debug mode
until cycle 5 rather than entering in cycle 4 as was done in FIG. 7. Similarly, processor 14
enters debug mode when both assertion of its synced DR occurs and assertion of synced
debug entry request 25 is received, as illustrated by arrow 99. Therefore, processor 14 also
enters debug mode in cycle 5. Thus, both processors remain in sync, without loss of
lockstep. Therefore, through the use of the synced debug entry request signals, lockstep
can be maintained. In contrast to the example in FIG. 7, the program counter values for
processor 12 and processor 14 are the same value while in debug mode, as shown in cycles
5-7.

[0044] FIG. 9 illustrates another example timing for entry into debug mode with
lockstep operation enabled. Therefore, the last signal in FIG. 9, lockstep mode, is asserted.
In this example, entry into debug mode is requested by the assertion of DR 70 (where, the
DR bit of processor 14 may also be simultaneously asserted). The assertion of DR 70
occurs during cycle 1 in response to a rising edge of TCLK 56, as illustrated by arrow 101.

At this point, DR 70 is asynchronous with respect to PCLK 54. DR 70 is then synchronized
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to PCLK 54 (by synchronization circuitry 48), resulting in synced DR 51 in cycle 3, illustrated
by arrow 105. Control circuitry 43, in response to the assertion of synced DR 51, asserts
synced debug entry request 25 (which is output from debug control 16) later in cycle 3, as
illustrated by arrow 106. This assertion of synced debug entry request 25 then propagates
to the input of debug control 18, as illustrated by arrow 103. As described above, since the
relationship between PCLK 54 and TCLK 56 is not fixed, it is possible for the synchronized
versions of DR (synced DR) to differ in processor 12 and 14. However, in FIG. 9, the synced
DR of processor 14 is also output by the synchronization circuitry of processor 14 in cycle 4,
as illustrated by arrow 102. Later in cycle 3, as illustrated by arrow 109, the control circuitry
of processor 14 asserts synced debug entry request 27 (at the output of debug control 18).
This assertion of synced debug entry request 27 then propagates to the input of debug

control 16, as illustrated by arrow 104.

[0045] Still referring to FIG. 9, processor 12 enters debug mode when both synced
debug entry request 25 is asserted at the output of debug control 16 and an asserted synced
debug entry request 27 is received by debug control 16, as illustrated by arrow 107.
Similarly, processor 14 enters debug mode when both synced debug entry request 27 is
asserted at the output of debug control 18 and an asserted synced debug entry request 25 is
received by debug control 18, as illustrated by arrow 108. Therefore, in this example, each
of the processors, rather than waiting for the synced DR to be asserted in addition to
receiving an asserted synced debug entry request from the other processor to enter debug
mode, each of the processors waits until it has asserted its synced debug entry request to be
provided to the other processor in addition to receiving the asserted synced debug entry
request from the other processor. Thus, both processors remain in sync in this example as
well, without loss of lockstep. Therefore, through the use of the synced debug entry request

signals, lockstep can be maintained.

[0046] FIG. 10 illustrates an example timing for exiting debug mode with lockstep
operation disabled. Therefore, the last signal in FIG. 10, lockstep mode, is negated. In this
example, exit from debug mode is requested by the assertion of GO 62 (where, the GO bit of
processor 14 may also be simultaneously asserted). The assertion of GO 62 occurs during
cycle 1 in response to a rising edge of TCLK 56, as illustrated by arrow 111. At this point,
GO 62 is asynchronous with respect to PCLK 54. GO 62 is then synchronized to PCLK 54
(by synchronization circuitry 48), resulting in synced GO 53 in cycle 3, illustrated by arrow
112. Control circuitry 43, in response to the assertion of synced GO 53, asserts synced
debug exit command 26 (which is output from debug control 16) later in cycle 3, as

illustrated by arrow 113. Also, in response to assertion of synced GO 53, processor 12, in

-14-



WO 2010/117618 PCT/US2010/028300

cycle 4, exits debug mode, as illustrated by arrow 114, and begins instruction processing, as
can be seen by the sequence of program counter values 2000, 2004, etc. As described
above, since the relationship between PCLK 54 and TCLK 56 is not fixed, it is possible for
the synchronized versions of GO (synced GO) to differ in processor 12 and 14. Therefore,
even though the GO bit of processor 14 may be set simultaneous to GO 62, synced GO of
processor 14 may not be output by the synchronization circuitry of processor 14 until cycle 4,
as illustrated by arrow 115, which is one cycle later than when synced GO 53 was provided
in processor 12. Later in cycle 4, as illustrated by arrow 116, the control circuitry of
processor 14 asserts synced debug exit command 28 (at the output of debug control 18).
Also, in response to assertion of the synced GO in cycle 4, processor 14, in cycle 5, enters
debug mode, as illustrated by arrow 117. Therefore, note that, in this example, processor 14
exits debug mode one cycle later than processor 12. However, since lockstep mode is not
enabled, the interface signal at the input of debug control 16 (synced debug exit command
28) and the interface signal at the input of debug control 18 (synced debug exit command
26) are ignored, and thus do not condition exit from debug mode by the processors.
Therefore, the program counter of each processor end up with different values (as can be

seen in cycles 6 and 7), thus processors 12 and 14 are now out of sync.

[0047] FIG. 11 illustrates an example timing for exiting debug mode with lockstep
operation enabled. Therefore, the last signal in FIG. 11, lockstep mode, is asserted. In this
example, exit from debug mode is requested by the assertion of GO 62 (where, the GO bit of
processor 14 may also be simultaneously asserted). The assertion of GO 62 occurs during
cycle 1 in response to a rising edge of TCLK 56, as illustrated by arrow 121. At this point,
GO 62 is asynchronous with respect to PCLK 54. GO 62 is then synchronized to PCLK 54
(by synchronization circuitry 48), resulting in synced GO 53 in cycle 3, illustrated by arrow
122. Control circuitry 43, in response to the assertion of synced GO 53, asserts synced
debug exit command 26 (which is output from debug control 16) later in cycle 3, as
illustrated by arrow 123. This assertion of synced debug exit command 26 then propagates
to the input of debug control 18, as illustrated by arrow 124. As described above, since the
relationship between PCLK 54 and TCLK 56 is not fixed, it is possible for the synchronized
versions of GO (synced GO) to differ in processor 12 and 14. Therefore, even though the
GO bit of processor 14 may be set simultaneous to GO 62, synced GO of processor 14 may
not be output by the synchronization circuitry of processor 14 until cycle 4, as illustrated by
arrow 125, which is one cycle later than when synced GO 53 was provided in processor 12.
Later in cycle 4, as illustrated by arrow 126, the control circuitry of processor 14 asserts

synced debug exit command 28 (at the output of debug control 18). This assertion of
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synced debug exit command 28 then propagates to the input of debug control 16, as

illustrated by arrow 127.

[0048] Unlike in FIG. 10, in which processor 12 exits debug mode in cycle 4 in response
to assertion of synced GO 53, processor 12 delays exit from debug mode until both
assertion of synced GO 53 occurs and assertion of synced debug exit command 28 is
received, as illustrated by arrow 128. Therefore, processor 12 delays exiting debug mode
until cycle 5 rather than exiting in cycle 4 as was done in FIG. 10. Similarly, processor 14
exits debug mode when both assertion of its synced GO occurs and assertion of synced
debug exit command 26 is received, as illustrated by arrow 129. Therefore, processor 14
also exits debug mode in cycle 5. Thus, both processors remain in sync, without loss of
lockstep. Therefore, through the use of the synced debug exit command signals, lockstep

can be maintained.

[0049] FIG. 12 illustrates another example timing for exiting debug mode with lockstep
operation enabled. Therefore, the last signal in FIG. 12, lockstep mode, is asserted. In this
example, exit from debug mode is requested by the assertion of GO 62 (where, the GO bit of
processor 14 may also be simultaneously asserted). The assertion of GO 62 occurs during
cycle 1 in response to a rising edge of TCLK 56, as illustrated by arrow 131. At this point,
GO 62 is asynchronous with respect to PCLK 54. GO 62 is then synchronized to PCLK 54
(by synchronization circuitry 48), resulting in synced GO 53 in cycle 3, illustrated by arrow
133. Control circuitry 43, in response to the assertion of synced GO 53, asserts synced
debug exit command 26 (which is output from debug control 16) later in cycle 3, as
illustrated by arrow 134. This assertion of synced debug exit command 26 then propagates
to the input of debug control 18, as illustrated by arrow 135. As described above, since the
relationship between PCLK 54 and TCLK 56 is not fixed, it is possible for the synchronized
versions of GO (synced GO) to differ in processor 12 and 14. However, in FIG. 12, the
synced GO of processor 14 is also output by the synchronization circuitry of processor 14 in
cycle 4, as illustrated by arrow 132. Later in cycle 3, as illustrated by arrow 139, the control
circuitry of processor 14 asserts synced debug exit command 28 (at the output of debug
control 18). This assertion of synced debug exit command 28 then propagates to the input

of debug control 16, as illustrated by arrow 136.

[0050] Still referring to FIG. 12, processor 12 exits debug mode when both synced

debug exit command 26 is asserted at the output of debug control 16 and an asserted

synced debug exit command 28 is received by debug control 16, as illustrated by arrow 137.

Similarly, processor 14 exits debug mode when both synced debug exit command 28 is

asserted at the output of debug control 18 and an asserted synced debug exit command 26
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is received by debug control 18, as illustrated by arrow 138. Therefore, in this example,
each of the processors, rather than waiting for the synced GO to be asserted in addition to
receiving an asserted synced debug exit command from the other processor to exit debug
mode, each of the processors waits until it has asserted its synced debug exit command to
be provided to the other processor in addition to receiving the asserted synced debug exit
command from the other processor. Thus, both processors remain in sync in this example
as well, without loss of lockstep. Therefore, through the use of the synced debug exit

command signals, lockstep can be maintained.

[0051] Therefore, it should now be understood how the use of cross-signaling may be
used to ensure that processors within a system which are operating in lockstep mode can
enter and exit debug mode without the loss of lockstep. In this manner, even through the

entering and exiting of debug mode, multiple processors in a system can remain in sync.

[0052] Because the apparatus implementing the present invention is, for the most part,
composed of electronic components and circuits known to those skilled in the art, circuit
details will not be explained in any greater extent than that considered necessary as
illustrated above, for the understanding and appreciation of the underlying concepts of the
present invention and in order not to obfuscate or distract from the teachings of the present

invention.

[0053] Some of the above embodiments, as applicable, may be implemented using a
variety of different information processing systems. For example, although FIG. 1 and the
discussion thereof describe an exemplary information processing architecture, this
exemplary architecture is presented merely to provide a useful reference in discussing
various aspects of the invention. Of course, the description of the architecture has been
simplified for purposes of discussion, and it is just one of many different types of appropriate
architectures that may be used in accordance with the invention. Those skilled in the art will
recognize that the boundaries between logic blocks are merely illustrative and that
alternative embodiments may merge logic blocks or circuit elements or impose an alternate

decomposition of functionality upon various logic blocks or circuit elements.

[0054] Thus, it is to be understood that the architectures depicted herein are merely
exemplary, and that in fact many other architectures can be implemented which achieve the
same functionality. In an abstract, but still definite sense, any arrangement of components
to achieve the same functionality is effectively "associated" such that the desired
functionality is achieved. Hence, any two components herein combined to achieve a

particular functionality can be seen as "associated with" each other such that the desired
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functionality is achieved, irrespective of architectures or intermedial components. Likewise,
any two components so associated can also be viewed as being "operably connected," or

"operably coupled," to each other to achieve the desired functionality.

[0055] Also for example, in one embodiment, the illustrated elements of system 10 are
circuitry located on a single integrated circuit or within a same device. Alternatively, system
10 may include any number of separate integrated circuits or separate devices
interconnected with each other. For example, other modules 22, if any, may be located on a
same integrated circuit as processors 12 and 14 or on a separate integrated circuit or
located within another peripheral or slave discretely separate from other elements of system
10.

[0056] Furthermore, those skilled in the art will recognize that boundaries between the
functionality of the above described operations merely illustrative. The functionality of
multiple operations may be combined into a single operation, and/or the functionality of a
single operation may be distributed in additional operations. Moreover, alternative
embodiments may include multiple instances of a particular operation, and the order of

operations may be altered in various other embodiments.

[0057] Although the invention is described herein with reference to specific
embodiments, various modifications and changes can be made without departing from the
scope of the present invention as set forth in the claims below. Accordingly, the specification
and figures are to be regarded in an illustrative rather than a restrictive sense, and all such
modifications are intended to be included within the scope of the present invention. Any
benefits, advantages, or solutions to problems that are described herein with regard to
specific embodiments are not intended to be construed as a critical, required, or essential

feature or element of any or all the claims.

[0058] The term “coupled,” as used herein, is not intended to be limited to a direct

coupling or a mechanical coupling.

[0059] Furthermore, the terms “a” or “an,” as used herein, are defined as one or more
than one. Also, the use of introductory phrases such as “at least one” and “one or more” in
the claims should not be construed to imply that the introduction of another claim element by
the indefinite articles "a" or "an" limits any particular claim containing such introduced claim
element to inventions containing only one such element, even when the same claim includes

the introductory phrases "one or more" or "at least one" and indefinite articles such as "a" or

"an." The same holds true for the use of definite articles.
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[0060] Unless stated otherwise, terms such as “first” and “second” are used to arbitrarily
distinguish between the elements such terms describe. Thus, these terms are not

necessarily intended to indicate temporal or other prioritization of such elements.
[0061] The following are various embodiments of the present invention.

[0062] Item 1 includes a system including a first processor, a second processor, a first
clock coupled to the first processor, a second clock coupled to the second processor, and a
third clock coupled to the first processor and to the second processor. The first processor
includes debug circuitry coupled to receive the third clock, synchronization circuitry coupled
to receive the first clock, the synchronization circuitry receiving a first request to enter a
debug mode and providing a first synced debug entry request signal, and an input for
receiving a second synced debug entry request signal from the second processor. The first
synced debug entry request signal is synchronized with respect to the first clock, and the first
processor waits to enter the debug mode until the first synced debug entry request signal
and the second synced debug entry request signal are both asserted. Item 2 includes the
system of item 1, wherein the third clock is asynchronous with respect to the first clock. Item
3 includes the system of item 2, wherein the third clock is asynchronous with respect to the
second clock. Item 4 includes the system of item 1, wherein the debug circuitry comprises a
debug request register bit, and wherein the first request to enter the debug mode is provided
to the synchronization circuitry in response to the debug request register bit being asserted.
Item 5 includes the system of item 1, wherein the first processor comprises a first program
counter and the second processor comprises a second program counter, and wherein the
first processor increments the first program counter and the second processor increments
the second program counter at a same time when both the first processor and the second
processor are in the debug mode. Item 6 includes the system of item 1, wherein the first
processor and the second processor enter the debug mode and execute a same instruction
in lockstep during the debug mode. Item 7 includes the system of item 1, wherein the first
processor and the second processor enter the debug mode and execute a same instruction
during the debug mode, and wherein execution of the same instruction by the first processor
is skewed by ten or less cycles of the first clock as compared to execution of the same
instruction by the second processor. Item 8 includes the system of item 1, wherein the
synchronization circuitry receives a request to exit a debug mode from the debug circuitry
and provides a first synced debug exit command signal, wherein the first synced debug exit
command signal is synchronized with respect to the first clock, and wherein the first
processor further includes a first output for transferring the first synced debug entry request

signal from the first processor to the second processor, a second output for transferring the
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first synced debug exit command signal from the first processor to the second processor,
and an input for receiving a second synced debug exit command signal from the second
processor, wherein the first processor waits to exit the debug mode until the first synced
debug exit command signal and the second synced debug exit command signal are both
asserted. ltem 9 includes the system of item 1, wherein the second processor includes
debug circuitry coupled to receive the third clock, synchronization circuitry coupled to receive
the second clock where the synchronization circuitry receives a second request to enter the
debug mode and providing the second synced debug entry request signal to the first
processor, and an input for receiving the first synced debug entry request signal from the
first processor. Item 10 includes the system of item 9, wherein the second processor waits to
enter the debug mode until the first synced debug entry request signal and the second

synced debug entry request signal are both asserted.

[0063] Item 11 includes a method which includes clocking a first portion of debug
circuitry using a first clock; clocking a second portion of debug circuitry using a second clock,
wherein the first clock is asynchronous with respect to the second clock; transferring a first
request to enter a debug mode from the first portion of debug circuitry to synchronization
circuitry, wherein the first request to enter the debug mode is asynchronous with respect to
the second clock; the first processor synchronizing the first request to enter the debug mode
with the second clock to produce a first synced debug entry request; the first processor
monitoring a second synced debug entry request being received from the second processor;
and the first processor waiting to enter the debug mode until the first synced debug entry
request and the second synced debug entry request are both asserted. ltem 12 includes the
method of item 11 and further includes transferring the first synced debug entry request from
the first processor to a second processor. ltem 13 includes the method of item 11 and
further includes enabling lockstep operation for the first processor and the second processor,
wherein the lockstep operation comprises executing a same instruction in the first processor
and the second processor during the debug mode. Item 14 includes the method of item 11
and further includes transferring a request to exit a debug mode from the first portion of
debug circuitry to synchronization circuitry, wherein the request to exit the debug mode is
asynchronous with respect to the second clock; the first processor synchronizing the request
to exit the debug mode with the second clock to produce a first synced debug exit command;
the first processor monitoring a second synced debug exit command being received from the
second processor; and the first processor waiting to exit the debug mode until the first
synced debug exit command and the second synced debug exit command are both
asserted. Item 15 includes the method of item 11 and further includes the second processor

synchronizing a second request to enter the debug mode with a third clock to produce the
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second synced debug entry request, wherein the first clock is asynchronous with respect to
the third clock. Item 16 includes the method of item 15, wherein the second clock and the
third clock are asynchronous. Item 17 includes the method of item 15 and further includes
before entering the debug mode, the second processor monitoring the first synced debug
entry request being received from the first processor, and the second processor executing
one or more instructions in the debug mode after the first synced debug entry request and
the second synced debug entry request are both asserted. ltem 18 includes the method of
item 11, wherein the first processor and the second processor are formed on a same

integrated circuit.

[0064] Item 19 includes a method which includes inputting a test clock to a first
processor and to a second processor; inputting a first processor clock to the first processor;
inputting a second processor clock to the second processor, wherein the test clock is
asynchronous with respect to the first processor clock and wherein the test clock is
asynchronous with respect to the second processor clock; the first processor receiving a first
request to enter a debug mode; the second processor receiving the request to enter the
debug mode, wherein the first request to enter the debug mode and the second request to
enter the debug mode are synchronous with the test clock; the first processor synchronizing
the first request to enter the debug mode with respect to the first processor clock to produce
a first synced debug entry request; the second processor synchronizing the request to enter
the debug mode with respect to the processor clock to produce a second synced debug
entry request; the first processor receiving the second synced debug entry request from the
second processor and using the second synced debug entry request to determine when to
enter debug mode; and the second processor receiving the first synced debug entry request
from the first processor and using the first synced debug entry request to determine when to
enter debug mode. Item 20 includes the method of item 19, wherein the first processor waits
until both the first synced debug entry request and the second synced debug entry request
are asserted before entering the debug mode, and wherein the second processor waits until
both the second synced debug entry request and the first synced debug entry request are

asserted before entering the debug mode.
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CLAIMS

What is claimed is:

1. A system comprising:
a first processor;
a second processor;
a first clock coupled to the first processor;
a second clock coupled to the second processor; and
a third clock coupled to the first processor and to the second processor,
wherein the first processor comprises:
debug circuitry coupled to receive the third clock;
synchronization circuitry coupled to receive the first clock, the
synchronization circuitry receiving a first request to enter a debug mode
and providing a first synced debug entry request signal,
wherein the first synced debug entry request signal is synchronized with
respect to the first clock; and
an input for receiving a second synced debug entry request signal from the
second processor,
wherein the first processor waits to enter the debug mode until the first
synced debug entry request signal and the second synced debug entry

request signal are both asserted.

2. The system of claim 1, wherein the third clock is asynchronous with respect to the
first clock.
3. The system of claim 2, wherein the third clock is asynchronous with respect to the

second clock.

4. The system of claim 1, wherein the debug circuitry comprises a debug request
register bit, and wherein the first request to enter the debug mode is provided to the

synchronization circuitry in response to the debug request register bit being asserted.

5. The system of claim 1, wherein the first processor comprises a first program counter
and the second processor comprises a second program counter, and wherein the

first processor increments the first program counter and the second processor
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increments the second program counter at a same time when both the first processor

and the second processor are in the debug mode.

The system of claim 1, wherein the first processor and the second processor enter

the debug mode and execute a same instruction in lockstep during the debug mode.

The system of claim 1, wherein the first processor and the second processor enter
the debug mode and execute a same instruction during the debug mode, wherein
execution of the same instruction by the first processor is skewed by ten or less
cycles of the first clock as compared to execution of the same instruction by the

second processor.

The system of claim 1, wherein the synchronization circuitry receives a request to

exit a debug mode from the debug circuitry and provides a first synced debug exit

command signal, wherein the first synced debug exit command signal is

synchronized with respect to the first clock, and wherein the first processor further

comprises:

a first output for transferring the first synced debug entry request signal from the first
processor to the second processor;

a second output for transferring the first synced debug exit command signal from the
first processor to the second processor; and

an input for receiving a second synced debug exit command signal from the second
processor,

wherein the first processor waits to exit the debug mode until the first synced debug
exit command signal and the second synced debug exit command signal are both

asserted.

A system as in claim 1, wherein the second processor comprises:

debug circuitry coupled to receive the third clock;

synchronization circuitry coupled to receive the second clock, the synchronization
circuitry receiving a second request to enter the debug mode and providing the
second synced debug entry request signal to the first processor; and

an input for receiving the first synced debug entry request signal from the first

processor.

D3-



10.

11.

12.

13.

14.

WO 2010/117618 PCT/US2010/028300

A system as in claim 9, wherein the second processor waits to enter the debug mode
until the first synced debug entry request signal and the second synced debug entry

request signal are both asserted.

A method comprising:

clocking a first portion of debug circuitry using a first clock;

clocking a second portion of debug circuitry using a second clock,

wherein the first clock is asynchronous with respect to the second clock;

transferring a first request to enter a debug mode from the first portion of debug
circuitry to synchronization circuitry,

wherein the first request to enter the debug mode is asynchronous with respect to the
second clock;

the first processor synchronizing the first request to enter the debug mode with the
second clock to produce a first synced debug entry request;

the first processor monitoring a second synced debug entry request being received
from the second processor; and

the first processor waiting to enter the debug mode until the first synced debug entry

request and the second synced debug entry request are both asserted.

A method as in claim 11, further comprising:
transferring the first synced debug entry request from the first processor to a second

processor.

A method as in claim 11, further comprising:
enabling lockstep operation for the first processor and the second processor,
wherein the lockstep operation comprises executing a same instruction in the first

processor and the second processor during the debug mode.

A method as in claim 11, further comprising:

transferring a request to exit a debug mode from the first portion of debug circuitry to
synchronization circuitry,

wherein the request to exit the debug mode is asynchronous with respect to the
second clock;

the first processor synchronizing the request to exit the debug mode with the second
clock to produce a first synced debug exit command,;

the first processor monitoring a second synced debug exit command being received

from the second processor; and
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the first processor waiting to exit the debug mode until the first synced debug exit

command and the second synced debug exit command are both asserted.

A method as in claim 11, further comprising:
the second processor synchronizing a second request to enter the debug mode with
a third clock to produce the second synced debug entry request,

wherein the first clock is asynchronous with respect to the third clock.

A method as in claim 15, wherein the second clock and the third clock are

asynchronous.

A method as in claim 15, further comprising:

before entering the debug mode, the second processor monitoring the first synced
debug entry request being received from the first processor; and

the second processor executing one or more instructions in the debug mode after the
first synced debug entry request and the second synced debug entry request are

both asserted.

A method as in claim 11, wherein the first processor and the second processor are

formed on a same integrated circuit.

A method comprising:

inputting a test clock to a first processor and to a second processor;

inputting a first processor clock to the first processor;

inputting a second processor clock to the second processor,

wherein the test clock is asynchronous with respect to the first processor clock, and

wherein the test clock is asynchronous with respect to the second processor clock;

the first processor receiving a first request to enter a debug mode;

the second processor receiving the request to enter the debug mode,

wherein the first request to enter the debug mode and the second request to enter
the debug mode are synchronous with the test clock;

the first processor synchronizing the first request to enter the debug mode with
respect to the first processor clock to produce a first synced debug entry request;

the second processor synchronizing the request to enter the debug mode with

respect to the processor clock to produce a second synced debug entry request;

25-
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the first processor receiving the second synced debug entry request from the second
processor and using the second synced debug entry request to determine when
to enter debug mode; and

the second processor receiving the first synced debug entry request from the first
processor and using the first synced debug entry request to determine when to

enter debug mode.

20. A method as in claim 19, wherein the first processor waits until both the first synced
debug entry request and the second synced debug entry request are asserted before
entering the debug mode, and wherein the second processor waits until both the
second synced debug entry request and the first synced debug entry request are

asserted before entering the debug mode.
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