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(57) Abstract: Networks and methods for use in authenticating messages, based on the clients and the computing devices, are 
provided. One exemplary method generally includes performing, by an API gateway, validation of a computing device based on a 
certificate identifying the computing device as one of the recognized computing devices, via the repository, and performing, by the 
API gateway, validation of the client based on the client certificate via a global access manager, separate from the repository. The ex­
emplary method further includes causing a security token indicative of the client to be generated, when the computing device and the 
client are validated, whereby the security token is indicative of the client and permits the message, from the client, to be delivered to 
one or more backend services.
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SYSTEMS AND METHODS FOR AUTHENTICATING­

NETWORK MESSAGES

CROSS-REFERENCE TO RELATED APPLICATIONS

This application claims priority to and the benefit of the filing date of

:5 ILS, Application Serial No. 14/942,048, filed November 16, 2015, which is hereby

incorporated by reference in its entirety.

FIELD

The present disclosure generally relates to systems and methods for use

10 in authenticating messages, for example, network messages, including authenticating 

messages from clients, and further authenticating computing devices through which 

the messages are passed,

BACKGROUND

15 This section .provides background information related to the present

disclosure which is not necessarily prior art.

Payment networks are provided for various different types of 

messaging to and from clients, such as merchants, acquirers, issuers, and other 

vnmtes, and imlhui, in .ettam among the euuiis Because the message·'.

20 generally include sensitive and/or confidential date, or seek access to sensitive and/or 

confidential data, known payment networks employ a variety of encryption 

techniques to protect the data, and may further dictate security conditions for 

messaging to and/or from the payment networks. Also. payment m-twcn ks are known 

to employ security hierarchies, whereby as messaging progresses between different

25 network parts or zones w ith in. the payment network, continued auihemicaiiou of the 

message is needed to ensure security of the payment network.

DRAWINGS
The drawings described herein are for illustrative purposes only of

30 selected embodiments and not all possible implementations, and are not intended to 

limit the scope of the present disclosure.

1
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FIG. .1 is a block diagram of an exemplary system of the present 

disclosure, including a payment network suitable to authenticate messages transmitted 
to the payment network;

FIG. 2 is a block diagram of a computing, device, that may be used in

5 the exemplary payment network illustrated in FIG, I; and

FIG. 3 is an exemplary method,, which may be implemented in the 

payment network illustrated in FIG. 1, for authenticating messaging therein.

Corresponding reference numerals indicate corresponding parts 

■throughout the several views of the drawings.

10

DETAILED DESCRIPTION

Exemplary embodiments-will now be described more fully with 

reference to the. accompanying drawings. The description and.specific examples 
'included herein are intended for purposes of illustration only and are not intended to

15 limit the scope of the present disclosure.

Payment networks provide a variety of services, which may relate, to 

payment, account transactions and/or use of transaction data, that rely on access to the 

payment, networks by one or more other entities (broadly, clients), both internal and 

external, etc. Access is provided in the form of messages received, by the payment

20 network, from the clients. As described, herein, each of the messages includes a 

security certificate, which is uti lized by the pay ment network to authenticate the 

clients. Moreover, the networks (e.g,, payment networks, etc.) and methods herein 

authenticate messages (e.g., application programming interlace (API) messages, etc,) 

at multiple levels. In'particular, when a message is received at the payment network
25 from a client, a computing device appends the client certificate to the message as an 

object, and further appends its own certificate to the message, prior to transmitting the 

message onto an API gateway. In turn, the API gateway validates the certificate of 

the computing device .(from which the API.gateway received the message), based on a 

local repository within the API gateway, and further validates the client certificate,

30 /.<?., the appended object, via a global access manager apart from the API gateway.

Upon the multi-level authentication (eg., at the client level and the computing device 

level, etc.), the API gateway causes a security token to be generated, which is 

indicative nf the dieul and usable w ithin the payment network m access bacUnd 

servers and/or services provided thereby. In this manner, security is enhanced to keep 
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transaction data and other data within the payment network protected from 

unauthorized access.

FIG. I illustrates an exemplary system Γ00 in which one or more 

aspects of the present disclosure may be implemented. Although parts nf the system 

5 1(H) are presented in one arrangement, it should be appreciated that other exemplary

embodiments may include the same or different pans arranged otherwise, for 

example, depending, on validation of messaging to the payment network, etc .

As shown in FIG. 1, the illustrated system 100 generally includes a 

merchant 102, an acquirer 104, a payment network 106, and an issuer 108, each 

10 coupled to network 110. The network 110 may include, without limitation, a wired 

and/or wireless network, a local, area network (LAN), a wide area network (WAN) 

(e.", the Internet, etc.), a mobile network, and/or another suitable public and/or 

private network capable of supporting communication among two or more of the 
illustrated parts of the system. 100, or any combination thereof. In one example, the 

I5 network 110 includes multiple networks, where different ones of the multiple 

networks are accessible to .different ones of the illustrated entities in FIG. 1. In this 

example, the network 110 may include a private payment transaction network made 

accessible by the payment network 106 to the acquirer 104 and the issuer 108 and, 

separately, a network through which the paymen t network 106 and merchant 102 may 

20 communicate (e.g;, via a web-based application, etc.).

In general, in FIG. I, the merchant 102 offers one or various products 

(e.g., goods and/or services, etc/), for sale to a consumer. In order to purchase 

products, the consumer presents a payment device (associated with a payment 

account) to the merchant 102. la turn, the merchant 102, the acquirer 104, the 

2S payment network 106, and the issuer 108 cooperate, in response to the consumer, to 

■complete a transaction (broadly, a purchase transaction) for the product using the 

consumer's payment account. As part of the purchase transaction, the merchant 102 

reads the payment device and communicates, via the network .110, an authorization 

request to the payment network 106, via the acquirer 104 (associated with the

30 merchant 102), to process the transaction (e.g., using the MasterCard® interchange, 

etc.). The payment network 106, in turn, communicates the authorization request to 

the issuer 108 (associated with the consumer’s payment account). The usner 108 then 

provides an authorization response (eg., authorizing: or declining the request) to the 

payment network 106, which is provided back through the acquirer 104 to the

3
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merchant 102. The transaction with the consumer is then completed, or not, by the 

merchant 102, depending on the authorization response. If the transaction is. 
completed. the purchase transaction is later cleared and settled by and between the 

merchant 102 and the acquirer 104 (in accordance with a settlement arrangement, 

5 etc.), and by and between the acquirer 104 and the issuer 108 (in accordance with 

another settlement arrangement, etc.),

The above is a brief description of a transaction to the payment 

network 106, which is provided for purposes of illustration of the payment network's 

interactions with other entities. It should, be appreciated that multiple messages are 

10 directed to the payment network 106 in the above transaction, and further messages

may be directed to the payment network 106 as the transaction is subjected to 

additional. services. For example, if the payment account to which the transaction is 

directed is subject to 3D secure services, one or more additional messages may be 
directed to the payment network 106 (and specifically a directory hackend service

15 therein) to authenticate the consumer, prior to authorizing the transaction.

Further, as part of the transaction above, and multiple transactions like 

it, transaction data is generated among the merchant 102, the acquirer 104, the 

payment network 106, the issuer 108, and the consumer. Depending on the 

transaction, the transaction data may include, without limitation, payment account 

20 numbers, merchant IDs, acquirer IDs, terminal IDs, merchant category codes (MCCs) 

assigned to the merchant 102 (e.g., bv the payment network 106, etc.), time stamps, 

etc. Once generated, the transaction data is stored in one or more different entities of 

the system 100, and specifically the payment network 106 (e.g., in a data center (not 

shown) or otherwise).

.25 The transaction, data may further provide a basis for a variety of

services offered by the payment network 106, through a backend server and/or 

services offered thereby. Such services may relate to, for example, fraud protection, 

analytics, marketing insights, rewards, etc. The services may be provided to the 

entities shown in FIG. 1, or duplicates thereof, or to other parts, such as, for example, 

30 third parties that actin cooperation with one or more of the entities of FIG. 1. In the 

3D secure example, an authentication entity may include one or more third parties, 

such as merchant plug-ins (MPIsj (as indicated as included in and/or associated with 

the merchant .102 in FIG, I) and/or access control servers (ACSs)(included in and/or 

associated with the issuer 108 (not shown)). Each is usable In implementing 3D 

4
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security protocols, to transmit messages to the payment network 106, and to receive 

messages therefrom, in order to authenticate consumers prior to purchase transactions. 
It should be appreciated that, messages transmitted to the payment network. 106, and 

intended to reach backend servers/services at the payment network 106. may be

5 provided tor any different number and/or type of services offered by the payment 

network 106, to entities shown and not shown in FIG. I.

As further shown in FIG. 1, the payment network 106 includes one or 

more backend servers 11.2, which are provided to host one or a variety of backend 

services offered by the payment network 106. In this particular embodiment, the 

10 backend server(s) 112 exposes multiple APIs to external and/or internal diems, 

through, which one or more of the services may be utilized. The APIs, provided by 

payment network 106, are accessible through the API gateway 114 (e.g., an XML 

gateway, etc.) and two recognized computing devices 116 and 118, which are coupled 

to the API gateway 114., In this exemplary embodiment, the computing devices 116 

15 and 118 are network routers. And, the computing device 116, in this example, is 

provided for receiving verification messages for the 3D secure protocols (>,g„ the 

SecureCode® service offered by 'MasterCard®, etc.), from the merchant 102, via the 

MFI included in and/or associated therewith, and also the ACS included in and/or 

rtssociaied with the issuer 108 (not shown). In addition, computing device 118

20 coordinates messaging io/from IPsec. or other security protocols, virtual private 

networks (VPNs) and to/ftom clients (via DMZ computing devices, or perimeter 

networks, etc,), generally internal to the payment network 106, Uniquely, the API 

gateway 114 includes a local repository 124, which is provided in. memory of the A PI 

gateway 114. The local repository 124 includes certificate validation data, specrik to

25 recognized computing devices 116 and 118 only, whereby the recognized compunng 

devices 116 and 118 may be validated internally al die API gateway 114 witiiout 

having to access other devices (e.g·., global access manger, etc.) (yet other 

unrecognized computing devices cannot be validated internally at the API gateway 

114). In particular, the local repository 124 includes the distinguished name of the

30 client certificates of the computing devices 116 and 118.

Further, as shown, the payment network 106 includes an intermediate 

computing device 122, between the client and the computing device 116. which is 

further included. The intermediate computing device 122 generally includes a router 

(e.g., an edge router, etc,), which may include, in this example, load balancing and/or

5
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application firewall functionality. The computing device 122 may be, in seme 

embodiments, a data center (or 1DC) F5 computing device. Also, in this exemplary 

embodiment, the payment network. 106 further includes two additional computing 

devices. One computing device is a lightweight directory access protocol (LDAP) 

5 computing device 126, which is con figured as the data repository to be used by a 

global access manger within the payment network 106, for validation of internal and 

external clients, And, the other .computing device is a security services computing 

device (SSCD) 128, which is configured to generate security tokens accepted within 

the payment network 106, and specifically, by the backend servers) 112 and services 

10 offered thereby.

While each of the: above computing devices Is illustrated as separate, in 

this particular embodiment, it should be appreciated that certain of the computing 

devices may be integrated together, or further separated, in other payment network 

embodiments. Further, other computing devices may be employed, in-addition to, or 

I5 in place of one or more of the computing devices illustrated in FIG. 1. For example, 

the API gateway 114 is only coupled to two recognized computing devices 116 and 

118 to receive client messages. It should he understood that, a different number of 

computing devices may be “recognized” computing devices io the API gateway 114 

in other embodiments, depending on, tor example, the services offered by the backend 

20 server(s) 112, volume of client messaging, a payment network topology, etc,

FIG. 2 illustrates exemplary computing device 200, which is suitable 

for use in the system 100. By way of example (and without limitation.), the exemplary 

computing device 200 may include one .or more servers, workstations, computers, 

routers, gateways, or combinations thereof, etc., as appropriate. In the system 100 (of 
25 FIG. I), the merchant 102, acquirer 104, and the issuer 108 are each associated with, 

<>r implemented in, a computing device 2M. Further, the backend servenv) 112. the 

API gateway 114, each of the computing devices 116, 118 and 122 are consistent with 

the computing device 200. With that said, it. should be: understood that the system 1.00 

is not limited to the computing device 200, as different computing devices and/or 

30 arrangements of computing devices may be used. It should also be understood that 

different parts, and/or arrangements of parts may be used in other computing devices. 

Furthermore, in various exemplary embodiments, the computing device 200 may 

include multiple computing devices located in close proximity, or distributed over a 

geograph I c regio n.

6
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With reference to FIG. 2, the illustrated computing:-device 200 

generally includes a. processor 20:2, and a memory 204 that is coupled to the processor 

20:2. The processor 202 may include,, without limitation, one or more processing units 

(e.g., in a multi-core configuration, etc.), including a general purpose central

5 processing unit (CPU), a microcontroller, a reduced instruction set computer (RISC) 

processor, an application specific integrated circuit (ASIC), a programmable logic 

circuit (PLC). a gate array, and/or any other circuit or processor capable of the 

functions described herein. The above examples are exemplary only, and are not 

Intended to limit in any way the definition and/or meaning of processor.

10 The memory 204. as described herein, is one or more devices that

enable information, such as executable: instructions and/or other data, to be stored and 

retrieved. The memory 204 may include one or more computer-readable storage 

media, such as, without limitation, dynamic random access memory (DRAM), static 

random access memory (SRAM), read only memory (ROM), erasable programmable

15 read only memory (EPROM ), solid state devices, CD-ROMs, tapes, flash drives, hard 

disks, and/or any other type of volatile or nonvolatile physical or tangible computer- 

readable media. The memory 204 may be configured to store, without limitation, 

transaction data, certificates, security technologies, security tokens (e.g., SAMI, 

tokens, etc.) and/or any other types of data sui table for use as described herein, etc.

20 Furthermore, in various embodiments, computer-executable- instructions may be 

stored in the memory 204 for execution by the processor 202 to cause the processor 

202 to perform one or more of the functions described herein, such, that the memory 

204 is a physical, tangible, and non-transitory computer-readable storage media. It 

should be appreciated that the memory 204 may include a variety of different and/or

25 separate: memories, each implemen ted in one or more of the functions or processes

described herein.

In addition, the illustrated computing device 200 includes a network 

interface 206 coupled to the processor 202' (and, in some embodiments:, to the 

memory 204 as well). The network interface 206 may include, without limitation, a 

30 wired network adapter, a wireless network adapter, a tel ecomm unications adapter, or 

other device capable of comm unicating to one or more different networks, including 

the network 110. In some exemplary embodiments, the computing device 200 

includes one or more network interfaces 206 incorporated into or with the processor 

202.

7

SUBSTITUTE SHEET (RULE 26)



WO 2017/087243 PCT/US2016/061277

Referring again to FIG. .1, the payment network '106, in this 

embodiment, is configured to perform multiple levels of authentication of messages 

■received from, for example, the merchant MP1, other external clients, and/or 'internal 

clients 120 (broadly, clients). In the exemplary embodiment of FIG. I, messages

5 permitted in. the payment network: 106 are SSL messages, or mutual SSL. (MSSL) 

messages, or TLS messages or Mutual TLS (MILS) messages, etc. ft should be 

appreciated that other payment network embodiments, however, may include other, 

different types of messaging and/or protocols to provide security based on certificates 

or otherwise, etc.

10 Upon receipt of a message from the merchant MPi, for example, the

intermediate computing device 122 is configured to append the client certificate 

(associated with the client sending the message) to the message as an object, and then 

transmit the message io (he API gateway 114, via the computing device 116, which 
likewise appends its certificate to the message. Similarly, the computing device 118.

15 is configured to, lor internal messages, in this embodiment, append the client 

certificate to the message as an object and further append its own certificate to the 

message.

In turn, the API gateway 114 is configured to initially validate the 

computing device 116/118 based on the local repository 124 therein. For instance, the 

20 API gateway 114 may access validation, variables stored on the local repository 124 

which include data, such as authenticated device name (DN), for identifying 

computing devices which are allowable. The validation variables are compared 

against data in the certificates (e.g,, request.atithenticaiedDN, etc.) appended to 

messages by computing devices <y w, computing devices 116 and 118). If the

25 'comparison, succeeds, the compiumg devices are authenticated. In some 

embodiments, the API gateway 1.14 may assign the authenticated device name to a 

context variable (e.g., mmc_authenticatedDN, etc.) which maintains the authenticated 

status of the computing device throughout the interaction. If the authentication fails, 

the API gateway I14 may handle the failure by stopping the validation process and

30 providing a message explaining why the,authentication failed.

Then, the'-API gateway I14 is configured to validate the client, from 

which the message a transmitted, by use of the appended object, which is the client 

certificate. To do so, the API gateway 114 is configured to call the LDAP computing 

device 126 (employed as the global access managers (i.e,, the local repository does not 

8
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include content to validate each client to the payment network 106). When each is 

validated, the API gateway 114 is configured to then generate an internal security­
token, which is converted to a security token accepted by the backend serverfs) I12, 

after which the message (including the security token) is transmitted to the backend

5 server(s) 112, whereby the service, to which the message was directed, is invoked as 

necessary,

FIG. 3 illustrates an exemplary method for use in authenticating 

messages within the payment network 106, at the client level and further at the 

computing device level. The exemplary method 300 is-described as implemented in 

10 the system 100., with further reference to the API gateway 114 and the computing 

devices 116, :l18, and 122: shown in FIG. 1. For example, operations enclosed In the: 

dotted box, in FIG. 3, for example, are included in and/or performed by the API 

gateway 114, tn this exemplary embodiment. The method 300, however, could be 

implemented in one or more other entities or parts of the system 100 and/or parts of 

15 payment network 106, in other embodiments. And, just as the methods herein should 

not be understood to be limited to the exemplary system 100, or the exemplary 

computing device 200. the systems,and the computing devices herein should not be 

understood to be limited to the exemplary method 300.

The method 300 is described'with "reference to a 3D secure message,

20 transmitted bv the merchant MPl and received at the intermediate computing device 

122, as shown as 130 in FIG. 1. It should be appreciated that a message may be 

received from one or more other external entities, as shown in FIG. 1 or otherwise, 

and that the message may be related to any aspect of the pay ment network 106, but 

will often be provided to access one or more services offered by the backend servers)
25 I12, through one or more APIs. Further, messages may be received at the computing 

device 118, for example, from one or more entities internal to the payment network 

106, as .indicated by the dotted block 120 (e.g., internal clients, etc.), to again access 

one or more services a Wed by the backend server(s) 112, through one or more APIs.

Referring again to FIG. 3, at 302, a message (Ag., a TLS message, etc.) 

30 is received at the computing device 122 from the external client, and specifically, in 

this example, the merchant 102 (and/or acquirer 104), via an MFI. The MPI message, 

as indicated above, is provided to authenticate a consumer in connection with a 

payment account transaction, pursuant to a 3D secure protocol, etc. The MPl message 

is received at the computing device 122, via network 1.10 (as indicated by 130 in FIG.

9
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1). The network .110, in this example, is a HTTP-type network, such that the message 

received includes a HTTP message. It should be understood, however, that different 

types of networks -may be employed in other examples, whereby the message may be 

of a different type or pro vided according io different protocols. Also, the message

5 received front the client includes a client certificate tor the external client, /.<?., the

merchant MP.I, and tn particular, a TLS certificate.

Upon receipt of the message, the intermediate computing device 122 

validates the client certificate. If the client is validated, the intermediate computing 

device 122. appends the client certificate, at 304, to the message as an object, and 

10 specifically, in this embodiment, as an X509 object. The X5O9 object may be 

appended to the HTTP header, or elsewhere in the message. The intermediate 

computing device 122 further appends its certificate to the message and transmits, at 

306, the message to the API gateway 114, via the computing device 116. The 

computing device 116, for this message, does: perform validation, of the client 

15 certificate, but otherwise acts as a pass-thru, whereby the computing device I16 

merely appends the certificate to the message. The certificate includes a distinguished 

name (DN), which is a unique identifier of the computing device 116. It should be 

appreciated that the computing device 116 may perform one or more additional 

operations related to further validate and/or verify the message, or filtering the

20 message received from the computing device 122, prior to passing it along to the API 

gateway 114.

The API gateway 1..14 recei ves the message, and at 308, validates the 

certificate front the computing device 116. In particular, the API gateway 114 relies 

on certificate validation data in its local repository 124 to validate the certificate of the 

25 computing device 116 to confirm it is a recognized computing device with which the 

gateway 114 is permitted Io communicate. The validation may include merely 

comparing the distinguished name included in the certificate to a listing of recognized 

distinguished names in the local repository 124. Mom often, the API gateway 114 

performs a fall validation of the message (received via TLS channel) by performing a 

30 handshake between the computing device 1.16 and the API gateway 114 to validate 

the Certificate Authority trust chain from the computing device 116. Once the 

handshake is successful, the message reaches the gate way i 14, as described above. 

The API gateway 114 compares the Distinguished Name (ON) of the client certificate 

from the incoming message, representing the computing device 116, with a list, stored. 

10
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in local repository 124, of predefined D'N values for all computing devices that the 

API gateway ! 14 has previously authorized. If a match is found, the matched message 

is successfiilly validated. hi t his manner, validation of the message as to the certificate, 

for the computing device 116 is performed locally to the API gateway 114, without

5 requiring communicating with a separate certificate authority, such as, for example, 

the global access manager which makes use of the-LDAP computing device 126,

If the validation reveals the message did not come from a recognized 

computing device, the API gateway 1.14 terminates the message, and/pr initiates one 

or more security reviews of the message, etc!

10 G anerscly, if the message is validated to the computing device I16,

the API gateway 114 extracts the object, and specifically, in this example, the X509 

object, from the message, at 310, Then, at 312, the API gateway 11.4 performs 

validation of the object (i.e., the client certificate) for the client providing the 
message, that is, the merchant MPI in this example. The validation of the client

15 certificate, as shown in PIO. 3, in this exemplary embodiment, requires the API 

gateway 114 to access the data repository of the global access manager 126 fo.g., the 

LDAP database), in which credentials for clients are stored fo.g., in memory 204, 

etc,). Based on this access,.the API gateway 114 then performs, at 312,. validation of 

the certificate according to known techniques,

20 In most cases, if the message is invalid or not validated, the message

will be rejected. However, in this exemplary embodiment, if the message is invalid or 

not validated because the client or merchant MPI 102 is unknown, the API gateway 

114 calls a backend service hi the backend servers) 112 to provision a new client, 

which iacludes the enterprise service bus (BSB), at 314 Generally, when the

2S certificate or the merchantMPI .102 is unknown, or new to the payment network 106.

the.API gateway 114 calls to the backend service, which, in turn, registers the client, 

or merchant MPI 102. The registration of the merchan t MPI 102 is then provided, 

from the backend server(s) 112, to the global access manager 126, thereby creating 

the client identifier for the merchant MPI 102, The client identifier is then provided

30 to the API gateway 114, which in turn, generates the token, for the message as 

described below.

Conversely, if the message is validated, the API gateway IJ 4 causes a 

security token to be generated for the message and/or the client In particular, the API 

gateway 114 generates an internal security token, at 316. The internal security token,

11
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in this example, includes a 8AML (security assertion, markup language) token, which 

is specific to the client. The API gateway 114 then calls the SSCD 128, at 318. In 

responses, as shown in FIG. 3, the SSCD 128 converts, at 320, the internal security 

token into the security token which may be recognized by other parts of the payment

5 network 106, .including the backend servemi s) 112 and services provided (hereby. 

After the conversion, the security token, which is also a SAME token in this example, 

is .reverted to the API gateway 114 and is then transmitted to the backend server/») 

I12 along: with the message, at 322. In response, the backend servers) 112, and/or a 

provider of transaction data, or other services, is permitted to facilitate additional

I0 messages, as required by the particular service requested. In this exemplary 

embodiment, in response to the M.P1 message, the directory service in the backend 

server 112 verifies the enrollment status of the payment account, whereby the 3D 

secure protocol, tor the transaction, may be continued.

Apart, from the intermediate computing device 122 and the computing 

I5 device 116, messages may originate from a variety of other sources, including internal 

clients 120, as noted above. In such instances, the message is received at computing, 

device 118 (as described with reference to step 304), which operates to append the 

client certificate to the message as an object (e.g., an X509 object etc.) (and further 

append its own certificate to the message), and pass the message along to the API

20 gateway 114, as described above. The API. gateway 114 then, performs consistent with 

steps 308-31.8 and 322 for the message.

In the manner described above, the API gateway 1.14 provides a dual 

level of authentication of the message, at the.client level and further at the computing 

device level trelj »«g on a local repository) to ensure the message is received from a 

2S recognized computing device. Thus, messages, which are received as API messages 

from internal or external clients, are validated at two levels prior to permitting the 

message to pass through to backend servers and/or backend services, within the 

payment network 106. The security of messages to the payment. network. 106, and 

specifically API messages, in various exemplary embodiments, is subject to enhanced 

30 security, whereby the confidential and/or sensitive information included in messages 

to, from -and/or through the payment network 106 are further protected from 

unauthorized, accesses.

Again and as previously described, it should be appreciated that the 

functions described herein, in some embodiments, may be described in computer
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executable instructions stored on a computer readable media., and executable by one 

or more -processors. The computer readable media is a non-transitory computer 
reada ble storage medium. By way of example, and no t limitation, such computer- 

readable media can include RAM. ROM, EEPROM, CD-ROM or other optical disk

5 storage, magnetic disk storage or other magnetic storage devices, or any other 

medium that can be used to carry or store desired program code in the form of 

instructions or data structures and that can be accessed by a computer. Combinations 

of the above should also be included within the scope of computer-readable media.

It should also be appreciated that one or more aspects of the present

10 disclosure transform a general-purpose computing device into a special-purpose 

computing device when configured to perform the functions, methods, and/or 

processes described herein.

As will be appreciated based on the foregoing specification, the above­

described embodiments of the disclosure may be implemented using computer

15 programming or engineering techniques including computer software, firmware, 

hardware or any combination or subset thereof, wherein the technical effect may be 

achieved by performing at least one of: (a) receiving an API message from, a client, 

the API message including a client certificate; (b) appending the client certificate to 

the message as an. object; (c) appending an intermediate certificate to the message, the

20 intermediate certificate indicative of the computing device; (d) transmitting the 

appended messaged to an API gateway, the API gateway including a repository 

defining recognized computing devices; (e) perfirrnting, by the API gateway, 

validation of the computing device based on an intermediate certificate identifying the 

computing device as one of the recognized computing devices, via the reposi tory; (f)

2S performing, by the: API gateway, validation of the client based on the client certificate 

via a global access manager, separate from the .repository; and (g) causing a security 

token indicative of the client to be generated, or generating an internal security token, 

when the computing device is validated, whereby the security token is indicative of 

the client and permits the message, from the client to be delivered to one or more

30 backend services.

With that said, exemplary embodiments are provided so that this 

disclosure· will be thorough,, and will fully convey toe scope to those who are skilled 

in the art. Numerous specific details are set forth such as examples of specific 

components, devices, and methods, to provide a thorough understanding of 
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embodiments of the present disclosure. It will be apparent to those skilled in the art 

that, specific details need not be employed, that example embodiments may be 
embodied in many different forms and that neither should be construed to limit the 

scope of the disclosure. In some example embodiments, well-known processes, well-

5 known device structures, and well-known technologies are not described in detail.

The terminology used herein is for the purpose of describing particular 

exemplary embodiments only and is not intended to be limiting. As used herein, the 

singular forms "a,” "an," and ’’the" may be intended to include the plural forms as 

well, unless the context.clearly indicates otherwise. The terms "comprises,"

10 "comprising," “including,” and “having,” are inclusive and therefore specify the 

presence of staled features, integers, steps, operations, elements, and/or components, 

but do not preclude the presence or addition of one or more other features, integers, 

steps, operations, elements, components, and/or groups thereof. The method steps, 

processes, and operations described herein are not to be construed as necessarily

15 requiring their performance in the -particular order discussed or illustrated, unless 

specifically identified as an order of performance, ft is also to be unders tood that 

additional or alternative steps may be employed..

When an. element or layer is referred to as being "on," “engaged to,” 

"connected to,” "coupled to," “associated with,” or “included with” another element or 

20 layer, it may be directly on, engaged, connected or coupled to, or associated with the 

other element, or layer, or intervening dements or layers may be present. As used 

herein , the term "and/or" i ncl udes any and al l combinations of one or more of the 

associated listed items.

The foregoing description of exemplary embodimen ts has been
25 provided for purposes of illustration and description. It is not intended to be 

exhaustive or to limit the disclosure. individual elements or features of a particular 

embodiment are generally not limited to that particular embodiment but, where 

applicable^ are interchangeable and can be used in a selected embodiment, even if not. 

specifically shown or described. The same may also be varied in many ways. Such

30 variations are not to be regarded as .a departure from, the disclosure, and all such 

modifications are intended to be included Within the scope of the disclosure.
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CLAIMS

What is claimed is:

1. A computer-implemented method for use in providing authentication of an

5 application programing interface (API) message to a network, the method comprising: 

receiving an API message from a client the API message including a client 

certificate;

appending, by a computing device, the client certificate to the message as an 

object;

10 appending, by the computing device, an intermediate certificate to the message, the 

intermediate certificate indicati ve of the computing device ;

transmitting, by the computing device, the appended messaged to an API 

gateway, the API gateway including a reposi tory defining recognized computing 

devices;

15 performing, by the API gateway, validation of the computing device based on

the intermediate certificate identifying the computing device as one of the recognized 

computing devices, via the repository ;

performing, by the API gateway, validation of the client based on the client 

certificate via a global access manager, separate from the repository; and

20 causing a security token i ndicative of the client to be generated, when the

computing device is validated, whereby the security token is indicative of the client 

and penni ts the message, from the client, to be delivered to one or more backend 

services.

25 2, The method, of claim 1, wherein performing validation ofthe computing

device includes validating a distinguished name oi'liie iulerrnediale certificate as 

consisten t with the one of the recognized computing de vices; independent of the 

global access manager.

30 3. The method of claim i, wherein causing the security token to be generated

includes:

generating an internal security token, when the computing device is validated and the 

client is validated; and
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causing a security service computing device to convert the internal security token into 

said security token; and

transmitting the message including said security token to the one or more 

backend services indicated by said message.

4. The: method of claim 3, wherein at least one of the internal security token and 

said security token includes a SAME token.

5. The method of claim 1, further comprising validating, by the computing

10 device, the client based on the client certi ficate via the global, access manager, prior 

to appending the client certificate to the message as the. object.

6. The method of claim 1, wherein the object includes an X509 object; and 

wherein, appending the client certificate to the message includes: appending the X.509

15 object to a header of the API message.

7. The method of claim I, wherein the message includes an HTTP request.; and 

wherein appending, the elient certificate to the message ineludes appending the

client certificate, as an X509 object, to a header of the HTTP request

20

8. The method of claim 1, wherein the cl ient includes a merchant plug-in (MPI) 

associated with a 3D secure protocol; and

wherein the message includes an authentication request

25 9. The method of claim I, further comprising terminating the message when the

computing des ice is not validated.

10. A payment, network for authenticating messages, the payment network 

comprising:

30 an intermediate computing device; and

an XML gateway coupled to an intermediate computing device and including a local 

repository of recognized computing devices; the XML gateway configured, by 

executable instructions, to:
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receive a message from a computing device, the message including an intermediate 

certificate and an X509 object;

validate the intermediate computing device based on the intermediate 

certificate and the local repository, as one of the recognized computing devices;

5 extract the X509 object from the message and validate a client based on the X509

object; and

transmit a security token indicative of the client to a service provider of the 

payment network, as indicated in the message, when the intermediate computing 

device is validated.

10

11. The payment network of claim 10, further comprising a data repository of a global 

access manager; and

wherein the XML gateway is configured to call to the data repository to validate the 

client based on the X509 object, but not to validate the intermediate computing device.

15

12. The payment network of claim 11, wherein the intermediate computing device is 

configured to receive the message from a client, the message including a client 

certificate; to validate the client based on the client certificate; and to append the client 

certificate to a header of the message as the X509 object.

20

13. The payment network of claim 12, wherein the XML gateway is configured to 

cause a client ID to be generated, when the intermediate computing device and the 

client are validated, but no client ID exists in the global access manager.

25 14. The payment network of claim 11, further comprising a security service

computing device coupled to the XML gateway; and 

wherein the XML gateway is configured to generate an internal security token when 

the computing device and the client are validated, and to transmit the internal security 

token to the security service computing device; and

30 wherein the security service computing device is configured to convert the internal 

security token into the security token and to revert the security token to the XML 
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gateway, whereby the security token is accepted as validation by one or more backend 

servers.

.15. The payment network of claim 10, wherein the XML gateway is further

5 configured to terminate the message when the intermediate computing device is not 

one of recognized computing devices defined by the local repository.

16. The payment network of claim 15, wherein the local repository inchides a list 

of distin guished names for each computing device from which the XML gateway is

10 authorized to receive messages.

17. The payment network of claim .10, wherein the XML gateway is configured to 

internally validate the intermediate computing device based on a distinguished name 
inchided in the intermediate certificate and the local repository.

15

18. A non-transi tory computer readable media including executable instructions 

for providing^authentication of an application programing interface (API) message to 
a payment, network, which, when executed by at least one processor, causes the at least 

one processor to:

20 receive an appended API message from a computing device, the appended. API

message including a client certificate associated with a client and an intermediate 

certificate, the intermediate certificate indicative of said computing device;

perform a validation of the Computing device based on the intermediate 

ceiiitkate identity ing said computing device as a recognized computing device, via a 

25 repository defining recognized computing devices;

perform a validation of the cheni based on the client certificate via a global 

access manager, separate from the repository; and

cause a security token indicative of the client to be generated, when the 

computing de vice is validated, whereby the security token is indicative of the clien t

30 and permits the message, from the client, to be delivered to one or more backend 

services for the payment network.

SUBSTITUTE SHEET (RULE 26)



WO 2017/087243 PCT/US2016/061277

19, The n.on~transitory computer readable media of chum 18, wherein the client 

certificate includes an X509 object appended to a header of the appended API 
message,

5 20. The ηοη-transitoty computer readable media of claim 18, wherein the

executable instruction that.. when executed, by the at least one. processor, causes, the at 

least one processor to perform the validation of the computing device includes 

performing validation of a distinguished name associated with said certificate as 

consistent with the one of the recognized computing devices, independent of the

10 global access manager.

19
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