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(87) Abstract: Networks and methods for use in authenticating messages, based on the clients and the computing devices, are
provided. One exemplary method generally includes performing, by an API gateway, validation of a computing device based on a
certificate identifying the computing device as one of the recognized computing devices, via the repository, and performing, by the
API gateway, validation of the client based on the client certificate via a global access manager, separate from the repository. The ex-
emplary method further includes causing a security token indicative of the client to be generated, when the computing device and the
client are validated, whereby the security token is indicative of the client and permits the message, from the client, to be delivered to
one or more backend services.
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SYSTEMS AND METHODS FOR AUTHENTICATING
NETWORK MESSAGES

CROSS-REFERENCE TO RELATED APPLICATIONS
Thig application claims priority (o and the benefit of the filing date of
3 S Appheation Serial No, 14/942 048, filed Noverabgr 16, 2015, which is hereby

meorporated by reference i its eutivety.

FIELD
The prosent disclosure generally relates to systems and methods for use
0 inauthenticating messages, for example, network messages, inclading asthenticating
messages from clients, and Aother anthenticating computing devices through which

the messages are passed.

BACKUGROUND

-
ST

This section provides background information related to the present
disclosure which ix niot nevessarily prior art.

Payment networks are provided forvarious different types of
messaging oand from clients, such as merchatts; acquirets, tssuery, and other
endities, asd Rarther, in certain instances, amonyg the clients. Because the messages
20 peperally include sensitive andior confidential data, or seek access to sensitive andfor
confidential data, known payment networks employ a vanety of eacryption
fechmques to protect the data, axd way forther dictate secarity conditiony for
messaging to and/or from the payment networks, Also, payment networks are known

to enyploy security huerarchies, whereby as messaging progresses between different

1
L

network parts or zones within the payment neteork, continued authentication of the

message-is needad (o ensure security of the payment network.

DRAWINGS
The drawings described herein are for iftustrative purposes only of

30 selected embodiments and not all possible implementations, and sre pot intended to

SUBSTITUTE SHEET (RULE 26)
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FEG: 1 isablock diagram of an exemplary system of the present
disclosure, including a payment network suitabls to authenticate messages transmisted
to the payment network;

FIG. 2 iy a-block-diagrany of & computing device, that may be used in

5 the exemplary payasent nstwork ihustrated i FIG. 1 and

FIG. 3 s an exemplary method, which waay e implemented in the
payment network thustrated in FIG. 1, for authenticating messaging thersin,

Corresponding reference-numerals indicate-comesponding parts
troughout the several views of the drawings,

10
DETAILED DESCRIPTION

Exemplary esibodiments will now be described more fudly with
reference to the accompanying drawings. The deseription and spcific examples
inchuded herein gre imtended for purposes of illustration only and are pot intended to

1§ Hout the scope of the present disclosure.

Paymaent networks provide a vartety of services, which may relate to
payment account transactions and/or use of transaction data, that rely on access to the
paysent networks by one or more other entities (hroadly, clients), both internal and
sxterhal, ete. Aceessisprovided i the form of messagey vedeivad, by the payment

20 network, from the clients. A deseribed beretn, sach of the messages ineludes a
security certificate, which is utilized by the payment network to authenticate the
clients. Moreover, the networks (e.g., payment networks, sie.) and methods bevein

ey, efe.}

& g g

authentivate: messages {exg., application progranuming intecface (AP messa

at multiple levels, In particular, when a message is recgived at:the payment network

(34
¥

from a client, a computing device appends the chient cerfifivate 10 the message a8 an
obiect, and forther appends its own certificats to the message, prior 1 transmitiing the
message onto an AP gateway. In tan, the AP gateway validates the certificate of
the computing device (frony which the AP} gateway recetved the message), based i a
ocal repository within the AP! gateway, and further validates the chient certificate,

30 e, the appended object, vid a global access manager apart from the AP] gateway.
Lipon the multi-level authentication {2, at the client level dnd the computing device
level, ete.), the APY gateway causes a security token 1o be generated, which is
mdicktive of the client and usable within the payment network foavcess backend

servers. angdfor servives provided thereby. In this manger, securily 35 enbanced 4o keep

2
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trangaction data and other data witun the payment network protected from
unauthorized access,

FIG. T Hustrates an exemplary system 100 in which one or more
aspects of the present disclosure may be tmplemented. Although parts of the svstem
10 are presented in one arcangsment, #t shoald be appreciated that other exemplary
embodiments oy include the same or different parts arvanged otherwise, for
example, depending on validstion of messaging to the payment network, etc.

As shown in FIG, Lo the Hlustrated sestem 108 generally meludes a
merchant 02, an acquiver 104, a payment network 106, and an fssuer 108, each
coupled to network 114, Thenetwork 110 may include; without limitation, a wired
andéor wireless netwark a local area network (LANY, a wide et netwark {WAN)
{eoe, the Intemet; sle) & mobile network, andfor dnother suitable pablic andior
privaie network capable of sugporting communication among two ormewe of the
tlustrated parts of the system 100, or any combination thereofl fn one example, the
network 110 inchades multiple networks, where diffsrent’ones of the nultiple
networks are accessible to different ones of the hustrated entities e FIG. £ Inthis
example, the network 110 may include a private payment transaction netwark made
aceessible by-the payment network 106 tothe acquirer 104 and the issuer 108 and,
separately, a network through which the payment network 106 and merchant 102 may
commugicate (¢.g., via a web-based application, ete.).

In general, in FIG. 1, the merchant 102 offers one or various products
{eg., goods and/or services, ele.), for sale to a consumer. In order to pugchase
products, the consumer prosents & paynieat device (associated with a pavinent
account) to the merchant 102, In torn, the merchant 102, the acquirer 104, the
payment network 106, and the issuer 108 cooperate, in response to the consumer, 1o
complete « transaction (broadly, a purchase transaction) for the product using the
consumer’s payment account. Axs pavt of the purchase fransaction, the merchant 102
reads the payment device and communicates, via the network 110, an authorization
request 1o the payment network 106, via the acquirer 104 (associated with the
mierchant 102}, {0 progcess the transaction (¢ using the MasterCard® interchange,
gie.). The pavaientnetwork 106, in tum, commuricates the suthogization reguest to
the issuer 108 (assoctated with the consumier’s payment account), The issuer 108 then
provides an avthotization response (¢ g, authorizing or declining the requesty (o the

payment network 106, which s provided back through the acquirer 104 to the

3
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merchant Y02, The transaction with the consumer is then completed, or iot, by the
merchant 102, depending on the authorization response. | the transaction &
completed, the purchase trapsaction is later cleared and settled by and between the
merchant 102 and the acquirer 1 {in accordance withva settlement arrangement,

5 sted, and by and betwesn the acquiver 104 and the issuer 108 (v accordance with
another seitlement arrangament, gie.),

The above is & brief description of a transaction 1o the payment
getwork 106, which is provided for parposes of ilfastration of the payment network’s
interactions with other entitics, I should be-appreciated that multiphe messages ate

10 dirccted to the payment network 106 in the above transaction, and further messages
miy be directed fo the payment network 106 as the transaction is subjected to
additional services. For example, i the payrent accoantto which the transaction is
dirested is subject 10 3D seoure services, one ar mrore additional messages may be
diraeted to the payment network 106 (and specifically a directory backend service

1§ iherein) to authenticate the consunior, prior o authorizing the transaction.

Further,ay part of the trancaction above; and multipletransactions like
it, transaction dats i generated among the merchant 102, the acqguirer 144, the
payment network 106, the ssuge 108, and the conswmer. Depending on the
tratsaction, the fransaction data may include, without lmitation, payyoent account

20 manbers, merchant 03 acquiver 1Ds, terminal 1D, merchant category codes (MUCY)
assigned to the merchant 102 {e.g., by the payment network 106, ete.), time stamps,
ete, Once-generated, the transaction datg 18 stored 1n-ove or more different entities of
the system 1O, and specifically the pavment netwink 106 (e g, ina daga center (ol

show} or otherwise),

=
i

The transaction data may forther provide a basis for a variety of
services offered by the payvment network 106, through « backend server andior
services offered thereby. Such services may relate o, for example, fraud protection,
analytics, marketing insights, rewards, ete. The services may be provided to the
entitics shown in FIG. 1, or duplicates thereof, or to other parts, such as, for example,
30 inrd parties tat act iy cooperation withvonie or more of the entilies of FIG. 1. Inthe
3D secwre example, an authentication sptity may mchude e or more third parties,
such as merchant plug-ins (MPIs) (a5 indivated as included in andfor associated with
the merchant 160210 FIG, 1) anddor aceess control servers {ACSs) Oncluded in andior

associated with the issuer 108 (not shownih Each is asable in bnplementing 3D

SUBSTITUTE SHEET (RULE 26)
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seciirily protocols, To transmit messagss to the payiment petwork 106, and 8 recdive
messages therefrom, in order to authenticate consumers prior to purchase transactions.
it should be appreciated that messages transmitted 1o the payment network 106, and
intended 1o reach backend servers/services at the payment network 106, may be

5 provided for any different number andfor type of services offered by the pavment
network 106, toentities shown and pot shown in FIG 1,

As further shown in FIG, 1, the payment network 106 includes one or
more backend servers 112, which are provided to host one or 8 variety of backend
services offered by the payment network 106. In thiv particular embodiment, the

10 backend server(sy 112 exposes muwitiple APIs f external andfor internal clients;
through which one or more of the services may be utifized. The APls, provided by
payient network 106, are accessible through the AP gateway 114 {e.g, s XML
gateway, ete.) and two recognized computing devices 116 and 118, which are coupled
tos the AP gateway L4 To this esemplary embodinment, the computing devices 116

1§ and 118 are network rooters: . And, the computing device 116, in thds example, is

~

provided for receiving verification messages for the 3D ssoureprotocols (e, the
SecureConde® service oftered by MasterCard®, ete.), from the merchant 102, via the
MPL included n and/or associated therewith, and alse the ACS included i andior
assaviated with the issusy 108 (oot shown): Iy addibion, computing 'device 118

20 coprdinatex mpessaging L/from {Psec, or other security pratocols, viriual private
networks { VPNs) and to/from chients (via DMZ computing devices, or perimeter
networks, ete. ), generally internal to the payment network 1060 Uniquely, the AP
gateway 114 includes a loval repository 24, which i3 provided in memory of the AP

gateway 114, The local repository 124 includes certificate validation data, specific to

(34
¥

recognized computing devices 116 and 118 only, whereby the recognized computing
devices 116 and 113 may be validated tmtermally at the AP gateway 1 14 without
having to access uther devives (e.g., glohal access manger, ete)) (vet other
unrecognized computing devices cannot be validated internally at the APY gatewany
114). In particular, the locad repository 124 includes the distinguished name of the
30 client ceriificates of the compating devices 116 and 1S,

Further, ayshown, iy payment network 106 fncludes an mtermyediate
computing device 122, between the olisnt and the computing device 116, which is
further included. The mtermediate computing device 127 generally includes a router

(g, an edge router; ete. ), which may include, in this example, load balancing andfor

L)
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apphication frewall fenctionality. The computing device 122 may be, in some
embodiments, a data center {or IDC) FS computing device, Adso, inthis exemplary
embodiment, the payment network. 106 further inclades two additional compating
devices. One computing device iy a lightweight directory access protoco! (LDAP)
compubing device 126, which is configured ax the data repository to be ased by a
global aceess manger within the payment astwork 106, for validation of internal and
external clients. And, the other computing device is a security services computing
device {§SCD) 128, which is configured to gencrate segurity tokens accepted within
e payment instwork 106, and specifically, by the backend server(s) 112 and services
offered thereby.

While each of the above computing devices is illustrated as separate, in
thiz particular embodiment, it showld be appreciated that certabivof the computing
devices may be integrated together, or further separated, in other payment network
ernbodiments. Further, other computing devices may be employed, in addition to, or
rplace of one or more of the computing devices iHustrated b FIGL 1. Forexample,
the APRL gatewsay: 1415 only coupled to two recogiized computing devices 116 wnd
18 to receive clivnt messages. It should be understood that a different number of
computing devives may be “recognired” compiting devices to the AP gateway 114
wrother embodiments; depending on: oy example, the Seivices offered by the backeud
server(sy 112, volume of client messaging, 8 payment netwiwk topology, ele,

FIG. 2 itlustrates exemplary computing device 200, which is suitable
for use in the system 100, By way of example {and without limitation), the exemplary
computing-device 200 may include one or more sepvers, workstations, computers,
routers, gateways, or combinations thereof, ete., ax appropriate. In the system 100 (of
F1G. 1), the merchant 102, acquirer 104, and the issuer 108 are each associated with,
ov implemented i, a compating device 200, Further, the backend server(s) 112, the
APT gateway 114, cach of the computing devives 116, 118 and 122 are consistent with
the computing device 200, With that said, it should be understood that the system 100
is not imited to the computing device 200, as different computing devices andéor
arvangements of computing devices may be ased. 1tshould also be undersiond thas
ditferent parts and/or arvangements of parts may be used in other computing devices,
Furthermore, o various exemplary eobodiments, the computing device 200 may
mclude smultiple compating devices located 1n close proxismity, of distributed overa

grographic region.

SUBSTITUTE SHEET (RULE 26)



WO 2017/087243 PCT/US2016/061277

i

(34
¥

Q

0

With reference to FIG. 2, the hastrated compuating device 200
generally includes @ processor 202, and a memory 204 that i coupled & the processor
202, The processor 202 may include, without inutation, ong or more processing units
{e.g., i a multi-core configuration, ote. ), ncheding a-genvrad purpose central
processing unit (CPU, a microcontroller, a reduced instruction set computer (RISCY
processor, an application specitic inteprated circuit (ASC) & progranmmable togic
cireuit (PLO), a gate arvay, andfor any other circuit or processor capable of the
fanctions desorthed herein.. The above exanples are exemplary ondy, and are not
intended to Himit iy any way the definition and/or momiing of processor.

The memory 204, as described herein, is one or more devices that
enable information, sach as executable instrrctions andior other daty, o bestored and
redrieved, Thememeory 204 may include one or more computer-readable siorage
media, such as, without imitation, dynamic tandom access memory (DRAM), static
randont aeeess memory {(SRAM), read only memory (BOM), erasable programmable
read only memory (EPROM), sohd state devices, CD-ROMs; tapes, flash ditves, hard
disks, andfor any othertype-of volatile or nonvolatile physical or tangible computer
readable media. The memory 204 may be configured to store, without Bmitation,
transaction data; certificates; seqwrity technologies, secarity tokens feg, 8AML
tokens, oty andfor any sther types of data suttable for use gy deseribed hevein, ete:
Farthermore, i various embodiments, computer-executable instryctions may be
stored in the memory 204 for execution by the processer 202 10 cause the progessor
202 to perform one o more of the functions described herein, such that the memory
204 iva physical, tangible, and non-transitory computer-readable storage media. It
should be appreciated that the memory 204 may nclude a variety of different andfor
sepdrate mhemories, vach tmplentenited in one or more of the Runctions or processes
deseribed herein.

In-addition, the iHustrated computing device 200 includes a network
interface 206 coupled to the processor 202 {and, in some embodiments, to the
memory 204 as well). The network interface 206 may include, without Humitation, a
wired petwork adapter, a wireless network adapter, a telecommaunmications adapter, or
other devics capable of conmunicating to tne of more different networks, including
the network 110, In some exemplary embodiments, the computing device 200
mcludes one or more netwvork interfaces 206 incorporated into or with the processor

2002,

~3
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Referring-again to FIG. 1, the payment nebivork 106, in this
embodiment, is configured to perform multiple levels of authentication of messages
received fromy, for example, the merchant MPL, other external clients, and/or internad
chents 120 (broadly, clients). In the exemplary embodiment of FIG: 1, messages
permitted i the payment network 106 are SSLmessages, o mutual SSL (MSSL)
messazes, or TLE messages or Mutual TLS (MTLS1 messages, ste. it shauld be
gppreciated that other pavment network embodiments, however, may include other,
different types of messaging andior protocoly to. provide security based on certificates
or othérwise, ot

Upon receipt of 3 nessage from the merchant MPL, for example, the
intermediate computing device 122 is configured 1 append the ofient certificate
{associated with the client sending the message) 1o the message a8 an object, and then
transmit the message o the AP gateway 114, via the computing device 116, which
tikewise appends its certificate to the message. Similarly, the compating device 118
is contigured to, for internal messages, in this embodiment, append the chient
certificate to the message as an object and further append ity own certificate to the
TNESSAZE.

I tury; the APL gateway 114 is configured to dnitially validate the
coiputing device 1167118 based on the Jocal repository 124 therem: Forinstande, the
AP gateway 114 may access validation variablex stored onthe Jocal repository 124
which include data, such gs authenticated device name (DN), for identifying
compuiting devices which are allowable, The validation variables are compared
against data in the cortificates (g, request asthenticatedDN; ete.) appended to
massages by computing devices (e.g. computing devices 116 and 118), Ifthe
comiparison suceceds, the compating devices are authenticated. In some
embodiments, the AP sateway 114 may assign the authenticated device name to a
context variable (e.g.. _me_aethenticatedDN, ete)) which maitaing the authentivated
statas of the computing device throughowt the interaction. I the avthentication fails,
the AP pateway 114 moay handle the fathoe by stopping the validation process and
providing awessage explaning why the anthentication failed,

Then, the AP gateway 11 s configured tix validate the clignt, from
which the message was transmitted, by use of the appended object, which is the client
gertificate. To do 30, the AP gateway 114 ix configured to call the LDAP computing

devige 126 {emploved as the global access managen (i, the local repository does not

8

SUBSTITUTE SHEET (RULE 26)



WO 2017/087243 PCT/US2016/061277

§

(34
¥

Q

0

elude content to validate cach cliont {o the payment netivork- 106). When euch is
validated, the AP gateway P4 is configured to then generate an internal secunity
token, which Is converted 1o a security token accepted by the backend server(sy 112
after which the message (including the ssounity tokeny s transmitted to the backend
server(sy 112, whereby the servics, i which the message was divected, is tnvoked as
necessaty,

FIG. 3 jHustrates an exenplary method for use in authenticating
miessages within te payment notwork 108, at the client fevel and further at the
computing:device fevel The exemplary method 300 i desertbed as implemented in
the system 100, with fuirther referencs to the AP gateway 114 and the computing
dovices 116, 118, snd 122 shown i FIG. 1. For example, operations enclosed in the
dotted bax, in FIG. 3, for example, are incheded in andfor performed by the APY
gateway 114, in this exemplary embadiment.. The method 300, however, vould be
taplentented in one or more other entities or parts of the system 100 andfor parts of
payvment getwork 16, 1y other embodinionts. And, just as the msthods herein shoudd
not beunderstood o be limited to the exemplaey-system 100, or the exemplary
computing device 200, the systems and the computing deviges herein should not be
understood to be Homited 1o the exemplary method 300,

The method 306 is described withrseference to 3D seoure smiessage;
transnuitted by the merchant MPLand received at the intermediate computing device

22, ay shown as 130 in FIG. 1. Tt should be appreciated that a message may be
recetved from one or more other extemal entities, as shown i FIG 1 or otherwise,
and that the message may be related i any aspect of the payment aetwork 106, but
will oiten be provided to access one or more services offered by the backend server(s)
112, through one or more AP, Further, messages may be recetved at the computing
device 118, for exaumple, from one or move entities internal o the payment network
136, as indicated by the dotted block 120 {e.e., internal cligniy, ic ), to again geeess
one or more services offered by the backend server(sy 112, through one or more APIx.

Referring again to FIG. 3, at 302, a message (e, 8 TLS message, et}
i received at the computing device 122 fronvthe extermal client, and specifically, sn
this-exampie, the merchant 102 (anddior acquirer 1043, via an MPL The MPL message,
as indicated above, is provided to anthentivate a consumer in connection with a
payment account transaction, pursuant 1o a 30 secure protocel,ete: The MPE message

isreceived at the compuiting deviee 122, via network 110 {gs indicated by 130 i FIG

9
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The wetwork 1O, i this example, s @ HTTP-type setivork, such that the message
received moludes a HTTP message. It should be understood, bowevsr, that different
types of networks may be employed in other examples, whereby the message may be
of & different tvpe or-provided according to different protocols. -Also, the message
received from the client inclades a client certificate for the external client, e, the
merchant MPL and in particalar, 3 TLS certificats.

Lipon receipt of the message, the intermediate conputing device 122
vatidates the chient certificate.  ithe chient s validated, the intermediate compating
device 122 gppendy the client certificate, at 304, kv the megsage a5 an-object, and
specificaily, i this embodimenty as an X308 abject. The X309 objset may be
appended 1o the HTTP header, or elsewhere in the message. The intermediate
contpuling device 132 further appends its certificate to the message and transmints, at
M6, the message to the APDgateway 114, via the computing device 116, The
computing device 116, for this inessgge, does perform validation of the client
certificats, but othérwise acts as a pass-thru whoereby the computing device 116
merely appends the-certificate to the message. The certificate ncludes a distinguished
name (DN, which is & vnique identifior of the computing device 116, R should be
appreciated that the computing device 116 may perform ong or more additional
operations relited to futher validate andfor verify themessage, or filteving the
messags recetved fron the computing device 122, prior to passing it akng to the AP
gateway 1id.

The AP gatewsy 114 receives the message, and at 308, validates the
certificate frony the compating device 116, In particular, the AP gateway 114 relies
on certificate validation data in 1s local repository 124 to validate the certificate of the
computing device 116 1o confirm it is & recogmized computing device with which the
gateway 114 s permitied to commmumcale. The validation may inclade merely
comparing the distinguished name included in the cortificate to a listing of recogmized
distinguished names in the local repository 124, More often, the AP gateway 114
performs a full validation of the message (reeeived via TLS channel) by performing a
handshake between the compuling device 116 and the AP gateway 114 to validate
the Certificate Authoeity trustchain from the computing device 116, Once the
handshake is successful, the message reaches the gateway 114, as described above,
The APY gateway 114 compares the Distinguished Name {DN) of the client certificate

from the incoming message, representing the computing device 116, with g hst; stored

10
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rlocul repository 124, of predefined DN values for all coniputing devices that the
API pateway 114 bas previously authorized, If a mately is found, the matched message
is successfolly validated. In this manner, validation of the message asto the certificate
for the computing device 116 iy performed locally to'the APT gateway 114, withowt

5 requiring communicating with a separate certificate authority, such as; for example,

the global access manager which makes use of the LDAR computing device 126

If the validation reveals the message did not come fromu a recognized
computing device, the AP gateway 114 terminates the message, andfor initiates one
or more secunity teviews of the message, etc.

10 Conversely, if the messags is validated to the computing devicg 116,
the API gateway 114 extracts the object, and specifically, in this example, the X509
object, from the message, al: 310, Then, at 312, the AP gateway 114 performs
validation of the ohject (4., the client certificate) for the client providing the
message, that is, the merchant MPI in this example.  The validation of the client

1§ cerlificats, as shown in FIGL 3, i this exemplary-erobodiment; requires the AP}
gateway 114 fo access the data repository of the global access manager 126.{e.g., the
LDAP database), in which credentials for clients are stored (e.g., i memory 204,
ete)). Based on this access, the APT catewsy 114 then performs, at 312, validation of
the cettificate according o known techmgues.

20 o st cayes, i the message e dnvalid or not validated, the message
wifl be rejected. However, in this exemplary embodiment, if the message is invalid or
not validated because the client or merchant MPT 102 18 anknown, the API gateway
114 calls a backend servive in'the backend server(s) 112 o provision anew client,

which includes the entorprise service bus (ESB1, at 314, Generally, when the

(34
¥

certificate or the digrchant MPT 102 is ankpown'or new o the payment network 106,
the APT gateway 114 calls to the backend service, which, 1o tumn, registery the client,
ormerchant MPL 102, The vepistration of the merchant MPL 102 is then provided;
from the hackend server(s) 112, to the global access manager 126, thereby creating
the chient identifier for the merchant MPY 102, The client identifier is thes provided
30 ioths APRY gateway H4, which i lavn, generates the token Tov the message as
described below.

Conversely, if the message is validated, the APE gatoway 114 causes a
secarity lokén to be generated for the message andior the ehient. Tnpartiaudar, the AP

gateway 114 generates an internal secussty token, at 314, Theinternal sceurity token,

il
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o this exwnple, inchdes a SAML (scourity assertion. markugp Janguage) token which
i specific to the clisnt. The AP pateway 114 then calls the SSCD 128, at 318, In
responses, as shown in FIGL 3, the SSCD 128 converts, at 320, the internal security
token info the scourity token which may be recognized by other pans-of the pagyment
network 106, including the'backend serversts 112 and services provided thereby.
After the conversion, the seourity token, whicly is also 2 SAML tokew in this example,
ts reverted to the APL gateway 114 and is then transmitted o the backend server(s)

12 along with the message,at 322, In response, the backend server(s) 2, andinr a
provider of transaction daty, or other servives, is permitted to facilitate sdditional
messages, as required by the particular service requested. To this exemplary
embodiment, in response to the MPI niessage, the divectory service in the backend
server 112 verifies the envollment status of the payment account, whereby the 3D
secure predocel, for the ransaction, may be continued.

Apant from the interbnediate conputing device 122 and the computing
device 116, messages may orginate from a variety of othier sources, inchuding internal
clients 120, as noted above, Tnsuch instances, the message is reepived at computing
device 118 (as described with reference to step 304), which operates to append the
chent certificate {o the message as an object {e.g, an X509 objset, ete.) (and further
append its owi ceftifieate to the message), and pasy the message-along to the AP
gateway 114, as deseribed above. The AP gateway 114 then perforros consistent with
steps 308-318 and 322 for the message.

o the manner desceribed above, the APY gatewsy 114 provides g duoal
fevel of authentication of the message. at the client leveland further at the computing
device fevel (refyving on a local repository) to ensure the message s received froma
recognized computing device. Thus, messages, which are received ag AP messages
from internal or external clignts, are validated at two levels prior to permitting the
messags 1o pass through to backend servers and/or backend services, withiy the
payment network 106, The security of messages o the payment network 106, and
specifically APY messages, in various exemplary embodiments, is subject to enhanced
security, whereby the confidential and/or sensitive information included tn messages
to, from and/or through the payment network 106 are further protected from
unauthorized accesses,

Again and gy previousiyvideseribed, it shoald be appreciated that the

funetions dexcribed herein, iy some embodiments, may be described in computer
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exscutable instructions: stored ot a compuier readable media, and executable by one
o more processors. The computer readable madia is a non-transitory computer
readable storage medhan. By way of example, and not imitation, such compater-
readable media caninclude RAM, ROM, EEPROM - CD-ROM ovother optical disk
storage, magnetie disk storage or other magnetic storage devices, orany other
medinm that can be used Gz canry orstore desired progranm code in the form of
mstractions or data structures and that can be accessed by a computer. Combinations
of the above should also be tchsded within the scope of computer-readable media

it should also be appreciated that ope or tivwe aspects of the present
disciosure transformya general-purposs computing deviceinto a special-purposs
compating device when configared 1o perform the functions, nethods, and/or
processes deseribed herein.

As will be appreciated based on the foregoing specification, the above-
described embodiments of the disclosure may be implemented using compiter
progranuning or engineernng techigues indhiding compuater sofiwarve, firmwareg,
hardware or-any combination orsubset thereol] wherein the technical effect may be
achicved by performing at least one oft {a) receiving an AP message from a client,
the APL message inclading a chient certifieate; (bYappending the client cevtificats to
the nivgsage ds an object; (¢ appending ay intermicdiate certificate tothe message, the
intermediate-cetificate indicative of the compuiing device; {d} transimitting the
appended messaged to an APL gateway, the APL gateway including a repository
defining recognized computing devices; () performing, by the API gateway,
validation of the computing device based on ap intérmedinte certificate dentifying the
computing device as ane of the recognized compating devices, via the repostory; (f)
performing, by the APY gateway, validation of the client based on the client certificate
vig & global access manager, separate from the repository; and (@) causing a seeurity
token indicative of the client to be generated, or gencrating an internal security token,
when the computing device is validated, whergby the security token is indicative of
the chient and permits the message, from the elient, to be delivered to one or plore
backend services.

With that said, exemplary embodiments ars provided so that this
disclosure wil be thorough, and will fully convey the scope to those who are skilled
iv-the art, Numercus specific details dre set fosth such as examples of specific

components, devices, and methods, o provide a thorough understanding of

13
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ernbodiments of the present disclosire. 1 will be apparent to those skilled in the art
that specific details need not be smploysed, that example smbodiments may be
embaodied in many different forms and that neither should be constroed to it the
scope of the disclosure. In somne example embodiments, well-knowst processes, well-

5 kaown device structures, and well-known technologiss are not described in detail,

The terminology used herein ix for the porposs of deseribing particolae
exemplary embodiments ondy and is not intended to be lindting. As used herein, the
singular forms "o "an," and Mthe" may be intended 1o include the plaral forms as
well, unless the context clearly indicates-otherwise. The torns "compeises,"

0 "compmising* “including, M and “having,” arg inclusive and therefore specify the
presence of stiated features, integers, steps, operations, elements, and/or components;
but do not prechude the presence or addition of one or more other features, integers,
steps, operations, elements, components, and/or groups thereof. The methad steps,
processes, and operations deseribed hevein are not 1o be construed as necessarily

1S requinng thewr perfonmance ity the paitivalar order discassedior illastrated, anless
specifically jdentified ax an order of performance; K iy also to be uwnderstood that
additional or alternative steps may be enaploved.

Whenan element or layer i referved to as being "on™ “engaged to)™

TS

” o0 LLERNN

"connecied to,” "coapled fu," “associated with,” of “incladed with” another element or

20 layer, it may be divectly o, engaged; connected wr coupled to, or associated with the
other element or layer, or intervening elements or fayers may be present. As used
herein, the term: "andfor™ includes any and al combinations of pue or more of the
assoctated listed items.

The foregoing description of exemplary embodiments has been

(34
¥

provided for purposes of Hlustration and description. s not intended 1o be
exhaustive or to Himit the disclosure: Individaad elements or featares of a particular
gmbodiment are generally not limited o that particelar embodiment, but, where
applicable, are interchangeable and can be used in # selected embodiment, even if not
specifically shown or deseribed. The same may also be varied in many ways. Such
30 vastations ave mot to-be regarded ax 3 departore fromy the disclosure, and all such

mil ificatinns are intended 10 be includsd within the scope of the disclosure,

14
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CLAIMS
What iz claimed 1s:
1. A computer-implemented miethod for use in providing authentication of an

5 application programing interface (AP message 10 a network, the method comprising:
recefvingan AP message from a client, the AP message including a ¢lient
centificate;
appending, by a computing device, the client certificats to the message as an
object;

10 appending: by the computing device, an intermediate certificate to-the message, the

intermediate certificate indicative of the computing deviee;
tranamitting, by the computing device, the appended messaged 1o an APL
gateway, the AP gateway including a repository defining recognized computing
devices;

18 perforoing, by the APL gateway, validation ol the conputing device based on
the intermiadiate certificate identifying the computing device as one of the recognized
computing devices, via the repository;

performing, by the AP gateway, validation of the client based on the chent
certificate via a global access manager, sepavate fronn the vepository: and

20 causing asecority token indicative of the clizat o be generated, when the

computing device is validated, whereby the security token is indicative of the client

and permits the message, from the client] to be delivered 10 one or more backend

SErviees,

(34
¥

2. The method of ¢laint 1, wherein performing validation of the computing
devive includes validating a distinguished name of the intermediate certificate as
consiztent with the ong of the recognized computing devives; mdependent of the

global access manager.

L%
<

3. The inethod of ¢laim 1, whersin causing the seauritvtoken to be generated
dudes:
gensrating an internal security token, when the computing device is validated and the

chent is validated; and

...
*h
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CaUSINg & SECRrity servicd computing device to convert the intémal security toked 1hito
said security token; and
transmitting the message including said secarity token to the one of more

backend services indicated by said mwessage.

4, The methadof claim 3, whevetn at least oneof the internal sscurity token and

safd security token includes a SAML token.

3. The method of elaim 1, further comprising validating, by the computing
device, the client based on the client certificate via the global access manager, prior

to appending the client certificate to the message as the object.

6. The method of claim 1, wheretn the object includes an X569 object; and
wheretn gppending the client certificate 1o the message weludes appending the X509

objodt to a header of the APF message.

7. The method of claim 1, wherein the message includes an HTTP request; and
wherein appending the cliepteertificate to the message includes appending the

chent certificate, 48 an X309 -object to & header of the HI TP request,

8. The method of claim 1, wherein the client includes g merchant plug-in (MPDH
assoctated with a 3D secure protocol; and

whershit the message includes an aathentication request.

9. The method of claim 1, further comiprising terminating the message when the
computing device 1s not validated.

10, A payment netwark for suthenticating messages, the payment network

comprising;

s intermediate computing device: and

an XML gateway coupled {o an intermediate computing devive and including a local
repository of recognized computing devices; the XML gateway configured, by

gxecutable mstructions; v

16
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receive a message from a computing device, the message including an intermediate
certificate and an X509 object;

validate the intermediate computing device based on the intermediate

certificate and the local repository, as one of the recognized computing devices;
extract the X509 object from the message and validate a client based on the X509
object; and

transmit a security token indicative of the client to a service provider of the
payment network, as indicated in the message, when the intermediate computing

device is validated.

11.  The payment network of claim 10, further comprising a data repository of a global
access manager; and
wherein the XML gateway is configured to call to the data repository to validate the

client based on the X509 object, but not to validate the intermediate computing device.

12.  The payment network of claim 11, wherein the intermediate computing device is
configured to receive the message from a client, the message including a client
certificate; to validate the client based on the client certificate; and to append the client

certificate to a header of the message as the X509 object.

13.  The payment network of claim 12, wherein the XML gateway is configured to
cause a client ID to be generated, when the intermediate computing device and the

client are validated, but no client ID exists in the global access manager.

14.  The payment network of claim 11, further comprising a security service
computing device coupled to the XML gateway; and

wherein the XML gateway is configured to generate an internal security token when
the computing device and the client are validated, and to transmit the internal security
token to the security service computing device; and

wherein the security service computing device is configured to convert the internal

security token into the security token and to revert the security token to the XML

17
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gateway, whershy the seourity tokent is accepted as validation by one or more'backend

SQIVELS.

15, The pavmentaetwork of claim i, whergin the XML gateway s further
configured to terminate the message when the interyediate computing device is not

one of recognized coumputing deviges defined by the local repository.

16, The payment network of claim 13, wherein the loeal repository ingludes a list
of distinguished names fotedch computing devics from which the XML gateway is
authorized to recgive messages.

17, Thepayment network of clatm 10, wherein the XML galeway is configured to
internally validate the intermediate coomputing device based on a distinguished name

inclhuded in the intermediate certifivate and the local repository.

18, A nowctransitory computerreadable mediy including executable tnstractions
for providing authentication of an application programing interface (APY) message to
a-payrent nebwork, which when exccoted by at feast one processor, causes the at east
(RIS PEOCRSSOT 1!

receive an appended AP message ffom a computing device, the appended APL
message including a client centificate associated with a client and an intermediate
certificate, the ntermediate certificate indivative of said compating device;

perform a validation of the computing device based o the intermediate
cartificate identifying said computing device as a recognized computing device, viaa
repository defining recognized computing deviees;

perform a validation of the client based on the client certificate via a global
access manager, separate frony the repository; and

cause a security token indicative of the client to be generated, when the
computing device s validated, whereby the security token is indicative of the chient
and pernnts the message, from the client, to be delivered to one or more backend

services for the payment netwaork.

138
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19, The'son~transttory compater readable niedia of claing 18, wherein the client
certificate includes an X30U object appended to a header of the appended APl

(B3I I S

5 2 Thenon-transitory compiger readable wedia of olaim 18, whersin the
exerutable instruction that, whewgxecuted by the at least one processor, causes the at
least one processor to perform the validation of the computing device inchudes
performing validation of a distinguishied name assoctated with said certificate as
consistent with the onc:of the recognized computing devices, independent of the

10 global access manager.

19
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