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(57) ABSTRACT 

A method and apparatus for providing geographically 
authenticated electronic documents is disclosed. Authentica 
tion for attributes for an electronic document stored on a 
computer network are defined, the attributes comprise at least 
one attribute describing a geographic location associated with 
the electronic document. Authenticated attributes (e.g., geo 
graphic location) of electronic documents (e.g., Web pages) 
allow for more accurate geographic searching and filtering. 
An authenticated digital certificate is created and associated 
with an electronic document. The authenticated digital cer 
tificate can be stored within the electronic document, such as 
can be done with HTML tags on a Web page. The digital 
certificate can also be stored as a separate file associated with 
the electronic document, as a separate signed digital certifi 
cate and as a database record. 
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Authenticated Digital Certificate - Extended 

CATEGORY: VIDEO SALES AND RENTAL Certificate ID: AFDG99FD 

Number of Stores in chain: 15 Category of videos available 
New releases = YES 

Square footage: 2600 Adult - Soft = NO 
Adult - XXX = NO 

Number of video titles: 3500 Children = YES 
Foreign Films = YES 
ClassicS = YES 

Media Source: VHS = YES DVD = YES Beta = NO 

Rental machines: VHS = YES DVD = NO Beta = NO 

Deposit required with machine rental: YES Amount: S500 

Membership required: YES (available onsite with ID) 

RENTAL PERIODS 

New Releases: next day by 11:00 pm Tape Insurance: Yes, Optional 
Amount: S0.50 

Others:second day by 11:00 pm 

Children: seventh day by 11:00 pm 

Products for Sale 
VideOS = YES Snacks = YES DrinkS = YES 

BUSINESS DESCRIPTION 
Videostore is Southern Ontario's leading provider of DVD and video rentals. We alway 
guarantee the availability of Select new releases, and every Store has free popcorn while 
you browse. Visit our website for free coupons and the latest promotions. 

KEYWORDS 
Video, DVD, rent, popcorn, guaranteed availability. 
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METHOD AND APPARATUS FOR 
PROVIDING GEOGRAPHICALLY 
AUTHENTICATED ELECTRONIC 

DOCUMENTS 

RELATED APPLICATIONS 

0001. This application is a continuation of U.S. applica 
tion Ser. No. 1 1/800,284, filed May 4, 2007, which is a con 
tinuation of U.S. application Ser. No. 10/620, 170, filed Jul. 
15, 2003, now U.S. Pat. No. 7,233,942, which is a continua 
tion of U.S. application Ser. No. 09/685,226, filed Oct. 10, 
2000, now abandoned. 
0002. The entire teachings of the above applications are 
incorporated herein by reference. 

BACKGROUND OF THE INVENTION 

0003. This invention relates generally to enhanced search 
ing techniques for electronic documents, and more specifi 
cally to the authenticating of electronic documents, refer 
enced by electronic document addresses associated with 
geographic locations used in searching. 
0004 Searching for a particular electronic document on a 
network based upon geographic location currently presents 
many problems. For example, searching to find an HTML 
document on the World Wide Web associated with a geo 
graphic location returns many false positives (electronic 
documents not really associated with the geographic location 
specified) while also resulting in many misses (electronic 
documents not found that really are associated with the geo 
graphic location). The enormous number of electronic docu 
ments on the World WideWeb (it is estimated that 2.2 million 
Web sites offer 300 million Web documents) multiplies the 
problem of false positives in a geographic based search. 
0005 Keyword-based geographic searching functionality, 
such as GeoSearch by Vicinity Corporation (used on www. 
northernlight.com) provides some geographic restricted 
search capability. In these systems a keyword search based 
upon the geographic location specified is executed, then the 
user's location is determined and found electronic documents 
that are determined to be within a predefined range of the user 
are reported. The user's location is usually determined by 
querying the user for their city, state, country or zip code 
information. The geographic location of the electronic docu 
ments is determined by a specialized keyword parsing algo 
rithm designed to identify addresses within electronic docu 
ments. Simply finding keywords that indicate an electronic 
document contains an address does not guarantee that the 
address corresponds to a geographic location associated with 
the electronic document. For example, when searching for a 
list of electronic documents related to 'stores selling books in 
Boston, Mass.” many false positives are possible, including 
electronic documents listing “books I read while in Boston, 
Mass.”. Additionally, stores that do not format their addresses 
in such a way as to be recognized by the geographic keyword 
searching algorithm, or exclude their address completely, will 
not be reported. On the World Wide Web these electronic 
documents are referenced by electronic document addresses 
in the form of a Uniform Resource Locator (“URL). 
0006. Another approach to searching for electronic docu 
ments associated with geographic locations is the use of 
“online yellow pages' type functionality. In these systems a 
directory of business names is created that is searchable and 
sortable using geographic location. Providers of online yel 
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low pages directories solicit data from prospective businesses 
and provide a searchable online listing for the businesses. 
Typically, the listing includes a name, address and phone 
number and is searchable by business name or business cat 
egory. Yellow page directories typically exclude non-business 
entities (e.g., schools, government offices). Some services 
provide a URL if the business has a Web site. An exemplary 
online yellow pages site is www.yellowpages.com. 
0007. Yet another approach is the creation of “localized 
portals (e.g., www.ca.yahoo.com for Yahoo! Canada) and 
“city pages” (e.g., www.citysearch.com) which restrict their 
content to that associated with a specific, predetermined, 
geographic area. These portals allow users to restrict searches 
to a preselected geographic region (e.g., Canada), but the 
regions tend to be countries or large, well populated, cities. 
These localized portals and city pages are typically built by 
human operators indexing Web pages associated with the 
specific, predefined geographic location. 

SUMMARY OF THE INVENTION 

0008. An opportunity exists to provide a solution to the 
inadequacy of current search functions for electronic docu 
ments on the WorldWideWeb when restrictions are desired to 
be limited to, or confined within a geographic region. Search 
engines lack the ability to search by geography and existing 
keyword-based geographic searching functionality suffers 
from a lack of accuracy and authentication of the geographic 
locations coded into the electronic documents, as well as a 
lack of proper association of geographic location with elec 
tronic documents that may contain geographic location. 
Additionally, the present invention does not require that the 
geographic location information be stored within the elec 
tronic document, nor that an electronic document have a 
physical location associated with it. Attributes of electronic 
documents can be derived from information stored within the 
electronic document or attributes can be created from other 
sources with knowledge about the electronic document or its 
OWCS. 

0009. The present invention provides for the creation of a 
digital certificate defined as a structured collection of data 
requiring only a name, an electronic address and a geographic 
location which are authenticated to create an authenticated 
digital certificate. Embodiments of the present invention can 
represent the authenticated digital certificate as a metatag, a 
separate file and a record in a database. For a traditional 
business its geographic location is its physical location or 
street address. For a virtual business that has no physical 
location its geographic location may be its URL, the physical 
location of its hosting server, the address of the owneras listed 
on its articles of incorporation, its corporate headquarters, or 
another identifier. The name and the URL may also be the 
SaC. 

0010. Current lack of authentication allows others to 
“spoof legitimate business addresses, either intentionally or 
unintentionally, and possibly influence search results of geo 
graphically restricted searches. Lack of proper association 
can cause the problem of false positives to be reported in a 
geographically restricted search. False positives occur when a 
search reveals an address within an electronic document, but 
the electronic document is not actually associated with that 
address. Keyword-based geographic searching often reports a 
listing of electronic documents that is too wide, such that 
important or relevant information is hard to find within the 
report. For example, a Web search containing "Bermuda 
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shorts' may return electronic documents for “Bermuda 
beaches” as well as “Bermuda shorts”. This results in a poorly 
trusted environment. Trust is a critical component in enabling 
consumer confidence to use the Internet. The present inven 
tion provides an environment of trust of geographic locations 
or electronic addresses. 

0011 Yellow page directories representalink between the 
physical world and the telephone. The minimum definition to 
be listed in the yellow pages (or the white pages) is a tele 
phone number, and a name. Quite commonly an address is 
also listed, although it is not a requirement. The world repre 
sented by the paper-based yellow pages is a paid listing Ser 
vice, so a set of yellow pages does not represent the entire 
community of businesses, but only those who choose to pay 
for a listing. If the listings were free and every business 
Subscribed, the yellow pages would represent a very good 
collection of local businesses and their phone numbers, Sorted 
by category. The Internet equivalent of the yellow pages is 
simply an electronic version of the paper-based yellow pages 
that is available and can be viewed online. The Internet has 
added the ability to add maps and directions to a business 
listing, but the underlying concept is the same. Yellow pages 
are a representation of the physical world and their phone 
numbers, they make no provision for businesses or entities 
that are solely Internet based virtual businesses, businesses 
which do not have phones, businesses which have unlisted 
phone numbers, or non-business entities. 
0012. Online yellow pages directory systems are limited 
to businesses that have a phone number. These directory 
systems often require listees to pay to input their data, often 
their data does not include a URL. The present invention 
requires the existence of a URL, even if it must be generated 
in order to create an authenticated digital certificate. There are 
many Web sites that provideyellow pages functionality. Busi 
nesses that want to be listed must choose among an array of 
yellow page opportunities in an attempt to get the greatest 
coverage for the lowest cost. Coverage can vary based upon 
the popularity of the Web site. For example, a yellow pages 
directory on a “hot” Web site may receive a million queries a 
day, whereas the same yellow pages directory on a non 
popular site may not be queried at all. A business servicing a 
large geographical area may not be listed in areas where there 
are potential customers, due to the cost of these additional 
listings. The number of potential customers decreases the 
further out from a central location, but the yellow page costs 
are fixed on a per capita basis. Therefore, yellow pages are an 
expensive way to reach a large market area. Also, since some 
customers have different preferences for how far away they 
want to shop, there will be potential customers who will not 
find the business they desire since they are in a region where 
the business choose not to list due to economic reasons. The 
combination of incomplete business listings for consumers 
and limited coverage for businesses, in addition to a lack of 
accurate URLs, make current yellow page directory systems 
too narrow to be effective geographic searching mechanisms. 
0013 Additionally, online current yellow page systems 
lack a common format so that data interchange and data 
presentation within these systems suffer. Online yellow pages 
and city pages portals have no harmonious interface, some 
require keywords, others search by zip code, still others by 
SIC code. In the case of city pages, the domains are different 
from city to city, so there is no way to know the URL of the 
city page if you are visiting another city without asking some 
one or using a search engine. Without a method that a user can 
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be comfortable with to find any local business on a consistent 
basis, the process of searching and viewing is harder to 
accomplish. 
0014. In contrast, a database can be created that maps the 
electronic world and their physical or virtual locations. In this 
case, the minimum definition is that the listing must have a 
URL (therefore some existence in the electronic world), and 
a name associated with that URL and a geographic location, 
but the geographic location need not be a physical location. 
Although the majority of virtual businesses have a physical 
headquarters where staff and machines that Support the Vir 
tual business reside, it is possible to have a virtual store that is 
hosted by another hosting service. The virtual store may have 
no full time employees, no phone number and no physical 
location. A virtual business exists and is listed with no physi 
cal location. This type of business does not exist in the yellow 
pages environment. 
0015 Currently, there is an overlap between the online 
yellow page environment, and the electronic world. About 
10% of online yellow page listings have URL addresses 
listed, and possibly as high as an additional 30% have URL 
addresses that are not displayed by the online yellow pages. In 
the electronic world a majority of URLs have a permanent 
identifiable place of business on the ground. Over time, as 
more and more businesses have URLs, the two worlds will 
start to overlap more and more, but neither will ever be a 
subset of the other. There will always be businesses that are 
not in the electronic world in any way, and there will always 
be virtual businesses that have no physical location. For a 
consumer who has a phone but no Internet connection, the 
paper-based yellow page database is of value and the elec 
tronic database has no value. Likewise, for someone who is 
online and wants to lookup URLs, the online yellow pages has 
limited value, and the paper-based yellow pages has no value. 
0016. There are several other important differences that 
exist between the online yellow page directories and a direc 
tory of geographically authenticated digital certificates. For 
example, because an online yellow pages directory does not 
require URLs it cannot sort or present its data by any charac 
teristics that are URL dependent, such as privacy statements, 
recommended bandwidth or display resolution of the site, 
frames or no frames, terms of payment on line, language of 
web site, etcetera., without excluding valued listings. 
0017 Localized portals suffer from many of the same 
problems as keyword-based geographic searching as they 
often operate simply using a predefined geographic term in a 
standard keyword-based geographic search, and also do not 
require URLs. 
0018 Current solutions to the problem of geographically 
based search functions for electronic documents on the World 
WideWeb present significant problems (as discussed above). 
Thus, an effective technique for geographically based search 
ing is required. Accordingly, the present invention provides a 
method of authentication for attributes of an electronic docu 
ment stored on a computer network by identifying the 
attributes of the electronic document, comprising at least one 
attribute describing a geographic location associated with the 
electronic document. At least some of the attributes of the 
electronic document are then authenticated and an authenti 
cated digital certificate describing the authenticated attributes 
of the electronic document is created and stored. The 
attributes can include a checksum to ensure integrity, encod 
ing to provide space saving and accuracy, and encryption for 
security. 
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0019. The present invention authenticates attributes (e.g., 
geographic location) of an electronic document (e.g., Web 
page) allowing for more accurate geographic searching and 
filtering. An authenticated digital certificate is created and 
associated with an electronic document. Authentication with 
respect to an electronic document stored on a computer net 
work is accomplished by identifying an electronic address 
associated with the electronic document and identifying a 
geographic location associated with the electronic document. 
The geographic location is authenticated and an authenticated 
digital certificate comprising the authenticated geographic 
location is stored in an authenticated digital certificate data 
base. 
0020 Authenticated digital certificates can improve 
searching for electronic documents on a computer network by 
providing a geographic location filter to a query interface and 
searching for electronic documents within an authenticated 
digital certificate database that match the geographic loca 
tion. An authenticated set of electronic documents or elec 
tronic document addresses is returned. 
0021. Another improvement related to searching for elec 
tronic documents on a computer network includes parsing a 
keyword query and determining that a geographic search is 
indicated based upon the identification of geographic terms in 
the keyword query. A keyword search is performed on an 
index of the electronic documents and a geographic search, 
with or without keywords, is performed on records in an 
authenticated digital certificate database. The geographic 
search can be used to tag or remove results from the keyword 
search, or the results of both searches can be displayed in 
separate windows. 
0022. An authenticated digital certificate associated with 
an electronic document can be displayed on a computer by 
presenting, in a structured format, an electronic address asso 
ciated with the authenticated digital certificate and displaying 
a representation of the authenticated digital certificate based 
upon selection of the electronic address. 
0023 The integrity of a stored authenticated digital cer 

tificate can be verified by obtaining an electronic document 
address from the stored authenticated digital certificate and 
establishing the existence of an electronic document associ 
ated with the electronic document address and possibly the 
existence of other authenticated attributes. 
0024. An example of how the present invention differs 
from the prior art can be illustrated by describing a typical 
Web page for a local travel agency (e.g., located in Boston). 
The travel agency's Web page may contain sections advertis 
ing five different vacation spots (e.g., Hawaii, Aruba, Las 
Vegas, Bermuda and Guelph). Within each section, locations 
of various hotels, museums and restaurants may be listed. A 
traditional search engine (e.g., Yahoo!) or a current geo 
graphic search engine (e.g., GeoSearch by Northern Light) 
will identify the local travel agency's Web page as being 
associated with many addresses in Hawaii, Aruba, Las Vegas, 
Bermuda and Guelph, as well as Boston. This will produce 
many false positives in a search for local travel agencies. In 
contrast, an authenticated digital certificate created according 
to an embodiment of the present invention will associate the 
local travel agency’s Web page with its Boston street address. 
Using the authenticated digital certificate a Web searcher will 
be able to locate a business location more effectively and with 
much greater accuracy and confidence in the search results. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0025. The foregoing will be apparent from the following 
more particular description of example embodiments of the 
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invention, as illustrated in the accompanying drawings in 
which like reference characters refer to the same parts 
throughout the different views. The drawings are not neces 
sarily to Scale, emphasis instead being placed upon illustrat 
ing embodiments of the present invention. 
0026 FIG. 1 illustrates a computer system on which an 
embodiment of the present invention is implemented. 
0027 FIG. 2 shows the internal structure of a computer in 
FIG 1. 
0028 FIG. 3 illustrates an authenticated digital certificate 
showing basic attributes in a Retail Business classification as 
configured in an embodiment of the present invention. 
0029 FIG. 4 illustrates an authenticated digital certificate 
showing basic attributes in a Virtual classification as config 
ured in an embodiment of the present invention. 
0030 FIG. 5 illustrates an authenticated digital certificate 
showing extended attributes as configured in an embodiment 
of the present invention. 
0031 FIG. 6 is a flowchart of an embodiment of the 
present invention showing a process for creating an authen 
ticated digital certificate. 
0032 FIG. 6a is a flowchart of an embodiment of the 
present invention showing a process for authorizing the Sub 
mission of an authenticated digital certificate. 
0033 FIG. 6b is a flowchart of an embodiment of the 
present invention showing a process for authenticating the 
geographic location associated with an authenticated digital 
certificate. 
0034 FIG. 7 is a flowchart of an embodiment of the 
present invention showing a process for direct searching 
using an authenticated digital certificate. 
0035 FIG. 8 is a flowchart of an embodiment of the 
present invention showing a process for parallel searching 
using an authenticated digital certificate. 
0036 FIG. 9 is a flowchart of an embodiment of the 
present invention showing a process for viewing an authen 
ticated digital certificate. 
0037 FIG. 10 is an illustration of a map displayed accord 
ing to an embodiment of the present invention showing an 
interface for selecting and viewing an authenticated digital 
certificate. 
0038 FIG. 11 is a flowchart of an embodiment of the 
present invention showing a process for Verifying the integ 
rity of an authenticated digital certificate. 

DETAILED DESCRIPTION OF THE INVENTION 

0039. A description of example embodiments of the 
invention follows. 
0040 FIG. 1 illustrates a computer system on which an 
embodiment of the present invention is implemented. A com 
puter 100 provides processing and input/output devices for 
searching and viewing geographically authenticated elec 
tronic documents. In one embodiment of the present inven 
tion an authenticated digital certificate aware browser, run 
ning on computer 100 is used to provide searching and 
viewing capabilities for geographically authenticated elec 
tronic documents. Computer 100 is connected to a keyboard 
102 and mouse 104 for receiving input and a display 106 for 
presentation of geographically authenticated electronic docu 
ments. Keyboard 102 and mouse 104 are optional examples 
of input devices, specific computers 100 may have unique or 
custom input devices (e.g., trackball or touchpad controls). 
Computer 100 is also linked to a network 110 having access 
to servers (120, 122). The network can be part of the Internet, 
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the worldwide collection of computers, networks and gate 
ways that use the TCP/IP suite of protocols to communicate 
with one another. The Internet provides a backbone of high 
speed data communication lines between major nodes or host 
computers, consisting of thousands of commercial, govern 
ment, educational, and other computer systems, that route 
data and messages. Web Server 122 is connected to the net 
work 110 hosts electronic documents for display on computer 
1OO. 

0041. The electronic documents can include specially for 
matted HTML Web pages as well as other electronic docu 
ment types hosted on a Web server 122 or other servers 
connected to the network 110. As can be seen in FIG.1, Web 
server 122 hosts electronic documents associated with a plu 
rality of business entities, each having an electronic docu 
ment address in the form of a Uniform Resource Locator 
(“URL). In this particular example, Web server 122 hosts 
electronic documents associated three business entities, 
namely Business A, Business B and Business C. The elec 
tronic documents associated with these business entities are 
referenced by the electronic document addresses www.Busi 
ness A.com 130, www.Business B.com 132, and www. 
Business C.com 134. The electronic document referenced by 
electronic document address www.Business A.com 130 is 
associated with a business having a single physical Street 
address in Boston, Mass., USA. The electronic document 
referenced by electronic document address www.Business 
B.com is associated with a business having multiple physical 
street addresses, including: Guelph, Ontario, Canada; Tor 
onto, Ontario, Canada; and Brampton, Ontario, Canada. The 
electronic document referenced by electronic document 
address www.Business C.com 130 is associated with a vir 
tual business having no physical Street address for doing 
business. All the electronic documents in this example are 
hosted on the same Web server, Web server 122, which is 
physically located at a site independent of the business loca 
tions associated with the electronic documents it hosts. 
Although, for virtual businesses Web server 122 may be listed 
as the geographic location of www.Business C.com 130. 
0042 Business entities can be organized into various clas 
sifications. A retail classification is an example of a business 
having a physical location. A virtual classification is an 
example of a business having no physical location (e.g., an 
online store). A hybrid business, presenting a virtual store 
front on the Web for doing business and maintaining a physi 
cal street address for back-office operations, corporate head 
quarters or warehousing can also be represented using 
authenticated digital certificates having extended attributes 
for these “non-business” addresses. 

0043. The authenticated digital certificate is stored as a 
record in an online authenticated digital certificate database. 
Attributes of the electronic document can correspond to fields 
in the database record. Access and security of the authenti 
cated digital certificate can be managed by the database man 
agement system managing the database record. The database 
storage configurationallows for creating authenticated digital 
certificates without impacting the storage or management of 
the electronic document itself. 

0044 An authenticated digital certificate database 121 is 
used to store database records representing authenticated 
digital certificates (see FIGS. 3, 4, 5). The authenticated digi 
tal certificate database 121 is hosted on authenticated digital 
certificate database server 120. 
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0045. The authenticated digital certificates provide infor 
mation about electronic documents hosted on various com 
puters (e.g., Web server 122) on network 110. Authenticated 
digital certificate database server 120 also hosts processing 
routines to create, authenticate, search and Verify authenti 
cated digital certificates. 
0046 Computer 100 hosts processing routines to initiate 
searching and viewing of authenticated digital certificates, for 
example through the use of a Web browser plug-in. These 
processing routines can run in memory 200 (FIG. 2) as part of 
computer 100 or server 120. A browser is a client application 
that enables a user to view HTML documents on the World 
WideWeb, another network, or the user's computer; follow 
the hyperlinks among them; and transfer files. Some Web 
browsers require helper applications or plug-ins to accom 
plish one or more of these tasks. A plug-in is a small Software 
program (e.g., authenticated digital certificate searching rou 
tine) that plugs into a larger application (e.g., Web browser) to 
provide added functionality (e.g., improved geographic 
Searching). 
0047 FIG. 2 shows the internal structure of the computers 
in FIG. 1. The computers (100,120,122) contains a system 
bus 204, a bus is a set of hardware lines used for data transfer 
among the components of a computer system. A bus is essen 
tially a shared highway that connects different parts of the 
system (e.g., processor, disk-drive controller, memory, and 
input/output ports) which enables the different parts to trans 
fer information. Attached to system bus 204 is display inter 
face 206, display interface 206 allows display 106 to commu 
nicate with other components on system bus 204. Keyboard 
interface 208 and mouse interface 210 are also attached to 
system bus 204 and allows the input devices to communicate 
with other components on system bus 204. Network interface 
212 provides the link to an external network (e.g., network 
110) allowing processes running on computer 100 to com 
municate with servers (e.g., 120,122) connected to a network 
110. A memory 200 can store computer software instructions 
and data structures used to implement embodiments of the 
present invention. A processor 202 executes instructions 
stored in memory 200, allowing the computer (100, 120) to 
create, authenticate, search, view and Verify geographically 
authenticated electronic documents. 
0048. In a preferred embodiment of the present invention 
an electronic document address (e.g., URL) is associated with 
a business in one of two ways: as a physical location or as a 
virtual location. Note that the term business also applies to 
non-business entities Such as government buildings, tourist 
attractions, Schools, museums, personal Web pages, etc. The 
first category are businesses (or other entities) with physical 
retail locations defined as a place of business where a con 
Sumer can visit to view, acquire, discuss, negotiate etc. in the 
normal course of business or operation. This category is 
called physical. The second category are businesses (or 
other entities) that do not have physical locations except 
possibly to Support their non-physical (virtual) presence Such 
as a website store. They may have physical locations such as 
a corporate headquarters, or warehouses, or home office, but 
there are not open to the public in the normal course of 
business or operation. These are defined as virtual or Web 
businesses. Hybrid combinations are also possible. 
0049 FIG. 3 illustrates an authenticated digital certificate 
showing basic attributes in a Retail Business classification as 
configured in an embodiment of the present invention. A retail 
classification is an example of a business having a physical 
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location. An authenticated digital certificate containing geo 
graphic location data is very important in identifying a busi 
ness associated with an electronic document. Geographic 
location information includes street, town, country and Zip 
code information as well as longitude, latitude and altitude 
information. This geographic location information can be 
used when searching for business within a certain proximity 
from a given location. The authenticated digital certificate can 
also be used when viewing an electronic document associated 
with a business to ensure the viewer is seeing verified geo 
graphic location information. Geographically verified URLS 
provide a level of reliability when searching and viewing 
electronic documents that is not provided by current geo 
graphic based searches. Businesses having a physical loca 
tion have two Sub-categories: businesses?entities with only 
one physical location and businesses/entities with more than 
one physical location. In the physical category the physical 
location is the street address of the location of a business that 
the consumer can visit. In the case of commercial businesses, 
this would likely be the address where commerce takes place, 
a retail outlet. 

0050 Basic attributes of an authenticated digital certifi 
cate include a certificate ID (identifier) which uniquely iden 
tifies the authenticated digital certificate. Various phone num 
bers associated with the business are listed. The date the 
authenticated digital certificate was originally created, as well 
as an indication of who brought the URL to the attention of 
the authentication process may also be tracked. The date that 
information in the digital certificate was last changed, as 
opposed to last authenticated, is also included in an authen 
ticated digital certificate. One preferred embodiment for 
implementing authenticated digital certificates involves Stor 
ing the authenticated digital certificates in memory as objects 
based upon classes defined in an object-oriented design. 
These objects can contain data structures for a header con 
taining an identifier and geographic location, as well as a set 
of attributes associated with the authenticated digital certifi 
cate for the business. 

0051. Other attributes of an authenticated digital certifi 
cate include authentication. Authentication is a tiered pro 
cess, involving both automated and manual processing, there 
fore a trust level (e.g., “Gold') is stored with the digital 
certificate along with a date the digital certificate was last 
authenticated. In one preferred embodiment of the present 
invention authentication is categorized into an internationally 
recognizable, four-tiered, stoplight-based color trust/authen 
tication scheme (i.e., Red, Yellow, Green, plus Gold). A red 
level (stop) indicates a dead link (e.g., the electronic docu 
ment address no longer points to a valid electronic docu 
ment). It may also indicate that an authenticated digital cer 
tificate could not be issued because of conflicting information 
found during authentication. A yellow level (caution) indi 
cates an authenticated digital certificate that has recently had 
recurring access problems, or the spider had detected changes 
in information, or sites that have been reported as incorrect 
and not yet verified. A green level (go) is used for newly 
created authenticated digital certificates that have not be 
given Gold status yet, all sites that have been automatically 
authenticated, and are believed to be accurate but have not 
passed the Gold level of authentication. A gold level (as good 
as gold) would be limited to authenticated digital certificates 
where contact had been made with the owner, and the com 
plete set of basic attributes have been completed. Extended 
attributes are not required, but are desired. The information in 
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a Gold certificate has been verified, and the owner has agreed 
that as a condition of being Gold, they must complete a 
monthly, or quarterly, data confirmation form, and notify the 
authenticated digital certificate authority promptly of any 
changes in their data. Additionally, sites having authenticated 
digital certificates are spidered on a regular basis to Verify the 
accuracy of the data. 
0.052 FIG. 4 illustrates an authenticated digital certificate 
showing basic attributes in a Virtual classification as config 
ured in an embodiment of the present invention. A virtual 
classification is an example of a business having a virtual 
location. In a virtual or Web business, in addition to the 
geographic location, other attributes including a "Zone of 
service', where the entity or business can conduct commerce, 
can be defined. In cases of informational Web sites, this would 
be the entire world, but for many commerce sites, local laws, 
government restrictions, economic and cultural issues, or per 
Sonal choice, limit where goods may be sold. In these cases, 
the Zone of service could be defined as the area where the 
products sold, or services offered, by this virtual business can 
be legally sold and shipped (if shipping is involved). Virtual 
businesses may have several Zones of service to cover cases of 
multiple product lines, each with different Zones of service. 
0053 A hybrid category of business exists where a busi 
ness in a physical category also operates in a virtual fashion, 
in which case, they could also have a Zones of service in 
addition to their physical location. Likewise a virtual business 
could open a physical store, in which case they could be 
reclassified as a hybrid as well, although their main category 
would still be virtual. The virtual businesses would be able to 
indicate the existence of their physical store, while the physi 
cal store can promote their Web presence. 
0054 FIG. 5 illustrates an authenticated digital certificate 
showing extended attributes as configured in an embodiment 
of the present invention. FIG. 5 shows the extended attributes 
of the authenticated digital certificate of FIG. 3. The extented 
attributes are exposed by performing a user interface gesture 
(e.g., clicking) on the extended profile link in the authenti 
cated digital certificate of FIG. 3. Extended attributes often 
vary depending upon the type of business that is represented 
by the electronic document, or electronic address (URL). One 
approach is to classify each electronic document according to 
the Standard Industry Classification (“SIC) code associated 
with the business it represents, extended to include new vir 
tual classes of businesses. A template of pertinent attributes 
can be derived and used as a basis for the extended attributes 
that are stored in the authenticated digital certificate. FIG. 5 
represents an example authenticated digital certificate with 
extended attributes related to a video sale and rental business. 
Various particulars, including types of videos available and 
business policies are available to be searched or viewed by 
those with access the extended attributes. Extended attributes 
may not actually be stored within the authenticated digital 
certificate itself, but may be accessible by way of links to the 
extended attributes, which can be stored separately (e.g., in an 
online database). 
0055. In addition, in both the search engine, and directory 
listings cases authenticated digital certificates that are 
returned can provide extended attributes (information) not 
found in directory listings. Examples of additional informa 
tion include: hours of operations, credit cards accepted, return 
policies, privacy policies, membership in associations such as 
the Better Business Bureau, American Association of Retired 
People and the American Automobile Association. Authenti 
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cated digital certificates also resolve the problem of the direc 
tory listings listing businesses in non-intuitive SIC headings, 
by searching not only business names, but also business key 
words and brand names carried. For example, a user perform 
ing a search on "Nike running shoes' using a authenticated 
digital certificate aware process would receive matches if the 
stores listed “Nike' as a brand that they carried. 
0056 FIG. 6 is a flowchart of an embodiment of the 
present invention showing a process for creating an authen 
ticated digital certificate. The creation process starts at Step 
602 with the submission of an electronic document for the 
purpose of creating an authenticated digital certificate. Cer 
tain attributes (e.g., geographic location) of the electronic 
documentare identified as those for which authentication is to 
be performed. The submission is typically in the form of a 
reference to the electronic document, such as an electronic 
document address (URL). At Step 604 the process checks 
whether or not the submitter is authorized to submit the elec 
tronic document and whether the owner can be correctly 
verified (see FIG. 6a). If the submitter is not authorized the 
process ends, otherwise a check is made as to whether or not 
the submitted electronic document is already authenticated 
(Step 606). If the electronic document is already authenti 
cated (i.e., a record for it exists in an authenticated digital 
certificate database) then the process ends. 
0057. If an authenticated digital certificate does not 
already exist for the referenced electronic document then at 
Step 610 the geographic location attribute of the electronic 
document is authenticated (see FIG. 6b). If the electronic 
document is associated with multiple locations (Step 612) 
then the geographic location verification (Step 610) is per 
formed for each of the multiple geographic locations. When 
all the geographic locations have been processed Step 614 
processes any other desired attributes of the electronic docu 
ment for authentication according to an appropriate authen 
tication process (e.g., cross-referencing a phone number 
attribute with current phone listing directory). Partial geo 
graphic verification (e.g., where only some of the multiple 
locations are verified) is possible, but not reflected in flow 
chart of FIG. 6. The authenticated digital certificate is created 
at step 616. 
0058. The authenticated digital certificate can be stored 
(Step 618) in a variety of configurations. The authenticated 
digital certificate is stored as a record in an online authenti 
cated digital certificate database. Attributes of the electronic 
document can correspond to fields in the database record. 
Access and security of the authenticated digital certificate can 
be managed by the database management system managing 
the database record. The database storage configuration 
allows for creating authenticated digital certificates without 
impacting the storage or management of the electronic docu 
ment itself. Database record storage also allows for creation 
of authenticated digital certificates for electronic documents 
without the permission or knowledge of the electronic docu 
ment owner. In some instances the electronic document is not 
pre-existing (e.g., the business Submitted has no Web page). 
In this case, an electronic document address is created on-the 
fly and stored with the authenticated digital certificate. Later, 
a matching electronic document may have to be created on 
the-fly to satisfy a search or view request. 
0059. The authenticated digital certificate can also be 
stored in a separate file within a directory from which the 
electronic document is accessed. The directory can be orga 
nized as a hierarchical tree structure, the authenticated digital 
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certificate authenticating electronic documents within the 
directory. The authenticated digital certificate can also be 
stored in a parent directory within the hierarchical tree struc 
tured directory, optionally authenticating electronic docu 
ments in the parent directory and child directories. When an 
authenticated digital certificates exist at various levels within 
a hierarchical tree structured directory the authenticated digi 
tal certificate located closest in the parental lineage to the 
electronic document (including the directory of the electronic 
document itself) is used. The authenticated digital certificate 
file can be secured by various existing methods, including 
locking and encryption schemes. 
0060 Another configuration in which the authenticated 
digital certificate can be stored is as part of an existing signed 
and encrypted digital certificate. Technologies currently exist 
to encrypt and sign electronic documents, the authenticated 
digital certificate can be stored as an additional component of 
existing signed digital certificates. Optionally, existing digital 
signature and encryption technologies can be used to create a 
standalone authenticated digital certificate of the present 
invention. 
0061. In yet another configuration the authenticated digi 

tal certificate can be stored as part of the electronic document 
itself. One example is storing the authenticated digital certifi 
cate as an HTML metatag in an HTML Web page. Electronic 
documents using different page formats provide alternate 
mechanisms for storing information within an electronic 
document. A proposal for embedded metatags for geographic 
locations exists in the form of an Internet Engineering Task 
Force (“IETF) Internet Draft entitled “Geographic registra 
tion of HTML documents’ describing a concept of “geotags' 
(see draft at “http://search.ietforg/internet-drafts/draft 
daviel-html-geo-tag-02.txt). The geotags described in the 
IETF Internet Draft contain some of the same information 
that is stored in the digital certificates of the present invention, 
but geotags lack a concept of authentication, encoding of 
attributes or checksum integrity verification. 
0062 FIG. 6a is a flowchart of an embodiment of the 
present invention showing a process for authorizing the Sub 
mission of an authenticated digital certificate. This process 
for authorizing the Submission of an authenticated digital 
certificate is an expansion of Step 604 described in FIG. 6. 
The process insures that the submitter is authorized and that 
the owner is correctly verified. 
0063 For primary domain URLs (e.g., a registered 
domain name) the identity of the submitter is not a factor in 
the verification of the owner. In this embodiment a primary 
domain is defined as any domain which is not a sub-domain of 
another domain (e.g., www.mystore.com). A sub-domain is 
defined as a domain which is hosted under a primary domain. 
(e.g., www.mystore.com/fredspizzaplace). In the case of pri 
mary domain URLs, online databases (e.g., www.whois.org) 
list owner information, so the electronic document submitted 
can be verified, therefore the identity of the submitter does not 
have to be the owner. Once the ownership is verified a “green 
level authenticated digital certificate can be issued for the 
electronic document, upon further contact with the actual 
owner a “gold level authenticated digital certificate may be 
issued. 

0064. For sub-domain URLs (e.g., electronic documents 
stored below a primary domain URL) verification of owner 
ship is determined based upon the ability to legally access/ 
modify the electronic document Submitted. In this case, a 
digital certificate is generated and electronically mailed to the 
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identified owner of the electronic document. When the digital 
certificate is subsequently embedded in the electronic docu 
ment an authenticated digital certificate can be created. 
0065. Additional checks on the submitter can be per 
formed to ensure an effective and efficient processing of 
electronic document Submissions. For example, statistics can 
be maintained to determine if a certain submitter is submit 
ting bogus electronic documents or mechanically generating 
excessive Submissions based on robots or spidering. These 
checks help prevent fraudulent Submissions as well as reduce 
the chances of spamming the authenticated digital certificate 
authority site. 
0066. At Step 620 the identity of the submitter of an elec 
tronic document for authentication is compared to the identity 
of the owner of that electronic document. If the submitter is 
validated and the submission is validated (Step 622) then an 
indication that the submitter is authorized is made at Step 628 
and the process ends. If the submitter is not the owner then a 
check is made for a digital certificate inserted within the 
electronic document (Step 624). If the submitter matches the 
name in the digital certificate (Step 626) within the electronic 
document an assumption is made that the Submitter had the 
authority to access/modify the electronic document to insert 
the digital certificate and the submitter is indicated as autho 
rized (Step 628). If the submitter does not match the digital 
certificate within the electronic document then a digital cer 
tificate for authorization purposes is produced and forwarded 
(Step 630) back to the submitter. If the submitter has the 
authority to access/modify the electronic document, as evi 
denced by the insertion of the digital certificate into the elec 
tronic document, then the electronic document address can be 
resubmitted. Validation of submitters can include online data 
base searches (e.g., the WHOIS database supplied by Net 
work Solutions(R). 
0067 FIG. 6b is a flowchart of an embodiment of the 
present invention showing a process for authenticating the 
geographic location associated with an authenticated digital 
certificate. This process for authenticating the geographic 
location is an expansion of Step 610 described in FIG. 6. The 
process begins at Step 640 where the business/entity name 
provided by the Submitter is compared to the geographic 
location associated with the electronic document provided 
(e.g., “Joe's Pizza' and it’s electronic document “www 
joespizza.com'). If the geographic location of the business 
matches (Step 642) the locations listed in two independent 
Sources (e.g., the VISA online merchant database and the 
United States Postal Service street listing database) then an 
indication of authenticated geographic location is made (Step 
648). Otherwise, a manual intervention to clarify the mis 
match must be performed at Step 644. If the mis-match is 
resolved (Step 646) then an indication of authenticated geo 
graphic location is made (Step 648), otherwise the process 
ends with no indication of authenticated geographic location 
being made. 
0068. In one preferred embodiment of the present inven 
tion authentication is categorized into an internationally rec 
ognizable, four-tiered, stoplight-based color trust/authentica 
tion scheme (i.e., Red, Yellow, Green, plus Gold). A red level 
(stop) indicates a dead link (e.g., the electronic document 
address does not point to a valid electronic document). It may 
also indicate that an authenticated digital certificate could not 
be issued because of conflicting information found during 
authentication. A yellow level (warning) indicates an authen 
ticated digital certificate that has recently had recurring 
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access problems, or the spider has detected changes in infor 
mation, or sites that have been reported as incorrect and not 
yet verified. A green level (go) is used for newly created 
authenticated digital certificates that have not been given 
Gold status yet. This includes all sites that have been auto 
matically authenticated, and are believed to be accurate but 
have not passed the Gold level of authentication. A gold level 
(as good as gold) is assigned to authenticated digital certifi 
cates where contact has been made with the owner, and the 
complete set of basic attributes have been completed. 
Extended attributes are not required, but are desired. The 
information in a Gold certificate has been verified, and the 
owner has agreed that as a condition of being Gold, they must 
complete a monthly, or quarterly, data confirmation form, and 
notify the authenticated digital certificate authority promptly 
of any changes in their data. Additionally, sites having 
authenticated digital certificates are spidered on a regular 
basis to verify the accuracy of the data. 
0069. In addition to authentication/trust levels, authenti 
cated digital certificates can be encoded as either representing 
a virtual Web business or a physical business/entity. Web 
businesses would have a slightly different authenticated digi 
tal certificate, they would be identified as a corporation, or 
individually run site, and include a corporate headquarters 
with contact info that can be “withheld upon request” (e.g., 
for individually run sites that do not want their home 
addresses listed). The location of the DNS server hosting the 
site could be displayed as a physical location for Web busi 
SSS. 

0070 Zones of service are also provided in this preferred 
environment. Under this arrangement, a single Zone of Ser 
vice may be listed, such as US, world, “language=English” or 
“Canada, US, Mexico’. This Zone of service refers to where 
the business products are suitable to be sold, and can legally 
be sold or shipped. A business can pick a single state or radius 
from a location if they feel that their product is not practical 
for sale into a particular region. For example, a real estate 
agent does not want to, or may not be allowed to, accept 
listings outside their town, so a virtual Web site for a real 
estate agent would have a Zone of service of their home town 
or home state only. Users in another state looking for real 
estate agents would not see their listings. This arrangement 
has a lot of practicality for online stores that may be restricted 
from selling across borders due to various legislation (e.g., 
ammunition, pornography, alcohol, financial services, as well 
as a host of other duty-able goods). It is unlikely that an online 
commerce site would ship goods that required the consumer 
to hire a customs broker or incur duty costs. However, if a 
business is selling steel or lumber where products are sold 
mostly between business to business, then this could be an 
acceptable practice. The Zone of service would be up to the 
Web site to select with certain guidelines provided by the 
authenticated digital certificate authority. 
0071 Extended attributes for authenticated digital certifi 
cates for a virtual business, allow for the creation of a Zone of 
service for a limited number of keywords (e.g., 25 maximum) 
which could specify different Zones of service. These Zones of 
service would be useful for large firms, like Amazon.com, 
that may ship books to many different countries, but might 
have to limit encryption-software sales to the US. This allows 
for multi-tiered results, for example if a user of authenticated 
digital certificates searches for books in Guelph they would 
be shown all the local (Guelph) book stores first, but at the 
bottom, under the heading of virtual sites, they would see the 
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online bookseller Amazon.com. If they were searching for 
encryption-software, they would see local (Guelph) software 
dealers, and Canadian virtual software sales sites, but not 
Amazon.com. 

0072. In order not to penalize “brick-and-mortar' busi 
nesses that have Zones of service far outside their local stores 
ranges (e.g., Barnes & Noble or Sears), physical businesses 
that utilize extended attributes can also list Zones of service, 
and an authenticated digital certificate aware browser might 
not list Barnes & Noble or Sears as a virtual store if they have 
already listed them as a local store. 
0073. The various types of authentications can be related 
to electronic documents stored in a directory/domain name 
structure. A type-1 authentication indicates a primary domain 
where whois.org information matches website and the geo 
graphic location and business name are verified from two 
independent Sources. A Green level authenticated digital cer 
tificate can be issued in this case, with further follow-up 
asking to verify and Submit any missing information. Type-1 
authentications are useful as a tool to "up-sell existing 
authenticated digital certificate on extended attribute fea 
tures. 

0074. A type-2 authentication indicates a primary domain 
where whois.org information does not match business name 
or geographic location, but business name and geographic 
location on the site are verified as accurate from two indepen 
dent Sources. A yellow authenticated digital certificate can be 
issued in this case, with further follow-up including sending 
email to the WHOIS owner, and site operator requesting 
Verification of data, and Submission of missing information. 
When the owner returns the email, confirming the business 
data, then a Green authenticated digital certificate can be 
issued. Alternately, if the site operator inserts an authenti 
cated digital certificate, a Green level can be issued, otherwise 
a Yellow level can be issued. The various levels can be com 
bined for custom authentication levels (e.g., half-yellow/half 
green). 
0075 A type-3 authentication indicates a sub-domain 
where geographic location and business name are verifiable 
and located in the electronic document and spiderable, but as 
a Sub-domain, confirmation of ownership can not be made. In 
this case an email is sent to URL's contact person, requesting 
confirmation of information and asking to have them insert an 
authenticated digital certificate in the electronic document. If 
they can insert the certificate it is assumed that they the 
authority to access/modify the electronic document and a 
Green authentication level can be assigned. There is no need 
to contact the host of the electronic document, but an email 
can be sent to the host. If the host confirms the information, a 
Green authentication level can be assigned to the electronic 
document. Otherwise, a Yellow authentication level is indi 
cated. If there is no email address, then a fax or automated 
phone call will be initiated. Only an email sent from the 
identical electronic document address (URL) will be consid 
ered acceptable to submit additional non-verifiable informa 
tion. 

0076 A type-4 authentication indicates a sub-domain sub 
mitted by third party that does not have geographic location 
and business name information within the electronic docu 
ment (page), and therefore no contact information. A third 
party has suggested the name and geographic location that 
can be verified, but not to this page. A Yellow authentication 
level is initially indicated and email can be sent to a Web host 
indicating that one of their clients has an unverifiable URL. 
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The Web host could be asked to pass on the request for data to 
the owner. The owner can then get the authenticated digital 
certificate authority Web site to get their authenticated digital 
certificate updated to a Green level and insert the authenti 
cated digital certificate into their page as a metatag. As an 
incentive, the Web host would automatically receive an online 
credit towards certain authenticated digital certificate Ser 
vices (e.g., upgrades to extended attribute features) if the 
electronic document owner in question updates their authen 
ticated digital certificate within a specified time limit. 
0077 FIG. 7 is a flowchart of an embodiment of the 
present invention showing a process for direct searching 
using an authenticated digital certificate. 
0078. The process starts with an authenticated digital cer 

tificate aware browser (or other computer application) initi 
ating a search for electronic documents using geographic 
query criteria provided at Step 702 and keyword criteria pro 
vided at Step 704. A search, using the geographic query and 
keyword criteria is performed on the authenticated digital 
certificate database (Step 706) and an authenticated set of 
electronic documents or electronic document addresses is 
returned at Step 708. 
0079. It is possible to search for electronic documents 
using authenticated digital certificates when the electronic 
document does not actually preexist. This situation occurs 
when a business/entity does not yet have a Web site. In this 
case, an electronic document address is created for the busi 
ness and stored in the authenticated digital certificate. When 
searching is performed using the authenticated digital certifi 
cate database an authenticated digital certificate having a 
created electronic document address may be accessed. If this 
occurs an electronic document is created “on-the-fly”, using 
information stored in the authenticated digital certificate. The 
newly created electronic document (or the electronic docu 
ment address) can then be returned to the user. 
0080 FIG. 8 is a flowchart of an embodiment of the 
present invention showing a process for parallel searching 
using an authenticated digital certificate. The process begins 
at Step 802 by parsing a keyword query. A keyword query is 
a string containing terms, some possibly geographic, some 
possibly non-geographic, used as criteria in a search. Step 
804 checks for geographic terms that may indicate a geo 
graphic search should be done. A process run on the keyword 
query determines if it contains terms that match geographic 
categories. For example, the parser can detect that terms such 
as “Boston”, “Guelph”, “Massachusetts. “Ontario', and 
“Canada’ are geographic terms. If a geographic search is not 
indicated then a keyword search is performed on the key 
word-based index of electronic documents (Step 806) and 
results of the search are presented at Step 822. 
I0081. If a geographic search is indicated, a check is made 
to determine if the geographic terms are to be removed from 
the keyword query (Step 806). At Step 808 the geographic 
terms are removed. Whether geographic term are removed or 
not, a keyword search is performed on the keyword-based 
index of electronic documents (Step 809). 
I0082. A geographic search performed on the authenticated 
digital certificate database conceptually is broken into two 
parts: a geographic boundary and a non-geographic keyword 
portion. An option to enhance the geographic boundary can 
be checked (Step 810), and if set the geographic boundary 
information can be modified. For example, a keyword query 
involving “automobiles' and “Boston' can be modified to 
include geographic locations that are not in Boston proper, 
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but located in “Greater Boston” (e.g., Dorchester, Mattapan 
and Roxbury). The keyword terms can also be modified to 
include words associated with the keyword terms prior to the 
search at step 809 (e.g., “automobile' can be changed to 
“automobile”, “car or “vehicle'). The extent of the modifi 
cation may, or may not, be tied to a proximity user preference 
associated with the user or Subject of the query. A geographic 
search on the authenticated digital certificate database is per 
formed using the possibly modified keyword query at Step 
812. Both the term removal/stripping process of Step 808 and 
the term enhancement process of Step 811 are optional based. 
These option are based upon user settings and system heuris 
tics. At Step 814 the results of both searches, the keyword 
based search and the geographic search are compared. The 
results of that comparison can provide for displaying each set 
of results in separate windows (Step 816), tagging matching 
electronic documents (Step 818) or removing non-matching 
electronic documents (Step 820). In all cases the results are 
presented for display in Step 822. 
0083. The use of an authenticated digital certificate allows 
the browser to produce a list of electronic documents that 
more closely match the keyword-based search results that the 
user expects. The ability to use authenticated digital certifi 
cates in the search process significantly enhances the prob 
ability that the resulting electronic documents actually match 
the search results the user expected. 
0084. In a preferred embodiment a database would exist 
that would contain geographic terms that are often used for 
non-geographic purposes, including common popular names. 
Thus phrases such as “Bermuda shorts' would be identified as 
not referring to the island of Bermuda, other examples 
include “Boston creme pie”, “Black Forest ham”, “George 
Washington' or “Buffalo wings'. In these cases a geographic 
search would not be performed. 
0085. The search criteria and authenticated geographic 
attributes can also interact to automatically derive proximity 
settings for a geographical search based upon other keywords 
in the search criteria. When searching for products sold by 
business an algorithm can be used to match certain products 
to certain predefined proximity. For example when searching 
for "pizza” in an authenticated digital certificate aware 
browser, the algorithm may determine a distance of “3 miles' 
is acceptable, but if searching is done for “automobiles a 
distance of “10 miles' may be used. This allows for the 
possibility that purchasers will travel different distances for 
different products. Proximity is not limited to linear distance, 
proximity can be defined in terms of Zip code, driving miles, 
driving time, as well as other measurements. The algorithm is 
completely overrideable and has the ability to adjust its 
parameters (i.e., learn) based upon previous behavior of the 
user. The user also has the ability to Supply user input to adjust 
any attribute parameters according to their own personal pref 
CCS. 

0086 FIG. 9 is a flowchart of an embodiment of the 
present invention showing a process for viewing an authen 
ticated digital certificate. A URL representing an electronic 
document is obtained at Step 902. The URL is then used to 
check for an associated authenticated digital certificate (Step 
904). Checking involves searching for an authenticated digi 
tal certificate stored in the authenticated digital certificate 
(Step 904). If an authenticated digital certificate is found 
(Step 906) it is used to display attributes associated with the 
electronic document at Step 910, otherwise a message is 
displayed (Step 910). Authenticated digital certificates can be 

Mar. 12, 2009 

viewed by their owners (e.g., during the creation process) to 
verify information or by others searching for information 
about a business entity. The authenticated digital certificate 
can also be viewed by representatives of the authenticated 
digital certificate authority in the process of Verifying infor 
mation. 
I0087 FIG. 10 is an illustration of a map displayed accord 
ing to an embodiment of the present invention showing an 
interface for selecting and viewing an authenticated digital 
certificate. The map illustrated in FIG. 10 is an example of a 
pop-up window that can appear when an authenticated digital 
certificate aware browser sees an authenticated digital certifi 
cate metatag or identifies a URL as having an authenticated 
digital certificate. The map would appear on the screen with 
cross hairs indicating where the URL was located, for 
example, near to Orlando, Fla. Other methods for displaying 
and selecting the URL are also possible, including links, 
buttons and lists. The user can Zoom in or Zoom out using 
Zoom in button978 and Zoom out button980. Tracing (970) is 
available to show a trace route/path from the user to the 
business. A button (974) also exists allowing the user to view 
the authenticated digital certificate data. The user can set a 
host of other options, which would pull up another screen of 
choices. These options relating to the view are accessible 
using the Options button 972. 
0088 FIG. 11 is a flowchart of an embodiment of the 
present invention showing a process for Verifying the integ 
rity of an authenticated digital certificate. Authenticated digi 
tal certificates, whether stored in a file, a signed digital cer 
tificate database or a metatag, always have some 
representation stored in an authenticated digital certificate 
database (e.g., on database server 120). Periodically, or upon 
specific request, the integrity of Some or all of the authenti 
cated digital certificates can be checked. The flowchart 
describes one process by which authenticated digital certifi 
cates are verified. The process starts at Step 952 by obtaining 
the URL from an authenticated digital certificate represented 
in the database. The URL is checked for existence (i.e., an 
automated attempt is made to link to it) at Step 954, if the 
attempt to link to the URL causes an error, a flag is set within 
the database to perform a manual check for existence (Step 
960). Otherwise, the process continues to Step 956 where any 
geographic location attribute of the authenticated digital cer 
tificate is searched for within the electronic document asso 
ciated with the URL. If the geographic location attribute does 
not match, a flag is set within the database to perform a 
manual check of the geographic location (Step 960). Other 
wise, other attributes of the authenticated digital certificate 
are checked (Step 958), again if they do not match a flag is set 
within the database to perform a manual check of the specific 
attribute (Step 960). When all attributes have been checked 
the process ends. Steps 956 and 958 are optional, and can be 
performed in any order and for any number of attributes. 

Example Use of Authenticated Digital Certificates to Locate 
a Local Business 

I0089. In a preferred embodiment of the present invention, 
searching involves the situation where a consumer desires to 
purchase a product. The customer goes online and researches 
the product using traditional Internet search tools with no 
regard to the location of the sites. The initial product research 
is to determine the desired product information, reviews, 
prices and other consumer's opinions. The user may visit 
several sites, chat rooms and discussion forums in this 
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research process. At some point, the user may decide they 
want to purchase the product, and in many cases will not 
desire to buy the product online. There are many reasons for 
not purchasing online, including the desire to have the goods 
immediately, the need to touch and feel the product especially 
where size or fit may be concerned, or in cases where the 
goods are not available for sale online (e.g., legal restrictions 
on the sale of alcohol or ammunition). At the point the person 
decides to purchase the product or service, and they have 
determined not to purchase it online, the immediate need is to 
locate the nearest location offering the product or service. 
Currently, the methods to determine location are very poor, 
they typically involve the person going to a search engine, and 
typing in the product or service keyword, a geographical 
keyword representing their town, and Scanning through a 
large number of listings that may be in the hundreds or thou 
sands. The listings are often no where near the geographic 
location of the user, despite the search engine matching the 
words. Alternatively, online yellow page directories are con 
Sulted which contain a far more geographically concise list 
but often lack any URL listings to the business, and are often 
outdated in terms of geographic location. The business Web 
site represents the best place to see what products and services 
are available at a given store. Without the ability to link to the 
business Web site, the user may physically visit a site and find 
out they do not carry the product mentioned, or have moved 
locations. Directory listings also have an inherent weakness 
in that they are sorted by SIC codes, so often services and 
locations are not intuitive and therefore missed. 

0090. An example business is a running shoe store which 
you would expect to find under either "Shoes-retail” or "Shoe 
stores'. In fact, the correct SIC category is “sportswear-re 
tail”. Often the consumer has no idea that this is the case, so 
a search on "running shoes' will either show no matches, or 
shoe stores, of which none or few carry running shoes. This 
presents a false representation of the local economy and 
therefore undermines the effectiveness of directory listings. 
0091. The user therefore is currently stuck with the choice 
of checking out a large number of possibly irrelevant URLs to 
find which web sites or using a directory that may not list 
URLs. When using a directory listing service the user is 
typically presented with a list of phone numbers, and must 
call around to find out what the Web sites URLs are, whether 
they have the product and if their address (geographic loca 
tion) is still current. 
0092 A preferred embodiment of the present invention 
helps both the overly large search list and the sparse directory 
listing situations. In the case of the search engine, a process 
using authenticated digital certificates would parse the key 
word entry and locate the geographical keyword, and perform 
a parallel search using the authenticated digital certificate 
database, but returning only matches that are physically 
located within the geographical area specified. In addition, 
the authenticated digital certificate would be used to indicate 
which URLs returned by the search engine are found in the 
authenticated digital certificate database, and if so, where 
they are geographically located, so the user has an immediate 
method of focusing their search on the correct URLs. Alter 
natively, they can consult the parallel search results that are all 
located in the geographical region. In the directory listing, a 
similar action takes place. When a browser plug-in detects a 
geographic termina query, a parallel search is returned. Some 
interactions with directory listings not be possible, due to 
selection coming from pull down menus preventing parsing 

Mar. 12, 2009 

efforts. When the user is provided with a list of geographic 
locations, they can simply highlight the table, or text listings, 
and the browser plug-in will performa match with the authen 
ticated digital certificate database, confirming the URLs of all 
the geographic locations that have web sites, thus confirming 
or correcting the geographic locations. 
0093. Authenticated digital certificates enhance searching 
for businesses by providing accurate location filtering of 
search results, Verification of information, increased depth of 
information, and URL addresses, where none were provided. 
This allows the consumer to locate a local business much 
more quickly, connect to their Web site and see if the product 
they want is available and at what price. 

Example Use of Authenticated Digital Certificates to Create 
Local Portals 

0094. A very common task, especially for travelers is to 
research a foreign city or town before they visit it to see what 
restaurants, hotels, activities etc. are available. Each user has 
particular, interests. Using a search engine presents many 
problems mostly involving returns of large number of results 
that are tedious to sift through especially since the sites are not 
ordered by geographic locations of the entries portrayed on 
the Web sites. Therefore, a user can spend hours and hours 
reviewing Web sites that are not relevant to that particular 
region. While “city pages' provide a general overview of the 
city, they are not available for many regions, and lack the 
ability to search the businesses web sites provided on their 
city page, and often do not have the URLs of these businesses, 
so the user cannot connect to those sites. 
0.095 Ideally, the user would want a local portal such as a 
Yahoo!, or Altavista that contains only entries for a particular 
region of geography. Yahoo! offers local sites on a country by 
country basis, and has local city sites, but these are human 
generated, and cannot be searched using keywords. For 
example, when a user searches for “restaurants’ in the Yahoo! 
San Francisco search window, twenty different sub-regions of 
restaurants appearand then a choice has to be made within in 
each of these for different types of food, such as Chinese, 
Japanese, cafes, European, Internet cafes etc. The actual 
search results report the entire web. A search for “Chinese 
restaurants MSG' or any other phrase that does not exactly 
matcha predefined category provides no matches. Yahoo! and 
other search engines cannot provide true localized portals 
since they have no way of connecting the URLS from a search 
result with their geographic locations. 
0096. Using authenticated digital certificates, a localized 
portal can be created, as authenticated digital certificates pro 
vide the critical URL to geographic location link. Depending 
on the size of the region, two options are available in a 
preferred embodiment of the present invention. For a small 
region, when bandwidth is available, a localized index 
approach is used. For larger regions, a filtered approach using 
large existing search engines is used. A region can be defined 
in a large number of ways, including a radius out from a 
central point, a city, state or postal code as a filter, a driving 
distance from a central point, or even one or more bounded 
regions drawn on a map. Once the region is selected, a list of 
all URLs in that region is extracted from the authenticated 
digital certificate database and stored in a local portal data 
base table. 
0097. In the case of portals for a small region, or a large 
region which will be topical for a long period of time, such as 
a local community, a spider would connect to the associated 
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URLs and download the entire Web site and index onto a local 
machine. As storage space and bandwidth could be a factor, 
the user could request no graphics, audio or video be down 
loaded. Alternatively, the user can request a Web site's main 
URL only, or a specific depth of pages (e.g., only download 
two pages deep) to reduce resources required. As the pages 
are downloaded, they are stored in a compressed format, and 
indexed. If storage space is an issue, the original Web sites 
need not be stored as long as they are indexed. If storage space 
is not an issue, the pages are stored locally along with the 
index. Additionally, dynamic content may also be stored. At 
the end of the process, the user has a Snapshot of the Internet, 
bounded by the specified regions. This Snapshot can be stored 
on a DVD or CD and used in an offline device or sold as a 
snapshot of the Internet. Alternative implementations allow 
Subsetting based upon particular categories of information, 
Such as businesses, or schools. 
0098. The user would have the choice of several front end 
interfaces to view snapshot data. One is a Yahoo! type portal/ 
search engine interface. Another interface is a directory ser 
Vice interface, and yet another is a map with URLS displayed. 
In all cases, the user could perform searches as in a traditional 
search engine, yet the results would be limited to the Web sites 
contained in the region. 
0099. In a preferred embodiment of the present invention 

this service includes a set of CDs, DVDs or other mass storage 
devices created for popular tourist regions by category. A 
tourist could buy a DVD with all the restaurants and hotels in 
Las Vegas on one DVD, and all the casinos on another. The 
user is provided with a viewer to read these devices, as an 
alternative if a computer or similar device is not available. 
With Internet access, the program is able to update the Snap 
shot of URLs if data has changed, allowing dynamic content 
to be accessed. Access time for these mass storage devices is 
almost immediate, since all the information is stored locally. 
Since these CDs, DVDs and mass storage devices can be 
erased and re-used, custom devices can be made with little 
lead time to meet unique demands. A single DVD can store 16 
Gb of data, holding about 160,000 Web pages (based on a 
100K average Web page size). Likely, the index may be 10 
Gb, and the number of Web pages is reduced to 60,000, or less 
if additional graphics/audio/video is allowed, but still sub 
stantial and useful. 

0100 For larger regions, a preferred embodiment of the 
present invention is used to create a local portal using authen 
ticated digital certificates. The processes is similar in that a 
userspecifies a region (e.g., city, distance from a central point, 
shape drawn on a map, driving distance) and boundaries 
represented by the user's inputs are calculated. A set of URLs 
is developed as a query against the authenticated digital cer 
tificate database. These URLs would be stored in a master 
table locally on the user's computer. When the user connects 
to the Internet, a browser plug-in reads all the URLs 
requested, if the URL was not in the table it can prevent the 
URL from loading, or provide a warning to the user that they 
are leaving the local region and connecting to the Internet 
outside the region. Note that certain Web sites, such as 
Yahoo!, that might be located outside the defined region, 
could be added to an exclusion list, so that a user's popular 
Web sites are still accessible. Whenever URLs are displayed 
as either links or results from a search engine, the local links 
appear with Some form of identifying ornamentation (e.g., 
color, highlight, double underline, italic, graphic insertion). 
Alternatively, search results can be stripped of all matches 
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that are not local, so that they do not even appear. As technol 
ogy storage devices increase, and bandwidth becomes less of 
an issue, the local storage implementation will probably 
become more desirable. 

Example Use of Authenticated Digital Certificates in a Wire 
less Environment 

0101 Currently, there exist several solutions for providing 
locations of nearby businesses?entities based on locating a 
wireless device using various technologies, and then Supply 
ing names, addresses and phone numbers of local businesses 
to the wireless device. This benefits users not familiar with an 
area by allowing them to find places of interest including cash 
machines, restaurants, hotels etc. Many Web sites may store 
information about a user (e.g., cookies) so that a specific 
user's request for the nearest restaurant or hotel, is enhanced 
by knowing the user's preferences (e.g., non-Smoking, Chi 
nese food). The current method has several problems. First, if 
the user requests restaurants within a certain radius, a very 
large number of choices may be provided, but an option to 
display less than all the restaurants may result in preferred 
restaurants not being displayed. When all restaurants are dis 
played, the user must spend considerable time scanning 
through all the listings. Ideally, the profile of the user's per 
sonal interests would be used to filter the results. For example, 
if the user is allergic to raw fish, then sushi restaurants would 
not be displayed. Descriptive information is already stored by 
some vendors, however the usefulness of profile data is only 
valid if the Web site of the restaurant matches the categories 
stored in the user profile. For example, if one of the user 
profile categories is “handicapped access', then the obvious 
result is only to display restaurants that have handicapped 
access. However, if the only descriptive information known is 
address and phone number, then it is impossible to determine 
whether the establishment has handicapped access or not. 
While some industries, such as restaurants, are listed by ser 
vices that include additional information (e.g., AAA or 
Fodor’s), the problem still exists that there is a different 
collection of data for every industry, with various levels of 
detail. Some industries have little additional data available. At 
other times this data is expensive to license, and often the data 
is prejudiced by membership requirements, or inaccuracy due 
to a lack of updates. Authenticated digital certificates are 
designed to provide a common format for basic and extended 
attribute information common to most businesses. Attribute 
information could include, name, address, latitude, and lon 
gitude (for location services), phone number, fax number, 
hours of operation, terms and methods of payment, language 
of service, return policy, and most importantly the URL and 
Wireless Application Protocol (“WAP) URL for the busi 
ness. Authenticated digital certificates provide an extended 
template, that while different for every industry, has a com 
mon interface and file structure. These two types of authen 
ticated digital certificates (basic and extended) provide a 
common format that can be read by any developer who wants 
to access business information. Additional levels of informa 
tion can be Supplied using authenticated digital certificates of 
different formats, providing either more or less information 
than Supplied by the basic and extended type authenticated 
digital certificates. This also allows applications to be devel 
oped that can filter information by matching the personal 
profiles with business profiles using a much greater depth of 
information, and therefore providing a much more accurate 
searching/filtering experience. Even without providing addi 
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tional sources of data, the availability of a single format for 
existing data is an improvement over present methods. Also, 
since authenticated digital certificates are authenticated and 
maintained by various methods, including changes to the 
user's Web site, providing a new level of accuracy that 
decreases false positive matches. Note that the personal pro 
file could be stored in an authenticated digital certificate 
aware browser plug-in, or could be a third party's own profile 
format. 

0102 Once the ability to accurately filter information has 
been provided to the user, the process of contacting the busi 
nesses can commence. It is impossible to store all the infor 
mation about a business or place of interest in a single authen 
ticated digital certificate. There will be questions that the user 
has that require additional information and may require a 
contact. For example, in the case of a restaurant, the user 
needs to know whether seating is available at a certain time, 
whether they have a kids menu, whether they are located near 
a bus stop, or whether they use MSG in their food. Other 
examples include hotels. The user may want to know if they 
have a workout facility, if the pool is open this time of year, 
whether they have foam pillows, or if they have dataports in 
any of the rooms. Regardless of whether this information is 
provided in the authenticated digital certificate or not, the user 
may also want to confirm the information. The two options 
involve calling the business, which can involve long distance 
charges, be time consuming, require the business to be open, 
having a non-busy line, having someone to answer the phone 
who knows the answers, or having an automated attendant 
with options to answer the user's questions. Alternatively, the 
more functional option is to connect to the business Web site. 
The Web site is accessible at no charge, at any time of day, 
usually contains far more detailed information than is in 
yellow pages or even an authenticated digital certificate and 
therefore is a good place to start any research. As Web sites 
evolve the requirement to still contact the business by phone 
will become less and less, especially as expert systems collect 
queries and archive them so that the Web sites become more 
and more useful over time. 

0103) The ability to connect to a Web site is a requirement 
predicated on having a device that can access the Internet, 
which wireless devices either have directly, or can access 
through their a carrier. However, a second requirement is that 
the URL of the business must be known. This is a huge 
problem right now, as current locator services often have no 
URL information, and if they do it is sporadically available, 
and thus cannot be relied upon. Currently, when a URL is 
provided, there is no knowledge of whether the link is dead or 
not, or whether the link is correct. The lack of an infrastruc 
ture tool that provides a connection between the ground (geo 
graphic location) and URLS prevents the ability to consis 
tently offer a powerful service that being the ability to allow 
a user to locate the closest businesses, based on their personal 
profile, and connect to the most accurate source of informa 
tion about those businesses (i.e., the businesses’ own Web 
sites). Authenticated digital certificates provide the infra 
structure to accomplish this. Authenticated digital certificates 
provide the URL to ground link, and additionally allow for 
continually monitoring these links to look for changes in 
information, and to ensure the URLs still exist so that at any 
given time, the authenticated digital certificates database is 
the most accurate Source for current basic detailed informa 
tion about local businesses and other places of interest. 
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0104. A further use of authenticated digital certificates 
represents an improvement over the basic use of authenti 
cated digital certificates in a wireless environment by 
enabling a wireless device to connect directly to a Web site 
and negotiate a transaction with that Web site. The user of a 
wireless device can have apersonal profile. This profile can be 
stored as a “personal authenticated digital certificate', with 
out providing the identity of the user, if privacy is a concern. 
In order to be most useful, a wireless device should minimize 
the user's involvement in non-decision based tasks, and maxi 
mize the productivity of the device itself. One embodiment 
that meets these criteria is having the wireless device receive 
a request from the user in the form of voice, keyboard, or other 
input. For example, the user may activate the device, and say, 
“Find me dinner for four people at 7:00 pm.”. This request 
triggers the device to load the user's profile, and to connect to 
the authenticated digital certificate database where it imme 
diately has access to the authenticated digital certificates for 
all the local businesses that meet the criteria of the request 
(i.e., restaurants), within a set bounded range (i.e., within five 
miles) and matches these against the personal profile using a 
ranking system that is a combination of excluding and influ 
encing factors that combine to create a percentile. Distance is 
be a major influencing factor. From this set of matches, a 
cut-off is used to include only relevant matches, or if there are 
many matches only those within a predefined cutoff are iden 
tified. A process using the personal authenticated digital cer 
tificate then contacts the Web site's authenticated digital cer 
tificates and may open up a secure communication (e.g., 
SSL). Because the device knows where it is located, and 
knows that authenticated digital certificates are authenticated 
to a geographic location, a level of trust with respect to dis 
tance is established. The authenticated digital certificates can 
also be encrypted to insure that it contains information that 
the user can trust. Once the communication is opened, the 
device requests a reservation for the four people at 7:00, and 
provides its personal authenticated digital certificate number 
that the business authenticated digital certificate process can 
identify as legitimate. The business authenticated digital cer 
tificate process can accept or reject the request automatically, 
or generate a request to a device belonging to the business 
owner. The business owner can then approve the request. 
Once an approval or non approval is issued, the user's device 
collects this information, and after repeating this procedure 
with all the identified matches, provides the owner with the 
choices. The owner can then see a number of openings, each 
being held for a period of time set by the business owner's 
website. The owner can then make a decision by picking one 
of the choices. The device can confirm the choice and option 
ally release credit card information to hold the reservation, as 
well as canceling the other choices. In addition to these ben 
efits provided to users, authenticated digital certificates pro 
vide benefits to businesses as well. Being able to authenticate 
a user allows a business to modify business behavior, thus 
allowing the business to block users who might abuse the 
business service or restrict transaction from certain authenti 
cated users. 

0105. Authenticated digital certificates provide a trusted 
mechanism for commerce to take place. Without authenti 
cated digital certificates, there is a potential for businesses to 
identify themselves incorrectly to increase matches and thus 
commerce. Additionally, without a common protocol, each 
device would have to have hundreds of different negotiation 
programs (e.g., one for hotels, one for restaurants, one for dry 
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cleaners, one for video stores etc.), with authenticated digital 
certificates, there is a common mechanism for securely initi 
ating a transaction which can be interfaced with any back-end 
system being used by the businesses with little effort. 
0106 While this invention has been particularly shown 
and described with references to preferred embodiments 
thereof, it will be understood by those skilled in the art that 
various changes in form and details may be made therein 
without departing from the scope of the invention encom 
passed by the appended claims. Particularly, a person of ordi 
nary skill in the art will recognize that referring to an elec 
tronic document, electronic document address and a URL can 
Sometimes be done synonymously. The use of these terms is 
in no way intended to limit the invention to a particular 
implementation and one of ordinary skill in the art will be able 
to distinguish among them based upon context. 
0107 An embodiment of the present invention allows 
users to view and search on authenticated attributes that are 
related to specific membership organizations. For example 
the Automobile Association of America (AAA) seal on a 
business is used by many travelers to access the quality of an 
establishment. Being able to display the AAA logo, using an 
authenticated digital certificate, allows viewers and searchers 
of electronic documents (e.g., Web pages) the ability to 
quickly determine which businesses they might purchase 
from. Access to the AAA extended attribute might come from 
a UserId and password issued from the organization when a 
membership Subscription is purchased. 
0108. In yet another embodiment of the present invention 
the authenticated digital certificates are used for searching 
and viewing geographically authenticated electronic docu 
ments associated with non-business entities. For example 
government, non-profit, educational organizations would 
benefit from using authenticated digital certificates. Addi 
tionally, individuals can also have authenticated digital cer 
tificates created and used for searching and viewing. One 
benefit of individual, or personal, authenticated digital cer 
tificates is that they can be used to provide privacy to indi 
viduals while still Supplying search process accurate geo 
graphic location data for searching. Based upon a user's 
geographic location a proximity search can access the user's 
geographic location, but prevent a viewer from accessing the 
underlying geographic location. When displayed, or mapped, 
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the geographic location can be shown to be within a certain 
region without revealing the user's exact location. 
What is claimed is: 
1. A computerized method of searching for electronic 

documents, the method comprising: 
monitoring queries at a search engine interface; 
detecting a geographic term in a search query the search 

engine; 
searching, independent of the search performed by the 

search engine, a database for verified URL addresses 
associated with the geographic term, the database stor 
ing information about a plurality of online electronic 
documents, including a URL address of the document 
and a verified geographic location associated with the 
document, the geographic location being verified using 
a mechanism other than the content of the electronic 
document; 

in response to the search engine providing query results, 
comparing the query results from the search engine with 
the verified URL, addresses from the database that cor 
respond to the geographic term; and 

updating the query results from the search engine to iden 
tify which URL addresses in the search results corre 
spond to the verified URL addresses from the database. 

2. A computerized method of searching for electronic 
documents, the method comprising: 

creating a searchable index using content from electronic 
documents having geographically verified URL 
addresses that are associated with a geographic location 
verified by a mechanism other than the content of the 
electronic document; 

storing, in one or more tables locally on the user computer, 
the geographically verified URL addresses, the search 
able index, and the geographic location associated with 
the geographically verified address; 

detecting a search query specifying the geographic loca 
tion and a keyword; 

responding to the query by searching the locally stored 
searchable index for geographically verified URL 
addresses having content associated with the keyword; 
and 

identifying the geographically verified URL addresses 
having content associated with the keyword. 
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