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CLIENT AUTHENTICATION USING SOCIAL RELATIONSHIP DATA

RELATED PATENT APPLICATIONS
This application claims foreign priority to Chinese Patent Application No.
2014/10040993.5 filed on January 28, 2014, entitled “METHOD, APPARATUS AND
SYSTEM FOR CLIENT AUTHENTICATION USING SOCIAL RELATIONSHIP
DATA?”, Chinese Patent Application is hereby incorporated by reference in its entirety.

TECHNICAL FIELD

This application relates to the field of identity authentication, specifically to a
method, an apparatus and system for client identity authentication using social
relationship data.

BACKGROUND

With the development of the Internet, Internet-based applications such as Internet
banking, online shopping, social media, e-commerce, instant messaging and other
applications that provide users with a variety of services, are increasing. In order to
facilitate user management and for security reasons, the majority of Internet applications
require users to log in before using the service. For example, the user is required to enter
a user account name and the corresponding password (also known as passcode) on the
login screen of a PC or mobile device display, and allowed to enter to use the services
provided by the application only after the user identity is verified by the server.

Using "account + password" authentication method is relatively easy, but an
occurrence of an account and password theft causes inconvenience and even economic
losses to the user. In order to prevent this from happening, the mobile Internet services
have started to use new forms of security measures such as bonding a mobile device for
authorization. For example, before being allowed to use a mobile application on a mobile
device for some sensitive operations (e.g., account login, password changing, making a

payment, and viewing account information, etc.), the user is required to bond the user’s
1

SUBSTITUTE SHEET (RULE 26)



10

15

20

25

WO 2015/116577 PCT/US2015/013058

application account with an authorized mobile device used by the user to logon and use
the application account. Specifically, the user can only use the authorized bound mobile
communications device to perform sensitive operations. This measure could avoid
unauthorized use of stolen accounts and passwords by providing additional security for
user accounts. If the user replaces the mobile device, a procedure can be used to change
or update the bonding relationship between the account and mobile communications
device.

In the traditional technical conditions, the above bonding authorization process
and the bonding change process are implemented using SMS-based verification codes
only. The process typically includes the following steps:

1) user submits on a mobile device a bonding request or a change bonding request
through the user interface provided by a mobile application;

2) mobile application provider sends an SMS message containing a dynamic
verification code to the user;

3) user enters the dynamic verification code according to the guide in the bound
mobile application user interface; and

4) the system completes the bonding authorization after a successful verification
by mobile application provider.

In practical applications, the above bonding authorization process poses quite
serious security risks. First, if a thief has stolen the user's account and password, the thief
can perform the initial bonding operations using his own mobile device. Second, due to
the current network environment, the SMS verification code leak problem is serious.
Even if the user has an account already bounded with an authorized mobile device, upon
stealing the user's account and password, a thief may still be able to change the bonding
using SMS diversion through deception or by using Trojans installed on the user mobile
device to obtain an SMS text message verification code. Using such fraudulent means,
the thief may be able to replace the user’s mobile device that is already authorized by his

own mobile device.
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As the existing technologies are unable to identify whether a client device really
belongs to an account owner, but can only achieve bonding authorization using an SMS
verification code, an application provider cannot determine if a client device to be bound
with an account really belongs to the account holder. That is, the application providers
are unable to eliminate such security risks, and as result may allow a thief’s device to be
bound to a user account, providing an illegitimate opportunity to the thief, but causing

unnecessary trouble as well as economic losses to the legitimate user.

SUMMARY

This Summary is provided to introduce a selection of concepts in a simplified
form that are further described below in the Detailed Description. This Summary is not
intended to identify all key features or essential features of the claimed subject matter,
nor is it intended to be used alone as an aid in determining the scope of the claimed
subject matter.

One aspect of the disclosure is a method client identity authentication. The server
receives from a client a request for identity authentication corresponding to a user
account. The method computes a social relationship similarity as a result of matching
social relationship data of the client and the stored social relationship data of the user
account. If the similarity meets a preset passing condition, the client is allowed to pass
the identity authentication.

To obtain the stored social relationship data of the user account, the method
analyzes the collected data to extract social relationship data related to the user account
and stores the extracted social relationship data related to the user account.

To obtain the social relationship similarity, the server may send the stored social
relationship data of the user account to the client, and receive from the client the result of
matching the social relationship data of the client and the stored social relationship data

of the user account. Alternatively, the server may receive from the client the social
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relationship data of the client, and compute the similarity by matching the social
relationship data of the client and the stored social relationship data of the user account.

In an embodiment, the method also determines whether the similarity meets a
preset alert condition, and if affirmative, denies the identity authentication and takes an
alert action.

The social relationship similarity may include a matching number and/or a
matching level, where the matching number is defined as a total number of items that are
found to match between the stored social relationship data of the user account and the
social relationship data of the client, and the matching level is defined as a ratio between
the matching number and the total number of items found in the stored social relationship
data. To determine whether the similarity meets a preset passing condition, the method
may determine whether the matching number and/or the matching level are, respectively,
greater than a threshold value of the matching number and/or the matching level. The
method may further determine whether the similarity meets a preset alert condition, and if
affirmative, deny the identity authentication and taking an alert action. The preset alert
condition may be that the matching number and/or the matching level is, respectively,
less than a threshold value of the matching number and/or the matching level.

The social relationship data may include any of a phone number, a QQ number, a
WeChat number, a correspondence account number, an address book, or a pay-for-
another record.

Another aspect of the disclosure is an apparatus for identity authentication. The
apparatus has a computing device programmed to have functional units including: an
authentication request receiving unit for receiving from a client a request for identity
authentication corresponding to a user account; a matching result acquiring unit for
acquiring a similarity as a result of matching the social relationship data of the client and
the stored social relationship data of the user account; and a pass determining unit for
determining whether the similarity meets a preset passing condition, and if affirmative,
allowing the client to pass the identity authentication.

4

SUBSTITUTE SHEET (RULE 26)



10

15

20

25

WO 2015/116577 PCT/US2015/013058

The apparatus may further have a social relationship data generating unit for
acquiring and storing the social relationship data of the user account. The social
relationship data generating unit may include an analyzing and extracting subunit for
analyzing the acquired data to extract social relationship data related to the user account,
and a storage unit for storing the extracted social relationship data related to the user
account.

The matching result acquiring unit may include a social relationship data sending
subunit for sending the stored social relationship data of the user account to the client,
and a matching result receiving unit for receiving from the client the result of matching
the social relationship data of the client and the stored social relationship data of the user
account.

The matching result acquiring unit may also include a social relationship data
receiving subunit for receiving from the client the social relationship data of the client,
and a matching result computing unit for computing the similarity by matching the social
relationship data of the client and the stored social relationship data of the user account.

In an embodiment, the apparatus has an alert determining unit for determining
whether the similarity meets a preset alert condition, and if affirmative, denying the
identity authentication and taking an alert action.

According to another embodiment of the method for client authentication, a client
sends to a server a request for identity authentication corresponding to a user account,
and sends to the server authentication information of a client to allow the server to
authenticate the client based on the social relationship data of the client. The client then
receives from the server a reply of whether the client has passed the identity
authentication.

The social relationship data of the client may be locally stored in a client device.

To send to the server information of the client, the client may first receive from the

server social relationship data of the user account, compute a similarity as a result of
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matching social relationship data of the client and the social relationship data of the user
account, and then send the similarity in the matching result to the server.

According to another embodiment of an apparatus for identity authentication, the
apparatus has a computing device programmed to have functional units including: an
authentication request sending unit for sending to a server a request for identity
authentication corresponding to a user account; an authentication information sending
unit for sending to the server authentication information of a client to allow the server to
authenticate the client based on the social relationship data of the client and the social
relationship data of user account related to the client; and an authentication result
receiving unit for receiving from the server a reply of whether the client has passed the
identity authentication.

The authentication information sending unit is used for sending the social
relationship data of the client locally stored in a client device. In one embodiment, the
authentication information sending unit includes: a social relationship data receiving unit
for receiving from the server social relationship data of the user account; a matching
result computing unit for computing a similarity as a result of matching the social
relationship data of the client and the social relationship data of the user account; and a
matching result sending unit for sending the similarity in the matching result to the
server.

Other features of the present disclosure and advantages will be set forth in the
following description, and in part will become apparent from the description, or
understood by practice of the application. Purposes of this application and other
advantages can be obtained by the written description, claims, and drawings of the

structure particularly pointed out realized and attained.

BRIEF DESCRIPTION OF THE FIGURES
FIG. 1 is a block flow diagram of an example process for client authentication

using social relationship data.
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FIG. 2 is a schematic diagram of the function blocks of an example apparatus for
client authentication using social relationship data.

FIG. 3 is a block flow diagram of another example process of client authentication
using social relationship data.

FIG. 4 is a schematic diagram of the function blocks of another example apparatus
for client authentication using social relationship data.

FIG. 5 is a schematic diagram of the function blocks of an example system for

client authentication using social relationship data.

DETAILED DESCRIPTION

The present disclosure is described in further detail in conjunction with
accompanying figures and example embodiments. In the description, the term
“technique(s),” for instance, may refer to a method, an apparatus device, a system, and/or
computer-readable instructions as permitted by the context above and throughout the
present disclosure.

In this description, the order in which a process is described is not intended to be
construed as a limitation, and any number of the described process blocks may be
combined in any order to implement the method, or an alternate method. An embodiment
is described in sequential steps only for the convenience of illustration. Unless it would
cause a conflict, the examples and embodiments described in the present disclosure, and
the characteristics and features thereof, may be combined freely. Further, not every step
described in the embodiments is required in order to practice the techniques of this
disclosure.

FIG. 1 is a block flow diagram of an example process for client authentication
using social relationship data.

Block S101: receiving from thee client a request for client identity authentication

corresponding to a user account.
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The method described herein is for authenticating an identity of a client using
social relationship data. This description, a “client” refers to a client terminal or a client
device used by the user. The method determines a similarity between the user social
relationship data found at the client terminal and the stored social relationship data of the
user account, by matching the two data. Whether the client passes the identity
authentication is determined by the similarity determined as a result of matching. The
identity authentication answers the question of whether the client terminal is owned by
the owner of the particular user account.

In this description, client terminals include but are not limited to mobile devices,
for example, traditional mobile phones, smart phones, personal computers, PDA, iPad,
and other terminal devices. The method for identity authenticating based on social
relationship data has application scenarios that are not limited to an initial device-account
bonding procedure and any subsequent change of the device-account bonding, but may
also include many other scenarios that need to authenticate the identity of a client
terminal. For example, in order to enhance the security, an application may require a user
to provide not only a correct account name and password, but also to verify that the
mobile device used by the user belongs to the user. Any situation where similar identity
authentication is needed, the disclosed method may be used.

To use the disclosed method, a request for identity authentication corresponding to
a particular user account is first received from the client which is being authenticated.
The request from the client may include an account name, a password, and other
information related to the request for identity authentication. A server on which the
method is implemented receives the request and first verifies the account name and the
password. To do this, the server may look up in stored account information the account
that corresponds to the account name provided, obtain the password information of the
identified account and compare it with the received password; if the passwords match,

proceed to the next operation, but if not return a reply indicating a password error.
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Upon successfully verifying the account name and the password, the process
proceeds to block S102 to start an operation of authenticating an identity based on social
relationship data. In actual practice, a preliminary determination may be made to decide
whether this additional authentication process is necessary. This determination may be
made based on whether the received request contains an explicit indication of needing
such authentication, whether the request indicates that the current operation conducted by
the user belongs to a sensitive type (e.g., a logon, a payment, etc.), or whether the current
user account has a secured level that requires such identity authentication. If the
preliminary determination is affirmative, the process proceeds to block S102.

Block S102: obtaining a similarity as a result of matching client social relationship
data at the client terminal and stored social relationship data of the user account.

The disclosed method of client identity authentication based on social relationship
data uses the following similarity criteria: if the existing stored social relationship data of
the current user account matches with a sufficiently similarity the social relationship data
found at the client, the client is considered to pass the identity authentication. That is, the
client terminal is considered to be owned by the user who is the owner of the current
account.

The social relationship data may be any data that reflects interpersonal social
relationships, and may be represented by a relational table of the social relationships
between the current user account and other users. It may be characterized that the social
relationship data is at least an indirect reflection of the identity of the owner of the
particular user account. The disclosed method utilizes this identity-related characteristics
of the social relationship data to determine whether the client being authenticated belongs
to the user who owns the user account and thus can pass the identity authentication.

Take a list of phone numbers contained in the social relationship data as an
example. If the list of phone numbers in the address book stored at the client is found to

match with sufficient similarity the phone numbers of the user account stored at the
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server, it may be concluded that the client terminal belongs to the owner of the user
account and thus can pass the authentication.

The social relationship data stored at the server may include a list of phone
numbers, but may also include other social relationship data, for example, a list of QQ
numbers of the user, a list of WeChat numbers of the user, a list of past contact numbers,
and any other data that may reflect the social relationship between the current user and
other users. Likewise, the social relationship data stored at the client terminal may
include a list of phone numbers, but may also include other social relationship data, such
as a list of QQ numbers of the user, a list of WeChat numbers of the user, a list of past
contact numbers, and any other data that may reflect the social relationship between the
current user and other users.

In order to obtain a similarity result of matching the social relationship data of the
client terminal and the existing stored social relationship data of the user account, the
social relationship data that corresponds to a user account needs to be first created. This
may be done in two steps: (1) analyze collected data to extract social relationship data
related to the user account; and (2) store the extracted social relationship data related to
the user account, as described separately below.

(1) Analyzing collected data to extract social relationship data related to the user
account:

The social relationship data is first collected. The collected data may include
financial records of businesses conducted between user accounts, fund transfer records,
pay-for-another records (a user pays on behalf of another), communications records, or
other social networking relationship records. The data may be collected from the internal
data within the server system, or be obtained from another server or system’s various
application data by visiting a port opened by the other server or system.

The collected data is then analyzed to extract any social relationship data related to
the particular user account and remove undesired information. This process is also called
data cleaning.

10
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Data cleaning is a technique of database services. As the name suggests, data
cleaning cleans out the dirty portions of the data. As the information processing
technology develops, many industries and fields have accumulated a large quantity of
data. Data cleaning is necessary in order to maintain data accuracy for accurately reflect
the conditions of the current world and effectively support daily operations and decisions.
One purpose of data cleaning is to detect inconsistencies that exist in the data, and
eliminate or correct invalid data and empty data to improve the data quality. Data
cleaning usually follows a certain set of rules to clean dirty data.

From another point of view, in addition to cleaning the dirty data, the data
cleaning also performs data convergence, data mining and data filtering, in order to
remove data that does not meet the standard, and to extract useful data. Data cleaning is
useful in the present disclosure uses for above-mentioned purposes. This is because the
data involved may be a collection of data from various applications. The data may not
only come from different businesses and different applications, but also include historical
data from different times, making data cleaning necessary. On the one hand, because the
disclosed method analyzes a certain type of data (such as financial records of businesses
conducted among the different accounts, transfer records, pay-for-another records,
communications records, or other social networking relationship records), the other
unrelated data may be considered dirty data. On the other hand, because the disclosed
method extracts from collected data the social relationship data that corresponds to a
particular user account, other data that is not related to the particular user account may be
considered dirty data.

Data cleaning cleans out the above-mentioned types of dirty data, and at the same
time uses a certain logic rules to analyze and extract a table of relationships between the
particular user account and other users. For example, through data cleaning, it may be
concluded that the particular account A has financial transactions with account B, while
account B has registered phone number 1 as a contact, and thus phone number 1 is
considered to have a social relationship with account A.

11
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Using the above method, a list of telephone numbers having a social relationship
(including financial transactions and communications) with account A may be obtained.
The list may be indicated as follows: Account A/Phone Number 1; Account A/Phone
Number 2; etc. Through data cleaning, other social relationship data connected with the
particular account may also be obtained, as indicated as follows: Account A/QQ number
1; Account A/QQ number 2; etc.

Because the telephone communications, financial transactions and other social
relationships between the users are often dynamic, the above-described data collection
and data cleaning process may be carried out periodically at a backend, in order to create
most updated relationship lists, including that of the previous accounts and newly added
accounts.

The periodical time settings for updating the data collection and data cleaning may
vary for different implementations depending on the application scenario. It is noted that
the social relationship data related to a particular user account obtained by data cleaning
is not limited to phone numbers. It may be, for example, a list of social contact names
related to the particular user account. These implementation variations are all within the
scope of the disclosure.

(2) Storing the extracted social relationship data related to the user account:

The social relationship data related to the user account obtained by data cleaning is
stored in a database, a data file or a data table. The stored data constitutes the stored
social relationship data of the user account. The present disclosure does not restrict the
manner or the format of how data is stored, as long as the social relationship data
corresponding to the user account can be properly stored and retrieved when needed.

With the stored social relationship data, the process of block S102 may be carried
out upon receiving from the client the social relationship data corresponding to the user
account to acquire a similarity as a result of matching the social relationship data of the
client and the stored social relationship data of the user account. In order to obtain the
similarity, a similarity matching operation is performed. This operation may be done at

12
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the client, or done at the server. Correspondingly to these two different approaches, there
may be two different ways to obtain the matching similarity. First way is to obtain the
similarity at the client, while the second is to compute the similarity at the server itself.
Either method may be used to implement the disclosed method. These two approaches
are further described below.

(1) Similarity matching at the client:

With this approach, the similarity matching operation is carried out at the client.
The server eventually acquires the similarity in the matching result by performing these
acts: sending the stored social relationship data of the user account to the client; and
receiving the similarity in the matching result from the client.

The server first sends the stored social relationship data. In order to do this, the
server first looks up the stored social relationship data according to the user account,
extracts the social relationship data corresponding to the user account, and then sends the
extracted data to the client. In the illustrated example, the server extracts a list of social
relationship telephone numbers corresponding to the user account from the stored social
relationship database, and sends the list to the client. In other embodiments, different
types of social relationship data, such as a list of QQ numbers or a list of social
networking account numbers, may be obtained and sent to the client.

In the illustrated example where the client terminal is a mobile communications
device, the server sends a list of phone numbers to the client terminal. However, in other
embodiments, the client to be authenticated may not be a mobile communications device.
In such situations, the type of the client to be authenticated is first determined. Ifitis a
mobile communications device such as a traditional mobile phone or a smart phone, then
the list of phone numbers (or a list of social networking contacts) corresponding to the
user account is sent to the client terminal. If it is determined that the client does not have
a telephone contact book (for example, in the case of a regular PC), a list of social
networking contacts such as a list of QQ numbers, rather than a list of phone numbers,
may be more appropriate in order for the client to perform a similarity matching

13
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operation. Variations of social relationship data sent to the client are only a matter of
implementation types and do not deviate from the scope of the present disclosure.

As a simpler implementation, the social relationship data corresponding to the user
account may be sent to the client with no encryption. Although this is simple to
implement, it has shortcomings. Social relationship data such as social networking
telephone numbers, are a part of personal information of the user, and should not be
unnecessarily exposed to others for the sake of privacy. During transmission of such data,
malicious attackers may obtain such information by unauthorized eavesdropping and
illegally spread the information to cause security risks to the user as well as the Internet.
To avoid such problems, the social relationship data is preferably encrypted before
sending to the client terminal.

In one embodiment, AES (Advanced Encryption Standard) encryption algorithm is
used to encrypt the social relationship data. AES is an encryption algorithm used by The
National Institute of Standards and Technology (NIST) to encrypt data. AES is one of
the most popular symmetric key cryptography techniques, and is a type of reversible
encryption algorithms which uses an encryption key and a decryption key that are
identical to each other. If an encryption key is used to encrypt the list of social
networking telephone numbers using AES algorithm, the receiving mobile
communications device may use the same key to decrypt the received information and
obtain the unencrypted list of social networking telephone numbers. Other encryption
methods such as 3DES may also be used.

As to the encryption key management, the server and the client terminal may keep
the preset key, or may use a key that is periodically updated and distributed in order to
improve security. Whether encryption is to be used or not, what encryption algorithm is
to be used, and what encryption key management method is to be used, may be decided
according to the actual needs in different implementations, and the choices are not limited

by the disclosure and do not affect the scope of the present disclosure.
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Upon receiving the social relationship data corresponding to the user account, the
client matches the received data with the local user’s social relationship data, and sends
the matching result to the server. The server then receives the matching result from the
client.

The similarity in a matching result may include a matching number and/or a
matching level. The matching number is defined as a total number of items that are found
to match between the stored social relationship data of the user account and the social
relationship data of the client, while the matching level is defined as a ratio between the
matching number and a total number of items found in the stored social relationship data.
For example, if the social relationship data sent to the client has a list of socially related
telephone numbers of the user account, the client may extract a list of telephone numbers
from the address book of the client, and compare the received list of socially related
telephone numbers with the extracted list of telephone numbers of the client, to identify
all phone numbers that match on both lists. The total number of phone numbers that
match is the matching number.

Alternatively, the client may directly compare the received list of socially related
telephone numbers with the local address book of the client. If any telephone number in
the received list is also found in the local address book, it is considered a successful
match. In other words, the telephone number satisfies the consistence condition in
accordance with the present disclosure. In this case, the total number of telephone
numbers in the received list that also appear in the local address book of the client is the
matching number. If the social relationship data sent to the client has a list of QQ
numbers of socially related parties, the client may use a similar method as described
above to compare the received QQ numbers with the local QQ numbers to obtain a
matching number.

In a specific embodiment for illustration, the stored social relationship data of the
user account (i.e., the social relationship data sent to the client) is a list of socially related
telephone numbers of the user account. The example list includes ten telephone numbers,

15
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of which five telephone numbers are found to be consistent (as a result of a successful
match) with the telephone numbers of the local client address book. Accordingly, the
similarity in the matching result received from the client has a matching number 5, and a
matching level 0.5 (5/10 = 0.5).

The similarity in the matching result in the above illustrated example comprises
both a matching number and a matching level. However, because either the matching
number or the matching level may reflect in matching condition of the stored social
relationship data of the user account and the social relationship data of the client, the
client may report any one of them instead of both. The server may still be able to
determine if the client can pass the identity authentication. Nevertheless, considering that
the matching number and the matching level each have a different meaning and both are
not belong to the same dimension, with the matching number being an absolute value
representing the total number of data items that have matched successfully, while the
matching level being a ratio representing a relative level of matching, it is preferred that
both values are reported by the client to facilitate more accurate decision-making for
identity authentication.

In other embodiments, parameters other than the matching number and/or the
matching level may be used as the similarity in the matching result, as long as the
parameters can sufficiently indicate a similarity between the stored social relationship
data of the user account and the social relationship data of the client. Such
implementations are all considered to be part of the technical schemes within the same
scope of the disclosure.

In the above illustrated embodiment, the similarity in the matching result is
reported upstream from the client to the server, which then determines a result of identity
authentication using preset threshold values (which will be described in connection with
block S103). As the variation, the preset threshold values may also be sent downstream
from the server to the client, and let the client compute the matching number and/or the
matching level and determine by the client itself a result of identity authentication based
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on the threshold values, and then report upstream the result to the server. In this case, the
server receives not a matching number and/or matching level, but instead a more specific
instruction according to a matching result. For example, the server may receive from the
client the clear instruction whether the client has passed authentication. Such variations in
which the threshold values are sent downstream to the client are considered within the
scope of the disclosure.

Furthermore, the above-mentioned preset threshold values may be sent to the
client along with the stored social relationship data of the user account, or be pre-stored at
the client end. The latter variation avoids having to send the preset threshold values to a
client for each act of authentication, and thus simplifies the procedure, while the former
variation has the advantage of being easier to adjust the threshold values according to the
stored social relationship data to be sent to the client. Therefore, each variation has its
own benefits and shortcomings, and a selection between the two variations may be made
according to the specific application needs.

(2) Similarity matching at the server:

Described above is an embodiment in which the similarity matching is done at a
client. However, in accordance with the present disclosure, the similarity matching may
be alternatively done at the server. Both approaches are within the scope of the present
disclosure.

If the approach of using the server to perform similarity matching, the server takes
the following steps to obtain a similarity in the matching result: the server receives from
the user social relationship data stored at the client, and computes a similarity as a result
of matching the social relationship data stored at the client against the social relationship
data of the user account stored at the server.

With this approach, the client sends locally stored the social relationship data to
the server which is used for implementing the disclosed method. In one embodiment, the
client sends upstream to the server the locally stored social relationship data of the client
along with the account name and the password. Alternatively, the client may send to the
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server the locally stored social relationship data of the client after the server has
successfully verified the account name and the password. Either procedure is acceptable
as long as the client and the server have a mutual understanding of the procedure.

Upon received from the client the social relationship data stored at the client, the
server first determines if the received data needs decryption, and performs decryption if
needed. For example, if the received data has been encrypted using the reversible
encryption algorithm AES, the server decrypts the data using the same key that was used
for encryption. As long as there is an agreement between the client and the server, or a
clear instruction contained in the received data, to allow the server to properly perform
decryption, any method of encryption may be used.

Assuming that data cleaning has generated at the server stored social relationship
data corresponding to the particular user account, the server may now retrieve or extract
the social relationship data of the user account in order to perform a similarity matching.
For example, if the social relationship data is stored in a relational database, the server
retrieves the social relationship data of the user account from the database using an SQL
statement, and further retrieves therefrom the social relationship data that is consistent
with the social relationship data received from the client. If permissible by the database
structure, the server may directly retrieve the social relationship data that is consistent
with the social relationship data received from the client. For example, if the client sends
a client address book or a list of telephone numbers extracted from the client address
book, the server at this step make extract a list of socially related telephone numbers from
the complete social relationship data of the user account.

The server then computes a similarity as a result of matching the social
relationship data stored at the client against the social relationship data of the user
account stored at the server. The similarity matching process is one to compare the two
social relationship data sources, one from the client and the other from the server to
determine the number of data items that are found to be consistent (as a result of a
successful match) in both data sources. This gives a matching number. For example, if
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the social relationship data received from client is a client address book, and stored social
relationship data corresponding to the user account at the server include ten telephone
numbers, of which five are found matching the social relationship data received from the
client, the matching number in this example is therefore five.

A simplified matching process may also be used. Instead of first retrieving stored
social relationship data corresponding to the user account, the received social relationship
data of the client may be matched item by item directly against the stored social
relationship data at the server, and the matching number may be obtained by adding up
each successful match. Reduce the matching time and increase the matching efficiency,
data may be sequentially ordered first or organized using a sequential structure such as a
tree structure. The specific method of matching is not a part of the present disclosure, and
is not restricted in any way.

In addition to the matching number, the matching level may also be calculated. In
the above illustrated example, because the matching number is five, and the list of
telephone number from the stored social relationship data of the user account has a total
of ten telephone numbers, the matching level is calculated as 5/10 = 0.5.

Above described are two alternative approaches for obtaining a similarity in the
matching result. The two approaches are different from one another in that the matching
operation occurs at a different place. In the first approach, the client conducts the
similarity matching and reports the result upstream to the server. In the second approach,
the client sends the social relationship data of the client upstream to the server to let the
server compute the similarity. Functionally, these two approaches are interchangeable. In
practice, however, each approach has its own strengths and shortcomings. With the
client-based approach, because the client is not required to send upstream the local social
relationship data, there was less privacy concern. At the same time, because the amount
of data obtained at the server by data cleaning is limited, the downstream data traffic
from the server to the client is also limited. With the server-based approach, the data
processing may be more reliable when it is done at the server. In addition, the server
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acquires more complete and more reliable social relationship data by aggregating the data
received from the clients. However, the upstream traffic of transferring data from the
client to the server may be heavy, and there is also a concern of the privacy. Considering
the characteristics of each approach, a selection may be made based on actual needs of
different applications.

Block S103: determining whether the similarity meets a preset passing condition,
and if affirmative, allowing the client to pass the identity authentication.

Block S102 has acquired the similarity as a result of matching data. At block
S103, preset conditions are used to test whether the client may pass the identity
authentication.

In this description, preset conditions for passing refer to the conditions that need to
be met by the similarity in the matching result in order for the client to pass the identity
authentication. Specifically, the matching number and/or the matching level is required to
be, respectively, greater than (or equal or greater than) a threshold value of the matching
number and/or the matching level in order to pass the identity authentication. In the
illustrated example, the matching number obtained at block S102 is five, and matching
level 0.5. If the preset threshold value for the matching number is four, and the preset
threshold value for the matching level is 0.4, the client being authenticated is considered
to have passed the identity authentication. The threshold values may be set empirically.
In some embodiments, the threshold values may be adjusted according to the data item
numbers and data type of the stored social relationship data, in order to improve the
accuracy of authentication result.

In a stricter embodiment, Block S102 obtains the values of both a matching
number and the matching level, and both values are required greater than the respective
preset threshold values in order to satisfy the authentication condition. This is a more
conservative approach to reduce authentication errors.

In other embodiments, however, the conditions may be relaxed. For example,
Block S102 may only obtain the value of one of the matching number and the matching
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level to allow the authentication to be made based on the respective threshold value only.
For example, if the client reports just a matching number, it is then only required that the
matching number be greater than the respective threshold value. Alternatively, a
condition based on a primary value may be used. For example, even if Block S102 has
obtained the values of both the matching number and the matching level, Block S103
requires that only one of the two values to be satisfied as the primary value. For example,
the matching level may be set as the primary value. In this case, as long as the matching
level is greater than the respective preset threshold, the client is considered to have met
the authentication condition regardless of whether the matching number is greater than its
own respective preset value were not. Alternatively, a condition based on anyone of the
two values may be used. As long as one of the matching number and the matching level
satisfies its respective preset threshold, the client is considered to have met the
authentication condition. In these embodiments, although the conditions may be
relatively relaxed, the purpose in accordance with the present disclosure may be still
achieved with the proper choice of a threshold value.

Optionally, if the similarity in the matching result fails to satisfy the preset
condition of authentication, it may be further determined whether the similarity meets a
preset alert condition, and if affirmative, the identity authentication is denied and an alert
action is taken. Specifically, if the matching number and/or the matching level obtained
at Block S102 is, respectively, less than a threshold value of the matching number and/or
the matching level, it may be concluded that the client device does not belong to the
owner of the particular user account, but rather likely a stolen device, and therefore the
authentication should be denied and further an alert action may be taken.

Similar to the threshold values for passing authentication, the threshold values for
alert may also be preset, either using fixed empirical values or variable values a
dynamically adjusted according to the actual conditions. For the alert conditions, stricter
requirements may be set by requiring both the matching number and the matching level
to be less than the respective alert values, or less strict requirements may be set by
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requiring only one of the two to be less than the respective alert value, in order to deny
the authentication and take an alert action.

In some embodiments as described in Block S102 where the server sends
downstream the thresholds (matching number threshold for passing, matching level
threshold for passing, matching number threshold for alert, and matching level threshold
for alert) to the client, which computes the matching number and the matching level and
directly determines whether authentication condition is met, the information received by
the server at Block S102 is a clear indication whether the client has passed authentication,
or whether an alert act to be taken if the authentication has failed. In this case, there’s no
need for the server to determine client authentication or alert conditions based on the
threshold values.

The threshold values for passing and the threshold values for alert may be set to be
the same values, but may also be set as different values. For example, the threshold
values for passing may be greater than the respective threshold values for alert. Take the
threshold degree as example. Suppose the preset threshold passing value for the matching
level is 0.5, while the preset threshold alert value for the matching level is 0.2.
Accordingly, a similarity in the matching result greater than 0.5 allows the client to pass
authentication, a similarity in the matching result smaller than 0.2 would not only deny
the client authentication but also trigger an alert action, while a similarity as a result of
matching 0.2 and 0.5 would only deny the client authentication but would not trigger an
alert action.

In one embodiment, if the similarity in the matching result falls between the
threshold for passing and the threshold for alert, the server may take a more active
approach to process. Specifically, the server may initiate a new commutation process to
compute a matching condition of another social relationship data, and make a further
determination based on the new matching results. For example, in addition to the
telephone numbers, the server may additionally use QQ numbers to match the client data
against the server data to obtain a new similarity in the matching result based on the QQ
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numbers, and determine whether the client can pass authentication by comparing the new
similarity in the matching result against the respective threshold values. This procedure
may be taken once or multiple times depending on the results and the server policies in
order to more accurately authenticate the client identity.

After executing block S103, a clear conclusion has been drawn as to whether the
client can pass authentication, and the server may take subsequent actions accordingly.
For example, if the conclusion is that the client can pass authentication, the server sends a
reply to the client to indicate identity confirmation; if the conclusion is that the client has
failed authentication and further triggered an alert, the server may send a reply to the
client to indicate the rejection and further lockup the user account, and notify other users.
In other situations, the server may only need to send a reply to the client to indicate the
rejection. Other actions may be taken according to different application needs.

In connection to the method disclosed herein, the present disclosure also provides
a computer-based apparatus for implementing the method described herein.

The above-described techniques may be implemented with the help of one or more
non-transitory computer-readable media containing computer-executable instructions.
The non-transitory computer-executable instructions enable a computer processor to
perform actions in accordance with the techniques described herein. It is appreciated that
the computer readable media may be any of the suitable memory devices for storing
computer data. Such memory devices include, but not limited to, hard disks, flash
memory devices, optical data storages, and floppy disks. Furthermore, the computer
readable media containing the computer-executable instructions may consist of
component(s) in a local system or components distributed over a network of multiple
remote systems. The data of the computer-executable instructions may either be
delivered in a tangible physical memory device or transmitted electronically.

In the presence disclosure, a "module” in general refers to a functionality designed
to perform a particular task or function. A module can be a piece of hardware, software, a
plan or scheme, or a combination thereof, for effectuating a purpose associated with the
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particular task or function. In addition, delineation of separate modules does not
necessarily suggest that physically separate devices are used. Instead, the delineation may
be only functional, and the functions of several modules may be performed by a single
combined device or component. When used in a computer-based system, regular
computer components such as a processor, a storage and memory may be programmed to
function as one or more modules to perform the various respective functions.

FIG. 2 is a schematic diagram of the function blocks of an example apparatus for
client authentication using social relationship data. The apparatus can be based on a
typical computing device hardware which has one or more processor(s) 202, I/O devices
204, memory 206 which stores application program(s). The computing device 200 is
programmed to have the following functional modules.

An authentication request receiving unit 208 is programmed for receiving from a
client a request for identity authentication corresponding to a user account.

A matching result acquiring unit 210 is programmed for acquiring a similarity as a
result of matching social relationship data of the client and stored social relationship data
of the user account.

A pass determining unit 212 is programmed for determining whether the similarity
meets a preset passing condition, and if affirmative, allowing the client to pass the
identity authentication.

Furthermore, a social relationship data generating unit may be programmed for
acquiring and storing the social relationship data of the user account. The social
relationship data generating unit may further include an analyzing and extracting subunit
for analyzing acquired data to extract social relationship data related to the user account,
and a storage unit for storing the extracted social relationship data related to the user
account. The stored social relationship data constitutes the stored social relationship data
of the user account.

The matching result acquiring unit 210 may include a social relationship data
sending subunit for sending the stored social relationship data of the user account to the
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client, and a matching result receiving unit for receiving from the client the result of
matching the social relationship data of the client and the stored social relationship data
of the user account.

The matching result acquiring unit 210 may also include a social relationship data
receiving subunit for receiving from the client the social relationship data of the client,
and a matching result computing unit for computing the similarity by matching the social
relationship data of the client and the stored social relationship data of the user account.

The computer device 200 further may further include an alert determining unit for
determining whether the similarity meets a preset alert condition, and if affirmative,
denying the identity authentication and taking an alert action.

The similarity as a matching result may include a matching number and/or a
matching level, as defined herein. The determination of whether the similarity meets a
preset condition is described herein in relation to the method illustrated in FIG.1, and
therefore not repeated.

With reference to FIG. 3, a method for client authentication implemented at the
client end is described as follows. This method is an alternative to the method illustrated
in FIG. 1.

Block S301: sending to a server a request for identity authentication
corresponding to a user account.

As the user has a need to conduct on the client device certain operations such as
logon, payment, device bonding, the client application may require the user to enter
through the user interface an account name, a password and other information in order to
request an identity authentication. The client device sends the identity authentication
request to a server on which the disclosed method for client authentication based on
social relationship data is implemented. The server first verifies if the account name and
the password are correct, and then determine if a process for further client identity

authentication based on social relationship needs to be initiated, based on the operation
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being conducted by the user and the security level of the particular user account on the
server.

Block S302: sending to the server authentication information of a client to allow
the server to authenticate the client based on the social relationship data of the client.

This process involves determining the similarity as a result of matching the social
relationship data of the client and the stored social relationship data at the server. Both
approaches described herein with reference to FIGS. 1-2, namely similarity matching at
the client, and similarity matching at the server, may be used.

With the client-based approach, the act of providing to the server authentication
information of the client to allow the server to authenticate the client based on the social
relationship data of the client involves the following steps: receiving from the server
social relationship data of the user account; computing a similarity as a result of matching
social relationship data of the client and the social relationship data of the user account;
and sending the similarity to the server. The server uses the received similarity to
determine if the client passes the identity authentication.

In some embodiments, the act of using the similarity in the matching result to
determine if the client passes the identity authentication may be done at the client device.
For example, if the server sends the threshold value(s) for passing authentication and the
threshold value(s) for alert to the client device, along with social relationship data of the
user account, or alternatively if the client device already has the necessary threshold
value(s), the client device itself may compare the computed similarity in the matching
result with the threshold value(s) to determine if the client passes authentication. If the
client fails to pass the identity authentication, the client device may further compare the
similarity in the matching result with the threshold value(s) for alert to determine if an
alert action is to be taken.

In the above embodiments, the similarity in the matching result sent by the client

device is not a matching number and/or a matching level, but rather more advanced
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information that comes from the matching results, such as whether the client has passed
authentication, and whether there is a need to take an alert action.

With the server-based approach, the similarity matching is done at the server, and
as a result the tasks at the client are simple, merely involving sending to the server the
local social relationship data of the client. In one embodiment, the social relationship data
of the client is locally stored at the client device.

Block S303: receiving from the server a reply of whether the client has passed the
identity authentication.

Upon receiving the reply from the server, the client may take further actions
depending on the reply. If the reply indicates that the client has passed the identity
authentication, the client device is considered to belong to the owner of the user account,
and therefore the user is allowed to continue to conduct the sensitive operations such as
logon, payment and device bonding. If the reply indicates that the client has failed to pass
the identity authentication, it suggests that the device may not belong to the owner of the
user account, and therefore the user is not allowed to continue to conduct the sensitive
operations. The user may be notified through a dialogue window of the user interface that
the client has not passed identity authentication.

Further detailed description may refer to the description of the embodiments of
FIGS. 1-2, and are not repeated.

Corresponding to the method of FIG. 3, an apparatus for client identity
authentication is also described.

FIG. 4 is a schematic diagram of the function blocks of an example computing
device 400 for client authentication using social relationship data. The apparatus can be
based on a typical computing device hardware which has one or more processor(s) 402,
I/O devices 404, memory 406 which stores application program(s). The computing
device 400 is programmed to have the following functional modules.

An authentication request sending unit 408 is programmed for sending to a server
a request for identity authentication corresponding to a user account.
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An authentication information sending unit 410 is programmed for sending to the
server authentication information of a client to allow the server to authenticate the client
based on the social relationship data of the client.

An authentication result receiving unit 412 is programmed for receiving from the
server a reply of whether the client has passed the identity authentication.

In an embodiment, the authentication information sending unit 410 is used for
sending the social relationship data of the client locally stored in a client device.

In another embodiment, the authentication information sending unit 410 includes
the following units: a social relationship data receiving unit for receiving from the server
social relationship data of the user account; a matching result computing unit for
computing a similarity as a result of matching social relationship data of the client and
the social relationship data of the user account; and a matching result sending unit for
sending the similarity in the matching result to the server.

Further described is a system for client identity authentication based on social
relationship data.

FIG. 5 is a schematic diagram of the function blocks of an example system for
client authentication using social relationship data.

System 500 includes service device 501 for authenticating client identity using
social relationship data, and client device 502 used along with service device 501 for
client identity authentication. The service device 501 is preferably a server, but may be
any other device that is programmed to authenticate client identity using social
relationship data in accordance with the present disclosure. The client device 502 is
usually a mobile communications device, a personal computer, a PDA, or an iPad. For
example, the client device 502 may be a smart phone capable of communicating with the
service device 501 to upload or download necessary data, such as locally stored social
relationship data and similarity results of matching the social relationship data of the

client device 502 with the social relationship data stored at the service device 501. The
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service device 501 may be deployed on a server in communication with the client device
502 to perform server-side functions as described herein.

The technique described in the present disclosure may be implemented in a
general computing equipment or environment or a specialized computing equipment or
environment, including but not limited to personal computers, server computers, hand-
held devices or portable devices, tablet devices, multiprocessor systems, microprocessor-
based systems, set-top boxes, programmable consumer devices, network PCs,
microcomputers and large-scale mainframe computers, or any distributed environment
including one or more of the above examples.

In a typical configuration, a computing device includes one or more processors
(CPU), input / output interfaces, network interfaces, and memory.

The memory may include a computer-readable medium such as a volatile memory,
random access memory (RAM) and/or other forms of nonvolatile memory, such as read
only memory (ROM) or flash memory (flash RAM). The internal memory of a
computing device is a type o f computer-readable memory medium.

The computer-readable media include permanent and non-permanent, removable
and non-removable media, and may be formed in any method or technology for storage
of information. Information stored may be a set of computer-readable instructions, data
structures, program modules or other data. Examples of the computer storage media
include, but are not limited to, phase-change memory (PRAM), a static random access
memory (SRAM), dynamic random access memory (DRAM), other types of random
access memory (RAM), read-only memory (ROM), electrically erasable programmable
read-only memory (EEPROM), flash memory or other memory technology, CD-ROM
read-only memory (CD-ROM), digital versatile disc (DVD) or other optical storages,
magnetic cassettes, magnetic tape disk storage or other magnetic storage devices, or any
other non-transmission medium that may be used to store information accessible by a

computing device. According to definitions of the present disclosure, computer-readable
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media do not include temporary computer readable media (transitory media), such as a
modulated data signal and a carrier wave.

The modules in particular may be implemented using computer program modules
based on machine executable commands and codes. Generally, a computer program
module may perform particular tasks or implement particular abstract data types of
routines, programs, objects, components, data structures, and so on. Techniques described
in the present disclosure can also be practiced in distributed computing environments,
such a distributed computing environment, to perform the tasks by remote processing
devices connected through a communication network. In a distributed computing
environment, program modules may be located in either local or remote computer storage
media including memory devices.

Various embodiments of the present specification are described progressively
increased details with examples and environments. Each embodiment may focus a
certain aspect of the disclosure, and therefore different embodiments may differ from one
another, but may also share similar parts.

Exemplary embodiments are employed to illustrate the concept and
implementation of the present invention in this disclosure. The exemplary embodiments
are only used for better understanding of the method and the core concepts of the present
disclosure. Based on the concepts in this disclosure, one of ordinary skills in the art may

modify the exemplary embodiments and application fields.
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CLAIMS
What is claimed is:
1. A method for client authentication, the method comprising:
receiving from a client a request for identity authentication corresponding to a user
account;
acquiring a social relationship similarity as a result of matching social relationship
data of the client and stored social relationship data of the user account; and
determining whether the similarity meets a preset passing condition, and if

affirmative, allowing the client to pass the identity authentication.

2. The method as recited in claim 1, wherein the stored social relationship data of the
user account is obtained by:
analyzing collected data to extract social relationship data related to the user account;
and

storing the extracted social relationship data related to the user account.

3. The method as recited in claim 1, wherein acquiring the social relationship similarity
comprises:
sending the stored social relationship data of the user account to the client; and
receiving from the client the result of matching the social relationship data of the

client and the stored social relationship data of the user account.

4. The method as recited in claim 1, wherein acquiring the similarity as a result of
matching social relationship data of the client and stored social relationship data of the
user account comprises:

receiving from the client the social relationship data of the client; and

computing the similarity by matching the social relationship data of the client and

the stored social relationship data of the user account.
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5. The method as recited in claim 1, further comprising:
determining whether the similarity meets a preset alert condition, and if affirmative,

denying the identity authentication, and taking an alert action.

6. The method as recited in claim 1, wherein the similarity comprises the matching
number and/or a matching level, the matching number being defined as a total number of
items that are found to match between the stored social relationship data of the user
account and the social relationship data of the client, and the matching level being
defined as a ratio between the matching number and a total number of items found in the
stored social relationship data.
7. The method as recited in claim 6, wherein determining whether the similarity meets a
preset passing condition comprises:
determining whether the matching number and/or the matching level is, respectively,
greater than a threshold value of the matching number and/or the matching

level.

8. The method as recited in claim 6, further comprising:
determining whether the similarity meets a preset alert condition, and if affirmative,
denying the identity authentication and taking an alert action, wherein the
preset alert condition includes that the matching number and/or the matching
level is, respectively, less than a threshold value of the matching number

and/or the matching level.

9. The method as recited in claim 1, wherein the social relationship data includes any of
a phone number, a QQ number, a WeChat number, a correspondence account number, an

address book, or a pay-for-another record.
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10. An apparatus for identity authentication, the apparatus comprising a computing

device having a processor, computer-readable memory and storage medium, and 1/O

devices, wherein the computing device is programmed to have functional units including:

an authentication request receiving unit for receiving from a client a request for
identity authentication corresponding to a user account;

a matching result acquiring unit for acquiring a similarity as a result of matching
social relationship data of the client and stored social relationship data of the
user account; and

a pass determining unit for determining whether the similarity meets a preset
passing condition, and if affirmative, allowing the client to pass the identity

authentication.

11. The apparatus as recited in claim 10, further comprising social relationship data
generating unit for acquiring and storing the social relationship data of the user account,
wherein the social relationship data generating unit further includes:
an analyzing and extracting subunit for analyzing acquired data to extract social
relationship data related to the user account; and
a storage unit for storing the extracted social relationship data related to the user
account, the stored social relationship data constituting the stored social

relationship data of the user account.

12. The apparatus as recited in claim 10, wherein the matching result acquiring unit
comprises:
a social relationship data sending subunit for sending the stored social relationship
data of the user account to the client; and
a matching result receiving unit for receiving from the client the result of matching
the social relationship data of the client and the stored social relationship data

of the user account.
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13. The apparatus as recited in claim 10, wherein the matching result acquiring unit
comprises:
a social relationship data receiving subunit for receiving from the client the social
relationship data of the client; and
a matching result computing unit for computing the similarity by matching the
social relationship data of the client and the stored social relationship data of

the user account.

14. The apparatus as recited in claim 10, further comprising:
an alert determining unit for determining whether the similarity meets a preset alert
condition, and if affirmative, denying the identity authentication and taking an

alert action.

15. A method for client authentication, the method comprising:
sending to a server a request for identity authentication corresponding to a user
account;
sending to the server authentication information of a client to allow the server to
authenticate the client based on the social relationship data of the client; and
receiving from the server a reply of whether the client has passed the identity

authentication.

16. The method as recited in claim 15, wherein the social relationship data of the client is

locally stored in a client device.

17. The method as recited in claim 15, wherein sending to the server information of the
client comprises:

receiving from the server social relationship data of the user account;
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computing a similarity as a result of matching social relationship data of the client
and the social relationship data of the user account; and

sending the similarity in the matching result to the server.

18. An apparatus for identity authentication, the apparatus comprising a computing
device having a processor, computer-readable memory and storage medium, and 1/O
devices, wherein the computing device is programmed to have functional units including:
an authentication request sending unit for sending to a server a request for identity
authentication of a client;
an authentication information sending unit for sending to the server authentication
information of the client to allow the server to authenticate the client based on
social relationship data of the client and stored social relationship data of a user
account related to the client; and
an authentication result receiving unit for receiving from the server a reply of

whether the client has passed the identity authentication.

19. The apparatus as recited in claim 18, wherein the authentication information sending
unit is used for sending the social relationship data of the client locally stored at the

client.

20. The apparatus as recited in claim 18, wherein the authentication information sending
unit comprises:
a social relationship data receiving unit for receiving from the server the stock social
relationship data of the user account;
a matching result computing unit for computing a similarity as a result of matching
the social relationship data of the client and the social relationship data of the

user account; and
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a matching result sending unit for sending the similarity in the matching result to the

SCrver.
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