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(57) Abstract: A Bluetooth controller associated with a host device can be configured to automatically configure and setup a
Bluetooth LE HID without the use of hidden menus or other setup options involving multiple steps (or other input devices). The
Bluetooth controller executes background scan operations to detect at least one Bluetooth LE HID to connect to the host device.
Each Bluetooth packet received at the Bluetooth controller is analyzed to determine whether the received Bluetooth packet is a pre -
defined Bluetooth LE HID packet type transmitted by the Bluetooth LE HID. In response to determining that the received Bluetooth
packet is a predefined Bluetooth LE HID packet type transmitted by the Bluetooth LE HID, the received Bluetooth packet is
provided to a Bluetooth LE HID module of the Bluetooth controller. Otherwise, the received Bluetooth packet is provided to a
Bluetooth HCI module of the Bluetooth controller.
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AUTOMATIC CONNECTION OF BLUETOOTH HUMAN INTERFACE
DEVICES

BACKGROUND

[0001] Embodiments of the inventive subject matter generally relate to the field of
communication networks and, more particularly, to a Bluetooth® low energy (LE) mechanism

for automatic connection of a Bluetooth human interface device (HID).

[0002] The Bluetooth wireless communication standard is typically employed for
exchanging communications between fixed or mobile Bluetooth-enabled devices over relatively
short distances. When a destination Bluetooth device is within range of an initiating Bluetooth
device, the initiating Bluetooth device can cryptographically authenticate the destination
Bluetooth device (also known as pairing) to validate the destination Bluetooth device. A
Bluetooth communication link for exchanging communications can then be established between

the initiating Bluetooth device and the destination Bluetooth device.

SUMMARY

[0003] In some embodiments, a method comprises: executing, at a Bluetooth controller
associated with a host device, background scan operations to detect at least one Bluetooth device
to connect the at least one Bluetooth device to the host device; receiving one or more Bluetooth
packets at the Bluetooth controller in response to said executing the background scan operations
to detect at least one Bluetooth device; analyzing each received Bluetooth packet to determine
whether the received Bluetooth packet is a predefined Bluetooth LE HID packet type transmitted
by the Bluetooth device; in response to determining that the received Bluetooth packet is a
predefined Bluetooth LE HID packet type transmitted by the Bluetooth device, providing the
received Bluetooth packet to a Bluetooth low energy (LE) human interface device (HID) module
of the Bluetooth controller; and, in response to determining that the received Bluetooth packet is
not a predefined Bluetooth LE HID packet type transmitted by the Bluetooth device, providing
the received Bluetooth packet to a Bluetooth host controller interface (HCI) module of the

Bluetooth controller.

[0004] In some embodiments, the method further comprises, in response to determining that
the received Bluetooth packet is a predefined Bluetooth LE HID packet type transmitted by the
Bluetooth device, determining whether the Bluetooth device is within a predetermined threshold

distance of the Bluetooth controller; and, in response to determining that the Bluetooth device is
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within the predetermined threshold distance of the Bluetooth controller, executing one or more

connection operations to pair and connect the Bluetooth device with the host device.

[0005] In some embodiments, said executing one or more connection operations to pair and
connect the Bluetooth device with the host device further comprises mapping the Bluetooth
device to a corresponding USB device through a USB interface to connect the Bluetooth device

with the host device.

[0006] In some embodiments, the method further comprises storing configuration
information associated with the Bluetooth device for subsequent reconnection between the

Bluetooth device and the host device.

[0007] In some embodiments, said determining whether the Bluetooth device is within the
predetermined threshold distance of the Bluetooth controller is based on analyzing at least one of
a received signal strength indicator (RSSI) associated with the received Bluetooth packet, a radio

signal path loss, and near field communication (NFC) signal detection.

[0008] In some embodiments, said determining whether the Bluetooth device is within the
predetermined threshold distance of the Bluetooth controller comprises calculating a radio signal
path loss value associated with the Bluetooth device based, at least in part, on a transmit power
associated with the Bluetooth device, a radio signal loss value associated with an antenna of the
Bluetooth controller, and a radio signal loss value associated with an antenna of the Bluetooth
device; comparing the radio signal path loss value associated with the Bluetooth device against a
threshold path loss; determining whether the Bluetooth device is within the predetermined
threshold distance of the Bluetooth controller based on said comparing the radio signal path loss
value associated with the Bluetooth device against a threshold path loss; determining that the
Bluetooth device is within the predetermined threshold distance of the Bluetooth controller, in
response to determining that the radio signal path loss value associated with the Bluetooth device
is less than the threshold path loss; and determining that the Bluetooth device is not within the
predetermined threshold distance of the Bluetooth controller, in response to determining that the

radio signal path loss value associated with the Bluetooth device exceeds the threshold path loss.

[0009] In some embodiments, the method further comprises determining the transmit power
associated with the Bluetooth device and the radio signal loss value associated with the antenna

of the Bluetooth device from the received Bluetooth packet.
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[0010] In some embodiments, in response to determining that the Bluetooth device is not
within the predetermined threshold distance of the Bluetooth controller, the method further
comprises discarding the received Bluetooth packet at the Bluetooth controller; and monitoring
subsequent transmissions from the Bluetooth device to determine whether the Bluetooth device

is within the predetermined threshold distance of the Bluetooth controller.

[0011] In some embodiments, said providing the received Bluetooth packet to the Bluetooth
LE HID module of the Bluetooth controller is in response to determining that the Bluetooth

device is within the predetermined threshold distance of the Bluetooth controller.

[0012] In some embodiments, said analyzing each received Bluetooth packet to determine
whether the received Bluetooth packet is a predefined Bluetooth LE HID packet type transmitted
by the Bluetooth device comprises determining a device type associated with a Bluetooth device
that transmitted the received Bluetooth packet, based at least in part, on one or more fields of the
received Bluetooth packet; and determining whether the Bluetooth device is a Bluetooth device

based on the device type associated with a second Bluetooth device.

[0013] In some embodiments, the one or more fields of the received Bluetooth packet

comprise at least a service universally unique identifier (UUID) of the received Bluetooth packet.

[0014] In some embodiments, a method comprises: executing, at a Bluetooth controller
associated with a host device, background scan operations to detect at least one Bluetooth device
to connect the at least one Bluetooth device to the host device; receiving one or more Bluetooth
packets at the Bluetooth controller in response to said executing the background scan operations
to detect at least one Bluetooth device; analyzing each received Bluetooth packet to determine
whether the received Bluetooth packet is a predefined Bluetooth LE HID packet type transmitted
by the Bluetooth device; in response to determining that the received Bluetooth packet is a
predefined Bluetooth LE HID packet type transmitted by the Bluetooth device, determining
whether the Bluetooth device is within a predetermined threshold distance of the Bluetooth
controller; in response to determining that the Bluetooth device is within the predetermined
threshold distance of the Bluetooth controller, executing one or more connection operations to
pair and connect the Bluetooth device with the host device; in response to determining that the
received Bluetooth packet is a predefined Bluetooth LE HID packet type transmitted by the
Bluetooth device and in response to determining that the Bluetooth device is within the
predetermined threshold distance of the Bluetooth controller, providing the received Bluetooth

packet to a Bluetooth low energy (LE) human interface device (HID) module of the Bluetooth
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controller; and, in response to determining that the received Bluetooth packet is not a predefined
Bluetooth LE HID packet type transmitted by the Bluetooth device, providing the received
Bluetooth packet to a Bluetooth host controller interface (HCI) module of the Bluetooth

controller.

[0015] In some embodiments, said executing one or more connection operations to pair and
connect the Bluetooth device with the host device further comprises mapping the Bluetooth
device to a corresponding USB HID through a USB interface to connect the Bluetooth device

with the host device.

[0016] In some embodiments, in response to determining that the Bluetooth device is not
within the predetermined threshold distance of the Bluetooth controller, the method further
comprises discarding the received Bluetooth packet at the Bluetooth controller; and monitoring
subsequent transmissions from the Bluetooth device to determine whether the Bluetooth device

is within the predetermined threshold distance of the Bluetooth controller.

[0017] In some embodiments, the method further comprises storing configuration
information associated with the Bluetooth device for subsequent reconnection between the

Bluetooth device and the host device.

[0018] In some embodiments, a method comprises: receiving one or more Bluetooth packets
at a Bluetooth controller associated with a host device; analyzing each received Bluetooth packet
to determine whether the received Bluetooth packet is a predefined Bluetooth LE HID packet
type transmitted by a Bluetooth device; in response to determining that the received Bluetooth
packet is a predefined Bluetooth LE HID packet type transmitted by the Bluetooth device,
determining whether the Bluetooth device is within a predetermined threshold distance of the
Bluetooth controller; and, in response to determining that the Bluetooth device is within the
predetermined threshold distance of the Bluetooth controller, executing one or more connection
operations to pair and connect the Bluetooth device with the host device; and mapping the
Bluetooth device to a corresponding USB HID through a USB interface to connect the Bluetooth

device with the host device.

[0019] In some embodiments, the method further comprises executing, at the Bluetooth
controller, background scan operations to detect at least one Bluetooth device, wherein said
receiving the one or more Bluetooth packets at the Bluetooth controller is in response to said
executing, at the Bluetooth controller, background scan operations to detect at least one

Bluetooth device.
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[0020] In some embodiments, in response to determining that the received Bluetooth packet
is a predefined Bluetooth LE HID packet type transmitted by the Bluetooth device, providing the
received Bluetooth packet to a Bluetooth low energy (LE) human interface device (HID) module
of the Bluetooth controller; and, in response to determining that the received Bluetooth packet is
not a predefined Bluetooth LE HID packet type transmitted by the Bluetooth device, providing
the received Bluetooth packet to a Bluetooth host controller interface (HCI) module of the

Bluetooth controller.

[0021] In some embodiments, the method further comprises storing configuration
information associated with the Bluetooth device for subsequent reconnection between the

Bluetooth device and the host device.

[0022] In some embodiments, a Bluetooth controller comprises: a Bluetooth low energy (LE)
human interface device (HID) module operable to execute background scan operations to detect
at least one Bluetooth device to connect the at least one Bluetooth device to a host device
associated with the Bluetooth controller; and an LE HID filter operable to receive one or more
Bluetooth packets at the Bluetooth controller in response to the Bluetooth LE HID module
executing the background scan operations to detect at least one Bluetooth device; analyze each
received Bluetooth packet to determine whether the received Bluetooth packet is a predefined
Bluetooth LE HID packet type transmitted by the Bluetooth device; in response to the LE HID
filter determining that the received Bluetooth packet is a predefined Bluetooth LE HID packet
type transmitted by the Bluetooth device, provide the received Bluetooth packet to the Bluetooth
LE HID module of the Bluetooth controller; and, in response to the LE HID filter determining
that the received Bluetooth packet is not a predefined Bluetooth LE HID packet type transmitted
by the Bluetooth device, provide the received Bluetooth packet to a Bluetooth host controller
interface (HCI) module of the Bluetooth controller.

[0023] In some embodiments, the LE HID filter is further operable to, in response to the LE
HID filter determining that the received Bluetooth packet is a predefined Bluetooth LE HID
packet type transmitted by the Bluetooth device, determine whether the Bluetooth device is
within a predetermined threshold distance of the Bluetooth controller; and, in response to the LE
HID filter determining that the Bluetooth device is within the predetermined threshold distance
of the Bluetooth controller, cause the Bluetooth LE HID module to execute one or more

connection operations to pair and connect the Bluetooth device with the host device.
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[0024] In some embodiments, the LE HID filter operable to cause the Bluetooth LE HID
module to execute one or more connection operations to pair and connect the Bluetooth device
with the host device further comprises the LE HID filter operable to map the Bluetooth device to
a corresponding USB device through a USB interface to connect the Bluetooth device with the

host device.

[0025] In some embodiments, the LE HID filter operable to determine whether the Bluetooth
device is within the predetermined threshold distance of the Bluetooth controller comprises the
LE HID filter operable to calculate a radio signal path loss value associated with the Bluetooth
device based, at least in part, on a transmit power associated with the Bluetooth device, a radio
signal loss value associated with an antenna of the Bluetooth controller, and a radio signal loss
value associated with an antenna of the Bluetooth device; compare the radio signal path loss
value associated with the Bluetooth device against a threshold path loss; determine whether the
Bluetooth device is within the predetermined threshold distance of the Bluetooth controller based
on the LE HID filter comparing the radio signal path loss value associated with the Bluetooth
device against a threshold path loss; determine that the Bluetooth device is within the
predetermined threshold distance of the Bluetooth controller, in response to the LE HID filter
determining that the radio signal path loss value associated with the Bluetooth device is less than
the threshold path loss; and determine that the Bluetooth device is not within the predetermined
threshold distance of the Bluetooth controller, in response to the LE HID filter determining that
the radio signal path loss value associated with the Bluetooth device exceeds the threshold path

loss.

[0026] In some embodiments, in response to the LE HID filter determining that the
Bluetooth device is not within the predetermined threshold distance of the Bluetooth controller,
the LE HID filter is further operable to discard the received Bluetooth packet; and monitor
subsequent transmissions from the Bluetooth device to determine whether the Bluetooth device

is within the predetermined threshold distance of the Bluetooth controller.

[0027] In some embodiments, the LE HID filter operable to provide the received Bluetooth
packet to the Bluetooth LE HID module of the Bluetooth controller is in response to the LE HID
filter determining that the Bluetooth device is within the predetermined threshold distance of the

Bluetooth controller.

[0028] In some embodiments, one or more machine-readable storage media having

instructions stored therein, which when executed by one or more processors causes the one or
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more processors to perform operations that comprise: executing, at a Bluetooth controller
associated with a host device, background scan operations to detect at least one Bluetooth device
to connect the at least one Bluetooth device to the host device; receiving one or more Bluetooth
packets at the Bluetooth controller in response to said operation of executing the background
scan operations to detect at least one Bluetooth device; analyzing each received Bluetooth packet
to determine whether the received Bluetooth packet is a predefined Bluetooth LE HID packet
type transmitted by the Bluetooth device; in response to determining that the received Bluetooth
packet is a predefined Bluetooth LE HID packet type transmitted by the Bluetooth device,
providing the received Bluetooth packet to a Bluetooth low energy (LE) human interface device
(HID) module of the Bluetooth controller; and, in response to determining that the received
Bluetooth packet is not a predefined Bluetooth LE HID packet type transmitted by the Bluetooth
device, providing the received Bluetooth packet to a Bluetooth host controller interface (HCI)

module of the Bluetooth controller.

[0029] In some embodiments, the operations further comprise, in response to determining
that the received Bluetooth packet is a predefined Bluetooth LE HID packet type transmitted by
the Bluetooth device, determining whether the Bluetooth device is within a predetermined
threshold distance of the Bluetooth controller; and, in response to determining that the Bluetooth
device is within the predetermined threshold distance of the Bluetooth controller, executing one

or more connection operations to pair and connect the Bluetooth device with the host device.

[0030] In some embodiments, said operation of executing one or more connection operations
to pair and connect the Bluetooth device with the host device further comprises mapping the
Bluetooth device to a corresponding USB device through a USB interface to connect the

Bluetooth device with the host device.

[0031] In some embodiments, said operation of determining whether the Bluetooth device is
within the predetermined threshold distance of the Bluetooth controller comprises calculating a
radio signal path loss value associated with the Bluetooth device based, at least in part, on a
transmit power associated with the Bluetooth device, a radio signal loss value associated with an
antenna of the Bluetooth controller, and a radio signal loss value associated with an antenna of
the Bluetooth device; comparing the radio signal path loss value associated with the Bluetooth
device against a threshold path loss; determining whether the Bluetooth device is within the
predetermined threshold distance of the Bluetooth controller based on said operation of
comparing the radio signal path loss value associated with the Bluetooth device against a

threshold path loss; determining that the Bluetooth device is within the predetermined threshold
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distance of the Bluetooth controller, in response to determining that the radio signal path loss
value associated with the Bluetooth device is less than the threshold path loss; and determining
that the Bluetooth device is not within the predetermined threshold distance of the Bluetooth
controller, in response to determining that the radio signal path loss value associated with the

Bluetooth device exceeds the threshold path loss.

BRIEF DESCRIPTION OF THE DRAWINGS

[0032] The present embodiments may be better understood, and numerous objects, features,
and advantages made apparent to those skilled in the art by referencing the accompanying

drawings.

[0033] Figure 1 is a block diagram illustrating a Bluetooth LE mechanism for automatic

connection of Bluetooth LE HIDs;

[0034] Figure 2 is a block diagram illustrating example architecture of a Bluetooth device

for automatic pairing/configuration of Bluetooth LE HIDs;

[0035] Figure 3 is a block diagram illustrating another example architecture of a Bluetooth

device for automatic pairing/configuration of Bluetooth LE HIDs;

[0036] Figure 4 is a flow diagram illustrating example operations of a Bluetooth controller

for automatic pairing/configuration of Bluetooth LE HIDs; and

[0037] Figure 5 is a block diagram of one embodiment of an electronic device including a

mechanism for automatic pairing/configuration of Bluetooth LE HIDs.

DESCRIPTION OF EMBODIMENT(S)

[0038] The description that follows includes exemplary systems, methods, techniques,
instruction sequences, and computer program products that embody techniques of the present
inventive subject matter. However, it is understood that the described embodiments may be
practiced without these specific details. For instance, although examples refer to a low energy
mechanism for automatically establishing a communication link with Bluetooth LE HIDs; in
other embodiments, the operations described herein can be employed to automatically establish a
communication link with devices that implement other suitable communication standards (e.g.,
Bluetooth host controller interface (HCI) devices). In other instances, well-known instruction
instances, protocols, structures, and techniques have not been shown in detail in order not to

obfuscate the description.
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[0039] Configuration of a Bluetooth HID (e.g., a Bluetooth-enabled keyboard, a Bluetooth-
enabled mouse) typically relies on a Bluetooth HID layer and Bluetooth driver software, both of
which may be implemented by a host device’s operating system. Because different host devices
can implement different types of (and versions of) operating systems, this can make it difficult to
standardize operations for configuring the Bluetooth HID across the different operating systems.
Furthermore, to connect the Bluetooth HID to a host electronic device (e.g., to connect a
Bluetooth-enabled mouse to a computer system), a user typically goes through a series of
connection steps and clicks though various options on a menu. However, to use this menu, the
user may utilize another input device (e.g., a universal serial bus (USB) enabled keyboard or a
USB mouse) that is already configured to operate with the host electronic device. Problems can
arise if there are no previously configured input devices that can be used to connect the
Bluetooth HID (e.g., the Bluetooth-enabled keyboard or Bluetooth-enabled mouse) to the host
electronic device. For example, the user may encounter a problem if he/she has not paired the
Bluetooth-enabled keyboard in host operating system, but the host operating system requires the
user to provide an input using a keyboard at a login window. Some existing techniques
incorporate the Bluetooth basic rate (BR) or extended data rate (EDR) HID layer into Bluetooth
controller. The Bluetooth controller operates in a Bluetooth HID mode before the host device’s
operating system boots and loads the Bluetooth host drivers (e.g., in a pre-boot mode). After the
host device’s operating system loads the Bluetooth host drivers, the Bluetooth controller can be
switched to a standard Bluetooth HCI mode. The Bluetooth host drivers and Bluetooth HID
layer in the host device take over the Bluetooth HID connection. However, these techniques for
switching between Bluetooth operating modes typically require the Bluetooth drivers on the host
device to implement special functionality to operate in conjunction with the Bluetooth controller
and to handle the switch between Bluetooth operating modes. Implementing special
functionality for multiple operating systems can be difficult and costly. Moreover, the Bluetooth
HIDs may not be automatically paired with the host device and may rely on user input. Some
existing techniques can employ a push button mechanism to configure/pair the Bluetooth-
enabled keyboard with the host device by pushing a button on the Bluetooth-enabled keyboard
and/or the host device. However, the push button configuration process can be difficult, may be
susceptible to security and privacy issues, and may not be user-friendly. Furthermore,
implementing a push button mechanism can increase the cost and complexity of the Bluetooth

devices.

[0040] Various embodiments can be employed to automatically configure and setup a

Bluetooth LE HID (e.g., a Bluetooth-enabled keyboard, mouse, joystick, or another suitable
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Bluetooth HID) without the use of hidden menus or other setup options requiring multiple steps
(or other input devices). In some embodiments, a Bluetooth controller (associated with a host
device) can be configured to include a Bluetooth LE HID processing layer, a Bluetooth LE HID
filter, and a USB interface as depicted in Figure 2. The Bluetooth LE HID connections (e.g.,
with the Bluetooth-enabled keyboard, etc.) can be mapped to a standard USB HID, thus
precluding the need for Bluetooth driver support at the host device, precluding the need for
changes to the host device’s operating system, and enabling compatibility with different
operating systems. The Bluetooth controller can then scan for Bluetooth devices in the vicinity
of the host device. In response to receiving a packet at the Bluetooth controller, an LE HID filter
of the Bluetooth controller can automatically determine whether the detected Bluetooth device is
a Bluetooth LE HID. If so, the LE HID filter can determine whether the Bluetooth LE HID is
within a threshold distance of the predetermined distance. If the Bluetooth LE HID is within a
threshold distance of the predetermined distance, the LE HID filter can prompt an LE HID
processing layer of the Bluetooth controller to establish an LE HID connection between the host
device and the Bluetooth LE HID. Otherwise, the LE HID filter can provide the packet to an
HCI processing layer of the Bluetooth controller. Such a technique for automatic connection and
pairing of Bluetooth LE HIDs can be low cost, preclude the need for using cable (or USB) HIDs
(e.g., a USB keyboard) for setting up the Bluetooth LE HIDs, power efficient, and intuitive and

easy to use for the users.

[0041] Figure 1 is a block diagram illustrating a Bluetooth LE mechanism for automatic
connection of Bluetooth LE HIDs. Figure 1 depicts a wireless communication network 100
including Bluetooth devices 102 and 104. The Bluetooth device 102 comprises a
communication unit 106. The communication unit 106 comprises a low energy (LE) human
interface device (HID) filter unit 108, a LE HID processing unit 110, and a HCI processing unit
112.  The communication unit 106 can implement protocols and functionality to enable
Bluetooth communication in the wireless communication network 100. In some embodiments,
in addition to Bluetooth communication protocols, the communication unit 106 can implement
other protocols and functionality to enable other types of communications (e.g., wireless local
area network (WLAN), Ethernet, WiMAX, powerline communications, etc.). As will be
described below, the Bluetooth device 102 initiates establishment of the communication link and
is herein referred to as a “scanning Bluetooth device.” The Bluetooth device 104 with which the
communication link is established is herein referred to as a “target Bluetooth device.” In some
embodiments, the scanning Bluetooth device 102 can be an electronic device with Bluetooth

communication capabilities, such as a laptop computer, a tablet computer, a mobile phone, a
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smart appliance, a gaming console, a desktop computer, an access point, or other suitable
electronic devices. The scanning Bluetooth device 102 can execute operations for establishing a
communication link with the target Bluetooth device 104 depending on the type of the Bluetooth

device 104, as will be described below in stages A — F and further in Figure 4.

[0042] At stage A, the Bluetooth device 104 transmits one or more packets to indicate the
presence and services of the Bluetooth device 104. For example, a communication unit (not
shown) of the Bluetooth device 104 can broadcast one or more advertising packets to indicate the
presence of the Bluetooth device 104 in the wireless communication network 100 and to

advertise services and capabilities of the Bluetooth device 104.

[0043] At stage B, the scanning Bluetooth device 102 initiates scanning procedures and
detects the target Bluetooth device 104. For example, the communication unit 106 of the
scanning Bluetooth device 102 can scan for advertising packets to determine whether there are
any Bluetooth devices in the wireless communication network 100 with which the scanning
Bluetooth device 102 can establish a communication link. The communication unit 106 can
detect the one or more advertising packets (transmitted by the Bluetooth device 104 at stage A)

and can accordingly detect the Bluetooth device 104.

[0044] At stage C, the LE HID filter unit 108 of the scanning Bluetooth device 102 can
determine whether the target Bluetooth device 104 is a Bluetooth LE HID, based on the one or
more received packets. As will be further described in Figure 4, the LE HID filter unit 108 can
analyze one or more fields in the received packets to determine whether the Bluetooth device
104 that transmitted the packets is a Bluetooth LE HID. As described above, a Bluetooth LE
HID can be a suitable user input device (e.g., a Bluetooth-enabled keyboard, a Bluetooth-enabled
mouse, a Bluetooth-enabled joystick, and other suitable Bluetooth controller/device/remote/etc.)

that implements the Bluetooth communication protocol.

[0045] At stage D, in response to determining that the target Bluetooth device 104 is a
Bluetooth LE HID, the LE HID filter unit 108 can determine whether the target Bluetooth device
104 is within a threshold distance of the scanning Bluetooth device 102. As will further be
described in Figure 4, the LE HID filter unit 108 can employ a suitable mechanism to determine
whether the target Bluetooth device 104 is within the predetermined threshold distance of the

communication unit 106 (and the scanning Bluetooth device 102).

[0046] At stage E, the LE HID processing unit 110 of the Bluetooth device 102 establishes a

communication link with the target Bluetooth device 104 in response to determining that the
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target Bluetooth device 104 is a Bluetooth LE HID and in response to determining that the target
Bluetooth device 104 is within the threshold distance of the scanning Bluetooth device 102. In
one example as will be described in Figure 4, after the LE HID filter unit 108 determines that the
target Bluetooth device 104 is a Bluetooth LE HID and that the target Bluetooth device 104 is
within the threshold distance of the communication unit 106, the LE HID filter unit 108 can
provide the received packets to the LE HID processing unit 110. The LE HID processing unit
110 can then execute suitable operations for pairing the scanning Bluetooth device 102 with the
target Bluetooth device 104 and for establishing a communication link between the scanning
Bluetooth device 102 and the target Bluetooth device 104. However, if the LE HID filter unit
108 determines that the target Bluetooth device 104 is a Bluetooth LE HID but that the target
Bluetooth device 104 is not within the threshold distance of the communication unit 106, the LE
HID filter unit 108 can discard the received packet and can continue to determine whether the

target Bluetooth device 104 is within the threshold distance of the communication unit 106.

[0047] At stage F, the LE HID filter unit 108 provides the packet to the HCI processing unit
112 for subsequent processing, in response to determining that the target Bluetooth device 104 is
not a Bluetooth LE HID. In some embodiments, if the target Bluetooth device 104 is not a
Bluetooth LE HID, the Bluetooth device 104 can be deemed to be a Bluetooth HCI device.
Some examples of Bluetooth HCI devices can include a Bluetooth-enabled mobile phone,
Bluetooth-enabled smart appliances, a Bluetooth-enabled headset, etc. The HCI processing unit
112 can then execute suitable operations for processing the received packets from the Bluetooth

HCI device 104.

[0048] To enable automatic pairing and connection of the Bluetooth LE HIDs, a Bluetooth
controller (not depicted in Figure 1) of the Bluetooth device 102 can be modified to include the
LE HID filter unit 108, the LE HID processing unit 110, and a USB interface (that couples to
USB devices associated with the host device). In some embodiments, the Bluetooth LE
connections can be mapped from the Bluetooth controller to the USB HID interface of the host
device via a USB composite interface implemented on the Bluetooth controller, as depicted in
Figure 2. In other embodiments, the Bluetooth LE connections can be mapped from the
Bluetooth controller to the USB HID interface of the host device via a USB hub implemented on

the Bluetooth controller, as will be further depicted in Figure 3.

[0049] Figure 2 is a block diagram illustrating example architecture of a Bluetooth device
200 for automatic pairing/configuration of Bluetooth LE HIDs. The Bluetooth device 200

comprises a host device 230 and a Bluetooth controller 202. The protocol stack for the
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Bluetooth controller 202 comprises a link controller (LC) and low energy (LE) radio layer,
depicted as LC/LE radio 204. A link management protocol (LMP), link layer (LL), and
baseband (BB) layer (depicted in Figure 2 as LMP/LL/BB 206) is implemented across the
LC/LE Radio layer 204. A host controller interface (HCI) layer 208 is implemented across the
LMP/LL/BB layer 206. Additionally, the LE HID layer 212 is implemented across a part of the
HCI layer 208. A keyboard layer 216 and a mouse layer 214 are implemented across the LE
HID layer 212. A USB interface 218 is implemented across the keyboard layer 216 and the
mouse layer 214; while a USB HCI interface 220 is implemented across the HCI layer 208. The
HCT layer 208 also comprises an LE HID filter 210. The protocol stack for the host device 230
comprises a Bluetooth host stack 232, a USB keyboard layer 234, and a USB mouse layer 236.
In some embodiments, the LE HID layer 212, the USB HCI interface 220, and the USB interface
218 can be integrated into the Bluetooth controller 202 as depicted by the Bluetooth controller
architecture of Figure 2. The LE HID connections can be mapped to standard USB HID
endpoints 222 and 224 (e.g., a keyboard, a mouse, a joystick, and/or other suitable types of
endpoints depending on the configuration of the host device 230). In some embodiments, as
depicted in Figure 2, the number of USB HID endpoints 222 and 224 implemented on the
Bluetooth controller 202 can be equal to the number of USB devices supported by the host
device 230. In other embodiments, the number of USB HID endpoints implemented on the
Bluetooth controller 202 can be different from the number of USB devices supported by the host
device 230. In some embodiments, the Bluetooth controller 202 can be implemented as part of
the host device 230 (e.g., as part of the same circuit board, integrated circuit, or system as the
host device). For example, the Bluetooth controller 202 can be implemented on a module (e.g., a
system on a chip (SoC), integrated circuit (IC), a circuit board, etc.) that is integrated or coupled
with the host device 230 within a system. In another embodiment, the Bluetooth controller 202
can be implemented on a circuit board or integrated circuit that is separate from the host device
230. For example, the Bluetooth controller 202 can be implemented on a pluggable module (e.g.,
a dongle, a pluggable circuit board, a pluggable IC, etc.) that can be connected to or disconnected

from the host device 230 by the user.

[0050] In some embodiments, the Bluetooth controller 202 and the Bluetooth host stack 232
can comprise standard Bluetooth functionality for processing Bluetooth events. In some
embodiments, the LE HID filter 210 of the Bluetooth controller 202 can be implemented as part
of the HCI layer 208, as depicted in Figure 2. In other embodiments, however, the LE HID filter
210 can be implemented across (and separate from) the HCI layer 208 in the Bluetooth controller

202. The LE HID filter 210 can parse LE HID related data, events and commands. If a received
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LE data packet comprises data associated with LE HIDs (e.g., Bluetooth-enabled keyboard,
Bluetooth-enabled mouse), the LE data packet can be intercepted and can be forwarded only to
the LE HID layer 212. All other data packets can be provided to the HCI layer 208 and to the
host operating system (e.g., the Bluetooth host stack 232 in the host device 230). In some
embodiments as depicted in Figure 2, only the protocol stack of the Bluetooth controller 202
may be modified to include the LE HID filter 210 and the USB interface 218 to map to
corresponding USB devices of the host device 230. The host device 230 itself may not be
modified. This can ensure that the user experience is always the same and can preclude the need

for updating the operating system of the host device 230.

[0051] As depicted in Figure 2, the LE HID layer 212 can be incorporated into the Bluetooth
controller 202 and the HID connections can be mapped to standard USB HIDs. When the
Bluetooth controller 202 comprises the LE HID layer 212 in conjunction with the HCI layer 208,
the Bluetooth controller 202 can simultaneously operate in an HCI operating mode and in an
HID operating mode. This can preclude the need for Bluetooth driver support at the host device
230, thus enabling compatibility with various host device operating systems, since most
operating systems support standard USB HID connections and operations. In some
embodiments, the LE HID layer 212 (instead of a Bluetooth basic rate (BR) or extended data rate
(EDR) HID layer) may be incorporated into the Bluetooth controller 202 for improved power
conservation, minimal interference with other wireless communication devices and protocols,
minimal interference with other Bluetooth communication protocols (e.g., BR/EDR data
communication), ease of implementation, lower resource consumption, etc. Furthermore,
because Bluetooth low energy (LE) layers typically have a lighter data load link as compared to
Bluetooth BR/EDR layers, incorporating the LE HID layer 212 (instead of the Bluetooth
BR/EDR HID layer) into the Bluetooth controller 202 may be easier. Once the LE HID layer
212 is incorporated into the Bluetooth controller 202, the Bluetooth controller 202 can execute
operations described in Figures 1 and 3 for automatically identifying, pairing, and connecting the
Bluetooth LE HID with the host device 230, without any user intervention or user input. Thus,
users can connect the Bluetooth LE HID (e.g., Bluetooth-enabled keyboard, Bluetooth-enabled
mouse, etc.) with the host device 230 irrespective of the operating mode of the host device (e.g.,
BIOS mode, at log-in window, in OS safe mode or in OS normal mode, etc.) and irrespective of

the operating system executing on the host device 230.

[0052] Figure 3 is a block diagram illustrating another example architecture of a Bluetooth
device for automatic pairing and connection of Bluetooth LE HIDs. Figure 3 depicts a Bluetooth

device 300 including the host device 230 and a Bluetooth controller 302. The Bluetooth
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controller 302 is implemented similar to the Bluetooth controller 202 of Figure 2. However, as
depicted in Figure 3, the Bluetooth controller 302 comprises a USB hub 304 implemented across
the USB interface 218 and the USB HCI interface 220. Each Bluetooth HID instance 216 and
214 can operate as a single USB HID controller and can simultaneously communicate with the
USB components 234 and 236 of the host device 230 via the USB hub 304. The architecture of
the Bluetooth controller 302 as depicted in Figure 3 can preclude the need for any changes to the
host drivers. It should also be understood that although the Bluetooth controller 302 and the host
device 230 are configured for two USB devices, embodiments are not so limited. In other
embodiments, the Bluetooth controller 302 and the host device 230 can be configured for any
suitable number of USB devices. The USB hub 304 of the Bluetooth controller 302 can couple
the keyboard/mouse interfaces of the Bluetooth controller 302 to corresponding interfaces on the
host device 230. In some embodiments as depicted in Figure 3, the host device 230 may be
oblivious to the number and type of devices supported by the Bluetooth controller 302 and may
interact with the device interfaces of the Bluetooth controller 302 via the USB hub 304. In other
embodiments as depicted in Figure 2, the host device 230 may have knowledge of the number
and type of devices supported by the Bluetooth controller 202 and may directly interact with the

device interfaces of the Bluetooth controller 202.

[0053] Figure 4 is a flow diagram (“flow”) 400 illustrating example operations of a

Bluetooth controller for automatic HID connection. The flow 400 begins at block 402.

[0054] At block 402, an LE HID filter of a Bluetooth controller notifies an LE HID layer of
the Bluetooth controller to scan for target Bluetooth devices with which a communication link
can be established. With reference to the example of Figure 2, the LE HID filter 210 of the
Bluetooth controller 202 can transmit a command to the LE HID layer 212 of the Bluetooth
controller 202 to indicate that the LE HID layer 212 should scan for target Bluetooth devices
with which a communication link can be established. In some embodiments, the LE HID filter
210 can prompt the LE HID layer 212 to scan for target Bluetooth devices at periodic intervals.
The flow continues at block 404.

[0055] At block 404, the LE HID layer initiates a scanning process to detect the target
Bluetooth devices. For example, in response to receiving the command (transmitted at block 402)
from the LE HID filter 210, the LE HID layer 212 can initiate a background scanning process to
detect target Bluetooth devices with which a communication link can be established. In some
embodiments, the LE HID layer 212 can assign the background scanning process a lowest

priority. In other words, if the LE HID layer 212 is assigned another higher priority task to
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execute, the background scanning process can be temporarily suspended. Although the LE HID
layer 212 scans for target Bluetooth devices in response to a notification from the LE HID filter
210; in other embodiments, the LE HID layer 212 can automatically scan for target Bluetooth
devices at periodic (or random or pre-programmed) time intervals. The flow continues at block

406.

[0056] At block 406, a packet is received from a target Bluetooth device. For example,
suppose that a Bluetooth mouse is to be connected to a personal computer (e.g., the host device
230) that implements the Bluetooth controller 202. When the Bluetooth mouse is activated (e.g.,
switched ON), the Bluetooth mouse can transmit one or more advertising packets to announce its
presence in the communication network and to advertise its services and capabilities. The
advertising packet can also comprise an indication of the transmit power level associated with
the target Bluetooth device. As a result of the background scanning process initiated at block
404, the LE HID filter 210 can receive an advertising packet from a target Bluetooth device (e.g.,
from the Bluetooth mouse). The LE HID filter 210 can use the received advertising packet (or
other suitable received packets) to determine whether to establish a communication link with the
Bluetooth device that transmitted the packet, as will be further described below. The flow

continues at block 408.

[0057] At block 408, it is determined whether the received packet was transmitted by a
Bluetooth HID. For example, the LE HID filter 210 can determine whether the received packet
was transmitted by a Bluetooth LE HID or by a non-HID (e.g., a Bluetooth HCI device). Some
examples of Bluetooth LE HIDs can include user input devices, such as Bluetooth-enabled mice,
Bluetooth-enabled keyboards, Bluetooth-enabled joysticks, etc. Some examples of other non-
HIDs can include Bluetooth mobile phones, Bluetooth headsets, other suitable Bluetooth HCI
devices, etc. The LE HID filter 210 can determine whether the packet was received (at block
406) from a Bluetooth LE HID based on the fields/content of the received packet. For example,
the LE HID filter 210 can use service universally unique identifiers (UUIDs) in the body of the
packet to determine the type of the device and to determine whether the packet was received
from a Bluetooth LE HID. If it is determined that the received packet was not transmitted by the
Bluetooth LE HID, the flow continues at block 410. If it is determined that the received packet
was transmitted by the Bluetooth LE HID, the flow continues at block 412.

[0058] At block 410, the received packet is forwarded to a Bluetooth HCI layer for further
processing. The flow 400 moves from block 408 to block 410 if the LE HID filter 210
determines that a Bluetooth LE HID did not transmit the packet received at block 406.
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Accordingly, the LE HID filter 210 can forward the received packet to the Bluetooth HCI layer
208 of the Bluetooth controller 202 for subsequent processing. From block 410, the flow ends.

[0059] At block 412, it is determined whether the Bluetooth LE HID is within a threshold
distance of the Bluetooth controller. The flow 400 moves from block 408 to block 412 if the LE
HID filter 210 determines that a Bluetooth LE HID (e.g., a Bluetooth mouse) transmitted the
packet received at block 406. Accordingly, the LE HID filter 210 can determine whether the
target Bluetooth LE HID is within the threshold distance of the Bluetooth controller 202. The
LE HID filter 210 can monitor RSSI values, use near field communication signal detection, and
other suitable distance indicators to determine whether the target Bluetooth LE HID is within the
threshold distance of the Bluetooth controller 202. In some embodiments, the LE HID filter 210
may also calculate a radio signal path loss based, at least in part, on the RSSI values. For
example, the LE HID filter 210 can determine whether the target Bluetooth LE HID is within the
threshold distance of the Bluetooth controller 202 by calculating the radio signal path loss (Pyr)
value associated with the target Bluetooth LE HID in accordance with Eq. 1.

[0060] In Eq. 1, Pris the transmit power associated with the target Bluetooth LE HID, V4 is
the radio signal loss value (in dB) associated with the scanning Bluetooth device’s antenna, Vp is
the radio signal loss value (in dB) associated with the target Bluetooth LE HID’s antenna, and
RSSIp is the radio signal strength value of the target Bluetooth LE HID as measured at the
Bluetooth controller 202. The values of V4 and Vp can be predetermined during a device
manufacturing stage. The value of Pr can be provided from the target Bluetooth LE HID in one
or more advertising packets (received at block 406). In some embodiments, the value of Vz may
not be directly transmitted from the target Bluetooth LE HID to the Bluetooth controller 202
(e.g., in an advertising packet). Instead, in this embodiment, the target Bluetooth LE HID can

subtract the radio signal loss value (V) from its transmit power and can transmit the resultant

transmit power (ﬁr) to the Bluetooth controller 202. Thus, the resultant transmit power (15 ?) can
be represented by Eq. 2 and the radio signal path loss (P;) value associated with the target
Bluetooth LE HID can be calculated in accordance with Eq. 3. It should be noted that in other
embodiments, the target Bluetooth LE HID may communicate its value of Vp to the Bluetooth

controller 202 using other suitable mechanisms.
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[0061] Next, the calculated radio signal path loss (Pr) can be compared against a threshold
path loss (7). If the radio signal path loss is less than the threshold path loss (e.g., if P; < 7), the
target Bluetooth LE HID is considered to be within the threshold distance of the Bluetooth
controller 202 and Bluetooth Touch is deemed to be detected at the Bluetooth controller 202.
However, if the radio signal path loss is greater than the threshold path loss (e.g., if P > T), the
target Bluetooth LE HID is considered to be outside the threshold distance of the Bluetooth
controller 202. If it is determined that the target Bluetooth LE HID is not within the threshold
distance of the Bluetooth controller 202, the flow continues at block 414. Otherwise, if it is
determined that the target Bluetooth LE HID is within the threshold distance of the Bluetooth
controller 202, the flow continues at block 416.

[0062] At block 414, the received packet is discarded at the Bluetooth controller. The flow
400 moves from block 412 to block 414 if the LE HID filter 210 determines that the target
Bluetooth LE HID is not within the threshold distance of the Bluetooth controller 202.
Accordingly, the LE HID filter 210 can discard the received packet and can continue to check
whether the target Bluetooth LE HID is within the threshold distance of the Bluetooth controller
202. From block 414, the flow ends.

[0063] At block 416, a communication link is established with the target Bluetooth LE HID.
The flow 400 moves from block 412 to block 416 if the LE HID filter 210 determines that the
target Bluetooth LE HID is within the threshold distance of the Bluetooth controller 202.
Accordingly, the LE HID filter 210 can prompt the LE HID layer 212 to establish a
communication link with the target Bluetooth LE HID (e.g., a Bluetooth mouse). The LE HID
layer 212 can execute suitable operations to setup and pair the Bluetooth host device 230 (e.g.,
an electronic device that comprises the Bluetooth controller 202) with the target Bluetooth LE
HID. For example, the LE HID layer 212 can send a reply packet to the target Bluetooth LE
HID (e.g., the Bluetooth mouse) that transmitted the advertising packet at block 406. In the reply
packet, the LE HID layer 212 can indicate intent to connect to the target Bluetooth LE HID. The
LE HID layer 212 can initiate a connection between the Bluetooth host device 230 and the target
Bluetooth LE HID, transmit a request to use the target Bluetooth LE HID’s services, etc.
Additionally, the LE HID layer 212 (or the LE HID filter 210) can store the configuration
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information associated with the target Bluetooth LE HID. This can enable the target Bluetooth
LE HID to be re-connected with the Bluetooth controller 202 and the host device 230 without re-
executing one or more connection operations (e.g., pairing operations). The flow continues at

block 418.

[0064] At block 418, data is exchanged with the target Bluetooth HID via the established
communication link. For example, after the connection and pairing procedures are complete, the
target Bluetooth LE HID (e.g., the Bluetooth mouse) and the Bluetooth host device 230 can
exchange data via the communication link established at block 416. In some embodiments, the
LE HID layer 212 can transmit data received from the target Bluetooth LE HID (e.g., the
Bluetooth-enabled keyboard/mouse) to the host device 230 via the USB interface 218. The data
received from the target Bluetooth LE HID can be indicative of which key/button was pressed,

how the mouse was moved, etc. From block 418, the flow ends.

[0065] It should be understood that Figures 1 — 4 are examples meant to aid in understanding
embodiments and should not be used to limit embodiments or limit scope of the claims.
Embodiments may comprise additional circuit components, different circuit components, and/or
may perform additional operations, fewer operations, operations in a different order, operations
in parallel, and some operations differently. Although Figure 4 describes the LE HID filter 210
analyzing every received packet, embodiments are not so limited. In some embodiments, the LE
HID filter 210 can analyze the received packet to determine whether the packet was transmitted
by a Bluetooth HID only if the target Bluetooth device is sufficiently close to the host Bluetooth
device (e.g., if the LE HID filter 210 determines that advertising packets from the target
Bluetooth device are being received continuously). Furthermore, although not depicted in Figure
4, it should be noted that in some embodiments, after it is determined that the target Bluetooth
LE HID is within the threshold distance of the Bluetooth controller 202, it can be determined
whether the target Bluetooth LE HID was previously paired with the Bluetooth controller 202. If
so, the target Bluetooth LE HID can be re-connected with the host device 230 using previously
stored configuration information and without re-executing the pairing operations. The operations
described herein for automatic pairing and connection of Bluetooth LE HIDs can be employed so
that users can utilize the Bluetooth LE HIDs (e.g., Bluetooth-enabled keyboards, Bluetooth-
enabled mice, etc.) directly without first configuring the Bluetooth LE HIDs using cable/USB
devices. The operations described herein for automatic pairing and connection of Bluetooth LE
HIDs can also be employed to replace a previously connected Bluetooth LE HID with a new

Bluetooth LE HID. Thus, after the new Bluetooth LE HID is paired with and connected to the
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host device, the new Bluetooth LE HID (e.g., a new Bluetooth-enabled keyboard) can replace the
old Bluetooth LE HID (e.g., an old/damaged Bluetooth-enabled keyboard).

[0066] In some embodiments, the Bluetooth controller 202 can be configured so that the host
device 230 is communicatively coupled with one Bluetooth-enabled keyboard and one
Bluetooth-enabled mouse. Thus, the Bluetooth controller 202 can execute the operations
described above in Figure 4 until one Bluetooth-enabled keyboard and one Bluetooth-enabled
mouse are detected, paired with, and connected to the host device 230. In other embodiments,
other suitable number and type of Bluetooth LE HIDs may be detected, paired, and coupled with
the host device 230.

[0067] In some embodiments, electronic devices that use Bluetooth LE HIDs may conserve
bandwidth for other Bluetooth connections. For example, when a user attempts to connect
Bluetooth LE HIDs to an electronic device (e.g., connect a Bluetooth mouse to a laptop
computer), the Bluetooth LE HID connections should not interfere with other Bluetooth
connections (e.g., connections between an audio headset and the laptop computer, file transfers,
etc.). In some embodiments, data communications of multiple Bluetooth LE HIDs associated
with the electronic device can be combined into a single communication. For example, if the
electronic device is coupled with a Bluetooth LE-enabled keyboard and a Bluetooth LE-enabled
mouse, a data transaction of the Bluetooth LE-enabled keyboard can be compacted into a data
transaction of the Bluetooth LE-enabled mouse. This can reduce fragmentation of the

communication bandwidth, thus improving the performance of the electronic device.

[0068] In some embodiments, a compact LE design can be implemented for optimizing data
communications along multiple HID communication links (i.e., multiple communication links
between the host device and corresponding multiple Bluetooth LE HIDs). Packets exchanged
via the HID communication links (“HID packets™) are typically very small and the time interval
between transmitting two consecutive HID packets (“inter-packet time interval”) can be much
larger than the length of the individual HID packet. Typically, a transmission inter frame
spacing (TIFS) indicated by the Bluetooth specification may be much smaller than the inter-
packet time interval. Consequently, the Bluetooth controller can be configured to reduce the
inter-packet time interval by reducing the inter-packet time interval so that the inter-packet time
interval is equal to (or slightly greater than) the TIFS indicated by the Bluetooth specification.
Suppose that a first communication link is established between a Bluetooth-enabled keyboard
and the Bluetooth controller and a second communication link is established between a

Bluetooth-enabled mouse and the Bluetooth controller. The Bluetooth controller can transmit a
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first HID packet via the first communication link to the Bluetooth-enabled keyboard, wait for the
reduced inter-packet time interval, and then transmit a second HID packet via the second
communication link to the Bluetooth-enabled mouse. This can reduce the amount of time that
the communication medium is idle, allow for quick responses/communication with the connected
Bluetooth LE HIDs (e.g., the Bluetooth-enabled keyboard and the Bluetooth-enabled mouse),
and improve efficiency of the host device. It is noted that the configuration and operations of the

connected Bluetooth LE HIDs need not be modified.

[0069] As will be appreciated by one skilled in the art, aspects of the present inventive
subject matter may be embodied as a system, method, or computer program product.
Accordingly, aspects of the present inventive subject matter may take the form of an entirely
hardware embodiment, a software embodiment (including firmware, resident software, micro-
code, etc.) or an embodiment combining software and hardware aspects that may all generally be

29 &

referred to herein as a “circuit,” “module” or “system.” Furthermore, aspects of the present
inventive subject matter may take the form of a computer program product embodied in one or

more computer readable medium(s) having computer readable program code embodied thereon.

[0070] Any combination of one or more computer readable medium(s) may be utilized. The
computer readable medium may be a computer readable signal medium or a computer readable
storage medium. A computer readable storage medium may be, for example, but not limited to,
an electronic, magnetic, optical, electromagnetic, infrared, or semiconductor system, apparatus,
or device, or any suitable combination of the foregoing. More specific examples (a non-
exhaustive list) of the computer readable storage medium would include the following: an
electrical connection having one or more wires, a portable computer diskette, a hard disk, a
random access memory (RAM), a read-only memory (ROM), an erasable programmable read-
only memory (EPROM or Flash memory), an optical fiber, a portable compact disc read-only
memory (CD-ROM), an optical storage device, a magnetic storage device, or any suitable
combination of the foregoing. In the context of this document, a computer readable storage
medium may be any tangible medium that can contain, or store a program for use by or in

connection with an instruction execution system, apparatus, or device.

[0071] A computer readable signal medium may include a propagated data signal with
computer readable program code embodied therein, for example, in baseband or as part of a
carrier wave. Such a propagated signal may take any of a variety of forms, including, but not
limited to, electro-magnetic, optical, or any suitable combination thereof. A computer readable

signal medium may be any computer readable medium that is not a computer readable storage
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medium and that can communicate, propagate, or transport a program for use by or in connection

with an instruction execution system, apparatus, or device.

[0072] Program code embodied on a computer readable medium may be transmitted using
any appropriate medium, including but not limited to wireless, wireline, optical fiber cable, RF,

etc., or any suitable combination of the foregoing.

[0073] Computer program code for carrying out operations for aspects of the present
inventive subject matter may be written in any combination of one or more programming
languages, including an object oriented programming language such as Java, Smalltalk, C++ or
the like and conventional procedural programming languages, such as the "C" programming
language or similar programming languages. The program code may execute entirely on the
user's computer, partly on the user's computer, as a stand-alone software package, partly on the
user's computer and partly on a remote computer or entirely on the remote computer or server.
In the latter scenario, the remote computer may be connected to the user's computer through any
type of network, including a local area network (LAN) or a wide area network (WAN), or the
connection may be made to an external computer (for example, through the Internet using an

Internet Service Provider).

[0074] Aspects of the present inventive subject matter are described with reference to
flowchart illustrations and/or block diagrams of methods, apparatus (systems) and computer
program products according to embodiments of the inventive subject matter. It will be
understood that each block of the flowchart illustrations and/or block diagrams, and
combinations of blocks in the flowchart illustrations and/or block diagrams, can be implemented
by computer program instructions. These computer program instructions may be provided to a
processor of a general purpose computer, special purpose computer, or other programmable data
processing apparatus to produce a machine, such that the instructions, which execute via the
processor of the computer or other programmable data processing apparatus, create means for

implementing the functions/acts specified in the flowchart and/or block diagram block or blocks.

[0075] These computer program instructions may also be stored in a computer readable
medium that can direct a computer, other programmable data processing apparatus, or other
devices to function in a particular manner, such that the instructions stored in the computer
readable medium produce an article of manufacture including instructions which implement the

function/act specified in the flowchart and/or block diagram block or blocks.
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[0076] The computer program instructions may also be loaded onto a computer, other
programmable data processing apparatus, or other devices to cause a series of operational steps
to be performed on the computer, other programmable apparatus or other devices to produce a
computer implemented process such that the instructions which execute on the computer or other
programmable apparatus provide processes for implementing the functions/acts specified in the

flowchart and/or block diagram block or blocks.

[0077] Figure 5 is a block diagram of one embodiment of an electronic device 500 including
a mechanism for automatic pairing/configuration of Bluetooth LE HIDs. In some
implementations, the electronic device 500 may be one of a notebook computer, a desktop
computer, a tablet computer, a netbook, a mobile phone, a gaming console, a personal digital
assistant (PDA), or other electronic systems comprising device communication unit with
wireless (or wired) communication capabilities (e.g., Bluetooth communication capabilities).
The electronic device 500 includes a processor unit 502 (possibly including multiple processors,
multiple cores, multiple nodes, and/or implementing multi-threading, etc.). The electronic
device 500 includes a memory unit 506. The memory unit 506 may be system memory (e.g., one
or more of cache, SRAM, DRAM, zero capacitor RAM, Twin Transistor RAM, eDRAM, EDO
RAM, DDR RAM, EEPROM, NRAM, RRAM, SONOS, PRAM, etc.) or any one or more of the
above already described possible realizations of machine-readable media. The electronic device
500 also includes a bus 510 (e.g., PCI, ISA, PCI-Express, HyperTransport®, InfiniBand®,
NuBus, AHB, AXI, etc.), and network interfaces 504 that include at least one of a wireless
network interface (e.g., a Bluetooth interface, a WLAN 802.11 interface, a WiMAX interface, a
ZigBee® interface, a Wireless USB interface, etc.) and a wired network interface (e.g., an

Ethernet interface, a powerline communication interface, etc.).

[0078] The electronic device 500 also includes a communication unit 508. The
communication unit 508 comprises at least a Bluetooth communication unit 512 (e.g., a
Bluetooth controller). The Bluetooth communication unit 512 comprises an LE HID filter unit
514, an HCI processing unit 516, and an LE HID processing unit 518. The LE HID filter unit
514 can execute functionality for automatic pairing and connection with Bluetooth LE HIDs, as
described above with reference to Figures 1 — 4. Any one of these functionalities may be
partially (or entirely) implemented in hardware and/or on the processor unit 502. For example,
the functionality may be implemented with an application specific integrated circuit, in logic
implemented in the processor unit 502, in a co-processor on a peripheral device or card, etc.
Further, realizations may include fewer or additional components not illustrated in Figure 5 (e.g.,

video cards, audio cards, additional network interfaces, peripheral devices, etc.). The processor
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unit 502, the memory unit 506, and the network interfaces 504 are coupled to the bus 510.
Although illustrated as being coupled to the bus 510, the memory unit 506 may be coupled to the

processor unit 502.

[0079] While the embodiments are described with reference to various implementations and
exploitations, it will be understood that these embodiments are illustrative and that the scope of
the inventive subject matter is not limited to them. In general, a low energy mechanism for
automatic connection of Bluetooth HIDs as described herein may be implemented with facilities
consistent with any hardware system or hardware systems. Many variations, modifications,

additions, and improvements are possible.

[0080] Plural instances may be provided for components, operations, or structures described
herein as a single instance. Finally, boundaries between various components, operations, and
data stores are somewhat arbitrary, and particular operations are illustrated in the context of
specific illustrative configurations. Other allocations of functionality are envisioned and may
fall within the scope of the inventive subject matter. In general, structures and functionality
presented as separate components in the exemplary configurations may be implemented as a
combined structure or component. Similarly, structures and functionality presented as a single
component may be implemented as separate components. These and other variations,
modifications, additions, and improvements may fall within the scope of the inventive subject

matter.
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CLAIMS

A method comprising:

executing, at a Bluetooth controller associated with a host device, background scan
operations to detect at least one Bluetooth device to connect the at least one
Bluetooth device to the host device;

receiving one or more Bluetooth packets at the Bluetooth controller in response to said
executing the background scan operations to detect at least one Bluetooth device;

analyzing each received Bluetooth packet to determine whether the received Bluetooth
packet is a predefined Bluetooth LE HID packet type transmitted by the Bluetooth
device;

in response to determining that the received Bluetooth packet is a predefined Bluetooth
LE HID packet type transmitted by the Bluetooth device, providing the received
Bluetooth packet to a Bluetooth low energy (LE) human interface device (HID)
module of the Bluetooth controller; and

in response to determining that the received Bluetooth packet is not a predefined
Bluetooth LE HID packet type transmitted by the Bluetooth device, providing the
received Bluetooth packet to a Bluetooth host controller interface (HCI) module

of the Bluetooth controller.

The method of claim 1, further comprising:

in response to determining that the received Bluetooth packet is a predefined Bluetooth
LE HID packet type transmitted by the Bluetooth device, determining whether the
Bluetooth device is within a predetermined threshold distance of the Bluetooth
controller; and

in response to determining that the Bluetooth device is within the predetermined
threshold distance of the Bluetooth controller, executing one or more connection

operations to pair and connect the Bluetooth device with the host device.

The method of claim 2, wherein said executing one or more connection operations to pair
and connect the Bluetooth device with the host device further comprises:
mapping the Bluetooth device to a corresponding USB device through a USB interface to

connect the Bluetooth device with the host device.

The method of claim 2, further comprising:
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storing configuration information associated with the Bluetooth device for subsequent

reconnection between the Bluetooth device and the host device.

The method of claim 2, wherein said determining whether the Bluetooth device is within
the predetermined threshold distance of the Bluetooth controller is based on analyzing at
least one of a received signal strength indicator (RSSI) associated with the received
Bluetooth packet, a radio signal path loss, and near field communication (NFC) signal

detection.

The method of claim 2, wherein said determining whether the Bluetooth device is within

the predetermined threshold distance of the Bluetooth controller comprises:

calculating a radio signal path loss value associated with the Bluetooth device based, at
least in part, on a transmit power associated with the Bluetooth device, a radio
signal loss value associated with an antenna of the Bluetooth controller, and a
radio signal loss value associated with an antenna of the Bluetooth device;

comparing the radio signal path loss value associated with the Bluetooth device against a
threshold path loss;

determining whether the Bluetooth device is within the predetermined threshold distance
of the Bluetooth controller based on said comparing the radio signal path loss
value associated with the Bluetooth device against a threshold path loss;

determining that the Bluetooth device is within the predetermined threshold distance of
the Bluetooth controller, in response to determining that the radio signal path loss
value associated with the Bluetooth device is less than the threshold path loss; and

determining that the Bluetooth device is not within the predetermined threshold distance
of the Bluetooth controller, in response to determining that the radio signal path

loss value associated with the Bluetooth device exceeds the threshold path loss.

The method of claim 6, further comprising:
determining the transmit power associated with the Bluetooth device and the radio signal
loss value associated with the antenna of the Bluetooth device from the received

Bluetooth packet.

The method of claim 2, wherein in response to determining that the Bluetooth device is
not within the predetermined threshold distance of the Bluetooth controller, the method

further comprises:
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discarding the received Bluetooth packet at the Bluetooth controller; and
monitoring subsequent transmissions from the Bluetooth device to determine whether the
Bluetooth device is within the predetermined threshold distance of the Bluetooth

controller.

9. The method of claim 2, wherein said providing the received Bluetooth packet to the
Bluetooth LE HID module of the Bluetooth controller is in response to determining that
the Bluetooth device is within the predetermined threshold distance of the Bluetooth

controller.

10. The method of claim 1, wherein said analyzing each received Bluetooth packet to
determine whether the received Bluetooth packet is a predefined Bluetooth LE HID
packet type transmitted by the Bluetooth device comprises:
determining a device type associated with a Bluetooth device that transmitted the

received Bluetooth packet, based at least in part, on one or more fields of the
received Bluetooth packet; and
determining whether the Bluetooth device is a Bluetooth LE HID based on the device

type associated with a second Bluetooth device.

11. The method of claim 10, wherein the one or more fields of the received Bluetooth packet
comprise at least a service universally unique identifier (UUID) of the received Bluetooth

packet.

12. A method comprising:

executing, at a Bluetooth controller associated with a host device, background scan
operations to detect at least one Bluetooth device to connect the at least one
Bluetooth device to the host device;

receiving one or more Bluetooth packets at the Bluetooth controller in response to said
executing the background scan operations to detect at least one Bluetooth device;

analyzing each received Bluetooth packet to determine whether the received Bluetooth
packet is a predefined Bluetooth LE HID packet type transmitted by the Bluetooth
device;

in response to determining that the received Bluetooth packet is a predefined Bluetooth

LE HID packet type transmitted by the Bluetooth device, determining whether the
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Bluetooth device is within a predetermined threshold distance of the Bluetooth
controller;

in response to determining that the Bluetooth device is within the predetermined
threshold distance of the Bluetooth controller, executing one or more connection
operations to pair and connect the Bluetooth device with the host device;

in response to determining that the received Bluetooth packet is a predefined Bluetooth
LE HID packet type transmitted by the Bluetooth device and in response to
determining that the Bluetooth device is within the predetermined threshold
distance of the Bluetooth controller, providing the received Bluetooth packet to a
Bluetooth low energy (LE) human interface device (HID) module of the
Bluetooth controller; and

in response to determining that the received Bluetooth packet is not a predefined
Bluetooth LE HID packet type transmitted by the Bluetooth device, providing the
received Bluetooth packet to a Bluetooth host controller interface (HCI) module

of the Bluetooth controller.

13. The method of claim 12, wherein said executing one or more connection operations to
pair and connect the Bluetooth device with the host device further comprises:
mapping the Bluetooth device to a corresponding USB HID through a USB interface to

connect the Bluetooth device with the host device.

14. The method of claim 12, wherein, in response to determining that the Bluetooth device is
not within the predetermined threshold distance of the Bluetooth controller, the method
further comprises:
discarding the received Bluetooth packet at the Bluetooth controller; and
monitoring subsequent transmissions from the Bluetooth device to determine whether the

Bluetooth device is within the predetermined threshold distance of the Bluetooth

controller.

15. The method of claim 12, further comprising:
storing configuration information associated with the Bluetooth device for subsequent

reconnection between the Bluetooth device and the host device.

16. A method comprising:
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receiving one or more Bluetooth packets at a Bluetooth controller associated with a host
device;

analyzing each received Bluetooth packet to determine whether the received Bluetooth
packet is a predefined Bluetooth LE HID packet type transmitted by a Bluetooth
device;

in response to determining that the received Bluetooth packet is a predefined Bluetooth
LE HID packet type transmitted by the Bluetooth device, determining whether the
Bluetooth device is within a predetermined threshold distance of the Bluetooth
controller; and

in response to determining that the Bluetooth device is within the predetermined
threshold distance of the Bluetooth controller,
executing one or more connection operations to pair and connect the Bluetooth

device with the host device; and

mapping the Bluetooth device to a corresponding USB device through a USB

interface to connect the Bluetooth device with the host device.

The method of claim 16, further comprising:

executing, at the Bluetooth controller, background scan operations to detect at least one
Bluetooth device, wherein said receiving the one or more Bluetooth packets at the
Bluetooth controller is in response to said executing, at the Bluetooth controller,

background scan operations to detect at least one Bluetooth device.

The method of claim 17, wherein:

in response to determining that the received Bluetooth packet is a predefined Bluetooth
LE HID packet type transmitted by the Bluetooth device, providing the received
Bluetooth packet to a Bluetooth low energy (LE) human interface device (HID)
module of the Bluetooth controller; and

in response to determining that the received Bluetooth packet is not a predefined
Bluetooth LE HID packet type transmitted by the Bluetooth device, providing the
received Bluetooth packet to a Bluetooth host controller interface (HCI) module

of the Bluetooth controller.

The method of claim 17, further comprising:
storing configuration information associated with the Bluetooth device for subsequent

reconnection between the Bluetooth device and the host device.
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20. A Bluetooth controller comprising:
a Bluetooth low energy (LE) human interface device (HID) module operable to:
execute background scan operations to detect at least one Bluetooth device to
connect the at least one Bluetooth device to a host device associated with
the Bluetooth controller; and
an LE HID filter operable to:
receive one or more Bluetooth packets at the Bluetooth controller in response to
the Bluetooth LE HID module executing the background scan operations
to detect at least one Bluetooth device;
analyze each received Bluetooth packet to determine whether the received
Bluetooth packet is a predefined Bluetooth LE HID packet type
transmitted by the Bluetooth device;
in response to the LE HID filter determining that the received Bluetooth packet is
a predefined Bluetooth LE HID packet type transmitted by the Bluetooth
device, provide the received Bluetooth packet to the Bluetooth LE HID
module of the Bluetooth controller; and
in response to the LE HID filter determining that the received Bluetooth packet is
not a predefined Bluetooth LE HID packet type transmitted by the
Bluetooth device, provide the received Bluetooth packet to a Bluetooth

host controller interface (HCI) module of the Bluetooth controller.

21. The Bluetooth controller of claim 20, wherein the LE HID filter is further operable to:

in response to the LE HID filter determining that the received Bluetooth packet is a
predefined Bluetooth LE HID packet type transmitted by the Bluetooth device,
determine whether the Bluetooth device is within a predetermined threshold
distance of the Bluetooth controller; and

in response to the LE HID filter determining that the Bluetooth device is within the
predetermined threshold distance of the Bluetooth controller, cause the Bluetooth
LE HID module to execute one or more connection operations to pair and connect

the Bluetooth device with the host device.

22. The Bluetooth controller of claim 21, wherein the LE HID filter operable to cause the
Bluetooth LE HID module to execute one or more connection operations to pair and
connect the Bluetooth device with the host device further comprises the LE HID filter

operable to:
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map the Bluetooth device to a corresponding USB device through a USB interface to

connect the Bluetooth device with the host device.

The Bluetooth controller of claim 21, wherein the LE HID filter operable to determine

whether the Bluetooth device is within the predetermined threshold distance of the

Bluetooth controller comprises the LE HID filter operable to:

calculate a radio signal path loss value associated with the Bluetooth device based, at
least in part, on a transmit power associated with the Bluetooth device, a radio
signal loss value associated with an antenna of the Bluetooth controller, and a
radio signal loss value associated with an antenna of the Bluetooth device;

compare the radio signal path loss value associated with the Bluetooth device against a
threshold path loss;

determine whether the Bluetooth device is within the predetermined threshold distance of
the Bluetooth controller based on the LE HID filter comparing the radio signal
path loss value associated with the Bluetooth device against a threshold path loss;

determine that the Bluetooth device is within the predetermined threshold distance of the
Bluetooth controller, in response to the LE HID filter determining that the radio
signal path loss value associated with the Bluetooth device is less than the
threshold path loss; and

determine that the Bluetooth device is not within the predetermined threshold distance of
the Bluetooth controller, in response to the LE HID filter determining that the
radio signal path loss value associated with the Bluetooth device exceeds the

threshold path loss.

The Bluetooth controller of claim 21, wherein in response to the LE HID filter

determining that the Bluetooth device is not within the predetermined threshold distance

of the Bluetooth controller, the LE HID filter is further operable to:

discard the received Bluetooth packet; and

monitor subsequent transmissions from the Bluetooth device to determine whether the
Bluetooth device is within the predetermined threshold distance of the Bluetooth

controller.

The Bluetooth controller of claim 21, wherein the LE HID filter operable to provide the

received Bluetooth packet to the Bluetooth LE HID module of the Bluetooth controller is
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in response to the LE HID filter determining that the Bluetooth device is within the

predetermined threshold distance of the Bluetooth controller.

26. One or more machine-readable storage media having instructions stored therein, which
when executed by one or more processors causes the one or more processors to perform
operations that comprise:
executing, at a Bluetooth controller associated with a host device, background scan
operations to detect at least one Bluetooth device to connect the at least one
Bluetooth device to the host device;

receiving one or more Bluetooth packets at the Bluetooth controller in response to said
operation of executing the background scan operations to detect at least one
Bluetooth device;

analyzing each received Bluetooth packet to determine whether the received Bluetooth
packet is a predefined Bluetooth device packet type transmitted by the Bluetooth
device;

in response to determining that the received Bluetooth packet is a predefined Bluetooth
LE HID packet type transmitted by the Bluetooth device, providing the received
Bluetooth packet to a Bluetooth low energy (LE) human interface device (HID)
module of the Bluetooth controller; and

in response to determining that the received Bluetooth packet is not a predefined
Bluetooth LE HID packet type transmitted by the Bluetooth device, providing the
received Bluetooth packet to a Bluetooth host controller interface (HCI) module

of the Bluetooth controller.

27. The machine-readable storage media of claim 26, wherein the operations further
comprise:
in response to determining that the received Bluetooth packet is a predefined Bluetooth
LE HID packet type transmitted by the Bluetooth device, determining whether the
Bluetooth device is within a predetermined threshold distance of the Bluetooth
controller; and
in response to determining that the Bluetooth device is within the predetermined
threshold distance of the Bluetooth controller, executing one or more connection

operations to pair and connect the Bluetooth device with the host device.
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28. The machine-readable storage media of claim 27, wherein said operation of executing
one or more connection operations to pair and connect the Bluetooth device with the host
device further comprises:
mapping the Bluetooth device to a corresponding USB device through a USB interface to

connect the Bluetooth device with the host device.

29. The machine-readable storage media of claim 27, wherein said operation of determining
whether the Bluetooth device is within the predetermined threshold distance of the
Bluetooth controller comprises:
calculating a radio signal path loss value associated with the Bluetooth device based, at

least in part, on a transmit power associated with the Bluetooth device, a radio
signal loss value associated with an antenna of the Bluetooth controller, and a
radio signal loss value associated with an antenna of the Bluetooth device;
comparing the radio signal path loss value associated with the Bluetooth device against a
threshold path loss;
determining whether the Bluetooth device is within the predetermined threshold distance
of the Bluetooth controller based on said operation of comparing the radio signal
path loss value associated with the Bluetooth device against a threshold path loss;
determining that the Bluetooth device is within the predetermined threshold distance of
the Bluetooth controller, in response to determining that the radio signal path loss
value associated with the Bluetooth device is less than the threshold path loss; and
determining that the Bluetooth device is not within the predetermined threshold distance
of the Bluetooth controller, in response to determining that the radio signal path

loss value associated with the Bluetooth device exceeds the threshold path loss.
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