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ABSTRACT

An auto-classification system and method provides
dynamic user feedback in a guide that 1is presented to the
user. The feedback presented in the guide enables the user to
refine the <classification model by adding or removing
exemplars, creating, editing or deleting rules, or performing
other such adjustments to the classification model. This
technology enhances the overall transparency and defensibility

of the auto-classification process.
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AUTO-CLASSIFICATION SYSTEM AND METHOD WITH DYNAMIC USER
FEEDBACK

TECHNICAL FIELD

[0001] The present technology relates generally to computer
systems and information technology and, in particular, auto-

classification of electronic documents or digital content.

BACKGROUND
[0002] In the information age, storage and management of
electronic documents (digital content) 1is an increasingly

challenging problem.

[0003] Classification of electronic documents was originally
a manual task, i.e. the function of classifying an electronic
document to determine whether and for long to archive the
document was performed by the document’s author or by some

other records manager or archivist.

[0004] For records managers and others responsible for
building and enforcing document <classification policies,
retention schedules, and other aspects of a records management
program, the problem with traditional manual classification
methods is that content needs to be understood to determine
why and for how 1long it must be retained. Managing the
retention and destruction of information reduces litigation
risk, reduces e-discovery and digital archiving costs, and

ensures compliance with any regulatory standards.

[0005] Many users view the process of sorting records from
transient content as time-consuming and sometimes even
exasperating. 1In addition, the ubiquity of mobile devices and
social media applications makes it difficult to build standard

classification tools into end-user applications.
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[0006] Furthermore, records managers also struggle with
enforcing policies that rely on manual, human-based
approaches. Accuracy and consistency in applying

classification 1is often inadequate when left to users, the
costs 1in terms of productivity loss are high, and these
issues, in turn, result in increased business and legal risk
as well as the potential for the entire records management
program to quickly become unsustainable 1in terms of its

ability to scale.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] Further features and advantages of the ©present
technology will become apparent from the following detailed
description, taken in combination with the appended drawings,

in which:

[0008] FIG. 1 1is a schematic depiction of a networked
computer system on which embodiments of the present inventive

subject matter may be implemented;

[0009] FIG. 2 is a schematic depiction of a computing device

for implementing embodiments of the present inventive subject

matter;

[0010] FIG. 3 is a schematic depiction of the architecture of
the auto-classification system in accordance with one

embodiment of the present inventive subject matter;

[0011] FIG. 4 is a flowchart depicting steps of a method of
automatically classifying content in accordance with some

embodiments of the present inventive subject matter;

[0012] FIG. 5 is a further flowchart depicting steps of
providing dynamic user feedback to enable the user to refine

the auto-classification model;
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[0013] FIG. 6 1s a schematic depiction of an auto-
classification wuser interface that present dynamic user
feedback in the form of an onscreen guide in accordance with

an embodiment of the present inventive subject matter.

[0014] It will be noted that throughout the appended
drawings, like features are identified by 1like reference

numerals.

SUMMARY

[0015] The inventive subject matter described Therein
generally provides methods, systems, and computer-readable
media for auto-classifying digital content by providing
dynamic user feedback that enables the user to adjust a
classification algorithm to achieve more optimal

classification results.

[0016] One aspect of the inventive subject matter is a
computer-implemented method of automatically <classifying
digital content, the method comprising creating a
classification model based on one or more selected documents
that have been identified as exemplars, displaying metrics for
a plurality of other documents that have been classified using
the classification model, and displaying a user feedback guide

that presents recommended actions to refine the classification

model.
[0017] Another aspect of the present inventive subject matter
is a computer-readable medium comprising programmed

instructions 1in code which, when loaded into a memory and
executed by a processor of a computing device, causes the
computing device to create a classification model based on one
or more selected documents that have been identified as
exemplars, display metrics for a plurality of other documents

that have been classified using the classification model, and

-3~
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display a wuser feedback guide that presents recommended

actions to refine the classification model.

[0018] Yet a further aspect of the present inventive subject
matter is an auto-classification system (or automatic document
classification system) comprising a processor coupled to a
memory for creating a classification model based on one or
more selected documents that have been identified as exemplars
and a display for displaying metrics for a plurality of other
documents that have been classified using the classification
model and for displaying a user feedback guide that presents

recommended actions to refine the classification model.

[0019] A further aspect of the inventive subject matter is a
computer-implemented method of automatically <classifying
content that entails generating a classification model based
on one or more selected documents that have been identified as
exemplars, classifying a plurality of other documents using
the classification model, displaying metrics for the plurality
of other documents that have been classified using the
classification model, determining recommended actions based on
the metrics to improve the <classification model, and
displaying a user feedback guide that presents the recommended

actions for improving the classification model.

[0020] A further aspect of the inventive subject matter is a
computer-implemented method of automatically classifying
content that entails receiving user input that designates one
or more documents as exemplars, receiving user input to cause
a classification model to be generated based on the exemplars,
receiving user input to cause a plurality of other documents
to be classified using the classification model, displaying
metrics indicative of a precision of the classification model
for the plurality of other documents that have been classified

using the classification model, and displaying a user feedback

-t -



guide that presents recommended actions to improve the precision

of the classification model.

[0020a] A further aspect of the inventive subject matter is a
computer-implemented method for generation and user modification
of a classification model using dynamic user feedback, the method
comprising:

generating, by an auto-classification system embodied on non-
transitory computer memory, a classification model for classifying
digital content, wherein generating the classification model
comprises:

generating a dynamic user feedback interface which is
presented to a user;

displaying on the dynamic user feedback interface a user
interface element prompting the wuser to enter a name and
description for the classification model, and

responsive to receiving input comprising a user selection of
one or more documents via the dynamic user feedback interface,
adding or importing, from a document source into a container, the
selected one or more documents as exemplars for a category of
digital content within the classification model, the container
configured for holding classified documents for <training the
classification model;

subsequent to receiving user input comprising a user selection
of a plurality of documents, the auto-classification system
classifying the plurality of documents using characteristics of
the exemplars;

during the classifying, after the classifying is complete, or
both during the classifying and after the classifying is complete,

the auto-classification system determining performance
metrics representing accuracy of the classification model in
classifying the plurality of documents, the performance metrics

including precision, recall, match, noise, and silence metrics;

Date Regue/Date Received 2021-06-16



the auto-classification system determining one or more
recommended actions based on the performance metrics;

the auto-classification system updating the dynamic user
feedback interface to display the performance metrics including
the precision, recall, match, noise, and silence metrics for a
number of the plurality of documents that have been classified
using the classification model;

the auto-classification system wupdating the dynamic user
feedback interface to display a user feedback guide that presents
the one or more recommended actions to improve the accuracy of the
classification model, wherein the one or more recommended actions
comprise adding one or more exemplars from the number of the
plurality of documents that have been classified using the
classification model or specifying how to meet one or more
associated content classification rules; and

providing a user-selectable interface element associated with
the user feedback guide that enables user input selecting one of
the one or more recommended actions, wherein in response to receipt
of the user input selecting the one of the one or more recommended
actions, the auto-classification system causes a corresponding

recommended action to be performed on the classification model.

[0020Db] A further aspect of the inventive subject matter is a
non-transitory computer-readable medium comprising programmed
instructions in code which, when loaded into a memory and executed
by a processor of a computing device, causes the computing device
to:

generate a classification model for classifying digital
content, wherein generating the classification model comprises:

generating a dynamic user feedback interface which is

presented to a user;

5a
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displaying on the dynamic user feedback interface a user
interface element prompting the wuser to enter a name and
description for the classification model, and

responsive to receiving input comprising a user selection of
one or more documents via the dynamic user feedback interface,
adding or importing, from a document source into a container, the
selected one content within the classification model, the container
configured for holding classified documents for <training the
classification model;

subsequent to receiving user input comprising a user selection
of a plurality of documents, the auto-classification system
classifies the plurality of documents using characteristics of the
exemplars;

during the classifying, after the classifying is complete, or
both during the classifying and after the classifying is complete,
determine performance metrics representing accuracy of the
classification model in classifying the plurality of documents,
the performance metrics including precision, recall, match, noise,
and silence metrics;

determine one or more recommended actions based on the
performance metrics;

update the dynamic user feedback interface to display the
performance metrics including the precision, recall, match, noise,
and silence metrics for a number of the plurality of documents that
have been classified using the classification model;

display a user feedback guide that presents the one or more
recommended actions to improve the accuracy of the classification
model, wherein the one or more recommended actions comprise adding
one or more exemplars from the number of the plurality of documents
that have Dbeen classified using the classification model or
specifying how to meet one or more associated content
classification rules; and

provide a user-selectable interface element associated with

the user feedback guide that enables user input selecting one of

5b
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the one or more recommended actions, wherein in response to receipt
of the user input selecting the one of the one or more recommended
actions, the auto-classification system, causes a corresponding

recommended action to be performed on the classification model.

[0020¢] A further aspect of the inventive subject matter is an
automatic document classification system comprising:

a processor coupled to a memory;

stored instructions executable by the processor for:

generating a classification model for classifying digital
content, wherein generating the classification model comprises:

generating a dynamic user feedback interface which is
presented to a user;

displaying on the dynamic user feedback interface a user
interface element prompting the wuser to enter a name and
description for the classification model, and

responsive to receiving input comprising a user selection of
one or more documents via the dynamic user feedback interface,
adding or importing, from a document source into a container, the
selected one or more documents as exemplars for a category of
digital content within the classification model, the container
configured for holding classified documents for <training the
classification model;

subsequent to receiving user input comprising a user selection
of a plurality of documents, classifying the plurality of documents
using characteristics of the exemplars;

determining performance metrics representing accuracy of the
classification model in classifying the plurality of documents,
the performance metrics including precision, recall, match, noise,
and silence metrics; and

determining one or more recommended actions based on the

performance metrics;

5¢
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updating the dynamic user feedback interface to display,
during the classifying, after the classifying is complete, or both
during the classifying and after the classifying is complete, the
performance metrics including the precision, recall, match, noise,
and silence metrics for a number of the plurality of documents that
have been classified using the classification model and updating
the dynamic user feedback interface to display a user feedback
guide that presents the one or more recommended actions to improve
the accuracy of the classification model, wherein the one or more
recommended actions comprise adding one or more exemplars from the
number of the plurality of documents that have classified using
the classification model or specifying how to meet one or more
associated content classification rules; and

providing a user-selectable interface element associated with
the user feedback guide that enables user input selecting one of
the one or more recommended actions, wherein in response to receipt
of the user input selecting the one of the one or more recommended
actions, the auto-classification system causes a corresponding

recommended action to be performed on the classification model.

[0020d] A further aspect of the inventive subject matter is a
computer-implemented method of automatically classifying content,
the method comprising:

generating, by an auto-classification system embodied on non-
transitory computer memory, a classification model for classifying
digital content, wherein generating the classification model
comprises:

the auto-classification system generating a dynamic user
feedback interface which is presented to a user;

the auto-classification system displaying on the dynamic user
feedback interface a user interface element prompting the user to

enter a name and description for the classification

5d
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model, and responsive to receiving input comprising a user
selection of one or more documents via the dynamic user feedback
interface, adding or importing, from a document source into a
container, the selected one or more documents as exemplars for a
category of digital content within the classification model, the
container configured for holding classified documents for training
the classification model;

subsequent to receiving user input comprising a user selection
of a plurality of documents, the auto-classification system
classifying the plurality of documents using characteristics of
the exemplars;

the auto-classification system determining performance
metrics representing accuracy of the classification model in
classifying the plurality of documents, the performance metrics
including precision, recall, match, noise, and silence metrics;

the auto-classification system wupdating the dynamic user
feedback interface to display the performance metrics including
the precision, recall, match, noise, and silence metrics for a
number of the plurality of documents that have been classified
using the classification model;

the auto-classification system determining one or more
recommended actions based on the performance metrics to improve
the accuracy of the classification model;

the auto-classification system wupdating the dynamic user
feedback interface to display a user feedback guide that presents
the one or more recommended actions determined by the auto-
classification system for improving the classification model; and

the auto-classification system providing a user-selectable
interface element associated with the user feedback guide that
enables user input selecting one of the one or more recommended
actions, wherein in response to receipt of the user input, causes
a corresponding recommended action to be performed on the

classification model.

5e
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[0021] The details and particulars of these aspects of the
inventive subject matter will now be described below, by way of

example, with reference to the attached drawings.

DETATILED DESCRIPTION

[0022] Embodiments of the present inventive subject matter,
which are described below, enable various techniques and approaches
pertaining to the auto-classification of digital content or

electronic documents.

[0023] By way of overview, and to place the novel technology

in its proper context, the novel technology should be understood
as being part of one or more processes of auto-classifying digital
content. The improved technology provides dynamic user feedback in
the form of an onscreen guide or recommended actions that enables

the user to refine an auto-classification model.

[0024] As will elaborated below, the present inventive subject
matter in general provides a computer-implemented method of
automatically classifying digital content that comprises creating
a classification model based on one or more selected documents that
have Dbeen identified as exemplars, displaying metrics for a
plurality of other documents that have been classified using the
classification model, and displaying a user feedback guide that
presents recommended actions to refine the classification model.
Also disclosed herein is a computer-readable medium for performing
this method as well as an auto-classification system for
classifying digital content that displays a user feedback guide
for recommending to the user how to improve the accuracy of the

model used for classification.

5f
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[0025] FIG. 1 schematically depicts an exemplary computer
network environment 100 for implementing embodiments of the
present inventive subject matter. In some embodiments, a
computer-based auto-classification system includes client
computers 110 which communicate through a network 140 with one
or more content servers 120 to obtain digital content
(electronic documents) stored on the one or more content
servers 120. The computer-implemented method may be performed
by the client computers 110 to classify content stored on the

content servers.

[0026] In other embodiments, the content to be classified may

be stored in a memory of the client computer itself.

[0027] In other embodiments, the content may be stored on a
removable memory device, 1in the cloud, or in any other

location accessible by the computer 110.

[0028] In yet other embodiments, the client computers 110 may
act as terminals, hypertext browser clients, graphical display
clients, or other networked clients to the server 120. For
example, a web browser application at the client computers 110
may support interfacing with a web server application at the
server 120. Such a browser may use controls, plug-ins, or
applets to support interfacing to the server 120. The client
computers 110 can also use other customized programs,
applications, or modules to interface with the server 120. The
client computers 110 can be desktop computers, laptops,
handhelds, mobile devices, mobile telephones, television set-
top boxes, kiosks, servers, terminals, thin-clients, or any

other computerized devices.

[0029] The network 140 may be any data communications network
capable of supporting data communications between the client

computers 110 and the servers 120. The network 140 may be
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wired, wireless, optical, radio, packet switched, circuit
switched, or any combination thereof. The network 140 may use
any topology, and links of the network 140 may support any
networking technoeclogy, protocol, or bandwidth such as
Ethernet, DSL, cable modem, ATM, SONET, MPLS, PSTN, POTS3
modem, PONS, HFC, satellite, ISDN, WiFi, WiMax, mobile
cellular, any combination thereof, or any other data
interconnection or networking mechanism. The network 140 may
be an intranet, the Internet (or the World Wide Web), a LAN,
WAN, MAN, or any other network for interconnecting computers.
To support high volume and load, a distributed computing
environment may be implemented by using networking
technologies that may include, but are not limited to, TCP/IP,
RPC, RMI, HHTP, Web Services (XML-RPC, JAX-RPC, SOAP, etc.).

[0030] Although the computer 110 in most embodiments obtains
the documents directly from the content server 120, in another
embodiment the system may optionally include an ingestion
broker Dbetween the content server and the computer that
ingests, parses, processes, normalizes and/or stores documents
for building models, testing the models and for running
classification jobs. The ingestion broker supports extraction
of textual content from static or binary files (like PDF and
Microsoft Office documents) in the ingestion queue, and also
supports chaining of transformers and processors. Optionally,
during the ingestion process, the system can alsc call a
content analytics module or text annotator in order to enrich
documents with semantic annotations before they are imported

for classification.

[0031] Turning now to FIG. 2, an exemplary computer (also
referred to herein as a computing device) can execute software
components and modules for auto-classifying digital content.
The computer architecture shown in FIG. 2 illustrates a

conventional desktop, laptop, or server and may be utilized to

-] =
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execute aspects of the software components presented herein.
It should be appreciated, however, that the described software
components can also be executed on other computing devices
such as mobile devices, handheld wireless communications

devices, smart phones, tablets, set-top boxes, kiosks, etc.

[0032] The computer illustrated in FIG. 2 can include a
central processing unit 10 (CPU), also referred to herein as a
processor or microprocessor, a system memory 13, including a
random access memory 14 (RAM) and a read-only memory 16 (ROM),
and a system bus 11 that can couple the system memory 13 to
the CPU 10. A basic input/output system (BIOS) containing the
basic routines that help to transfer information between
elements within the computer, such as during start-up, can be
stored in the ROM 16. The computer may further include a mass
storage device 15 for storing an operating system 18,
software, data, and various program modules. The auto-
classification software 125 may be stored in the mass storage

device 15.

[0033] The mass storage device 15 can be connected to the CPU
10 through a mass storage controller which is connected to the
bus 11. The mass storage device 15 and its associated
computer-readable media can provide non-volatile storage for
the computer. Although the description of computer-readable
media contained herein refers to a mass storage device, such
as a hard disk, sclid-state drive or CD-ROM drive, it should
be appreciated by those skilled in the art that computer-
readable media can be any available computer storage media

that can be accessed by the computer.

[0034] By way of example, and not limitation, computer-
readable media may include volatile and non-volatile,
removable and non-removable media implemented in any method or

technology for storage of information such as computer-

-8~
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readable instructions, data structures, program modules or
other data. For example, computer-readable media includes, but
is not limited to, RAM, ROM, EPROM, EEPROM, flash memory or
other solid state memory technology, CD-ROM, DVD, or other
optical storage, magnetic cassettes, magnetic tape, magnetic
disk storage or other magnetic storage devices, or any other
medium which can be used to store the desired information and

which can be accessed by the computer.

[0035] According to various embodiments of the present
inventive subject matter, the computer may operate in a
networked environment using logical connections to remote
computers through the network 140 (e.g. the Internet). The
computer may connect to the network 140 through a network
interface 19 which may be a communications port such as a DSL
or cable modem, Ethernet connection, or any suitable wired or
wireless switch or router, etc. The network interface 19 1is
connected to the bus 11. It should be appreciated that the
network interface unit 19 may also be utilized to connect to
other types of networks and remote computer systems. The
computer may also include an input/output controller 12 for
receiving and processing input from a number of other devices,
including a keyboard, mouse, or electronic stylus (not
illustrated). Similarly, an input/output controller 12 may
provide output to a video display, a printer, or other type of

output device (also not illustrated).

[0036] A number of program modules and data files may be
stored in the mass storage device 15 and RAM 14 of the
computer, including an operating system 18 suitable for
controlling the operation of a networked desktop, laptop,
server computer, or other computing environment. The mass
storage device 15, ROM 16, and RAM 14 may also store one or
more program modules. In particular, the mass storage device

15, the ROM 1lg, and the RAM 14 may store the auto-

-0
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classification software application 125 for execution by the
CPU 10. The auto-classification application 125 can include
software components for implementing portions of the processes
disclosed herein. The mass storage device 15, the ROM 16, and
the RAM 14 may also store other types of program modules for

accessing the documents on the content server.

[0037] Referring now to FIG. 3, a block diagram illustrates
various exemplary components of one example architecture of an
auto-classification system according to some embodiments of
the inventive subject matter. As illustrated, the system
includes an auto-classifier module 300 or engine that
implements one or more algorithms for creating models,
providing metrics, suggesting recommended actions and
classifying documents based on a model. The system includes a
connector 302 for communicating with a web service 304 of a
content server 306. The system includes a semantic platform
308 for performing semantic analysis on the content for
semantic-based classification. The system includes a
converter 310 which communicates with a document conversion
312 service, a similar documents search module 314 that
communicates with a similarity search engine 316 and a rule
engine 318 that liaises with a rule repository 320. The auto-
classification module may also have a front end 322 to provide
one or more user interfaces. It should be understood that
this architecture is presented solely by way of example and
that other embodiments of this auto-classifier may have a

different architecture.

[0038] FIG. 4 is a flowchart depicting the general method of
auto-classification. As depicted in FIG. 4, the method in
general entails an initial step 400 of <creating a
classification model. Alternatively, where an existing model
has already been created, step 400 may entail modifying an

existing model. The method then involves testing (at step

-10-
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410) the model to assess its accuracy. The method further
involves presenting dynamic user feedback at step 420 based on
the testing. The method then determines (at step 430) whether
the user wishes to refine the model in view of the metrics or
other information provided as feedback to the user. If yes,
operations cycle back to step 400 whereby the model may be
modified by the user, as will be explained in greater detail
below. If no, then the method entails running a
classification Jjob to classify documents according to the

model (at step 440).

[0039] As will be explained below, the model may be built by
importing exemplars (which are example documents whose content
is meant to exemplify a category of content) and by defining
rules. In some embodiments, after running a test
classification on a small sample of documents using the model,
and after the wuser has performed a manual review of a
collection of the documents, the metrics are computed and
presented on the user interface to inform the user as to the
accuracy of the model. The system then displays recommended
actions to enable the user to improve the model’s accuracy.
The recommended actions may be presented as part of a guide
that provides user feedback on the model’s classification
performance. This guide may be understood as providing
dynamic user feedback in the sense that the user can
iteratively tweak the model and keep re-running the
classifications to see how each change to the model improves
the model’s accuracy. Each time the wuser re-runs the
classification, the guide will update the recommended actions
to provide updated feedback to the user based on the latest

iteration of the model.

[0040] Now turning to FIG. 5, this method is summarized in
general terms in the flowchart. The method entails a step 500

of creating a classification model based on one or more

-11-
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selected documents that have been identified as exemplars.
The method involves a subsequent step 510 of displaying
metrics for a set of documents that have been classified using
the classification model. The method further entails a step
520 of displaying a user feedback guide that presents
recommended actions to refine the classification model. The
recommended actions (which take the form of recommendations,
suggestions, tips, etc.) may be specific to one of the metrics
or applicable to two or more metrics. In one embodiment, the
user gquide that presents the recommendations may be user-
configurable (and/or responsive to user input) to provide
recommendations related only to one metric or to a selected

subset of metrics.

[0041] The recommended actions may be determined by a
recommendation-generating module/component (or engine,
algorithm, artificial intelligence, heuristic, etc.) that

determines one or more recommendations based on the metrics.
Thus, the method of FIG. 5 may further involve a step (which
is not depicted in the flowchart) of determining or generating
a recommendation by performing an analysis or computation

based on one or more of the metrics.

[0042] Various embodiments, aspects and embodiments of this

technology will now be explained in greater detail below.
[0043] Metrics

[0044] The auto-classification system (auto-classifier) is
configured to provide feedback to the user in the form of
metrics or other information that the user can review to
determine whether the model is sufficiently accurate and for

optionally adjusting the classification model to improve its

accuracy.

~12-
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[0045] Metrics, which in some embodiments includes statistics
including, but not limited to, correlations, deviations,
means, medians, variances, etc., may be displayed by the auto-
classification system on a user interface (screen) after
running a classification on a set of documents. These metrics
help the user determine what changes should be made before
classifying documents (i.e. before running an actual
classification job). In one embodiment of this technology,

the system provides one or more of the following metrics:

[0046] Match - a “match” is a document that has an assigned
classification that is the same as the expected
classification, which means that the auto-classification
system has assigned the correct <classification to the

document.

[0047] Noise - “noise” represents the documents where a
currently viewed classification was assigned, but a different

classification was expected.

[0048] Silence - “silence” represents the documents where a
currently viewed classification was expected, but a different

classification, or no classification, was assigned.

[0048] Unclassified - “unclassified” which may be a subset of

silence and represents the documents without an assigned

classification.

[0050] Precision - “precision” is a property of the model,
rather than a set of documents. Expressed in most embodiments
as a percentage, 1t represents the proportion of assigned
classifications that match the expected classifications.
Precision 1is calculated using both the noise and match
metrics, and is a very important measure of model accuracy.
The results indicate the proportion of classified documents

that will be correctly classified. The less noise a model has,
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the more precise the model is, which results in a higher

accuracy level.

[0051] Recall - “recall” 1is a property of a model and
represents the frequency with which the expected
classification is assigned across all processed documents, not
just those that had a classification. Recall 1is calculated
using silence versus the number of matches. The results
indicate the proportion of all documents that will be
correctly classified when a classification job 1is run. Less

silence results in a better recall number.

[0052] While it is useful to present all of these metrics, in
other embodiments, the system may provide only a subset of
these metrics. There may also be additional metrics (not
mentioned above) in yet further embodiments of the system.
Which metrics are presented and how these metrics are

presented may be user-configurable.

[0053] In one embodiment, the system will report a confidence
level. The confidence level refers to the auto-classification
system’s level of certainty that it has assigned the correct
classification to a document. It is determined by comparing a
document to a set of exemplars, adding the classifications for

the exemplars, and calculating a confidence score based on the

information.

[0054] In one specific embodiment, the confidence level may
be assigned based on a plurality of predefined levels, for
example five predefined levels, as shown by way of example in
the following 1list: Unclassified [Level 1]; Poor [Level 2];
Fair [Level 3]; Good [Level 4]; and Very Good {[Level 5]. In
this particular example, when a document receives a confidence
level of only “1”, 1t means that the auto-classification

system processed the document, but could not determine which
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classification to assign. Documents with a confidence level of
“1” are thus unclassified. A confidence level scoring of 1-5
is clearly only intended as one example of how confidence

level scoring may be implemented.

[0055] At low confidence levels, the assigned classification
has a low probability of being correct. However, some
documents with low confidence levels could still be accurately
classified. High  confidence levels mean the assigned
classification has a high probability of being correct.
However, some documents could still be inaccurately
classified. Reviewing the documents with the highest and
lowest confidence levels can help the wuser locate auto-
classification system errors. In some cases, these
classifications could simply have ambiguous exemplars or

rules. The guide may optionally indicate this to the user.

[0056] Creating and Managing Models

[0057] A model is notionally a container that holds a set of
classified documents that are used as examples (i.e.,

exemplars) to train the model.

[0058] To begin the process of creating a model, on the auto-
classification dashboard (or other user interface), the user
selects a user interface element (e.g. clicks on “create a
model”) . In one embodiment, a model creation assistant
wizard is launched to guide the wuser through the model
creation process. In one embodiment, this wizard prompts the
user to type a name and description for the model. To create
the model, the user adds documents and exemplars from the
content server (or other document source). The user may also
optionally create rules. Thus, the model requires at least
one exemplar although better results are achieved by using a

plurality of exemplars. Rules may be added to dictate certain
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classifications, as will be explained below. In most
embodiments, the system enables the models to be deleted,

viewed and edited.

[0059] The model creation process may also request that the
user select the classifications that are to be imported into
the model. The model creation process may also regquest that
the wuser choose whether to allow sampling to automatically
select test documents. When the sampling option 1s enabled,
the auto-classification system automatically selects a set of
exemplars to use as test documents. These test documents are
chosen randomly from the documents that are imported into the
model at the time it 1is created. If the user does not want
test documents to be automatically chosen, the user can select
the test. In one embodiment, when the model creation begins,
a status window opens to show the status of the options that

have been selected.

[0060] Each document identified as an exemplar and that is
added to a model as such represents the classification to
which it is assigned. The auto-classification system uses the
exemplars as a basis for recognizing similar content and
attributes for subsequently classifying other documents. When
the user selects documents (in a content server or elsewhere)
that are to be automatically classified, the auto-
classification system compares the documents to the exemplars
and automatically assigns the appropriate classification if

the characteristics are a close enough match.

[0061] After a model is created, the system permits the user
to add more exemplars. This may, for example, be done in
response to the guide presenting a recommended action to the
user to add more exemplars. In one specific embodiment, the
user interface of the auto-classification system may provide

an Add Document button (or it may provide any other equivalent
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user interface element for this functionality). In this
particular embodiment, an Add Documents Assistant may be
displayed to guide the user through the process of adding a
document as an additional exemplar. In this embodiment, the

Add Document Assistant may include the following functions:

[0062] (1) Select Classification(s), which displays a list of
avallable classification trees in the content server. This
enables the user to select individual classifications or to
select an entire classification tree, and to import all of the
documents with that classification assigned. The auto-
classification system can be configured to retrieve documents
with the specified classification from every location in the
content server. Content may also be imported into the auto-
classification system from any other content source or
repository, e.g. content management systems (CMS), file

systems, etc.

[0063] (1i1) Sampling Settings, which, when enabled, allow the
system to select a random set of documents from the set of
documents being imported, and convert them to test documents.
Test documents are used to test the model’s accuracy before
creating an actual classification job. If the user does not
want test documents automatically selected, this sampling

feature may be disabled when adding exemplars.

[0064] (iii) Classification Settings, which allows the user
to run a classification test on the model once documents are

added.

[0065] (iv) Summary, which provides a short summary of the

options selected.

[o066] In one embodiment, the system enables exemplars to be

converted into test documents.
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[0067] In another embodiment, the system enables exemplars to
be deleted or removed for a classification. Because a

classification must always contain at least one exemplar, any
command to delete the last remaining exemplar for a
classification may cause the system to display a warning
message stating that the classification will be removed along
with the selected exemplar(s). Likewise, because a model
requires at least one exemplar, the system may display a
warning in response to a command to delete the last exemplar

from a model.
[0068] Rules

[0069] Creating the <classification model may optionally
comprise defining at least one classification rule. Each rule
comprises a rule priority determining an order in which rule
is applied, a confidence level to be applied to a document
when the document satisfies a condition specified by the rule
and an applied classification that is to be applied to the

document.

[0070] In addition to using exemplars, the system enables the
user to add one or more rules to a model to help the auto-
classification system accurately assign classifications to
documents. In one embodiment, the system requires that there
be at least one classification with at least one exemplar
before a rule may be added, although in other embodiments this

is not necessarily so.

[0071] In one embodiment, a rule may be created by
specifying: a rule name and a rule priority. The priority may
be expressed as a number, e.g. the lower the number, the lower
the priority. For example, given two rules with priorities of
99 and 50, the rule with the priority of 99 will run first,
followed by the rule with a priority of 50. The rule may also
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specify a confidence level, which may, for example, range from
Level 2 to Level 5 to represent the level of certainty that
the user wants to apply to the document when the rule finds a
matching document. In other words, the confidence level of a
rule is based on the level of certainty the rule creator has
that the conditions of the rule will match only documents that
should receive the <classification. The rule may also
stipulate an applied classification, which is the
classification the user wish to apply to a document when the
specified conditions are met. The list is populated with the

names of all classifications represented in the model.

[0072] Once the user has specified the parameters for the
rule, the user can enter conditions that must be met for the
rule to assign the selected classification to a document. The

following parameters can be defined:

[0073] (1) Field Name, which allows the user to specify the
part of the document that the user expects the
text/information, as defined in the Value parameter below, to

appear.

[0074] (1i) Operator, which allows the wuser to specify
whether the Field Name parameter equals or does not equal,
matches, or contains the text/information, as defined by the

Value parameter below.

[0075] {(iii) Value, which allows the user to enter text or
other characters that the user wants found in the part of the

document defined by the Field Name parameter.

[0076] In some embodiments, the system enables rules to be

not only created but also viewed, changed (edited), and

deleted.

[0077] Testing a Model for Accuracy
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[0078] When a model has been created and contains exemplars,
tools provided by the auto-classification system enable a user
to run tests on the model to assess its accuracy. A test run
may be performed on a small training corpus of documents that
the wuser selects for this purpose. Based on a review
collection, the system displays classification metrics on a
metric panel from this test run to provide the user with
feedback on the accuracy of the model. The metrics displayed
in the metrics panel enable the user to optimize a meodel’s

accuracy.

[0079] The review collection is a set of non-classified
documents from a content server on which a classification test
is run. A review collection enables the user to compare the
accuracy of a classification assigned by  the auto-
classification system (by applying the model]} with the
classification that the user would assign manually. Assigned
classifications may be accepted or rejected. The user may
specify an expected classification for each document that has
been misclassified. Based on the manual review, the system
will know which documents have been correctly classified and

which documents have not.

[0080] As depicted by way of example in FIG. 6, the system
may present dynamic user feedback in the form of a guide
presenting recommended actions (or recommendations,
suggestions or tips) for optimizing the accuracy of the model.
This guide may be displayed on the user interface in the form
of a panel, window, dialog box, etc. In some embodiments, the
guide 1is selectively displayed based on the metrics, e.g.
based on the accuracy. In most embodiments, the guide is
displayed even if the accuracy is extremely high. Optionally,
in other embodiments, the dynamic user feedback guide may be
activated and displayed only when the accuracy falls below a

predetermined threshold. For example, if the recall and/or
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precision values are below a predetermined threshold, the
guide may be activated and displayed onscreen. The guide may
comprise user interface elements (e.g. remedial action buttons
that may be clicked or touched to display more details, help
information, or to bring the user to the proper menu or tab,
or to launch a function that performs or at least initiates
the remedial action). In one embodiment, the guide may

include any visual or audible alerts.

[0081] In some embodiments, the dynamic user feedback guide
may be automatically activated and displayed on the computing
device without wuser intervention or user dinput (other than
running the classification test). In other embodiments, the
dynamic user feedback guide is only activated and displayed in

response to user input on a user-selectable interface element.

[0082] FIG. 6 illustrates one example of an auto-
classification user interface that includes a dynamic user
feedback guide in accordance with embodiments of the present
inventive subject matter. The auto-classification UI 600 is
displayed on a display screen of a computing device. The UI
may Ppresent or display a metrics summary 610 for the
classification test. The metrics summary may present metrics
that include, for example, matches, noise, silence,
unclassified, precision and recall. A subset of these may be
displayed in a wvariant. Similarly, the metrics summary may

include other metrics not illustrated in this example.

[0083] As further depicted by way of example in FIG. 6, the
Ul 600 may include a review pane 620. The review pane
presents classifications 622 which are denoted generically in
this example as classification #1, classification #2, etc.
Associated with each classification 1s a user-selectable
interface element 624 that is responsive to user input to

enable the wuser to accept or reject each classification.
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These may be in the form of buttons as shown by way of example
in FIG. 6 or any other suitable interface element(s) may be

employed.

[0084] As further depicted in FIG. 6, the UI 600 includes a
dynamic user feedback guide 630. This guide 630 presents
recommendations 632, 634 or recommended actions, suggestions,
tips, or other information that guides the user in the process
of refining the classification model to obtain better results.
As shown in this example, a first recommendation 632 1is

presented along with a second recommendation 636.

[0085] As illustrated by way of example 1in FIG. 6,
recommendation #1 suggests YOU DO NOT HAVE ENOUGH DOCUMENTS
FOR A STATISTICALLY VALID SAMPLE TO OBTAIN YOUR DESIRED
CONFIDENCE LEVEL. A user interface element 634 is displayed
to enable the user to remedy the deficiency by clicking on the
recommended action (CLICK HERE TO ADD MORE DOCUMENTS) .
Similarly, recommendation #2 suggests YOU DO NOT HAVE ENOUGH
EXEMPLARS. A user interface element 638 presents a remedial
action to the problem identified by the dynamic user feedback
guide and enables the user to perform the recommended remedial
action simply by clicking on this user interface element 638
(CLICK HERE TO ADD MORE EXEMPLARS). Optionally, a MORE DETAIL
button 640 (or other suitable user interface element) may Dbe
displayed as shown by way of example in FIG. 6 to cause the
dynamic user feedback guide to present more detailed
information, e.g. about the various metrics and/or the
underlying theory of how these metrics are determined and/or
how exemplar and/or rules operate, and/or how  the

classification model works.

[0086] In one embodiment, the recommendations (e.qg.
recommendation #1 and recommendation #2) may be prioritized

based on importance (i.e. the impact that the recommended
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action is 1likely to have on the overall accuracy or other
performance metric). In another embodiment, the
recommendations are not prioritized. In still another
embodiment, multiple recommendations may be linked, indicating
that two or more remedial actions should be taken in
conjunction and indicating that only one of the actions alone
would not suffice to ameliorate or correct the issue, problem

or deficiency that has been identified.

[0087] In a further embodiment, the remedial action proposed
or recommended by the dynamic user feedback guide may indicate
by words, colors, symbols or graphically the expected likely
effect or impact of the remedial action on the metrics. For
example, the remedial actions may have a number, stars, color
code, etc. indicating whether the action is expected to have a
major or significant impact on the issue or whether it is
likely to have a minor impact. It is also possible that the
dynamic feedback guide may indicate that it is known what the
impact might be (e.g. with a symbol like a question mark,

words or other suitable graphics or icon).

[0088] Classifying Documents (Running a Classification Job)

[0089] After having created a model, assessed its accuracy,
and having used a review collection to test the content server
documents to classify, the user may then run a classification
Jjob to classify documents based on the model. Classification
jobs may be run on groups of documents, entire databases,
entire drives, subsets thereof or individually selected groups

of documents.

[0090] When running the <classification job, the auto-
classification system may display metrics for the number of
decuments processed, the number that have been classified, the

number that remain unclassified, the number that have been
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rejected and those assigned an uncertain status (which means
the document was classified but with a low confidence level,
e.g. a confidence level of 2 or 3). The auto-classification
system may further display these metrics as the classifying is
being performed and/or after the classification Job 1is
complete. The system may further display the metrics in
various forms, such as for example graphs, charts, etc. The
system may optionally further store metrics, e.g. accuracy,
over time to permit the user to observe, e.g. via a graph or
other such means, whether there is an improvement or

degradation in the accuracy metrics.

[0091] In one alternative embodiment, the system may permit
the creation of a plurality of models which can be created,
utilized and refined by different users at the same time. For
example, this may be done by creating different versions of
the same model. This would enable different users to employ
different approaches, to view their own results and to

concentrate on their own aspects of the classification model.

[0092] The technology disclosed herein enables the user to
receive dynamic user feedback in the form of a metrics panel
as well as a guide presenting recommended actions to improve
the accuracy of the model. The improved metrics, user
feedback and user-confiqurability of this auto-classification
system thus enhances the overall transparency and

defensibility of the auto-classification process.

[0093] Any of the methods disclosed herein may be implemented
in a particular machine including hardware, software, firmware
or any combination thereof. Where implemented as software,
the method steps, acts or operations may be programmed or
coded as computer-readable instructions and recorded
electronically, magnetically or optically on a non-transitory

computer-readable medium, computer-readable memory, machine-
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readable memory or computer program product. In other words,
the computer-readable memory or computer-readable medium
comprises instructions in code which when loaded into a memory
and executed on a processor of a computing device cause the
computing device to perform one or more of the foregoing
method(s). In a software embodiment, software components and
modules may be implemented using standard programming
languages including, but not limited to, object-oriented
languages (e.g. Java, C++, C#, Smalltalk, etc.), functional
languages (e.g. ML, Lisp, Scheme, etc.), procedural languages
(e.g. C, Pascal, Ada, Modula, etc.), scripting languages (e.q.
Perl, Ruby, Python, JavaScript, VBScript, etc.), declarative
languages (e.g. SQL, Prolog, etc.), or any other suitable
programming language, version, extension or combination

thereof.

[0094] A computer-readable medium can be any means that
contain, store, communicate, ©propagate or transport the
program for use by or in connection with the instruction
execution system, apparatus or device. The computer-readable
medium may be electronic, magnetic, optical, electromagnetic,
infrared or any semiconductor system or device. For example,
computer executable code to perform the methods disclosed
herein may be tangibly recorded on a computer-readable medium
including, but not limited to, a floppy-disk, a CD-ROM, a DVD,
RAM, ROM, EPROM, Flash Memory or any suitable memory card,
etc. The method may also be implemented in hardware. A
hardware embodiment might employ discrete logic circuits
having logic gates for implementing logic functions on data
signals, an application-specific integrated circuit (ASIC)
having appropriate combinational logic gates, a programmable

gate array (PGA), a field programmable gate array (FPGA), etc.

[0095] This inventive subject matter has been described in

terms of specific embodiments, embodiments and configurations
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which are intended to be exemplary only. Persons of ordinary

skill in the art will appreciate, having read this disclosure,
that many obvious variations, modifications and refinements

may be made without departing from the inventive concept(s)

presented herein. The scope of the exclusive right sought by

the Applicant(s) is therefore intended to be limited solely by
the appended claims.
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CLAIMS

1. A computer-impliemented method for generation and user
modification of a classification model using dynamic user

feedback, the method comprising:

generating, by an auto-classification system embodied on
non-transitory computer memory, a classification model for
classifying digitail content, wherein generating the

classification model comprises:

generating a dynamic user feedback interface which is

presented to a user;

displaying on the dynamic user feedback interface a user
interface element prompting the user to enter a name and
description for the classification model, and
responsive to receiving input comprising a user selection of one
or more documents via the dynamic user feedback interface, adding
or importing, from a document source into a container, the
selected one or more documents as exemplars for a category of
digital content within the classification model, the container
configured for holding classified documents for training the

classification model;

subsequent to receiving user 1input comprising a user
selection of a plurality of documents, the auto-classification
system classifying the plurality of documents using

characteristics of the exemplars;
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during the classifying, after the classifying is complete, or both
during the classifying and after the classifying is complete,

the auto-classification system determining performance metrics
representing accuracy of the classification model in classifying
the plurality of documents, the performance metrics including

precision, recall, match, noise, and silence metrics;

the auto-classification system determining one or more

recommended actions based on the performance metrics;

the auto-classification system updating the dynamic user
feedback interface to display the performance metrics including
the precision, recall, match, noise, and silence metrics for a
number of the plurality of documents that have been classified

using the classification model;

the auto-classification system updating the dynamic user
feedback interface to display a user feedback guide that presents
the one or more recommended actions to improve the accuracy of
the classification model, wherein the one or more recommended
actions comprise adding one or more exemplars from the number of
the plurality of documents that have been classified using the
classification model or specifying how to meet one or more

associated content classification rules; and

providing a user-selectable interface element associated
with the user feedback guide that enables user input selecting
one of the one or more recommended actions, wherein in response
to receipt of the user input selecting the one of the one or more
recommended actions, the auto-classification system causes a
corresponding recommended action to be performed on the

classification model.
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2. The method as claimed in claim 1 wherein displaying the user
feedback qguide comprises presenting a recommended action to

change a number of exemplars.

3. The method as claimed in claim 1 wherein displaying the user
feedback guide comprises presenting a recommended action to
review a greater number of classified documents to improve a

confidence level.

4. The method as claimed in claim 1 wherein displaying the
performance metrics comprises displaying values for precision and
recall, wherein the precision represents a frequency with which
an assigned classification matches an expected classification and
wherein the recall represents a frequency with which the expected

classification is assigned across all processed documents.

5. The method as claimed in claim 1 wherein the performance metrics
are displayed in response to a review of a collection of classified
documents, wherein the review comprises accepting or rejecting an
automatically assigned classification and wherein the review further
comprises specifying an expected classification for any misclassified

documents.

6. The method as claimed in claim 1 wherein generating the
classification model further comprises defining at least one
classification rule, wherein the rule comprises a rule priority
determining an order in which rule is applied, a confidence level to
be applied to a document when the document satisfies a condition
specified by the rule and an applied classification that is to be

applied to the document.
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7. The method as claimed in claim 1 comprising prioritizing the
recommended actions based on importance and displaying the

recommended actions in order of priority.

8. A non-transitory computer-readable medium comprising
programmed instructions in code which, when loaded into a memory
and executed by a processor of a computing device, causes the

computing device to:

generate a classification model for classifying digital
content, wherein generating the classification model comprises:

generating a dynamic user feedback interface which is
presented to a user;

displaying on the dynamic user feedback interface a user
interface element prompting the user to enter a name and

description for the classification model, and

responsive to receiving input comprising a user selection
of one or more documents via the dynamic user feedback
interface, adding or importing, from a document source into a
container, the selected one content within the classification
model, the container configured for holding classified

documents for training the classification model;

subsequent to receiving user input comprising a user
selection of a plurality of documents, the auto-classification
system classifies the plurality of documents using

characteristics of the exemplars;

during the classifying, after the classifying is complete,

or both during the classifying and after the classifying is

-30-

Date Regue/Date Received 2021-06-16



complete, determine performance metrics representing accuracy of
the <classification model in <classifying the plurality of
documents, the performance metrics including precision, recall,

match, noise, and silence metrics;

determine one or more recommended actions based on the

performance metrics;

update the dynamic user feedback interface to display the
performance metrics including the precision, recall, match,
noise, and silence metrics for a number of the plurality of
documents that have been classified using the classification

model;

display a user feedback guide that presents the one or more
recommended actions to improve the accuracy of the classification
model, wherein the one or more recommended actions comprise adding
one or more exemplars from the number of the plurality of documents
that have been classified using the classification model or
specifying how to meet one or more associated content classification

rules; and

provide a user-selectable interface element associated with the
user feedback guide that enables user input selecting one of the one
or more recommended actions, wherein in response to receipt of the
user input selecting the one of the one or more recommended actions,
the auto-classification system causes a corresponding recommended

action to be performed on the classification model.

9. The non-transitory computer-readable medium as claimed in
claim 8 comprising code to present a recommended action to change

a number of exemplars.
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10. The non-transitory computer-readable medium as claimed in
claim 8 comprising code to present a recommended action to review
a greater number of classified documents to improve a confidence

level.

11. The non-transitory computer-readable medium as claimed in
claim 8 comprising code to display values for precision and recall,
wherein the precision represents a frequency with which an assigned
classification matches an expected classification and wherein the
recall represents a frequency with which the expected classification

is assigned across all processed documents.

12. The non-transitory computer-readable medium as claimed in
claim 8 wherein the performance metrics are displayed in response to
a review of a collection of classified documents, wherein the review
comprises accepting or rejecting an automatically assigned
classification and wherein the review further comprises specifying

an expected classification for any misclassified documents.

13. The non-transitory computer-readable medium as claimed in
claim 8 comprising code to define at least one classification rule,
wherein the rule comprises a rule priority determining an order in
which rule is applied, a confidence level to be applied to a document
when the document satisfies a condition specified by the rule and

an applied classification that is to be applied to the document.

14. The non-transitory computer-readable medium as claimed in
claim 8 comprising code for prioritizing the recommended actions
based on importance and for displaying the recommended actions

in order of priority.

15. An automatic document classification system comprising:
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a processor coupled to a memory;

stored instructions executable by the processor for:

generating a classification model for classifying digital

content, wherein generating the classification model comprises:

generating a dynamic user feedback interface which is

presented to a user;

displaying on the dynamic user feedback interface a user

interface element prompting the user to enter a name and
description for the classification model, and

responsive to receiving input comprising a user selection of one
or more documents via the dynamic user feedback interface, adding
or importing, from a document source into a container, the
selected one or more documents as exemplars for a category of
digital content within the classification model, the container
configured for holding classified documents for training the

classification model;

subsequent to receiving user 1input comprising a user
selection of a plurality of documents, classifying the plurality

of documents using characteristics of the exemplars;

determining performance metrics representing accuracy of the
classification model in classifying the plurality of documents,
the performance metrics including precision, recall, match,

noise, and silence metrics; and

determining one or more recommended actions based on the

performance metrics;
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updating the dynamic user feedback interface to display,
during the classifying, after the classifying is complete, or
both during the <classifying and after the classifying 1is
complete, the performance metrics including the precision,
recall, match, noise, and silence metrics for a number of the
plurality of documents that have been classified using the
classification model and updating the dynamic user feedback
interface to display a user feedback guide that presents the one
or more recommended actions to improve the accuracy of the
classification model, wherein the one or more recommended actions
comprise adding one or more exemplars from the number of the
pluraiity of documents that have «classified using the
classification model or specifying how to meet one or more

associated content classification rules; and

providing a wuser-selectable interface element associated
with the user feedback guide that enables user input selecting
one of the one or more recommended actions, wherein in response
to receipt of the user input selecting the one of the one or more
recommended actions, the auto-classification system causes a
corresponding recommended action to be performed on the

classification model.

16. The system as claimed in claim 15 wherein the user feedback
guide presents a recommended action to change a number of exemplars.

17. The system as claimed in claim 15 wherein the user feedback
guide presents a recommended action to review a greater number

of classified documents to improve a confidence level.

18. The system as claimed in claim 15 wherein the display presents

values for precision and recall, wherein the precision represents
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a frequency with which an assigned classification matches an
expected classification and wherein the recall represents a
frequency with which the expected classification is assigned across

all processed documents.

19. The system as claimed in claim 15 comprising a user input
device to enable the user to perform a review of a collection of
classified documents by accepting or rejecting an automatically
assigned classification and by specifying an expected

classification for any misclassified documents.

20. The system as claimed in claim 15 comprising a user input
device to enable the user to define at least one classification
rule, wherein the rule comprises a rule priority determining an
order in which rule is applied, a confidence level to be applied
to a document when the document satisfies a condition specified
by the rule and an applied classification that is to be applied

to the document.

21. The system as claimed in claim 15 wherein the recommended
actions are prioritized and displayed in order of priority.

22. A computer-implemented method of automatically classifying

content, the method comprising:

generating, by an auto-classification system embodied on
nontransitory computer memory, a classification model for
classifying digital content, wherein generating the

classification model comprises:

the auto-classification system generating a dynamic user

feedback interface which is presented to a user;
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the auto-classification system displaying on the dynamic
user feedback interface a user interface element prompting the
user to enter a name and description for the classification
model, and responsive to receiving input comprising a user
selection of one or more documents via the dynamic user feedback
interface, adding or importing, from a document source into a
container, the selected one or more documents as exemplars for a
category of digital content within the classification model, the
container configured for holding classified documents for

training the classification model;

subsequent to receiving wuser input comprising a user
selection of a plurality of documents, the auto-classification
system classifying the plurality of documents using

characteristics of the exemplars;

the auto-classification system determining performance
metrics representing accuracy of the classification model in
classifying the plurality of documents, the performance metrics

including precision, recall, match, noise, and silence metrics;

the auto-classification system updating the dynamic user
feedback interface to display the performance metrics including
the precision, recall, match, noise, and silence metrics for a
number of the plurality of documents that have been classified
using the classification model;

the auto-classification system determining one or more
recommended actions based on the performance metrics to improve

the accuracy of the classification model;
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the auto-classification system updating the dynamic user
feedback interface to display a user feedback guide that presents
the one or more recommended actions determined by the auto-
classification system for improving the classification model;

and

the auto-classification system providing a user-selectable
interface element associated with the user feedback guide that
enables user input selecting one of the one or more recommended
actions, wherein in response to receipt of the user input, causes
a corresponding recommended action to be performed on the

classification model.

23. The method as claimed in claim 22 wherein displaying the
performance metrics comprises displaying values for precision
and recall, wherein the precision represents a frequency with
which an assigned classification matches an expected
classification and wherein the recall represents a frequency with
which the expected classification 1s assigned across all

processed documents.

24. The method as claimed in claim 23 wherein displaying the
user feedback guide comprises presenting a recommended action to

change a number of exemplars.

25. The method as claimed in claim 23 wherein displaying the
user feedback guide comprises presenting a recommended action to
review a greater number of classified documents to improve a

confidence level.

-37-

Date Regue/Date Received 2021-06-16



CA 02794103 2012-10-31

100
110 [
120
110 E
GONTENT
SERVER 3
NETWORK
140
110 120
S oV
stf-i‘:.'f - . E §
CONTENT
CONTENT SERVER 2
SERVER 1

FIG. 1



CA 02794103 2012-10-31

NETWORK

140
A
v
CENTRAL NETWORK
PROCESSING INTERFACE 'ggﬂgg{fg
UNIT (COMM PORT) 1o
10 19 "'
/1 1
SYSTEM
MEMORY MASS STORAGE DEVICE
15
13
RANDOM
ACCESS OPERATING SYSTEM
MEMORY 18
14
READ ONLY AUTO-CLASSIFICATION
MEMORY SOFTWARE APPLICATION
16 125

FIG. 2




Content
Server
306

Web
Service
304

CA 02794103 2012-10-31

Auto-Classification Module Front
300 End
= 322
Connector | Semantic Platform
302 308
Converter | Similarity EF:;':ﬁe
310 314 318
A A
Rule
Reposito
Y Y p320 Y
Document Similarity
Conversion Search
Service Engine
312 316

FIG. 3




CA 02794103 2012-10-31

4001

Create/Modify Classification Model |

4101

Test Model to Assess Accuracy

4201

Present Dynamic User Feedback

430
Refine Model
Based on Feedback?

4401 Run Classification Job Using
Classification Model to Classify
Documents

FIG. 4



CA 02794103 2012-10-31

Create a classification model based on
one or more selected documents that

have been identified as exemplars

J 500

Display metrics for a set of documents
that have been classified using the

classification model

510

Display a user feedback guide that
presents recommended actions to refine

the classification model

520

FIG. 5



CA 02794103 2012-10-31

:
AUTO-CLASSIFICATION
METRICS
MATCHES: xx UNCLASSIFIED: xx
L1
NOISE: xx PRECISION: xx
SILENCE: xx % RECALL: xx %
L
a0 DYNAMIC USER FEEDBACK GUIDE REVIEW PANE
"\ TOREFINE YOUR MODEL, FOLLOW THE ACCEPT OR REJECT |
RECOMMENDED ACTIONS BELOW: T ASSIGNED
CLASSIFICATIONS

632
X

I RECOMMENDATION #1:

YOU DO NOT HAVE ENOUGH DOCUMENTS

[Classification # 1] <

600

-

610
/

620

622

o [—624

1/

FOR A STATISTICALLY VALID SAMPLE TO (CAccePT ) (_REECT

634T OBTAIN YOUR DESIRED CONFIDENCE (Classification #2]
LEVEL. (ACCEPT) CREJECT)

CLICK HERE TO ADD ) (CLICK HERE FOR — -

636 MORE DOCUMENTS ) | MORE DETAIL [Classification #3]
)\\ ACCEPT ) ( REJECT )

~a RECOMMENDATION #2: [Classification #4]
- YOU DO NOT HAVE ENOUGH EXEMPLARS.

T\ CLICK HERE TO ADD ) (CLICK HERE FOR [Classification #5]
MORE EXEMPLARS || MORE DETAIL (rceepr) (REECT)

L /
640



830

B

632

)

634

)

636
-\1

638.
W\.

AUTO-CLASSIFICATION

i BECOMMENDATION #1.

YOU DO NOT HAVE ENOUGH DOCUMENTS
FOR A STATISTICALLY VALID SAMPLE TO
OBTAIN YOUR DESIRED CONFIDENCE
LEVEL.

\(CL[CK HERE TO ADD E:LICK HERE FOR)

MORE DOCUMENTS MORE DETAIL

™~ RECOMMENDATION #2:
YOU DO NOT HAVE ENCUGH EXEMPLARS.

CLICK HERE TO ADD] [CL!CK HERE FOR]

MORE EXEMPLARS MORE DETAIL

METRICS
MATCHES: xx UNCLASSIFIED: xx
Lt
NOISE: xx PRECISION: xx
SILENCE: xx % RECALL: xx %
[ DYNAMIC USER FEEDBACK GUIDE REVIEW PANE
| | TOREFINE YOUR MODEL, FOLLOW THE ACCERT OR REJECT | |
RECOMMENDED ACTIONS BELOW: THE ASSIGNED
CLASSIFICATIONS

{Classification #2]
[Classification #3]
(ReiEe)
[Classification #4]
G
{Classification #5]

7/
640/

JGOD
I—ﬁ1 0

f-GZD

22

[Classification # 1] = rsza
()]




	Page 1 - COVER_PAGE
	Page 2 - ABSTRACT
	Page 3 - DESCRIPTION
	Page 4 - DESCRIPTION
	Page 5 - DESCRIPTION
	Page 6 - DESCRIPTION
	Page 7 - DESCRIPTION
	Page 8 - DESCRIPTION
	Page 9 - DESCRIPTION
	Page 10 - DESCRIPTION
	Page 11 - DESCRIPTION
	Page 12 - DESCRIPTION
	Page 13 - DESCRIPTION
	Page 14 - DESCRIPTION
	Page 15 - DESCRIPTION
	Page 16 - DESCRIPTION
	Page 17 - DESCRIPTION
	Page 18 - DESCRIPTION
	Page 19 - DESCRIPTION
	Page 20 - DESCRIPTION
	Page 21 - DESCRIPTION
	Page 22 - DESCRIPTION
	Page 23 - DESCRIPTION
	Page 24 - DESCRIPTION
	Page 25 - DESCRIPTION
	Page 26 - DESCRIPTION
	Page 27 - DESCRIPTION
	Page 28 - DESCRIPTION
	Page 29 - DESCRIPTION
	Page 30 - DESCRIPTION
	Page 31 - DESCRIPTION
	Page 32 - DESCRIPTION
	Page 33 - DESCRIPTION
	Page 34 - DESCRIPTION
	Page 35 - CLAIMS
	Page 36 - CLAIMS
	Page 37 - CLAIMS
	Page 38 - CLAIMS
	Page 39 - CLAIMS
	Page 40 - CLAIMS
	Page 41 - CLAIMS
	Page 42 - CLAIMS
	Page 43 - CLAIMS
	Page 44 - CLAIMS
	Page 45 - CLAIMS
	Page 46 - DRAWINGS
	Page 47 - DRAWINGS
	Page 48 - DRAWINGS
	Page 49 - DRAWINGS
	Page 50 - DRAWINGS
	Page 51 - DRAWINGS
	Page 52 - REPRESENTATIVE_DRAWING

