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REPRESENTING INCOMPLETE AND
UNCERTAIN INFORMATION IN GRAPH
DATA

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] The present application is a continuation of
co-pending U.S. patent application Ser. No. 13/476,316 filed
May 21, 2012. The entire disclosure of that application is
incorporated herein by reference.

STATEMENT REGARDING FEDERALLY
SPONSORED RESEARCH

[0002] The invention disclosed herein was made with U.S.
Government support under Contract No. W911NF-09-2-
0053 awarded by the U.S. Department of Defense. The Gov-
ernment has certain rights in this invention.

FIELD OF THE INVENTION

[0003] The present invention relates to data management in
graph databases.

BACKGROUND OF THE INVENTION

[0004] A goal of any dataset covering any domain or type of
data is to have as complete, certain and accurate a set of data
as possible given limitations on the collection and storage of
the data. Scientific data, for example, are often incomplete,
e.g., only certain portions of the sky have been studied by
astronomers, or inaccurate, e.g., instrument readings vary by
the sensitivity of each instrument. Similarly, business deci-
sions are made using uncertain business data, e.g., when not
all sales data have been reported in advance of a decision
being made. Previous attempts at alleviating the problems of
completeness and uncertainty have centralized the manage-
ment of data in data warehouses and used data cleaning to
remove inaccuracies. The advent of the Semantic Web has
rendered these previous approaches useless. Incomplete and
inaccurate data are available everywhere, in massive
amounts, and there is no centralized control. There are, how-
ever, significant benefits in integrating and cross-linking the
data. Incompleteness in the data cannot be completely elimi-
nated. Therefore, methods are needed to handle and to com-
pensate for incompleteness.

[0005] In the Semantic Web, the resource description
framework (RDF) model is the de-facto data representation
standard. In dealing with incomplete and uncertain data, RDF
uses “blank nodes™ as a rudimentary mechanism to support
incomplete information. Due to the lack of clear semantics,
this support is inadequate. In addition, existing systems pro-
vide implementations of blank node semantics that are far
from the spirit of the standard. The only support of incom-
pleteness in RDF comes in the form of probabilistic RDF
data. The use of probabilities is impractical as they need to be
determined and associated with the data within RDF.

SUMMARY OF THE INVENTION

[0006] Systems and methodsinaccordance with exemplary
embodiment of the present invention use models for repre-
senting incompleteness in RDF that provide clear semantics
for both the representation of incompleteness and the query-
ing of the data. The techniques and semantics address the
limitations of blank nodes and unlike existing techniques do

Nov. 21, 2013

not require any probabilities to represent incompleteness. In
accordance with one exemplary embodiment, the present
invention is directed to a system for representing and query-
ing incomplete and uncertain information in graph data. The
system includes a graph data input module configured to
receive graph data containing a plurality of graphs. Each
graph includes a subject node, an object node and a predicate
extending from the subject node to the object node. In one
embodiment, each subject node includes a uniform resource
identifier or a blank subject node. In addition, each predicate
can include a uniform resource identifier or a blank predicate,
and each object node can include a uniform resource identi-
fier, a literal or a blank object node.

[0007] The system also includes an uncertainty and incom-
pleteness specification module in communication with the
graph data input module. This uncertainty and incomplete-
ness specification module includes an incompleteness mod-
eler to insert a variable into each one of a plurality of graph
nodes including the blank subject nodes, blank predicates and
blank object nodes and an uncertainty modeler to determine
alternative values for the inserted variables. In one embodi-
ment, the incompleteness modeler includes an incomplete
graph data modeler configured to generate an incomplete
graph data set by inserting a distinct variable into each blank
subject node, each blank predicate and each blank object node
in each graph within the plurality of graphs received by the
graph data input module. The uncertainty modeler can also
include a partial uncertain graph data modeler configured to
generate a partial uncertain graph data set containing alterna-
tive values for a portion of all variables in the incomplete data
graph set. Each variable is replaced by a given group of
alternative values selected from a set of alternative values that
is a union of all subsets of a set of all uniform resource
identifiers in the received graph data and all subsets of a set of
all literals in the plurality of graphs received by the graph data
input module.

[0008] In one embodiment, the uncertainty modeler is an
uncertain graph data modeler configured to generate an
uncertain graph data set that includes alternative values for all
variables in the incomplete data graph set. Each variable is
replaced by a given group of alternative values, and each
group of alternative values selected from a set of alternative
values that is a union of all subsets of a set of all uniform
resource identifiers in the received graph data and all subsets
of'a set of all literals in the plurality of graphs received by the
graph data input module. In one embodiment, the system
further also includes a graph storage database for storing the
incomplete graph data set and the uncertain graph data set.

[0009] In one embodiment, the system includes a query
processing module in communication with the uncertainty
and incompleteness specification module. The query process-
ing module is configured to process user-defined queries over
models generated by the incompleteness modeler and the
uncertainty modeler. In one embodiment, the query process-
ing module includes a naive evaluator to identify certain
answers to the user-defined query from the graph data. Each
certain answer includes a certain value obtained from a given
graph in the plurality of graphs that is equivalent for any
alternative value of at least one of the subject node, the object
node and the predicate of that given graph. In addition, a
potential answer evaluator is used to identify potential
answers to the query from the graph data. Each potential
answer includes two or more potential values for at least one
of the subject node, the object node and the predicate of a
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given graph. A certain potential answer evaluator identifies
certain potential answers to the query over the graph data.
Each certain potential answer has a number of potential val-
ues below a prescribed threshold.

[0010] Exemplary embodiments in accordance with the
present invention are also directed to a method for represent-
ing incomplete and uncertain information in graph data.
According to this method, graph data containing a plurality of
graphs are received. Each graph contains a subject node, an
object node and a predicate extending from the subject node
to the object node. An incomplete graph data set is created
containing the plurality of graphs by inserting a variable into
at least one of the subject node, the predicate and the object
node in one or more graphs within the plurality of graphs. In
addition, an uncertain graph data set is created by substituting
alternative values for all variables in the incomplete data
graph set. Each variable is replaced by a given group of
alternative values. In one embodiment, each subject node
contains a uniform resource identifier or a blank subject node.
In addition, each predicate contains a uniform resource iden-
tifier or a blank predicate, and each object node can be a
uniform resource identifier, a literal or a blank object node.
Therefore, creating the incomplete graph data set includes
inserting the variable into each blank subject node, each blank
predicate and each blank object node in each graph within the
plurality of graphs. In addition, each group of alternative
values is selected from a set of alternative values that is a
union of all subsets of a set of all uniform resource identifiers
in the received graph data and all subsets of a set of all literals
in the received graph data.

[0011] In one embodiment, a partial uncertain graph data
set is created by substituting alternative values for a portion of
all variables in the incomplete data graph. Each variable is
replaced by a given group of alternative values selected from
the set of alternative values. Creating the partial uncertain
graph data set includes creating a plurality of partial uncertain
graph data sets by substituting alternative values for variables
in each one of a plurality of portions of all variables in the
incomplete data set. Each portion in the plurality of portions
represents a distinct portion. In one embodiment, creating the
incomplete graph data set involves only inserting variables in
object nodes located at graph endpoints. Each graph endpoint
is anode within the graph data lacking any links extending out
from that node. In one embodiment, creating an incomplete
graph data set includes creating a plurality of incomplete
graph data sets by inserting a variable into each blank subject
node, each blank predicate and each blank object node in each
one of a plurality of distinct sets of blank subject nodes, blank
predicates and blank object nodes within the plurality of
graphs. In addition, creating an uncertain graph data set
includes creating a plurality of uncertain graph data sets, one
uncertain graph data set for each incomplete graph data set.

[0012] In one embodiment, creating an uncertain graph
data set includes creating a plurality of uncertain graph data
sets by substituting alternative values for all variables in each
one of a plurality of subsets of variables in the incomplete
data graph set. Each subset of variables represents a distinct
subset of variables. In one embodiment, a probabilistic graph
data set is created by substituting a distinct set of alternative
values for each variable in the incomplete data graph set. Each
set of alternative values contains at least one alternative value
selected from the set of alternative values and a pre-deter-
mined probability associated with each alternative value in
that set of alternative values.
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[0013] Exemplary embodiments in accordance with the
present invention are also directed to a method for querying
incomplete and uncertain information in graph data. Accord-
ing to this method, a query is received from a user over graph
data containing a plurality of graphs. Each graph contains a
subject node, an object node and a predicate extending from
the subject node to the object node. In addition, each subject
node can be a uniform resource identifier or a blank subject
node. Similarly, each predicate can be a uniform resource
identifier or a blank predicate, and each object node can be a
uniform resource identifier, a literal or a blank object node.
Certain answers to the query over the graph data are identi-
fied. Each certain answer is a certain value obtained from a
given graph in the plurality of graphs that is equivalent for any
alternative value of at least one of the subject node, the object
node and the predicate of that given graph. In addition, poten-
tial answers to the query over the graph data are identified.
Each potential answer has two or more potential values for at
least one of the subject node, the object node and the predicate
from a given graph. Certain potential answers to the query
over the graph data are then identified. Each certain potential
answer has a number of potential values below a prescribed
threshold. The certain answers and the certain potential
answers are communicated to the user in response to the
query.

[0014] In one embodiment, the query from the user
includes a user-defined certainty threshold in combination
with the query. This user-defined certainty threshold is a
maximum amount of acceptable uncertainty in any given
query answer. The prescribed threshold is calculated based
upon the user-defined certainty threshold. In one embodi-
ment, an incomplete graph data set is created containing the
plurality of graphs by inserting a variable into each blank
subject node, each blank predicate and each blank object node
in each graph within the plurality of graphs. An uncertain
graph data set is created by substituting alternative values for
all variables in the incomplete data graph. Each variable is
replaced by a given group of alternative values. Each group of
alternative values is selected from a set of alternative values
that is a union of all subsets of a set of all uniform resource
identifiers in the received graph data and all subsets of a set of
all literals in the received graph data.

[0015] Inoneembodiment,identifying potential answers to
the query further includes processing the query over the
incomplete data set to identify the potential answers. Each
potential answer includes a variable ina given graph in at least
one of the subject node, the object node and the predicate of
that given graph that can yield the two or more potential
values. In one embodiment, identifying the certain potential
answers to the query includes evaluating the variable associ-
ated with each potential answer using the uncertain graph
data set to identify variables having the number of potential
values below the prescribed threshold.

BRIEF DESCRIPTION OF THE DRAWINGS

[0016] FIG. 1 is a schematic representation of an embodi-
ment of a resource description framework graph for use in
accordance with the present invention; and

[0017] FIG. 2 is a schematic representation of an embodi-
ment of graph data illustrating incomplete data;

[0018] FIG. 3 is a schematic representation of an embodi-
ment of graph data illustrating uncertain data;
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[0019] FIG. 4 is a schematic representation of a system for
representing and querying incomplete and uncertain data in
accordance with the present invention;

[0020] FIG. 5 is flow chart illustrating an embodiment of a
method for representing incomplete and uncertain graph data
in accordance with the present invention; and

[0021] FIG. 6 is flow chart illustrating an embodiment of a
method for querying incomplete and uncertain graph data in
accordance with the present invention.

DETAILED DESCRIPTION

[0022] Systems and methods in accordance with the
present invention provide for the representation of incom-
plete and uncertain data in a graph database such as a resource
description framework (RDF) database and for the process-
ing of queries over the incomplete and uncertain graphs
within RDF. RDF is a framework or language for representing
information or data, for example about resources, in a net-
worked computing environment such as the Internet or World
Wide Web. RDF provides a simple and powerful model for
managing large amounts of data or resources. Suitable net-
work or web-based resources include, but are not limited to,
metadata such as the title, author, and modification date of a
Web page, copyright and licensing information about a Web
document, the availability of a shared resource, information
about products for sale, communication protocol informa-
tion, customer information including name, location and
demographic information, business information, on-line
catalogues, publically available government records, medical
records as well as data about cars, businesses, people and
news events. RDF provides a common framework for
expressing this information so it can be exchanged between
applications without loss of meaning, yielding the ability to
exchange or communication to applications, i.e., computer
applications, other than those for which it was originally
created.

[0023] Referring initially to FIG. 1, the data contained in an
RDF are arranged into one or more graphs 100. The funda-
mental unit of each graph is a three-part graph, i.e., a triple,
having a subject 102, a predicate 104 and an object 106.
Therefore, RDF uses directed multigraphs. In one embodi-
ment, the direction of the graphs is ignored, and the graphs are
interpreted as undirected. Each triple can be a stand alone
triple in the graph data or can be combined with other triples
in a nested or branching type of arrangement to illustrate
subjects with multiple predicates or objects and objects that
also are subjects. For a given triple, the subject and object are
nodes in the graph, and the predicate represents a connection
or transitions between these nodes. Therefore, RDF is used to
describe the value of properties associated with things, and
resources such as Web-based resources, i.e., the things, are
described by specifying those properties and values. In RDF
the subject is the node or portion of the triple that identifies the
thing the statement or graph is about. The predicate identifies
the property or characteristic of the subject that the graph
specifies, and the subject identifies the value of that property.
[0024] Each node can have one or more predicates extend-
ing into or out from that node. A given subject or predicate can
be represented as a uniform resource identifier (URI) or a
variable, and objects can be represented by a URI, a variable
of a literal. In one embodiment, a literal is a simple string of
information and represents an end-point or “leaf node” in the
RDF graph. For example, a web-page without any outlinks is
an example of a literal. Therefore, RDF {facilitates the identi-
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fication of objects using the standard Web identifiers—URIs.
In addition, resources are described using simple properties
and property values. RDF also facilitates the use of a machine
processable extensible mark-up language (XML) based syn-
tax for recording and exchanging the graphs.

[0025] When the nodes, i.e., subject and objects, or predi-
cate in a given graph do not contain a value, that graph is
incomplete. In addition, when a given node or predicate
within a graph can have more than one value, that graph is
uncertain. Therefore, incompleteness is the lack of full
knowledge within a graph database, and uncertainty is the
existence of conflicting information within a graph database.
Incomplete and uncertain data can result from inherent errors
in machine generated data and from the heterogeneous and
conflicting nature of data integrated from different indepen-
dent sources, e.g., the combining of RDF graphs. Referring to
FIG. 2, an example of an incomplete data graph 200 is illus-
trated. The subject 202 has a first outgoing predicate 206
extending to a first object 208, a second outgoing predicate
210 extending to a second object 212 and a third outgoing
predicate 214 extending to a blank object 216. This blank
object represents the incompleteness in the graph as its value,
i.e., URI or literal, is unknown. For example, the subject node
represents a leader of an organization, and each predicate
describes a subordinate in that organization. The blank node
indicates that one of these individuals in the organization is
unknown. Alternatively, the subject represents a given indi-
vidual, and each predicate represents a quality associated
with that individual, e.g., age, residence, job. The blank node
is associated with a quality that is unknown, for example, the
individual’s age is unknown.

[0026] In addition to incompleteness, the data graph of
FIG. 2 also illustrates uncertainty when the blank node can
represent more than one value. For example, the age of the
individual can potentially be two or more values or the iden-
tity of the person in the organization can be two or more
persons. Only one value is completely correct; however, it
may not be required or desired to be completely correct of all
information in a data graph. For example, it may be accept-
able to know the person’s age with a 50% probability or
within a given range of ages. Referring to FIG. 3, another data
graph 300 illustrating uncertainty in the values of a given
node is illustrated. A subject node 302 has a single first
predicate 304 extending to a blank node 306. Three edges
extend from the blank node, a first predicate 308 extending
from a first object node 310, a second predicate 312 extending
to a second object node 314 and a third predicate 316 extend-
ing to a third object node 316. The blank node 306 makes the
graph incomplete and can also contain multiple alternative
answers making this data graph uncertain as well. This struc-
ture can arise in table-based data, where the object nodes
represent columns of data in a graph having multiple rows.
The row is specified in the blank node.

[0027] Exemplary embodiments of systems and methods in
accordance with the present invention provide for the repre-
sentation of incompleteness and uncertainty in RDF graph
data and for the extraction, i.e., querying, of information from
otherwise and uncertain RDF graph data. Referring to FI1G. 4,
an exemplary embodiment of a system for representing and
querying incomplete and uncertain information in graph data
400 in accordance with the present invention is illustrated.
This system includes a graph data representation portion 402
for receiving and representing graph data and a graph data
query portion 404 for receiving user-defined queries and pro-
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cessing these queries using the generated graph data repre-
sentations. Both the graph data representation portion and the
graph data query portion can be executing as a single appli-
cation on a single computing system or within a single
domain or can be formed as a distributed computing system.
The graph data representation portion includes at least one
graph data input module 406 that is in communication with
one or more data sources or databases across one or more
networks. The graph data input module receives graph data
from these data sources. These graph data include a plurality
of graphs. Each graph is arranged as a triple as discussed
above and includes a subject node, an object node and a
predicate extending from the subject node to the object node.
Each subject node can be a uniform resource identifier (URI)
or a blank subject node. Each predicate can be a URI or a
blank predicate, and each object node can be a URI, a literal
or a blank object node. Therefore, for given set of graph data
input, there is a set of URI’s and a set of literals defined as the
union of URI’s and literals across all nodes and predicates.
There is also a set of blank nodes and blank predicates from
the graph data.

[0028] The data representation portion also includes an
uncertainty and incompleteness specification module 408
that is in communication with the graph data input module.
The uncertainty and incompleteness specification module can
receive graph data from the graph data input module and
contains a plurality of modelers for processing the graph data.
The uncertainty and incompleteness specification module is
extensible, because additional modelers can be added as
desired for a given type or number of generated data graph.
Each one of these modelers can be used to create a distinct
type of modified data graph or a distinct instance of a single
type of data graph. In one embodiment, these modelers are
configured as a computer application running on one or more
computing systems. The uncertainty and incompleteness
specification module includes at least one and preferably a
plurality of incompleteness modelers 400,412,414 to insert a
variable into each one of a plurality of graph nodes selected
from the blank subject nodes, blank predicates and blank
object nodes. In one embodiment, the incompleteness mod-
eler is an incomplete graph data modeler configured to gen-
erate an incomplete graph data set by inserting a distinct
variable into each blank subject node, each blank predicate
and each blank object node in each graph within the plurality
of graphs received by the graph data input module. Therefore,
each blank node within the graph data is assigned a unique
variable that can be solved under different conditions to deter-
mine one or more potential values for that node. These dif-
ferent conditions are referred to as worlds, i.e., in one world
that value of that node is x and in another world the value of
that node is y.

[0029] In addition, the uncertainty and incompleteness
specification module includes at least one and preferably a
plurality of uncertainty modelers 416,418,420 to determine
alternative values for the inserted variables. These are values
for the blanks nodes and the variables in the blank nodes for
each one of the plurality of worlds. In one embodiment, the
uncertainty modeler is an uncertain graph data modeler that
generates an uncertain graph data set containing alternative
values for all variables in the incomplete data graph set.
Therefore, all nodes and all predicates having variables
assigned by the incompleteness modeler are covered. Each
variable is replaced by a given group of alternative values, and
each group of alternative values is selected from a set of
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alternative values that is a union of all subsets of a set of all
uniform resource identifiers in the received graph data and all
subsets of a set of all literals in the plurality of graphs received
by the graph data input module.

[0030] Inaddition to covering all variables in all nodes and
predicates, a subset or portion of all variables can be covered.
In one embodiment, the uncertainty modeler is a partial
uncertain graph data modeler that generates a partial uncer-
tain graph data set containing alternative values for a portion
of all variables in the incomplete data graph set. Again, each
variable is replaced by a given group of alternative values
selected from the set of alternative values that is a union of all
subsets of a set of all uniform resource identifiers in the
received graph data and all subsets of a set of all literals in the
plurality of graphs received by the graph data input module.
Any give subset of variables can be chosen, and multiple
partial uncertain graph data sets can be generated using dif-
ferent portions of the variables that are either overlapping or
mutually exclusive. In one embodiment, the partial uncertain
graph data modeler substitutes alternative values only in vari-
ables located in object nodes located at graph endpoints. Each
graph endpoint is a node within the graph data lacking any
links extending out from that node. These graph endpoint
nodes can be analogized to leaf nodes in tree architecture.

[0031] Another type of uncertainty modeler is a probabi-
listic graph modeler that creates a probabilistic graph data set
having a distinct set of alternative values for each variable or
subset of variables in the incomplete data graph set. Each set
of alternative values includes at least one alternative value
selected from the set of alternative values containing a union
of all subsets of a set of all uniform resource identifiers in the
received graph data and all subsets of a set of all literals in the
plurality of graphs received by the graph data input module.
Each alternative values is paired with a pre-determined prob-
ability associated with each alternative value in that set. This
probability is the probability that the associated alternative
value is the true or certain value for that variable and is
determined in advance and assigned to the variable. Other
modelers can also be included to create additional or alterna-
tive incomplete and uncertain graph data sets. Producing a
variety of graph data sets can yield alternative analysis and
results during a given graph data query. These alternative
results can be compared, contrasted and combined to yield a
more effective and accurate analysis.

[0032] The graph data query portion 404 includes a user
query input 422 that is in communication with one or more
users across one or more networks. The user query input
receives user-defined queries over the graph data inputted to
the graph data representation portion. In addition to specify
the type or content of the desired data, users specity the
accuracy or uncertainty that can be tolerated in any given
response to the submitted inquiry. The graph data query por-
tion includes a query processing module 424 in communica-
tion with the user query input and a graph storage database
426 containing the incomplete graph data set and the uncer-
tain graph data sets generated by the various modelers in the
uncertainty and incompleteness specification module. Both
the query processing module and the graph storage database
are in communication with each other and with the uncer-
tainty and incompleteness specification module. The query
processing module processes the received user-defined que-
ries over models generated by the incompleteness modelers
and the uncertainty modelers.
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[0033] In one embodiment, the query processing module
includes a plurality of separate evaluators to be used in pro-
cessing a given query. These evaluators are run in series or in
parallel to more efficiently process a query. For query answers
that are known and do not vary across the potential worlds,
these answers are extracted using a naive evaluator. The naive
evaluator identifies certain answers to the user-defined query
from the graph data. Each certain answer is a certain value
obtained from a given graph in the plurality of graphs that is
equivalent for any alternative value of any subject node,
object node, predicate or combination of subject node, object
node or predicate of that given graph. Therefore, changing
variables or alternative answers does not change the certain
answers. With the certain answers determined, the query pro-
cessing module looks at the uncertain answers. A potential
answer evaluator identifies potential answers to the query
from the graph data. Each potential answer, i.e., variable in
the graph, represents two or more potential values for at least
one of the subject node, the object node and the predicate of
a given graph.

[0034] The potential answer canrepresent a given degree of
certainty. For example, if only two values are associated with
the potential answer, then the certainty is 50%. Similarly, four
values represent a certainty of 25%. In addition, a given value
can appear more than once, and even though the there are two
potential values; one value appears in 80% of'the worlds. The
degree of certainty is important in deterring which answers
are suitable or acceptable answers to a given query. Therefore,
a certain potential answer evaluator is used to identify certain
potential answers to the query over the graph data. Each
certain potential answer has a number of potential values
below a prescribed threshold or potential values that appear a
given percentage of the time. This prescribed threshold or
percentage corresponds to or is determined from an accept-
able level of uncertainty communicated from the user with the
inquiry. The graph data query portion 404 also includes a
query results output model 428 to communicate the query
results to the user.

[0035] Referring to FIG. 6, in one exemplary embodiment,
the present invention is directed to a method for representing
incomplete and uncertain information in graph data 600,
using for example, systems for representing and querying
incomplete and uncertain information in graph data in accor-
dance with the present invention. Graph data containing a
plurality of graphs are received 602. Each graph includes a
subject node, an object node and a predicate extending from
the subject node to the object node. Regarding the content of
these nodes, each subject node can include a uniform resource
identifier, i.e., a Web page, or can be a blank subject node. In
addition, each predicate can include a uniform resource iden-
tifier or can be a blank predicate, and each object node can
include a uniform resource identifier, a literal, e.g., simple
strings or web pages with no links, or can be a blank object
node.

[0036] At least one or alternatively a plurality of incom-
plete graph data sets is created 604. Each incomplete graph
data set includes the plurality of graphs, or a subset of the
plurality of graphs and is created by inserting a variable into
each blank subject node, each blank predicate and each blank
object node in each graph within the plurality of graphs. In
one embodiment, variables are only inserted into in object
nodes located at graph endpoints. Each graph endpoint is a
node within the graph data lacking any links extending out
from that node. When a plurality of incomplete graph data
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sets are created, a variable is inserted into each blank subject
node, each blank predicate and each blank object node in each
one of a plurality of distinct sets of blank subject nodes, blank
predicates and blank object nodes within the plurality of
graphs. In one embodiment, variables are used not only for
blank nodes but also for any unknown or uncertain nodes
irrespectively of whether a blank node pre-exists or not.

[0037] Having created one or more incomplete graph data
sets, one or more uncertain graph data sets are created 606.
This includes creating at least one or a plurality of uncertain
graph data sets by substituting alternative values for all vari-
ables in the incomplete data graph 608. Each variable is
replaced by a given group of alternative values, and each
group of alternative values is selected from a set of alternative
values that is a union of all subsets of a set of all uniform
resource identifiers in the received graph data and all subsets
of a set of all literals in the received graph data. When a
plurality of uncertain graph data sets is created, one uncertain
graph data set is created for each incomplete graph data set.
Alternatively, a plurality of uncertain graph data sets is cre-
ated for a single incomplete graph data set. The creation of
uncertain graphs also includes creating one or a plurality of
partial uncertain graph data sets by substituting alternative
values for a portion of all variables in the incomplete data
graph. Each variable is replaced by a given group of alterna-
tive values selected from the set of alternative values. In one
embodiment, alternative values are only substituted in vari-
ables located in object nodes located at graph endpoints. Each
graph endpoint is a node within the graph data lacking any
links extending out from that node.

[0038] In one embodiment, a plurality of partial uncertain
graph data sets is created by substituting alternative values for
variables in each one of a plurality of portions of all variables
in the incomplete data set. Each portion in the plurality of
portions comprising a distinct portion or the portions can
partially overlap. In one embodiment, alternative values are
substituted for all variables in each one of a plurality of
subsets of variables in the incomplete data graph set. Each
subset of variables can be a distinct subset of variables or can
overlap.

[0039] The creation of the uncertain graph data sets also
includes creating at least one or a plurality of probabilistic
graph data sets 612 by substituting a distinct set of alternative
values for each variable in one or more of the incomplete data
graph sets. Each set of alternative values includes at least one
alternative value selected from the set of alternative values
and a pre-determined probability associated with each alter-
native value in that set of alternative values. All of the created
incomplete and uncertain data graphs sets are then stored in
one or more databases 614 for use in processing user defined
queries.

[0040] Referring to FIG. 7, exemplary embodiments in
accordance with the present invention are directed to a
method for querying incomplete and uncertain information in
graph data 700. A query is received 702 from a user. This
query is over the graph data that includes a plurality of graphs,
each graph comprising the subject node, object node and
predicate extending from the subject node to the object node
as discussed above. The user-defined query also includes a
user-defined certainty threshold in combination with the
query. The user-defined certainty threshold comprising a
maximum amount of acceptable uncertainty in any given
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query answer. Based upon this user acceptable uncertainty,
the prescribed threshold that is acceptable for any alternative
answer is calculated 704.

[0041] The query is then processed 706 over the graph data
including the incomplete and uncertain graph data sets that
were created. Initially, certain answers to the query are deter-
mined over the graph data 708. Each certain answer is a
certain value obtained from a subject node, predicate or
object node of a given graph in the plurality of graphs. This
certain value is equivalent or consistent for any alternative
value of at least one of the subject node, the object node and
the predicate of that given graph.

[0042] Having identified the certain answers, potential
answers 710 to the query are determined over the graph data.
Each potential answer represents two or more potential values
for at least one of the subject node, the object node and the
predicate from a given graph. Therefore, the value of a sub-
ject, object or predicate can vary among the various worlds.
Having found potential answers, certain potential answers to
the query are identified 712 over the graph data. Each certain
potential answer having a number of potential values below a
prescribed threshold, as calculated based upon the calculate
threshold from the user-defined input.

[0043] Inone embodiment, an incomplete graph data set or
sets are created as described herein including the plurality of
graphs by inserting a variable into each blank subject node,
each blank predicate and each blank object node in each graph
within the plurality of graphs. In addition, an uncertain graph
data set or sets are created as described herein by substituting
alternative values for all variables in the incomplete data
graph. Each variable is replaced by a given group of alterna-
tive values, and each group of alternative values is selected
from a set of alternative values comprising a union of all
subsets of a set of all uniform resource identifiers in the
received graph data and all subsets of a set of all literals in the
received graph data. Having created these graph data sets, the
query is processed over the incomplete data set to identify the
potential answers, and the variable associated with each
potential answer is evaluated using the uncertain graph data
set to identify variables having the number of potential values
below the prescribed threshold. Having identified the certain
and acceptable potential answers to the query, the certain
answers and the certain potential answers are communicated
to the user in response to the query 714.

[0044] As will be appreciated by one skilled in the art,
aspects of the present invention may be embodied as a system,
method or computer program product. Accordingly, aspects
of the present invention may take the form of an entirely
hardware embodiment or an embodiment combining soft-
ware and hardware aspects that may all generally be referred
to herein as a “circuit,” “module” or “system.” Furthermore,
aspects of the present invention may take the form of'a com-
puter program product embodied in one or more computer
readable medium(s) having computer readable program code
embodied thereon.

[0045] Any combination of one or more computer readable
medium(s) may be utilized. The computer readable medium
may be a computer readable signal medium or a computer
readable storage medium. A computer readable storage
medium may be, for example, but not limited to, an elec-
tronic, magnetic, optical, electromagnetic, infrared, or semi-
conductor system, apparatus, or device, or any suitable com-
bination of the foregoing. More specific examples (a non-
exhaustive list) of the computer readable storage medium
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would include the following: an electrical connection having
one or more wires, a portable computer diskette, a hard disk,
a random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory
(EPROM or Flash memory), an optical fiber, a portable com-
pact disc read-only memory (CD-ROM), an optical storage
device, a magnetic storage device, or any suitable combina-
tion of the foregoing. In the context of this document, a
computer readable storage medium may be any tangible
medium that can contain, or store a program for use by or in
connection with an instruction execution system, apparatus,
or device.

[0046] A computer readable signal medium may include a
propagated data signal with computer readable program code
embodied therein, for example, in baseband or as part of a
carrier wave. Such a propagated signal may take any of a
variety of forms, including, but not limited to, electro-mag-
netic, optical, or any suitable combination thereof. A com-
puter readable signal medium may be any computer readable
medium that is not a computer readable storage medium and
that can communicate, propagate, or transport a program for
use by or in connection with an instruction execution system,
apparatus, or device.

[0047] Program code embodied on a computer readable
medium may be transmitted using any appropriate medium,
including but not limited to wireless, wireline, optical fiber
cable, RF, etc., or any suitable combination of the foregoing.
[0048] Computer program code for carrying out operations
for aspects of the present invention may be written in any
combination of one or more programming languages, includ-
ing an object oriented programming language such as Java,
Smalltalk, C++ or the like and conventional procedural pro-
gramming languages, such as the “C” programming language
or similar programming languages. The program code may
execute entirely on the user’s computer, partly on the user’s
computer, as a stand-alone software package, partly on the
user’s computer and partly on a remote computer or entirely
on the remote computer or server. In the latter scenario, the
remote computer may be connected to the user’s computer
through any type of network, including a local area network
(LAN) or a wide area network (WAN), or the connection may
be made to an external computer (for example, through the
Internet using an Internet Service Provider).

[0049] Aspects ofthe present invention are described above
with reference to flowchart illustrations and/or block dia-
grams of methods, apparatus (systems) and computer pro-
gram products according to embodiments of the invention. It
will be understood that each block of the flowchart illustra-
tions and/or block diagrams, and combinations of blocks in
the flowchart illustrations and/or block diagrams, can be
implemented by computer program instructions. These com-
puter program instructions may be provided to a processor of
a general purpose computer, special purpose computer, or
other programmable data processing apparatus to produce a
machine, such that the instructions, which execute via the
processor of the computer or other programmable data pro-
cessing apparatus, create means for implementing the func-
tions/acts specified in the flowchart and/or block diagram
block or blocks.

[0050] These computer program instructions may also be
stored in a computer readable medium that can direct a com-
puter, other programmable data processing apparatus, or
other devices to function in a particular manner, such that the
instructions stored in the computer readable medium produce
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an article of manufacture including instructions which imple-
ment the function/act specified in the flowchart and/or block
diagram block or blocks.

[0051] The computer program instructions may also be
loaded onto a computer, other programmable data processing
apparatus, or other devices to cause a series of operational
steps to be performed on the computer, other programmable
apparatus or other devices to produce a computer imple-
mented process such that the instructions which execute on
the computer or other programmable apparatus provide pro-
cesses for implementing the functions/acts specified in the
flowchart and/or block diagram block or blocks.

[0052] The flowchart and block diagrams in the Figures
illustrate the architecture, functionality, and operation of pos-
sible implementations of systems, methods and computer
program products according to various embodiments of the
present invention. In this regard, each block in the flowchart
or block diagrams may represent a module, segment, or por-
tion of code, which comprises one or more executable
instructions for implementing the specified logical function
(s). It should also be noted that, in some alternative imple-
mentations, the functions noted in the block may occur out of
the order noted in the figures. For example, two blocks shown
in succession may, in fact, be executed substantially concur-
rently, or the blocks may sometimes be executed in the reverse
order, depending upon the functionality involved. It will also
be noted that each block of the block diagrams and/or flow-
chart illustration, and combinations of blocks in the block
diagrams and/or flowchart illustration, can be implemented
by special purpose hardware-based systems that perform the
specified functions or acts, or combinations of special pur-
pose hardware and computer instructions.

[0053] Methods and systems in accordance with exemplary
embodiments of the present invention can take the form of an
entirely hardware embodiment, an entirely software embodi-
ment or an embodiment containing both hardware and soft-
ware elements. In a preferred embodiment, the invention is
implemented in software, which includes but is not limited to
firmware, resident software and microcode. In addition,
exemplary methods and systems can take the form of a com-
puter program product accessible from a computer-usable or
computer-readable medium providing program code for use
by or in connection with a computer, logical processing unit
or any instruction execution system. For the purposes of this
description, a computer-usable or computer-readable
medium can be any apparatus that can contain, store, com-
municate, propagate, or transport the program for use by or in
connection with the instruction execution system, apparatus,
or device. Suitable computer-usable or computer readable
mediums include, but are not limited to, electronic, magnetic,
optical, electromagnetic, infrared, or semiconductor systems
(or apparatuses or devices) or propagation mediums.
Examples of a computer-readable medium include a semi-
conductor or solid state memory, magnetic tape, a removable
computer diskette, a random access memory (RAM), a read-
only memory (ROM), a rigid magnetic disk and an optical
disk. Current examples of optical disks include compact disk-
read only memory (CD-ROM), compact disk-read/write
(CD-R/W) and DVD.

[0054] Suitable data processing systems for storing and/or
executing program code include, but are not limited to, at least
one processor coupled directly or indirectly to memory ele-
ments through a system bus. The memory elements include
local memory employed during actual execution of the pro-
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gram code, bulk storage, and cache memories, which provide
temporary storage of at least some program code in order to
reduce the number of times code must be retrieved from bulk
storage during execution. Input/output or I/O devices, includ-
ing but not limited to keyboards, displays and pointing
devices, can be coupled to the system either directly or
through intervening 1/O controllers. Exemplary embodi-
ments of the methods and systems in accordance with the
present invention also include network adapters coupled to
the system to enable the data processing system to become
coupled to other data processing systems or remote printers or
storage devices through intervening private or public net-
works. Suitable currently available types of network adapters
include, but are not limited to, modems, cable modems, DSL
modems, Ethernet cards and combinations thereof.

[0055] Inoneembodiment, the present invention is directed
to a machine-readable or computer-readable medium con-
taining a machine-executable or computer-executable code
that when read by a machine or computer causes the machine
or computer to perform a method for representing and que-
rying incomplete and uncertain information in graph data in
accordance with exemplary embodiments of the present
invention and to the computer-executable code itself. The
machine-readable or computer-readable code can be any type
of'code orlanguage capable of being read and executed by the
machine or computer and can be expressed in any suitable
language or syntax known and available in the art including
machine languages, assembler languages, higher level lan-
guages, object oriented languages and scripting languages.
The computer-executable code can be stored on any suitable
storage medium or database, including databases disposed
within, in communication with and accessible by computer
networks utilized by systems in accordance with the present
invention and can be executed on any suitable hardware plat-
form as are known and available in the art including the
control systems used to control the presentations of the
present invention.

[0056] While it is apparent that the illustrative embodi-
ments of the invention disclosed herein fulfill the objectives
of'the present invention, it is appreciated that numerous modi-
fications and other embodiments may be devised by those
skilled in the art. Additionally, feature(s) and/or element(s)
from any embodiment may be used singly or in combination
with other embodiment(s) and steps or elements from meth-
ods in accordance with the present invention can be executed
or performed in any suitable order. Therefore, it will be under-
stood that the appended claims are intended to cover all such
modifications and embodiments, which would come within
the spirit and scope of the present invention.

1. A system for representing and querying incomplete and
uncertain information in graph data, the system comprising:

a computing system comprising:

a graph data input module configured to receive graph
data comprising a plurality of graphs, each graph
comprising a subject node, an object node and a predi-
cate extending from the subject node to the object
node, each subject node comprising a uniform
resource identifier or a blank subject node, each predi-
cate comprising a uniform resource identifier or a
blank predicate and each object node comprising a
uniform resource identifier, a literal or a blank object
node; and
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anuncertainty and incompleteness specification module
in communication with the graph data input module,
the uncertainty and incompleteness specification
module comprising:
an incompleteness modeler to insert a variable into
each one of a plurality of graph nodes selected from
the blank subject nodes, blank predicates and blank
object nodes; and
an uncertainty modeler to determine alternative val-
ues for the inserted variables, wherein the uncer-
tainty modeler comprises an uncertain graph data
modeler configured to generate an uncertain graph
data set comprising alternative values for all
inserted variables and each variable is replaced by
a given group of alternative values, each group of
alternative values selected from a set of alternative
values comprising a union of all subsets of a set of
all uniform resource identifiers in the received
graph data and all subsets of a set of all literals in
the plurality of graphs received by the graph data
input module.

2. The system of claim 1, wherein the incompleteness
modeler comprises an incomplete graph data modeler con-
figured to generate an incomplete graph data set by inserting
a distinct variable into each blank subject node, each blank
predicate and each blank object node in each graph within the
plurality of graphs received by the graph data input module.

3. (canceled)

4. The system of claim 1, wherein the system further com-
prises a graph storage database comprising the incomplete
graph data set and the uncertain graph data set.

5. The system of claim 2, wherein the uncertainty modeler
comprises a partial uncertain graph data modeler configured
to generate a partial uncertain graph data set comprising
alternative values for a portion of all variables in the incom-
plete data graph set, wherein each variable is replaced by a
given group of alternative values selected from a set of alter-
native values comprising a union of all subsets of a set of all
uniform resource identifiers in the received graph data and all
subsets of a set of all literals in the plurality of graphs received
by the graph data input module.

6. The system of claim 5, wherein the partial uncertain
graph data modeler is further configured to substitute alter-
native values only in variables located in object nodes located
at graph endpoints, each graph endpoint comprising a node
within the graph data lacking any links extending out from
that node.

7. The system of claim 2, wherein the uncertainty modeler
comprises a probabilistic graph modeler to create a probabi-
listic graph data set comprising a distinct set of alternative
values for each variable in the incomplete data graph set,
wherein each set of alternative values comprises at least one
alternative value selected from a set of alternative values
comprising a union of all subsets of a set of all uniform
resource identifiers in the received graph data and all subsets
of'a set of all literals in the plurality of graphs received by the
graph data input module and a pre-determined probability
associated with each alternative value in that set.

8. The system of claim 1, further comprising a query pro-
cessing module in communication with the uncertainty and
incompleteness specification module, the query processing
module configured to process user-defined queries over mod-
els generated by the incompleteness modeler and the uncer-
tainty modeler.
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9. The system of claim 8, wherein the query processing

module comprises:

a naive evaluator to identify certain answers to the user-
defined query from the graph data, each certain answer
comprising a certain value obtained from a given graph
in the plurality of graphs that is equivalent for any alter-
native value of at least one of the subject node, the object
node and the predicate of that given graph;

a potential answer evaluator to identify potential answers
to the query from the graph data, each potential answer
comprising two or more potential values for at least one
of the subject node, the object node and the predicate of
a given graph; and

a certain potential answer evaluator to identify certain
potential answers to the query over the graph data, each
certain potential answer having a number of potential
values below a prescribed threshold.

10. The system of claim 1, wherein the uncertainty and

incompleteness specification module further comprises:

a plurality of incompleteness modelers, each incomplete-
ness modeler generating a distinct type of incomplete-
ness model by inserting variables into each one of a
plurality of blank subject nodes, blank predicates and
blank object nodes; and

a plurality of uncertainty modelers, each uncertainty mod-
eler generating a distinct incompleteness model com-
prising a distinct set of alternative values for the inserted
variables in one of the incompleteness models.

11. A system for representing and querying incomplete and

uncertain information in graph data, the system comprising:
a computing system comprising:
a graph data input module configured to receive graph
data comprising a plurality of graphs, each compris-
ing a subject node, an object node and a predicate
extending from the subject node to the object node,
each subject node comprising a uniform resource
identifier or a blank subject node, each predicate com-
prising a uniform resource identifier or a blank predi-
cate and each object node comprising a uniform
resource identifier, a literal or a blank object node; and
an uncertainty and incompleteness specification module
in communication with the graph data module, the
uncertainty and incompleteness specification module
comprising:
an incompleteness modeler comprising an incom-
plete graph data modeler configured to generate an
incomplete graph data set by inserting a distinct
variable into each blank subject node, each blank
predicate and each blank object node in each graph
within the plurality of graphs received by the graph
data input module; and

an uncertainty modeler comprising:

an uncertain graph data modeler configured to gen-
erate an uncertain graph data set comprising
alternative values for all variables in the incom-
plete data graph set, wherein each variable is
replaced by a given group of alternative values,
each group of alternative values selected from a
set of alternative values comprising a union of all
subsets of a set of alluniform resource identifiers
in the received graph data and all subsets of a set
of all literals in the plurality of graphs received
by the graph data input module;
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a partial uncertain graph data modeler configured
to generate a partial uncertain graph data set
comprising alternative values for a portion of all
variables in the incomplete data graph set,
wherein each variable is replaced by a given
group of alternative values selected from the set
of alternative values; and

a probabilistic graph modeler to create a probabi-
listic graph data set comprising a distinct set of
alternative values for each variable in the incom-
plete data graph set, wherein each set of alterna-
tive values comprises at least one alternative
value selected from the set of alternative values
and a pre-determined probability associated
with each alternative value in that set.

12. The system of claim 11, wherein the system further
comprises a graph storage database comprising the incom-
plete graph data set and the uncertain graph data set.

13. The system of claim 11, wherein the partial uncertain
graph data modeler is further configured to substitute alter-
native values only in variables located in object nodes located
at graph endpoints, each graph endpoint comprising a node
within the graph data lacking any links extending out from
that node.
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14. The system of claim 11, further comprising a query
processing module in communication with the uncertainty
and incompleteness specification module, the query process-
ing module configured to process user-defined queries over
models generated by the incompleteness modeler and the
uncertainty modeler.

15. The system of claim 14, wherein the query processing
module comprises:

a naive evaluator to identify certain answers to the user-
defined query from the graph data, each certain answer
comprising a certain value obtained from a given graph
in the plurality of graphs that is equivalent for any alter-
native value of at least one of the subject node, the object
node and the predicate of that given graph;

a potential answer evaluator to identify potential answers
to the query from the graph data, each potential answer
comprising two or more potential values for at least one
of the subject node, the object node and the predicate of
a given graph; and

a certain potential answer evaluator to identify certain
potential answers to the query over the graph data, each
certain potential answer having a number of potential
values below a prescribed threshold.

#* #* #* #* #*



