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METHOD, APPARA'fUS, AND SYSTEM FOR IDENTITY AUTHENTICATION
CROSS REFERENCE TO RELATED APPLICATION
[001] The present application claims the benefits of priority to Chinese
Application No. 201510084941.2, filed February 16, 2015, the entire contents of

which are incorpOrated herein by reference.

TECHNICAL FIELD

[002] The present application relates to methods, apparatus, and systems for
-identity authentication.
BACKGROUND

[003] Quantum cryptography technology Serves as a cross product of
quantum mechanics and cryptography, its security is supported by the basic principle
of the quantum mechanics, not affected by computing power and storage capacity of
attackers, and theréfore, is proven to have unconditional security and detectability for
eavesdrOppers. Although initially proposed quantum key distribution protocols (such
as BB84) can detect the eavesdroppers opération of stealing keys, the protocols do
not provide any effective identity authentication mechanism.

[004] Identity authentication is an important link for network security.
Authenticity of both communica’tion parties, integrity of messages and reliability of
sources can be verified by authentication, so as to prevent an illegal party from
attacking information communication such as forging and modifying information and
delaying the communication. ‘As traditional quantum key distribution protocols do not
have any effective identity authent'ication mechanism, it is likely that the protocols
are subject to middie-man attacks or Distributed Denial of Service (DDoS) attacks in

a quantum key distribution process.
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[005] With respect to the foregoing problems:

[006] (i) M. Dusek et al. believe that it is not necessary to authenticate all
classic information in a communication process, it is only necessary to authenticate
classic information that affects correct judgment of error rates of quantum states but
not necessary to authenticate other classic information, and security will not be
affected even if the classic information is modified. Therefore, M. Dusek puts
forward a quantum identity authentication protocol that combines with a classi'c
message authentication algorithm, and the essence is authenticating classic
messages as few as possible with the classic authentication algorithm.

[007] (ii) A BB84 protocol with identity authentication is used. A main
difference between the protocol and the original BB84 protocol is that some bits in a
quantum bit string randomly sent are set as particular authentication key bits, for
example, one in every four bits in the quantum bit string being the particular
authentication key bit, and its specific position is determined by an authentication
key. Identity authentication of both communication parties is achieved through a
measurement basis vector represented by bits of the authentication bit and a
polarization state of light quantum, quantum state information of the authentication
bit cannot be sent randomly but should be determined by authentication keys shared
by both parties in accordance with a particular rule, and at the same time, the basic
principle of the quantum mechanics is responsible for secure key distribution.

[008] The above two proposals have the following issues:

[009] (i) Regarding the M. Dusek solution, the number of the authentication
keys shared by both communication parties in advance is limited, and thus the

solution is vulnerable to middle-man attacks and DDOS attacks; moreover, the
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solution does not make full use of superiority of quahtum but still uses a classic
authentication technology, so there is a risk of being cracked.

[010] (ii) Although the BB84 protocol with identity authentication sends
shared authentication key information in a form of quantum states, which improves
security of key distribution, as, in the technical solution, it is assu'med that all
quantum states of an authentication key of a transmitting end can be transmitted to a
receiving end, the receiving end can select corresponding measurement bases for
detection in accordance with a preset authentication key. |f detection results are
consistent, the technical solution is passed, and otherwise, the other party is
considered to be illegal, and the quantum key distribution process is terminated. The
solution does not take attenuation of photons in an actual transmission process into
account (that is, the photons may not be necessarily transmitted to the other party,
and consistency of the quantum states cannot be ensured naturally), that is to say,
the technical solution does not provide fault tolerance for channel attenuation,
resulting in reduction of an identity recognition rate and the quantity of quantum key
distribution.

w

[011] One aspect of the present disclosure is directed to an identity
authentication method for a quantum key distribution process and can be
implemented by quantum communication devices of a sender and a receiver. The
method includes selecting, by the sender, preparation bases for an identity
authentication bit string in accordance with a preset basis vector selection rule;
sending, by the sender, quantum state information including quantum states of the
identity authentication bit string and quantum states of a randomly generated key bit

string by using different wavelengths, the identity authentication bit string being
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interleaved in the key bit string at a random position and with a random length;
measuring, by the receiver, the received quantum states in the quantum state
information in accordance with the different wavelengths and measurement bases
selected according to the preset basis vector selection rule to obtain identity
authentication information from the measurement of the identity authentication bit
string; and determining, by the receiver, whether the identity authentication
information obtained through the measurement corresponds with the preset basis
vector selection rule. If a result of the determination is “yes,” the method further
comprises selecting, by the receiver, a receiver authentication key from the identity
authentication information; sending, by the receiver, position information of the
receiver authentication key in the identity authentication information obtained through
the measurement and a preset shared key encrypted with the receiver authentication
key; selecting, by the sender, a corresponding sender authentication key in
accordance with the received positien information and the identity authentication bit
string; determining, by the sender, whether the preset shared key obtained by
decryption with the corresponding sender authentication key is consistent with a
local preset shared key; and ending the quantum key distribution process if the
preset shared key obtained by decryption is not consistent with the local preset
shared key.

[012] Another aspect of the present disclosure is directed to an identity
authentication method for a quantum key distribution proeess, implemented by a
quantum communication sender device. The method includes sending quantum
state information including quantum states of an identity authentication bit string and
gquantum states of a randomly generated key bit string by using preset different

wavelengths to a peer device which participates in the quantum key distribution
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process, the identity authentication bit string being interleaved in the key bit string at
a random position. The identity authentication bit string may have a random length.
According to another embodiment of the present disclosure, the identity
authentication method may further include selecting preparation bases for the
identity authentication bit string in accordance with a preset basis vector selection
rule. The preset basis vector selection rule may include selecting bases In
accordance with positions of the identity authentication bits in the quantum state
information (e.g., selecting a basis in accordance with a position of a bit). The
selecting the preparation bases in accordance with the positions of the identity
authentication bits in the quantum state information may include selecting a
horizontal polarization basis, vertical polarization basis, left-handed polarization
basis, or right-handed polarization basis in accordance with different results of
position information of each identity authentication bit in the quantum state
information mod 4.

[013] According to some embodiments, the identity authentication method
described above may further include receivin'g authentication key position
information from the peer device, and selecting an authentication key from the
quantum states in the quantum state information in accordance with the
authentication key position information. According to some other embodiments, the
method may further include receiving encrypted information including a preset
shared key from the peer device, decrypting the received encrypted information with
the authentication key, determining whether the decrypted preset shared key is
consistent with a local preset shared key, and ending the quantum key distribution
process if the decrypted preset shared key is not consistent with the local preset

shared key. According to yet some other embodiments, the identity authentication
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method may further include, before sending the quantum state information of the
identity authentication bit string and of the randomly generated key bit string,
receiving account information from the peer device, and verifying an identity of the
peer device according to the received account information, and if the vefification
fails, ending the quantum key distribution Process.

[014] A further aspect of the present disclosure is directed to an identity
authentication device for a quantum key distribution process, implemented on a
quantum communication sender device. The identity authentication device includes
a quantum state sending unit configured to select preparation bases for an identity
authentication bit string in accordance with a preset basis vector selection rule, and
to send quantum state information including quantum states of the identity
authentication bit string and quantum states of a randomly generated key bit string
by using preset different wavelengths to a peer device which participates in the
quantum key distribution process, the identity authentication bit string being
interleaved in the key bit string at a random position. The identity authentication bit
string may have a random length. The preset basis vector selection rule may include
selecting preparation bases in accordance with positions of identity authentication
bits in the quantum state information. According to some embodiments, selecting
the corresponding preparation bases in accordance with the positions of the identity
authentication bits in the quantum state information may include selecting a
corresponding horizontal polarization basis, a corresponding vertical polarizati(jn
basis, a corresponding left-handed polarization basis, or a corresponding right-
hahded polarization basis in accordance with different results of position information
of each identity authentication bit in the quantum state information mod 4. According

to some embodiments, The identity authentication device may further include an
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information receiving unit configured to receive authentication key position
information from the peer device, and an information decryption unit configured to
select an authentication key in accordance with the position information and that
quantum state information.

[015] Another further aspect of the present disclosure is directed to an
identity authentication method for a quantum key distribution process, implemented
by a quantum communication receiver device. The method includes receiving
quantum state information including quantum states of an identity authentication bit
string interleaved within a key bit string from a peer device, the identity
authentication and the key bit strings having different wavelengths; distinguishing the
identity authentication bit string from the key bit string based on the difterent
wavelengths; measuring the received quantum states using measurement bases in
accordance with a preset basis vector selection rule to obtain identity authentication
information through the measurement; and determining if the obtained identify
authentication information corresponds with the preset basis vector selection rule.
The identity authentication bit string may be interleaved within the key bit string at a
random position; The identity authentication bit string may have a random length.
The preset basis vector selection rule may include selecting bases in accordance
with positions of identity authentication bits in the quantum state information. The
selecting the bases in accordance with the positions of the identity authentication bits
in the quantum state information may include selecting a corresponding horizontal
polarization basis, vertical polarization basis, left-handed polarization basis, or right-
handed polarization basis in accordance with different results of position information

of each identity authentication bit in the quantum state information mod 4.
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[016] Another aspect of the preSent disclosure is directed to an identity
authentication device for a quantum key distribution process, implemented on a
quantum communication receiver device. The identity authentication device includes
a gquantum state receiving unit configured to receive quantum state information
including quantum states of an identity authentication bit string interleaved within a
~ key bit string from a peer device. The identity authentication and the key bit strings
have different wavelengths. The identity authentication device may further include a
quantum state measuring unit configured to measure the received quantum states In
accordance with the different wavelengths and a preset basis vector selection rule to
obtain identity authentication information through the measurement. The identity
authentication device may further include a receiver authentication unit configured to
determine if the obtained identify authentication information corresponds with the
preset basis vector selection rule.

[017] Additional features and advantages of the present disclosure will be set
forth in part in the following detailed description, énd in part will be obvious from the
description, or may be learned by practice of the present disclosure. The features
and advantages of the present disclosure will be realized and attained by means of
the elements and combinations patrticularly pointed out in the appended claims.

[018] It is to be understood that the foregoing general description and the
following detailed description are exemplary and explanatory only, and are not
restrictive of the invention, as claimed.

BRIEF DESCRIPTION OF THE DRAWINGS

[019] The accompanying drawings, which constitute a part of this

specification, illustrate several embodiments and, together with the description, serve

to explain the disclosed principles.
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[020] Fig. 1 is a flow diagram illustrating an identity authentication method,
according to an exemplary embodiment.

[021] Fig. 2 is a flow diagram illustrating an identity authentication method,
according to another exemplary embodiment.

[022] Fig. 3 is a flow diagram illustrating an identity authentication method,
according to another exemplary embodiment.

[023] Fig. 4 is a block diagram illustrating an \identity authentication device,
according to an exemplary embodiment.

[024] Fig. 5 is a flow diagram illustrating an identity authentication method,
according to another exemplary embodiment.

[025] Fig. 6 is a block diagram illustrating an identity authentication device,
according to another exemplary embodiment.

[026] Fig. 7 is a block diagram illustrating an identity authentication system,
according to an exemplary embodiment.

[027] Fig. 8 is a flow diagram illustrating an identity authentication method,
according to another exemplary embodiment.

DETAILED DESCRIPTION

[028] Reference will now be made in detail to exemplary embodiments,
examples of which are illustrated in the accompanying drawings. The following
description refers to the accompanying drawings in which the same numbers In
different drawings represent the same or similar elements unless otherwise
represented. The implementations set forth in the following'description of exemplary
- embodiments consistent with the present invention do not represent all

implementations consistent with the invention. Instead, they are merely examples of
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systems and methods consistent with aspects related to the invention as recited In
the appended claims.

[029] Fig. 1 is a flow diagram illustrating an identity authentication methoa
100, according to an exemplary embodiment. The method is implemented by
quantum communication devices of a sender and a receiver which participate In a
quantum key distribution process. The quantum key distribution process can also be
referred to as a quantum key agreement process. The method includes a number of -
steps, some of which are optional.

[030] In some embodiments, identities of the quantum communication
devices of both parties which participate in the distribution process are verified
dynamically in the quantum key distribution process. A device that selects
preparation bases to send quantum state information to a peer device is generally
referred to as Alice (A) side, which is called a quantum communication sender
device, and called a sender for short; a device that selects measurement bases to
measure received quantum state information is generally referred to as Bob (B) side,
which is called a quantum communication receiver device, and called a receiver for
short. The sender and the receiver may each include a processor and a non-
transitory memory storing instructions that, when executed, control the processor to
perform steps described below.

[031] According to some embodiments of the present disclosure, the identity
authentication method for a quantum key distribution process (also referred to as a
quantum key agreement process) includes the following steps:

[032] Step 101: The sender selects preparation bases of an identity

authentication bit string in accordance with a preset basis vector selection rule.

10
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[033] Step 102: The sender sends quantum state information including
quantum states of an identity authentication bit string and quantum states of a
randomly geherated key bit string by using different wavelengths, the identity
authentication bit string being interleaved in the key bit string with random positions
and lengths. The quantum state information includes the state of each bit in the
identity authentication bit and the key bit string.

[034] In some embodiments, identity authentication can be dynamically
performed in the quantum key distribution process. At the Same time, in order to
avoid that the quantum key distribution process is executed between illegal quantum
communication devices, in one embodiment: before the sender starts the quantum
key distribution process, the quantum communication devices of the sender and the
receiver can first verify the identity of the device of the other party via a classic
channel, and the subsequent quantum key distribution process can be continued
only when the devices of the both parties both pass the verification.

[035] In some embodiments, an initiator of the quantum key agreement
process, that is, the sender described in the present application, can initiate a
quantum key agreement request at first, in which the request includes account
information of the sender, and the account information may include identity
information and a signature certificate of the sender. After a peer device that
participates in the quantum key agreement process, that is, the receiver described in
the present application, receives the aforementioned account information, the
receiver verifies the signature certificate by using the identity information therein. If
the signature certificate passes the verification, response information is returned to
the sender, which includes account information of the receiver, and if the certificate

does not pass the verification, the quantum key agreement process is ended.

11
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[036] For the same reason, after receiving the account information from the
receiver, the sender can verify the identity of the receiver in the same manner as
described above. If the identity of the receiver passes the verification, the
subsequent quantum key distribution process can be executed, and otherwise, the
quantum key distribution process is ended. .

[037] If both the sender and the receiver pass the above identity verification
process, the subsequent quantum key distribution process is continued. The sender
selects preparation bases according to a basis vector selection rule and uses the
selected preparation bases to prepare the identity authentication quantum states. In
some embodiments, in order to dynamically perform identity verification in the
quantum key distribution process, the sender and the receiver may preset the same
shared key. The sehder interleaves an identity authentication bit string with a
random length at any position of a key bit string and uses preset different
wavelengths to distinguish quantum states of the above two kinds of information
(which are called key quantum state and identity authentication quantum state for
short). The key bit string can be the same shared key or a different key.

[038] For example, the sender intends to send the quantum state information
including the quantum states of a binary bit string with a length of n at time points t,
t, ... t,, the binary bit string includes two parts, one part being a classic binary bit
string randomly generated, which serves as a key bit string, and the other part being
an identity authentication bit string associated with a preset basis vector selection
rule. The sender can select a random number m less than n in accordance with a
certain policy to serve as the length 'of the identity authentication bit string, and then
randomly select a natural number i from natural numbers of 1 to n-m to serve as the

length of the key bit string located before the identity authentication bit string, that is,

12



CA 029767784 2017-08-15

WO 2016/133724 PCT/US2016/016740

the identity authentication bit string begins to be inserted from a position i+1, so as to
obtain a binary bit string as shown below. In the bit string, Xu1 ... Xium is an identity

authentication bit string, and the rest is information of a key bit string:
[039] X1, Xy e Xj) Xipq oo Xigmo Xiema1 - Xn (%, €{0,1},i=1, .., n-m)
[040] The sender sends encoded quantum states (

.,]L;' I-wu.

I

AT i o, SR ] |
Ph+mel Iy

[ I'H " . ] I.q._ - )
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) of the above binary bit

L S
B

string to the receiver at the time points ty, t2 ... th, and jy, j2, . jis Jit1 - Jivmo Ji+m+1s = Jn.
is a preparation basis sequence adopted by the sender, in which jy, j,, ... j; and
Jirmis - Jn @re random quantum state preparation bases corresponding to the key
bit string, and j;;1 -.-ji+m are quantum state preparation bases of the identity
authentication bit string selected in accordance with the preset basis vector selection
rule.

[041] Correspondingly, in some embodiments, in the subsequent step 102,

the receiver uses a measurement basis sequence kq,k; ... ki, kiy1 - Kizm» Kitm+1 - Kn

to measure the received quantum states, in which kq, ky, .. k; and ¥, . 4, ... K, are

random quantum state measurement bases corresponding to the key quantum
states, ki,; ...Kiim are measurement bases corresponding to the identity
authentication quantum states. The measurement bases ki ... ki are also
selected in accordance with the preset basis vector selection rule.

[042] In some embodiments, a basis vector selection rule that the devices of
the sender and the receiver follow can be set by using different policies. For
example, it is feasible to select corresponding preparation bases or measurement

bases in accordance with positions of identity authentication bits in the quantum

13
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state information prepared by the sender. For example, in one embodiment, the
following rule is used: a corresponding horizontal polarization basis, vertical ‘
polarization basis, left-handed polarization basis or right-nanded polarization basis Is
selected in accordance with different results of position information of each identity
authentication bit in the quantum state information mod 4. In some embodiments,
each identity authentication bit is prepared with a preparation basis, and different
identity authentication bits have different preparation bases. Both scenarios are
contemplated in the present application. In the description, although a preparation
and measurement basis may be referred to in singular form, they should cover both
singular and plural forms.

[043] By use of the aforementioned manner of describing the binary bit

string, assuming i+m= {, in the embodiment, the preparation bases and the

measurement bases corresponding to the identity authentication quantum state

satisfy the following condition:

{ horiz

| vertical polarization state , [ mod 4

[044]

[045] The above gives an example of the preset basis vector selection rule.
In some embodiments, other basis vector selection rules different from the foregoing
rule can be preset for the sender and the receiver. For example, a different
algorithm can be adopted, as long as the sender and the receiver select the
preparation bases and the measurement bases of the identity authentication

quantum states by using the same rule.

14
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[046] In some embodiments, the sender selects quantum state preparation
bases for an identity authentication bit string in accordance with a preset basis vector
selection rule, then uses preset different wavelengths to bear quantum states of the
identity authentication bit string and quantum states of the randomly generated key
bit string, and sends the quantum states to a peer device that participates in the
quantum key distribution process. The identity authentication bit string is interleaved
in the key bit string with random positions and lengths, which can thus effectively
avoid that identity authentication information is eavesdropped and avoid middle-man
attacks and DDoS attacks in the quantum key distribution process.

[047] Step 103: The receiver measures the received quantum states Iin
accordance with the different wavelengths and the basis vector selection rule and
obtains identity authentication quantum state information (also referred to as identity
authentication information) from measuring the identity authentication bit string. The
receiver may also measure the quantum states of the key bit string, and obtain key
quantum state information (also referred to as key information).

(048] Step 104: The receiver determines if the identity authentication
information obtained through measurement corresponds with the basis vector
selection rule. If yes, the method proceeds to step 105; otherwise the method
proceeds to step 106.

[049] Step 106: The quantum key distribution process ends.

[050] Step 105: The receiver selects a receiver authentication key from the
identity authentication information.

[051] Step 107: The receiver sends pdsition information of the receiver
authentication key and a preset shared key encrypted with the receiver

authentication key.

15
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[052] In some embodiments, after the sender executes step 101 to send the
quantum state information, the sender and the receiver can, through an interaction
process, complete an identity authentication process of the sender and the receiver
in accordance with measurement results of the identity authentication quantum
states and verification of the shared key preset by both parties, and then continue
the subsequent key agreement process in accordance with the quantum key
distribution protocol. In order to improve execution efficiency of key distribution and
decrease the number of times of interaction, an alternative example of performing
identity authentication in various stages of key agreement is provided.

(053] In some embodiments, the receiver not only completes measurement
of conventional key quantum states, but also verifies the identity of the sender In
accordance with measurement results of the identity authentication quantum state
information. The process includes sub-steps 201 to 208, and is further described
below with reference to FIG. 2.

[054] Fig. 2 is a flow diagram illustrating an identity authentication method
200 from the receiver end, according to an exemplary embodiment. The method
includes a number of steps, some of which are optional.

[055] Step 201: Distinguishing identity authentication quantum state
information and key quantum state information in accordance with their different
wavelengths.

[056] In some embodiments, as the sender sends the identity authentication
gquantum state and the key quantum state by using different wavelengths, the
receiver can distinguish the above tWo kinds of information from the received
quantum state information in accordance with the same wavelength setting as that

for the sender.
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' 1057] Step 202: Randomly selecting measurement bases for the key
quantum stéte information, and selecting measurement bases for the identity
authentication quantum state information in accordance with the preset basis vector
selection rule.

[058] In some embodiments, for the part of the key quantum state, It is
possible to randomly select the measurement bases in accordance with the quantum
key distribution protocol (for example, BB84 protocol), and for the part of the identity
authentication quantum state, the corresponding measurement bases are selected in
accordance with the preset basis vector selection rule. This is described In
connection with step 101 above, which is not repeated herein.

[059] Step 203: Measuring the received quantum state information, and
acquiring identity authentication information.

[060] In some embodiments, the key quantum states are measured, and an
original measurement result with respect to the key information is acquired.

[061] In some embodiments, fhe measurement bases selected in
accordance with the preset basis vector selection rule in step 202 is used to
measure the received identity authentication quantum state information, and
considering that attenuation may exist in quantum channels, parts where no photon
is detected therein are eliminated, and identity authentication information obtained
through measurement IS acquired.

[062] Step 204: Determining whether the identity authentiCation information
o.btained is consistent with the preset basis vector selection rule. If they are
consistent, step 205 is executed, and otherwise, step 206 is executed, where the

quantum key distribution process is ended.
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[063] As the sender and the receiver which participate in the quantum key
distribution process preset the same basis vector selection rule for the identity
authentication information, the sender follows the rule to select preparation bases
and send a quantum state of the identity authentication information, and the receiver
also follows the rule to select measurement bases that measures a corresponding
quantum state; therefore, after the photons undetected due 1o attenuation are
eliminated, identity authentication information measured by the receiver should be
consistent with corresponding expected information.

[064] In some embodiments, for the receiver, if the identity authentication
information obtained through measurement is consistent with the corresponding
expected information, it can be considered that the basis vector selection rule
adopted by the sender for the identity authentication information is the same as that
adopted by the receiver, and only the sender with a legal identity can know the rule;
therefore, it can be determin'ed that the sender has passed the identity
authentication. In this situation, the identity authentication quantum state information
obtained through measurement by the receiver can be considered or referred to as
corresponding with or consistent with the basis vector selection rule.

[065] In some embodiments, in a quantum channel transmission process, It
is likely to result in that measurement results of individual quantum states are not as
expected due to noise interference and other factors. If, in this case, it is considered
that the sender does not pass the identity authentication and the quantum key
distribution process is ended, it will cause unnecessary reduction of the quantity of
quantum key distribution. In consideration of the foregoing situation as well as the
demands for defending the middle-man attacks and the DDoS attacks, it is feasible

to adopt a manner of setting a threshold, that is: if a difference between the identity
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authentication information measured by the receiver and the expected information
conforming to the basis vector selection rule is less than a preset threshold, for
example, the number of inconsistent bits between the measurement results and the
“expected information is less than a preset upper limit, the receiver can consider that
the sender has passed the identity authentication.

[066] Step 205: Select a receiver authentication key from the identity
authentication information.

[067] In the foregoing step 204, the receiver has verified the identity of the
sender. Next, the receiver needs to prove validity of its own identity to the sender.
The verification of the receiver can be implemented by the sender by comparing
oreset shared keys. The receiver can encrypt a local preset shared key with the
identity authentication information acquired from the quantum states, and provide to
the sender for verification, that is to say, the identity authentication information is
directly used as a receiver authentication key IDkey. .

[068] In some embodiments, in order to avoid that a malicious middle-man or
an attacker also follows the above manner to perform encryption transmission of the
stolen shared keys by using stolen identity authentication information, the receiver
may not directly use the identity authentication information as the IDkey, but
randomly selects bits in different positions from the identity authentication
information and uses a bit string made up of the selected bits as the receiver
authentication key IDkey.

[069] Step 207: Encrypt a local preset shared key by using the receiver
authentication key. .

[070] The receiver uses the IDkey selected in step 205 to encrypt a local

preset shared key.
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[071] In some embodiments, in orderthat the identity of an information
publisher can still be verified in other subsequent states of the quantum key
distribution process, for example, when correct measurement bases are published,
and security of the key distribution process is further ensured, the information
encrypted by the recéiver with the IDkey can include not only the preset shared key,
but also locally generated auxiliary authentication inforhation m.

[072] Step 208: Send position information of the receiver authentication key
and encrypted information including the local preset shared key of the receiver via a
classic channel, and publicize the measurement bases of the key guantum state
information.

[073] The receiver sends position information corresponding to the IDkey
selected in step 205 and encrypted information obtained by executing step 207 via a
classic channel.

[074] The receiver can also, in accordance with a quantum key distribution
protocol, publicize the measurement bases adopted by the receiver to measure the
key quantum state via the classic channel.

[075] Referring back to Fig. 1, Step 108: The sender selects a correspondihg
sender authentication key in accordance with the received position information. The
sender has the identity authentication information (the iden.tity authentication bit
string). With the received position information, the sender can identify the
corresponding sender authentication key.

[076] Step 109: The sender uses the corresponding sender authentication
key to decrypt the encrypted information received from the receiver. The received
information contains the preset shared key. After the sender decrypt the received

information, the sender obtains the preset shared key, and compares it with the local
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preset shared key, and determines whether it is consistent with the local preset
shared key.

[077] Step 110: The quantum key distribution process ends if the received
information including the preset shared key is not consistent with the local preset
shared key.

[078] In some embodiments, the sender receives the measurement bases
made public by the receiver, the position information of a selected IDkey and the
encrypted information via the classic channel. The sender, in accordance with the
position information and the quantum state information sent by itself in step 101,
obtains a sender authentication key, that is, an IDkey of the sender, and uses the
IDkey to decrypt the received encrypted information, to acquire a preset shared key
after decryption and auxiliary authentication information. Then, whether the preset
shared key from the receiver after decryption is consistent with the local preset
shared key of the sender is determined. For the sender, if the encrypted information
sent by the receiver is decrypted with its own IDkey and preset shared key
information obtained is consistent with the local preset shared key, it indicates that
the preset shared key of the receiver is the same as the sender’s local preset shared
key, and only the receiver with a legal identity may have the same shared key. On
the other hand, it also indicates that the receiver follows the same basis vector
selection rule as that of the sender to select measurement bases and use a correct
IDkey to perform an encryption operation, so that the sender can decrypt the preset
shared key consistent with the local one. Therefore, it can be determined that the
receiver passes the identity authentication. On the contrary, if they are not
consistent, it can be considered that the receiver may be a middle-man or an

attacker, and thus the quantum key distribution process is ended.
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[079] If the sender determines that the identity of the receiver is legal, N
accordance with the procedure of the quantum key distribution protocol, the sender
can compare the measurement bases made public by the receiver with the
preparation bases used by the sender, select correct measurement bases therefrom,
select original keys in accordance with the correct measurement bases, and
publicize the correct measurement bases to the receiver via a classic channel.

[080] So far, through step 101-step 110, the receiver verifies the identity of
the sender by determining whether the identity authentication quantum state
information corresponds with the basis vector selection rule; the sender verifies the
identity of the receiver by comparing the preset shared keys. If both the sender and
the receiver pass the above verification, execution of the subsequent key distribution
process can be continued in accordance with the procedure of the quantum key
distribution protocol.

[081] In some embodiments, in order to further ensure the security of the key
distribution process, identity authentication and data encryption procedures can be
performed in alternate in the subsequent distribution process, and such an example
is further described below.

[082] 1) The sender encrypts a variant of the auxiliary authentication
information, and sends the encrypted information including the variant of the auxiliary
authentication information.

'083] As described above, in steps 107-110, the sender acquires the
auxiliary authentication information after decryption, and after the sender verifies that
the identity of the receiver is valid, the sender can first encrypt a variant of the
auxiliary authentication information after decryption by using a preset policy, ana

then, when the correct measurement bases of the key quantum state is published via
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a classic channel, send the encrypted information after the encryption operation is
executed. '

[084] The preset policy may be preset by both the sender and the receiver,
and may also be determined through negotiat.ion. The preset policy may include, for
example, executing the encryption operation by using the preset shared key; or
executing the encryption operation by using an IDkey.

[085] The variant of the auxiliary authentication information refers to
information generated based on the auxiliary authentication information. For
example, the variant may be the auxiliary authentication information per se; or the
variant is a result obtained by processing the auxiliary authentication information by
using a preset mathematical transformation method, for example, m+1 (where.m IS
the auxiliary authentication information). Both the sender and the receiver can preset
the same variant generation algorithm or function, so as to ensure that variant
information generated by the both parties for the same auxiliary authentication
information m is consistent.

[086] 2) After the receiver receives the correct measurement bases and the
encrypted information, the identity of the sender is verified by decrypting the
encrypted information.

[087] First, the receiver decrypts the received encrypted information in a
manner corresponding to the preset policy adopted by the sender. For example, if
the sender executes the encryption operation by using the IDkey, the receiver also
executes the decryption operation by using its own IDkey; if the sender executes the
encryption operation by using the local preset shared key, the receiver also executes

the decryption operation by using the local preset shared key.
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[088] Then, whether information obtained after the decryption operation Is
consistent with a variant of the locally generated auxiliary authentication information
m is determined. The auxiliary authentication information m is locally generated by
the receiver originally and is sent to the sender in a form of encryption via a classic
channel. After the auxiliary authentication information is decrypted and recovered by
the sender, the variant of the auxiliary authentication information is encrypted again
by using a preset policy and sent to the receiver. Then, if a result after decryption by
the receiver is consistent with a variant of the local originally generated auxiliary
authentication information, it indicates that the sender not only can successfully
decrypt and recover the auxiliary authentication information m, but also the
encryption manner and the variant generation algorithm or function adopted by the
sender are in line with those of the receiver, so that the receiver re-verifies the
identity of the sender, and it also indicates that the correct measurement bases of
the key quantum state made public by the sender via the classic channel is credible.

[089] Therefore, if the judgment result is "Yes", the receiver can, In
accordance with the correct measurement bases made public via the classic
channel, select original keys, and publicize measurement results of some key
quantum states via the classic channel, so as to perform subsequent bit error rate
estimation: if the judgment result is "No", it indicates that the identity of the sender is
not credible, and thus the quantum key distribution process can be ended.

[090] The sender can also encrypt the variant of the auxiliary authentication
information by using a dynamic change algorithm or function, as long as thé receiver
knows a corresponding rule of calculating the variant, and thus, the security can be
further improved. For example, the sender calculates the variant in the following

manner at the first time: the auxiliary authentication information +1, and the receiver
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compares the information after decryption with the variant m+1 of the local originally
generated auxiliary authentication information m; the sender calculates the variant In
the following manner at the second time: the auxiliary authentication information +2,
and the receiver compares the information after decryption with the variant m+2 of
the local originally generated auxiliary authentication information m.

[091] 3) After the sender estimates a bit error rate, the bit error rate Is
encrypted with the IDkey and sent to the receiver.

[092] The sender estimates a bit error rate in accordance with the
measurement results of some key quantum states made public by the receiver. If the
bit error rate is within a certain threshold range, an error is corrected by using an
error correcting technology. Then privacy amplification can be further performed on a
guantum key that has been error-corrected, so as to eliminate information leakage
caused in a communication process and an error correcting process, and finally an
unconditionally secure shared quantum key is extracted. If the bit error rate exceeds
a certain threshold, the quantum key distribution process can be abandoned.

[093] If the bit error rate does not exceed the threshold, after the sender
completes the above operations, the bit error rate can be sent to the receiver for
reference, so as to ensure that the both parties make the same judgment and
execute subsequent privacy amplification and other processing operations based on
the same policy, thus acquiring the same shared quantum key. In order to avoid that
a middie-man or an attacker steals.the bit error rate information, the sender can
encrypt the bit error rate with the IDkey and send the information after encryption to
the receiver.

[094] 4) The receiver decrypts the received information, acquires a bit error

rate, and executes corresponding processing.
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[095] After receiving encrypted information of the bit error rate, the receiver
decrypts the information with the IDkey and acquires the bit error rate estimated by
the sender. The receiver can execute the same operation as that executed by the
sender in accordance with the bit error rate and can also compare a bit error rate
estimated by itself with the bit error rate sent by the sender. |f a difference between
them is within a preset range, that is to say, judgment results based on the bit error
rates and subsequent processing policies of the sender and the receiver are the
same, the receiver can continue to execute the subsequent operations, and finally
acquire an unconditionally secure shared quantum key which is the same as that of
the sender.

[096] Through steps 101-110, identity authentication on the sender and the
receiver is implemented by the quantum key distribution process. In some
embodiments, key information and identity authentication information are
distinguished by using different wavelengths, the quantum states of the identity
authentication information with a variable length is randomly interleaved in the key
quantum states, and both the sender and the receiver complete an identity
authentication process by detecting whether a peer device follows the same basis
vector selection rule when selecting prep‘aration bases or measurement bases and
whether the peer device has the same preset shared key. The embodiments of the
present application achieves identity verification by making full use of security of
guantum and performing identity authentication through quantum state information.
The disclosed methods not only can effectively defend middle-man attacks and
DDOS attacks and guarantee security of the quantum key distribution process, but

“also will not cause reduction of the quantity of quantum key distribution.
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[097] Fig. 3 is a flow diagram illustrating an identity authentication method
300, according to another exemplary embodiment. The method includes a number
of steps, some of which are optional. Some parts of this example are the same as
the steps of the first example above. These parts are not repeated, and the following
description focuses on their differences. The method includes the following steps:

(098] Step 301: Select preparation bases for an identity authentication bit
string in accordance with a preset basis vector selection rule.

[099] Step 302: Send quantum state information of the identity authentication
bit string and of a randomly generated key bit string by using preset different
wavelengths to a peer device at a receiver end which participates in the quantum
key distribution process, the identity authentication bit string being interleaved In the
key bit string with random positions and lengths.

[0100] In some embodiments, before the step, it is feasible to first send a
quantum key agreement request to the peer device, the request including account
information of the sender, to allow the peer device to verify the sender’s identity. ltis
feasible to receive account information sent by the peer device and verify the identity
of the opposite side in accordance with the account information. If any of the above
verifications fails, the quantum key distribution process is ended,; if the verification
sucbeeds, the step can be executed to send quantum states.

[0101] In some embodiments, the preset basis vector selection rule includes:
selecting corresponding preparation bases in accordance with positions of identity
verification bits in the quantum state information of the identity authentication bit
string and the key bit string, for example, selecting a corresponding horizontal

polarization basis, vertical polarization basis, left-handed polarization basis or right-
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handed polarization basis in accordance with different results of position information
of each identity verification bit in t‘he quantum state information mod 4.

[0102] Step 303: Receive authentication key position information and
encrypted information to be authenticated returned by the peer device.

[0103] In some embodiments, the information returned by the peer device not
only includes: authentication key position information and encrypted information to
be authenticated, but also includes: measurement bases used for measurement of
key quantum states. The encrypted information includes a local preset shared key at
the receiver end.

[0104] Step 304: Select an authentication key in accordance with the position
information and the quantum state information that has been sent by the sender.

[0105] Step 305: Decrypt the received encrypted information to be
authenticated with the authentication key.

[0106] Step 306: Determine whether information after decryption is consistent
with a local preset shared key at the sender end.

[0107] Step 307: End the quantum key distribution process if the information
obtained via decryption is not consistent with the local preset shared key.

[0108] In some embodiments, if the information obtained via decryption Is
consistent with the local preset shared key, execution of the subsequent operations
can be continued in accordance with a quantum key distribution protocol.

[0109] determining correct measurement bases of the key quantum states,
and selecting original keys;

' [0110] publicizing the correct measurement bases of the key quantum states

via a classic channel; and
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[0111] acquiring a final shared quantum key through bit error rate estimation,
error correction and privacy amplification processes.

[0112] In some embodiments, if auxiliary authentication information sent by
the receiver is also received in step 303, when the determination result of the step
306 is "Yes", it is also feasible to encrypt a variant of the auxiliary authentication
information and, while the correct measurement bases are made public, send
encrypted information of the variant of the auxiliary authentication information, to
allow the receiver to perform further verification. In addition, after a bit error rate Is
estimated, it is also feasible to encrypt the bit error rate with the authentication key
selected in steps 304-305 and send the encrypted bit error rate to the receiver.

[0113] Fig. 4 is a block diagram illustrating an identity authentication device
400, according to an exemplary embodiment. The device may be deployed on a
guantum communication sender device which participates in the quantum key
distribution process. The apparatus can be used to implement the above-described
methods. In other words, the above-described methods can be considered as
exemplary functions of the apparatus. Thus, the description of the functions of the
apparatus below is relatively simple, and reference can be made to the
corresponding description of the method steps.

[0114] In some embodiments, an identity authentication apparatus for a
quantum key distribution process includes: a quantum state sending unit 401
configured to select preparation bases for an identity authentication bit string In
accordance with a preset basis vector selection rule, and send quantum state
information of the identity authentication bit string and a randomly generated key bit
string by using preset different wavelengths to a peer device at a receiver end which

participates in the quantum key distribution process, the identity authentication bit
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string being interleaved in the key bit string with random positions and lengths; a
response information receiving unit 402 configured to receive authentication key
position information and encrypted information to be authenticated returned by the
peer device; an information decryption unit 403 configured to select an
authentication key in accordance with the position information and the quantum state
information that has been sent, and decrypt the received encrypted information to be
authenticated with the authentication key; and a sender authentication judgment unit
404 configured to determine whether information obtained via decryption is
consistent with a local preset shared key; and if no, end the quantum key distribution
Process.

[0115] In some embodiments, the information received by the response
information receiving unit 402 not only includes the authentication key position
information and the encrypted information to be authenticated, but also includes
measurement bases used for measurement of a key quantum state.

[0116] The apparatus may further include:

[0117] an original key selection unit configured to, when an output result of the
authentication judgment unit is Yes, determine correct measurement bases for the
key quantum states, and select original keys;

[0118] a correct measurement basis publishing unit configured to publicize the
correct measurement bases of the key quantum state via a classic channel; and

[0119] a sender quantum key acquisition unit configured to acquire a final
shared quantum key through bit error rate estimation, error correction and privacy
amplification processes.

[0120] In some embodiments, the apparatus may further include:
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[0121] an agreement request sending unit configured to send a quantum key
agreement request to the peer device, the request including account information of
the sender;

[0122] an account information receiving unit configured to receive account
information sent by the peer device; and

[0123] a first identity authentication unit configured to verify the identity of the
peer device according to the account information, and if the verification fails, end the
quantum key distribution process.

[0124] In some embodiments, the preset basis vector selection rule adopted
by the quantum state sending unit includes: selecting corresponding preparation
bases in accordance with positions of identity verification bits in the quantum state
information.

[0125] In some embodiments, the preset basis vector selection rule adopted
by the quantum state sending unit refers to selecting a corresponding horizontal
polarization basis, vertical polarization basis, left-handed polarization basis or right-
handed polarization basis in accordance with different results of position information
of each identity verification bit in the quantum state information mod 4.

10126] Fig. 5 is a flow diagram illustrating an identity authentication method
500, according to another exemplary embodiment. The method may be implemented
on a quantum communication receiver device which participates in the quantum key
distribution process. The parts of this example which are the same as the steps of
the first example above are not repeated, and the following focuses on their
differences. The method includes the following steps:

[0127] Step 501: Receive quantum state information sent by a peer device at

sender end which participates in the quantum key distribution process.
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[0128] In some embodiments, before this step, it is feasible to receive a key
agreement request sent by the peer device and verify the identity of the opposite
side in accordance with account information included in the request. If the verification
fails, the quantum key distribution process is ended,; if the verification succeeds,
account information of the receiver Is seht to the peer device, and the step can be
executed to receive the quantum state information sent by the peer device.

10129] Step 502: Measure the quantum states in the received quantum state
information in accordance with different wavelengths and a preset basis vector
selection rule, and acquire identity authentication information in accordance with
measured results.

[0130] In some embodiments, the preset basis vector selection rule includes:
selecting corresponding measurement bases in accordance with positions of identity
verification bits in quantum state information, for example, selecting a corresponding
horizontal polarization basis, vertical polarization basis, left-handed polarization
basis or right-handed polarization basis in accordance with different results of
position information of each identity verification bit in the quantum state information
mod 4.

[0131] In some embodiments, the step may include the following sub-steps:
“distinguishing identity authentication quantum state information and key quantum
state information in accordance with the preset different wavelengths; selecting
measurement bases of the identity authentication quantum state information in
accordance with the preset basis vector selection rule; and measuring the identity
authentication quantum state information by using the selected measurement bases,
and eliminating parts where no photon is detected therein, to acquire the identity

authentication information.
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[0132] Step 503: Determine whether the identity authentication information
corresponds with the basis vector selection rule. If yes, execute step 504; and
otherwise, execute step 505, where the quantum key distribution process is ended.

[0133] Step 504: Select an authentication key from the identity authentication
information, and send position information of the authentication key and a preset
shared key encrypted with the authentication key to the peer device.

[0134] In some embodiments, the selecting an authentication key from the
identity authentication information includes: selecting the identity authentication
information as the authentication key; or randomly selecting bits in different positions
from the identity authentication information, and taking a bit string made up of the
selected bits as the authentication key.

[0135] In some embodiments, it is also feasible to use the authentication key
to encrypt locally generated auxiliary authentication information m, an'd send
encrypted information to the peer device along with the position information and the
encrypted preset shared key.

[0 36] In some embodiments, the measurement bases used for measurement
of a key quantum state can be published by the receiver device via a classic
channel.

[0137] In some embodiments, after this step, the following operations can also
be executed:

[0138] 1) Receive correct measurement bases of the key quantum state sent
by the peer device via the classic channel.

[0139] If encrypted information of a variant of the auxiliary authentication
information is received at the same time, a decryption operation is executed, and

whether the variant of the auxiliary authentication information is consistent with a
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variant of local originally generated auxiliary authentication informatidn is verified. If
they are consistent, the subsequent operations such as selecting original keys are
executed, and otherwise, the quantum key distribution process is ended.

[0140] 2) Select original keys, and acquire a final shared quantum key through
bit error rate acquisition, error correction and privacy amplification processes.

[0141] If encrypted information including a bit error rate sent by the sender is
received after the original keys are selected, decryption can be performed by using
the authéntication key selected in step 504, and subsequent processes such as error
correction and privacy amplification are executed in accordance with the result, to
acquire the final shared quantum key. '

[0142] Fig. 6 is a block diagram illustrating an identity authentication device
600, according to another exemplary embodiment. The apparatus may be deployed
on a quantum communication receiver device which participates in the quantum key
distribution process. The apparatus can be used to implement the methods
described above. In other words, the above-described methods can be considered
as exemplary functions of the apparatus. Thus, the description of the functions of
the apparatus below is relatively simple, and reference can be made to the
Corresponding description of the methods.

[0143] An identity authentication apparatus for a quantum key distribution
process of this example includes: a quantum state receiving unit 601 configured to
receive quantum state information sent by a peer device at a sender end which
participates in the quantum key distribution process; a quantum state measurement
unit 602 configured to measure the received quantum states in the quantum state
information in accordance with preset different wavelengths and a preset basis

vector selection rule, and acquire identity authentication information in accordance
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with measured results: a receiver authentication judgment unit 603 configured to
determine whether the identity authentication information corresponds with the basis
vector selection rule, and if no, end the quantum key distribution process; and an
information sending unit 604 configured to, when an output of the receiver
authentication judgment unit is Yes, select an authentication key from the identity
authentication information, and send position information of the authentication key
and a preset shared key encrypted with the authentication key to the peer device.

[0144] In some embodiments, the apparatus may further include a
measurement basis publishing unit configured to, when an output of the receiver
authentication judgment unit is Yes, publicize measurement bases used for
measurement of a key quantum state via a classic channel.

[0145] In some embodiments, the apparatus may further include:

[0146] a correct measurement basis receiving unit configured to receive
correct measurement bases for the key quantum states sent by the peer device via
the classic channel; and

[0147] a receiver quantum key acquisition unit configured to select original
keys, and acquire a final shared quantum key through bit error rate acquisition, error
correction and privacy amplification processes.

'0148] In some embodiments, the apparatus further includes:

[0149] an agreement request receiving unit configured to receive a key
agreement request sent by the peer device; and

[0150] a second identity authentication unit configured to verity the identity of
the peer device in accordance with account information included in the request. If the
verification fails, end the quantum key distribution process, and otherwise, send

account information of the receiver to the peer device.
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[0151] In some embodiments, the preset basis vector selection rule adopted
by the quantum state measurement unit includes: selecting corresponding bases in
accordance with positions of identity verification bits in quantum state information.

[0152] In some embodiments, the preset basis vector selection rule adopted
by the quantum state measurement unit refers to: selecting a corresponding
horizontal polarization basis, vertical polarization basis, left-handed polarization
basis or right-handed polarization basis in accordance with different results of
position informatioh of each identity verification bit in the quantum state information
mod 4.

[0153] In some embodiments, the quantum state measurement unit includes:

[0154] an information distinguishing subunit configured to distinguish identity
authentication quantum state information and key quantum state information in
accordance with the preset different wavelengths;

[0155] an identity authentication measurement basis selection subunit
configured to select measurement bases of the identity authentication quantum state
information in accordance with the preset basis vector selection rule; and

[0156] an identity authentication information acquisition subunit configured to
measure the identity authentication quantum state information by using the selected
measurement bases, and eliminate parts where no photon is detected therein, to
acquire the identity authentication information.

[0157] In some embodiments, the information sending unit includes:

[0158] an authentication key selection subunit configured to select an

authentication key from the identity authentica'tion information; and
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[0159] an information sending subunit configured to send position information
of the authentication key and a preset shared key encrypted with the authentication
key to the peer device;

[0160] in which the authentication key selection subunit is configured to:

[0161] select the identity authentication information as the authentication key;
or

[0162] randomly select bits in different positions from the identity
authentication information, and take a bit string made up of the selected bits as the
authentication key.

[0163] Fig. 7 is a block diagram illustrating an identity authentication system
700, according to an exemplary embodiment. The system includes: an identity ‘
authentication apparatus 701 deployed on a quantum communication sender device,
and an identity authentication apparatus 702 deployed on a quantum communication
receiver device. The identity authentication apparatuses, deployed on the quantum
communication devices of the sender and the receiver, preset the same basis vector
selection rule and the same shared key, and use the same wavelength setting to
distinguish identity authentication information and key information.

[0164] The identity authentication apparatuses respectively deployed on the
quantum communication devices of the sender and the receiver achieve dynamic
verification on the identity of the peer device in the quantum key distribution process
by using the identity authentication methods provided in the present application.

[0165] Fig. 8 is a flow diagram illustrating an identity authentication method
800, according to another exemplary embodiment. The identity authentication

apparatus deployed on the quantum communication sender device is referred to as
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A (811), and the identity authentication apparatus deployed on the quantum
communication receiver device is referred to as B (812).

[0166] Step 801: A sends a key agreement request to B, the request carrying
account ‘information of A.

[0167] Step 802: B verifies validity of the identity of A, and sends account
information of B to A.

[0168] Step 803: A verifies validity of the identity of B in accordance with the
received account information; A selects preparation bases of an identity
authentication bit string in accordance with a preset basis vector selection rule and
sends quantum states of the identity authentication bit string and quantum states of a
randomly generated key bit string by using different wavelengths, the identity
authentication bit string being interleaved in the key bit string with random positions
and lengths.

[0169] Step 804: B measures the received quantum states in accordance with
the different wavelengths and the basis vector selection rule, and when identity
authentication information obtained through measurement corresponds with the
basis vector selection rule, selects a receiver authentication key |IDkey from the
identity authentication information, sends position information of the receiver
authentication key as well as a preset shared key encrypted with the receiver
authentication key and local auxiliary authentication information m, and publicizes
measurement bases of a key quantum state, and otherwise, the quantum key
distribution process is ended. -

[0170] Step 805: A selects a corresponding sender authentication key (IDkey)
in accordance with the received position information, decrypts, with the

corresponding sender authentication key, the received encrypted information to
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obtain the preset shared key, and determines whether the preset shared key Is
consistent with a local preset shared key, and if they are consistent, selects original
keys, and publicizes correct measurement bases for the key quantum states and
encrypted information of a variant of the acquired auxiliary authentication
information: if they are not consistent, the quantum key distribution process is ended.

[0171] Step 806: B decrypts the encrypted information of the variant of the
auxiliary authentication information, and if the decrypted encrypted information is
consistent with a variant of local originally generated auxiliary authentication
information m, selects original keys in accordance with the received correct
measurement bases and publicizes measurement results of some key quantum
states, and otherwise, the quantum key distribution process is ended.

[0172] Step 807: A receives the measurement results of some key quantum
states and calculates a bit error rate. A also acquires a final shared quantum key
through the bit error rate calculation, error correction and privacy amplification, and
sends the bit error rate encrypted with the IDkey to B; B decrypts the received bit
error rate, and executes the corresponding error correction and privacy amplification
in accordance with the bit error rate, to acquire the final shared quantum key.

[0173] It should be noted that, the above illustrates one implementation of the
system, and different interaction manners can be adopted in other implementations.
For example, it is feasible not to execute the identity authentication links based on
the preset account information in 1) and 2), and in the processes of performing
identity authentication of B on A in the link 4) and performing identity authentication
of A on B in the link 5). It is also feasible not to use the auxiliary authentication
information m, not to continue to use variant information of m for identity

authentication in subsequent links, and not to use the IDkey to perform encryption,
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decryption and other operations on the bit error rate. Mutual authentication between
A and B can be completed by verifying whether the identity authentication quantum
state corresponds with the basis vector selection rule and whether the shared keys
preset by A and B are consistent with each other in the links 3), 4) and 5).

[0174] The specification has described methods, apparatus, and systems for
identity authentication. The illustrated steps are set out to explain the exemplary
embodiments shown, and it should be anticipated that ongoing technological
development will change the manner in which particular functions are performed.
Thus, these examples are presented herein for purposes of illustration, and not
limitation. For example, steps or processes disclosed herein are not limited to being
performed in the order described, but may be performed in any order, and some
steps may be omitted, consistent with disclosed embodiments. Further, the
boundaries of the functional building blocks have been arbitrarily defined herein for
the convenience of the description. Alternative boundaries can be defined so long
as the specified functions and relationships thereof are appropriately performed.
Alternatives (including equivalents, extensions, variations, deviations, etc., of those
described herein) will be apparent to persons skilled in the relevant art(s) based on
the teachings contained herein. Such alternatives fall within the scope and spirit of
the disclosed embodiments.

[0175] While examples and features of disclosed principles are described
herein, modifications, adaptations, and other implementations are possible without
departing from the spirit and scope of the disclosed embodiments. Also, the words
“comprising,” “having,” “containing,” and “including,” and other similar forms are
intended to be equivalent in meaning and be open ended in that an item or items

following any one of these words is not meant to be an exhaustive listing of such
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item or items, or meant to be limited to only the listed item or items. It must also be
noted that as used herein and in the appended claims, the singular forms “a,” "an,”
and “the” include plural references unless the context clearly dictates otherwise.

[0176] Furthermore, one or more computer-readable storage media may be
utilized in implementing embodiments consistent with the present disclosure. A
computer-readable storage medium refers to any type of physical memory on which
information or data readable by a processor may be stored. Thus, a computer-
readable storage medium may store instructions for execution by one or more
processors, including instructions for causing the processor(s) to perform steps or
stages consistent with the embodiments described herein. The term “"computer-
readable storage medium” should be understood to include tangible items and
exclude carrier waves and transient signals, i.e., be non-transitory. Examples
include RAM, ROM, volatile memory, nonvolatile memory, hard drives, CD ROMs,
DVDs, flash drives, disks, and any other known physical storage media.

[0177] It will be appreciated that the present invention is not limited to the
exact construction that has been described above and illustrated in the
accompanying drawihgs, and that various modifications and changes can be made
without departing from the scope thereof. It is intended that the scope of the

invention should only be limited by the appended claims.

41



CA 029767784 2017-08-15

WO 2016/133724 PCT/US2016/016740

WHAT IS CLAIMED IS:

1. An identity authentication method for a quantum key distribution process,
comprising:
selecting, by a sender, preparation bases for an identity authentication bit string

in accordance with a preset basis vector selection rule;

sending, by the sender, quantum state information including quantum states of
the identity authentication bit string and quantum states of a randomly generated key
bit string by using different wavelengths, the identity authentication bit string being

interleaved in the key bit string at a random position and with a random length;

measuring, by a receiver, the received quantum states in the quantum state
information in accordance with the different wavelengths and measurement bases
selected according to the preset basis vector selection rule to obtain identity
authentication information from the measurement of the identity authentication bit
string;

determining, by the receiver, whether the identity authentication information

obtained through the measurement corresponds with the preset basis vector

selection rule; and
if a result of the determination is yes:

selecting, by the receiver, a receiver authentication key from the identity

authentication information;

sending, by the receiver, position information of the receiver
authentication key in the identity authentication information obtained through
the measurement and a preset shared key encrypted with the receiver

authentication key;

selecting, by the sender, a corresponding sender authentication key In
accordance with the received position information and the identity

authentication bit string;
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determining, by the sender, whether the preset shared key obtained by
decryption with the corresponding sender authentication key is consistent with

a local preset shared key; and

ending the quantum key distribution process if the preset shared key

obtained by decryption is not consistent with the local preset shared key.

2. The identity authentication method of claim 1, further comprising publicizing,
by the receiver, the measurement bases for measuring a key quantum state via a

classic channel.

3. The identity authentication method of claim 1, further comprises:

performing, by each of the sender and the receiver, identity verification by using
preset account information via a classic channel before the sender sends the
quantum state information of the identity authentication bit string and of the randomly

generated key bit string.

4. The identity authentication method of claim 3, wherein the preset account

information comprises: identity information and a certificate.

5. The identity authentication method of claim 1, wherein the preset basis vector

selection rule comprises:

selecting the preparation bases or the measurement bases in accordance with

positions of identity authentication bits in the quantum state information.

6. The identity authentication method of claim 5, wherein selecting the
corresponding preparation bases or the measurement bases in accordance with the

positions of the identity authentication bits in the quantum state information includes:
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selecting a corresponding horizontal polarization basis, a vertical polarization
basis, a left-handed polarization basis or a right-handed polarization basis in
accordance with different results of position information of each identity

authentication bit in the quantum state information mod 4.

7. The identity authentication method of claim 1, wherein measuring, by the
receiver, the received quantum states in the quantum state information in
accordance with the different wavelengths and the measurement bases selected

according to the basis vector selection rule includes:

distinguishing identity authentication quantum state information and key

quantum state information in accordance with the different wavelengths;

measuring the identity authentication quantum state information by using the

selected measurement bases; and

eliminating parts of the selected measurement bases where no photon is

detected to obtain the identity authentication information through the measurement.

8. The identity authentication method of claim 7, wherein the identity
authentication information measured by the receiver corresponds with the basis
vector selection rule, if a difference between the identity authentication information

measured by the receiver and expected information is less than a preset threshold.

9. The identity authentication method of claim 1, wherein selecting, by the
receiver, the receiver authentication key from the identity authentication information

INncludes:

taking, by the receiver, the identity authentication information as the receiver

authentication key; or
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selecting, by the receiver, bits in different positions randomly from the identity
authentication information, and taking a bit string made up of the selected bits as the

receiver authentication key.

10. The identity authentication method of claim 1, wherein sending, by the
receiver, position information of the receiver authentication key in the identity
authentication information obtained through the measurement and the preset shared

key encrypted with the receiver authentication key, comprises:

sending, by the receiver, position information of the receiver authentication key
in the identity authentication information obtained through the measurement and a
preset shared key and auxiliary authentication information encrypted with the

receiver authentication key.

11. The identity authentication method of claim 10, further comprising:
decrypting, by the sender, the auxiliary authentication information;

encrypting, by the sender, a variant of the auxiliary authentication information

obtained by applying a preset policy to the auxiliary authentication information;
sending, by the sender, encrypted information via a classic channel;
receiving, by the receiver, the encrypted information;

decrypting the received encrypted information in a manner corresponding to the

preset policy; and

determining whether information obtained with the decryption is consistent with a

variant of the auxiliary authentication information.

12. The identity authentication method of claim 11, wherein the preset policy

cCoOmprises:

executing an encryption operation by using the local preset shared key; or
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executing an encryption operation by using the corresponding sender

authentication key.

13. An identity authentication method for a quantum key distribution process
comprising:
receiving quantum state information including quantum states of an identity

authentication bit string interleaved within a key bit string from a peer device,

wherein the identity authentication and the key bit strings have different wavelengths;

distinguishing the identity authentication bit string from the key bit string based

on the different wavelengths;

measuring the received quantum states using measurement bases Iin
accordance with a preset basis vector selection rule to obtain identity authentication

information through the measurement; ana

determining if the obtained identify authentication information corresponds with

the preset basis vector selection rule.

14. The identity authentication method claim 13, wherein the identity

authentication bit string is interleaved within the key bit string at a random position.

15. The identity authentication method claim 13, wherein the identity

authentication bit string has a random length.

16. The identity authentication method of claim 13, wherein the preset basis
vector selection rule comprises selecting bases in accordance with positions of

identity authentication bits in the quantum state information.
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17. The identity authentication method of claim 16, wherein selecting the bases
in accordance with the positions of the identity authentication bits in the quantum
state information includes selecting a corresponding horizontal polarization basis, a
corresponding vertical polarization basis, a corresponding left-handed polarization
basis, or a corresponding right-handed polarization basis in accordance with different
results of position information of each identity authentication bit in the quantum state

information mod 4.

18. The identity authentication method of claim 13, further comprising:

if the identity authentication information obtained through measurement
corresponds with the preset basis vector selection rule, selecting a receiver

authentication key from the identity authentication information; and

sending position information of the receiver authentication key and a preset

shared key encrypted with the receiver authentication key to the peer device.

19. The identity authentication method of claim 18, wherein selecting the

receiver authentication key from the identity authentication information comprises:

taking the identity authentication information as the receiver authentication key;

or

selecting bits in different positions randomly from the identity authentication
information, and taking a bit string made up of the selected bits as the receiver

authentication key.

20. The identity authentication method of claim 13, before receiving the quantum

state information, further comprising:

receiving a quantum key agreement request from the peer device;
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verifying the identity of the peer device according to the received

account information;

ending the quantum key distribution process, if the verification fails;

and

sending account information of a receiver to the peer device, if the

verification succeeds.

21. The identity authentication method of claim 13, wherein measuring the
received quantum states in the quantum state information using the measurement
bases in accordance with the preset basis vector selection rule to obtain the identity

authentication information through the measurement further comprises:

eliminating parts of the measured quantum states where no photon is detected

to obtain the identity authentication information through the measurement.

22. An identity authentication device for a quantum key distribution process
comprising:

a quantum state receiving unit configured to receive quantum state information
including quantum states of an identity authentication bit string interleaved within a
key bit string from a peer device, wherein the identity authentication and the key bit

strings have different wavelengths; and

a quantum state measuring unit configured to measure the received quantum
states in accordance with the different wavelengths and a preset basis vector

selection rule to obtain identity authentication information through the measurement.

23. The identity authentication device of claim 22, further comprising:

a receiver authentication unit configured to determine if the obtained identify

authentication information corresponds with the preset basis vector selection rule.
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24. The identity authentication device of claim 23, further comprising:
an information sending unit configured to:

if the identity authentication information obtained through
measurement corresponds with the preset basis vector selection rule,

select a receiver authentication key from the identity authentication

information; and

send position information of the receiver authentication key and a
preset shared key encrypted with the receiver authentication key to the

peer device.

25. The identity authentication device of claim 22, wherein the identity

authentication bit string is interleaved within the key bit string at a random position.

26. The identity authentication device of claim 22, wherein the identity

authentication bit string has a random length.
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